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ABSTRACT Telemedicine is expected to play a significant role in previsioning better service and meeting
various needs of patients, healthcare providers, and policy makers by exploiting advanced information
and communication technologies. Because health data are highly sensitive, the security and privacy of
telemedicine should be protected carefully to protect telemedicine from being potentially interrupted and
attacked. In telemedicine networks, the sink node is the most vulnerable to attacks because it is where
sensitive data will be collected. Thus, it is of great importance to protect the privacy of the sink node in
telemedicine networks. To this end, this paper proposes an efficient privacy-preserving protocol for sink
node location in telemedicine networks. Compared with the existing work, the scheme can improve the safe
time of telemedicine networks by injecting request packets and reduce the delivery time by transmitting
along the shortest route. In particular, the safe time can be improved by 28.57% to 52.70%, and the delivery
time can be reduced by 22.86% to 27.61%.

INDEX TERMS Telemedicine networks, security, sink node privacy, safe, delivery time.

I. INTRODUCTION
A telemedicine network, as an essential part of a smart
city, connects sensors, healthcare facilities, and organizations
to meet the demands of patients, healthcare providers and
policy makers [1]–[5]. Telemedicine networks can collect
and process healthcare information by means of advanced
information and communication technologies to improve ser-
vices for people in all stages of life [6]–[8]. Telemedicine
networks can be considered the infrastructure and are com-
posed of tiny and power-efficient sensors over a broad
area that transmit the healthcare data to the sink node,
where collective data are analyzed through machine learning
and data mining techniques [9]–[12]. Along with the ben-
efits brought by telemedicine networks come many tech-
nical challenges, including energy consumption and energy
control [13], [15], healthcare data collection [16], [17], the
delivery process [18]–[20], delay issues [21], [22], data dis-
tribution methods [23]–[27], and privacy and security in
telemedicine networks [23]–[28]. The security issue is a

significant aspect that can influence the performance of
telemedicine networks.

Due to the important role of the sink node, it is the
most vulnerable part to potential attacks. Therefore, the loca-
tion privacy of the sink node is of significance. Typically,
telemedicine networks are deployed in environments without
manual monitoring [29]–[33], and the sink node is responsi-
ble for healthcare data collection [34]–[36]. Therefore, if the
location of the sink node is exposed to attackers, the entire
network will break down [24]–[30]. Since the sink node is
the destination of healthcare data collection in the network,
all the data packets will be delivered to the sink node hop
by hop. Therefore, without privacy measures, attackers can
find the location of the sink node by tracing the direction of
the data packet transmissions. They can then attack the sink
node, which can dramatically affect the normal operation of
the telemedicine network. Moreover, because the sink node is
the destination of all the data packets in the network, it is very
challenging to protect the location privacy of the sink node.
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In telemedicine networks, the issue of location privacy of the
sink node has attracted much research attention.

In the conventional data delivery model, the sink node is
the only node to receive and collect data packets from all the
sources in a telemedicine network. Because the sink node is
different from other normal sensor nodes in the conventional
data delivery model, the location of the sink node can be
tracked easily. In this paper, in contrast to the former deliv-
ery model, the sink node can deliver information to other
sensor nodes, which will confound adversaries and improve
the security. Based on this observation, we propose a novel
privacy-preserving data delivery model for telemedicine net-
works in this paper. The main contributions are summarized
as follows.

(1) Firstly, we propose a novel privacy-preserving protocol
for the sink node location by introducing fake sink nodes and
fake data packets, which makes the systemmore complex and
makes it harder to find the location of the real sink node.

(2) Secondly, the proposed scheme can reduce the delivery
time while protecting the location privacy of the sink node.

(3) Thirdly, we compare our proposed scheme with previ-
ous schemes via extensive experiments and simulations. The
experimental results show that our scheme can successfully
improve the safe time and reduce the data delivery time.
Specifically, the safe time of the sink node can be improved
by 28.57% to 52.70%, and the delivery time can be reduced
by 22.86% to 27.61%.

The rests of this paper are organized as follows. Section II
reviews the related works. The system model and problem
statements are described in Section III. Section IV elaborates
the design of the PSNL-TNs scheme. Performance analysis
and comparisons of the PSNL-TNs scheme are provided in
SectionV and SectionVI, respectively. SectionVII concludes
the paper.

II. RELATED WORKS
In this section, related works are reviewed. Recently,
telemedicine networks have begun to play an important role
in providing equity and quality services by connecting health-
care facilities. This topic has gained significant research
attention, and research efforts have been devoted to differ-
ent issues, such as security [36], [37], [39], data collection
[15], [40]–[44], data coverage [45] and storage [46]–[48].
Among these issues, security and privacy have attracted great
attentions [35], [49]–[52]. Telemedicine networks should be
secure and robust to resist malicious attacks [24]–[31], [34].
Extensive research has been performed on the topic of secu-
rity of the sink node in a telemedicine network, and some
of the developed methods have been applied to telemedicine
networks. In telemedicine networks, the issue of privacy and
security can be divided into three aspects: content privacy,
source privacy and sink location privacy.

For the content privacy issue, [30] proposed a scheme
that exploits homomorphic functions in the compressive
data gathering process to hinder traffic flow tracking
and preserve privacy. Via homomorphic encryption and

aggregation in the encrypted domain, the security of the data
packets can be guaranteed, as proposed by [16] . In wireless
medical sensor networks (WMSNs), based on the existing
scheme inWMSNs, [36] proposed an anonymous authentica-
tion scheme for health-care applications to ensure the security
and privacy of the data information of patients.

In telemedicine networks, the privacy of the source loca-
tion can also be jeopardized. Reference [27] improved the
privacy of the source nodes via two clustering-based source
privacy protection schemes: the dynamic path scheme and
the dynamic tree scheme. Based on source-location pri-
vacy (SLP), [26] proposed a routing scheme called sink
toroidal region (STaR scheme) to provide suitable SLP while
maintaining low energy consumption.

For the sink node privacy issue in telemedicine net-
works, [28] proposed a scheme called ‘‘homogenous injec-
tion for sink privacy with node compromise protection’’
(HISP-NC) to protect the location of the sink node. In addi-
tion, [29] introduced a scheme to improve the safe time of the
sink node by injecting fake data packets and random walks of
the real data packets, which can protect the sink node location
effectively. This paper also introduced direction attacks from
adversaries in the telemedicine networks, with which the
location of the sink node can be observed easily to some
extent. Reference [24] proposed a random data collection
scheme to protect the location privacy issue of the sink node
in the networks, whereby the data packets are delivered along
random routes to avoid tracking by adversaries. However,
the energy consumption and delivery time of the data packets
will increase because the data packets spend significant time
performing the random walks.

III. THE SYSTEM MODEL AND PROBLEM STATEMENT
A. THE SYSTEM MODEL
There are four types of sensor nodes in telemedicine net-
works: the real sink node, fake sink nodes, ordinary sensor
nodes and source sensor nodes. These four types of sensor
nodes can be summarized as follows:

1. There is only one static sink node in a telemedicine
network, and it can receive and analyze data packets.

2. Several fake sink nodes are distributed randomly in a
telemedicine network, each of which can receive fake data
packets to confound adversaries. Each fake sink node main-
tains a set of one-hop neighboring nodes. The actions of fake
sink nodes are the same as the real sink node. The number of
fake sink nodes is defined as Nf .
3. Source sensor nodes can generate real data packets, and

the number of source nodes is defined as Ns.
4. Ordinary sensor nodes can receive data packets. Mean-

while, if an ordinary sensor node receives a set of real data
packets, it will generate a set of fake data packets to hide the
real transmission routes of the real data packets. The number
of ordinary sensor nodes is defined as No.
The adversary model is given as follows.
1. The adversaries follow a tracking scheme, which is

defined as direction attacks in [24].
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2. The adversaries are only interested in tracing the sink
node and do not interfere with the normal communications of
the sink node.

3. The adversaries trace the data packets hop by hop, and
they can perform backtracking. The residence time of the
adversaries at a sensor node is defined as �o. If the residence
time reaches a certain value and this sensor node is the real
sink node, then the sink node is considered to succeed.

B. PROBLEM STATEMENT
(1) Enhancement of the security in telemedicine networks
The location privacy of the sink node should be protected

to enhance the security. The period before the location of the
sink node is found by attackers is defined as the safe time.
Minimizing the probability of the sink node being found by
adversaries is an efficient solution to enhance the network
security. Assuming that there are Nf fake data packets gen-
erated in a sensor node, the number of hops in a transmitting
route is N ; the probability can be defined by equation (1):

MIN (P) =
∏N

1
(

1
Nf + 1

) (1)

(2) Reduction of delivery time in telemedicine networks
Delivery time is the total time spent in a data transmission

process. With delivery time, a set of data packets can be
delivered to the sink node after N hop transmissions. If, in a
node, a set of data packets must wait for time �k�, ideally,
the equation of the delivery time reduction is as shown in
equation (2).

MIN (W) = (N − 2) · (�k�+ dt ) (2)

Where dt represents the one-hop time when a node delivers
a set of data packets to the next sensor node.

(3) Reduction of the energy consumption
In a transmission process of a data packet set, the total

energy consumption is defined asV. The energy consumption
when generating a set of data packets is defined as C1, and
the energy consumption when delivering a set of data packets
is defined as C2 in a one-hop dissemination process. Then,
the energy consumption in V can be expressed as:

MIN (V) =C1 ·N + C2 ·M (3)

where N is the number of data packet sets, including the
number of real data packets, the fake data packets and the
request packets of the sink node and fake sink node.M repre-
sents the total number of hops when transmitting a set of data
packets.

In summary, the research objectives are as follows.
MIN (P) =

∏N
1 ( 1

Nf+1
)

MIN (W) = (N − 2) ·
(

�k�+ dt
)

MIN (V) = C1 ·N + C2 ·M

(4)

Table 1 describes some basic notations used throughout
this paper.

TABLE 1. Notations.

IV. THE DESIGN OF THE LRDC SCHEME
A. OVERVIEW
In telemedicine networks, the sink node can collect and ana-
lyze the data packets from other sensor nodes. In general,
the privacy of the sink node includes two aspects: content pri-
vacy and contextual privacy. In this paper, we concentrate on
the contextual privacy and do not consider the length or con-
tent of the data packets. In telemedicine networks, the sink
node is traced by some of the adversaries, and those adver-
saries may perform attacks on the sink node or get the data
packets from the sink node. Moreover, to attack the sink
node location in telemedicine networks, some attackers may
add additional nodes to the original network or compromise
several original sensor nodes. Alternately, some of the adver-
saries may damage the data packets. This has become a
serious issue for privacy in telemedicine networks. Therefore,
it is necessary to protect the location privacy of the sink node
to maintain the integrity and effectiveness of telemedicine
networks. Many techniques and schemes have been pro-
posed to protect the location information of the sink node in
telemedicine networks.
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However, several problems still exist, as follows:
1. The actions of the ordinary sensor nodes. In the previous

schemes, if the data packets are transmitted to an ordinary
sensor node, then those data packets are delivered to the next
sensor node immediately. The adversaries can track the loca-
tion of the sink nodes via the transmission routes of the data
packets. Therefore, the location privacy of the sink node can
be discovered easily to some extent.

2. The actions of the sink node. In the previous schemes,
the sink node is the end destination of the data transmission
processes, which differs from the actions of other sensor
nodes. All the data packets will be delivered to the sink node.
Because of this special characteristic, the location of the sink
node will be exposed easily to some extent.

In a data transmission process, a set of data packets
should be transmitted to the sink node. Therefore, the sink
node is markedly set along the transmission route. In this
paper, a scheme named ‘‘Privacy-Preserving Protocol of Sink
Node Location in Telemedicine Networks’’ (the PSNL-TNs
scheme) is proposed to protect and hide the location privacy
of the sink node in telemedicine networks. Fake sink nodes
and fake data packets can increase the complexity of the
entire network. Therefore, the PSNL-TNs scheme can con-
fuse the tracking processes of adversaries. In general, with
the PSNL-TNs scheme, the probability of the sink node being
traced can be decreased to a large extent.

To be specific, to protect the location privacy of the real
sink node, the two main contributions in this paper are as
follows.

1. When data packets are transmitted to an ordinary sensor
node, this ordinary sensor node will hold the real data packets
for a small time. Meanwhile, this ordinary sensor node will
generate a random number of fake data packets and deliver
those fake data packets to other sensor nodes.

2. Both the real sink node and fake sink nodes can generate
a set of data packets. The set of data packets generated by the
sink node is empty, and its function is to require the ordinary
sensor nodes, whether they have data packets or not. The
actions of the sink node are shown in Figure 1. This will
confuse the tracking routes of adversaries and protect the
location privacy of the real sink node to a large extent.

In the PSNL-TNs scheme, there are four types of sensor
nodes: the source nodes, the real sink node, the fake sink
nodes and the ordinary sensor nodes. By injecting the fake
sink nodes, the fake data packets and the request packets,
the telemedicine networks will become more complex. Both
the real and fake data packets are transmitted along the short-
est routes. In a data transmission process, there exist four
types of sensor nodes, including the sink node, the ordinary
sensor nodes, the fake sink nodes and a source node.

The locations of the sink node and the fake sink nodes are
set statically in telemedicine networks. In the data transmis-
sion processes of previous schemes, the sink node is only
responsible for receiving the data packets; it is the end of a
data transmission process. In the PSNL-TNs scheme, the sink
node needs to generate and transmit a set of data packets that

FIGURE 1. The actions of the sink node.

is a set of requirements for data packets to the sensor node in
the set of one-hop neighboring nodes of the sink node. This
process can help confuse adversaries because they cannot
figure precisely determine which node is the end of a data
transmission process. Thus, the location privacy of the sink
node can be protected to some extent.

At first, the sink node broadcasts a beacon packet, which
carriers a number to count the hops, and the initial value
of this packet is zero. The beacon packet, which is defined
as Beacon, can record the hop count and increase the hop
count if it is received by a sensor node. Via the value of
the beacon packet, the set of one-hop neighboring nodes of
the sink node and the fake sink nodes can be obtained. This
beacon packet is delivered to the next sensor node until the
value of Beacon reaches B. In a network, each sensor node
holds a transmission range, defined as τ in this paper.
The fake sink nodes in the network should also broadcast

a beacon packet to build the fake further lists. The actions of
the fake sink nodes are the same as those of the real sink node.

In a data transmission process, the functions of those four
node types are indicated below.

The source node can generate data packets.
The sink nodes (either the real sink node or the fake sink

nodes) can require for the data packets generated by the
source node. In the PSNL-TNs scheme, the data transmission
process is bidirectional, which differs from the unidirectional
characteristic in the traditional data transmission processes.
Via this method, it is more complex for adversaries to find
the location of the real sink node because every node in the
network can be the start or end of a transmission process.
The Beacon packet will be delivered by a random number of
hops.

The actions of the fake sink nodes are the same as those
of the real sink node. In a data transmission process, the only
difference is that the data packets received by the fake sink
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nodes are fake; those data packets are generated by the ordi-
nary nodes in the data delivery routes. The set of fake sink
nodes is defined as f = (f1, f2, f3, . . . . . . , fn).
The ordinary nodes are the basis of a network. They coor-

dinate with each other to transmit real data packets; mean-
while, the ordinary nodes will generate a random number of
fake data packets when they deliver the real data packets to
confuse the tracking route of adversaries. When an ordinary
node receives a set of data packets, it will not deliver these
data to other nodes immediately. This set of data packets
will stay at the ordinary sensor node for a certain time �k�;
during the waiting time �k�, if this sensor node does not receive
the requirement data packets from the sink node, it will be
delivered to the next ordinary node along the shortest path.
If the ordinary node with data packets receives the request
packets from the sink node within the waiting time �k�, then it
will deliver the data packets to the next ordinary node along
the shortest route.

The tracking routes of adversaries follow the direction
attack scheme [24], which is called Direction Information
Line (DIL). The DIL method is used to simulate the tracking
processes of adversaries. For a sensor node n, the angle
between this node and the DIL is defined as θn. Before a
set of data packets reaches the real sink node, the set of
angles is defined as θ = (θ1, θ2, θ3, . . . . . . , θn). At each
sensor node, the value of Maximize(θ,DIL) is utilized as
the evaluation standard for adversaries. Therefore, the routes
that are within Maximize(θ,DIL) may be the real route of a
set of data packets. With the DIL scheme, the probability of
tracking the real sink node is improved. This method makes
our simulations and experiments more convincible.

The set of request packets from the sink node is defined
as ERQ. The set of request packets from a fake sink node
fi is defined as ERQi. During this transmission period,
the delay time for the entire telemedicine network may
increase because the sensor node needs to keep the data
packets for a short time, no more than �k�. The sensor node
with data packets will transmit them to the sink node via the
shortest path.

Based on the PSNL-TNs scheme, Figure 2 shows a con-
crete example of data delivery processes in a telemedicine
network. In Figure 2, two source nodes generate data packets,
and they transmit those data packets to the real sink node,
routing in the shortest manner. When the data packets are
delivered to an ordinary node, this ordinary nodewill generate
a set of fake data packets. The Nf fake data packets will
be delivered to a random number of sensor nodes when the
ordinary node transmits the real data packets. In this paper,
the value of Nf varies from 1 to 3, as shown in Figure 2.
An ordinary node with real data packets will wait for the

request packets for a certain time �k�. If it receives the request
packets within time �k�, then the real data packets will be
delivered to the next hop immediately, along with Nf number
of sets of fake data packets. This can help to hide the real
transmission route. Based on the PSNL-TNs scheme, each
node in the telemedicine network can be the sink node. It is

FIGURE 2. The processes of data transmission.

difficult to figure out which one is the end of a transmission
process, which means that the location privacy of the sink
node can be protected effectively. Moreover, in telemedicine
networks, because of the existences of many fake sink nodes
and fake data packets, the location privacy of the real sink
node can be promised.

In the following subsections, the models in the PSNL-TNs
scheme are introduced and formulated.

B. DATA DELIVERY MODEL
In the PSNL-TNs scheme, there are four types of data packets,
i.e., the real data packets, the fake data packets, the request
packets of the real sink node and the request packets of the
fake sink node. In this subsection, the data delivery models
of those four types are described.

1. The data delivery model of the real data packets.
Obviously, a set of real data packets is generated by an
ordinary node. The real data packet set will be delivered to the
sink node eventually along the shortest route. By tracing the
transmission routes of the real data packets, adversaries can
track the location of the sink node. This is the most serious
issue for the data transmission processes in telemedicine
networks. Before the data packets reach the sink node, there is
a probability that they are tracked by adversaries. During this
period, the set of angles of each sensor node can be obtained,
and we use Maximize(θ,DIL) as the selection standard. The
route of the real packets is in Maximize(θ,DIL).

2. The data delivery model of the fake data packets. The set
of fake data packets is utilized to confuse the tracking routes
of adversaries. When a node needs to deliver real data packets
to another node, it will generate a set of fake data packets and
randomly deliver the fake data packets to other nodes. This
can help confuse the tracking routes of adversaries. The fake
data packets will eventually be transmitted to the fake sink
nodes.

3. The data delivery model of the request packets of the real
sink node. In the PSNL-TNs scheme, the sink node can not
only receive real data packets but also generate the request
packets and deliver this set of packets to other nodes. It will
disseminate the request packets to a random number of nodes
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to find if they have real data packets or not. The request
packets will be delivered to several hops.

4. The data delivery model of the request packets of the
fake sink nodes. To maintain consistency, the actions of the
fake sink nodes should look the same as the actions of the real
sink node. Therefore, the fake sink nodes are also required to
generate the request packets. The request packets also need
to be delivered to other sensor nodes.

With the injection of fake sink nodes and fake data packets,
the location privacy of the sink node can be protected to some
extent.

The pseudo-codes of the data delivery model are presented
in algorithm 1.

Algorithm1Algorithm toCalculate theDataDeliveryModel

Input: a source node, time interval �k�, location of the sink
node and number of fake sink nodes
Output: the hops in a data transmission process
1: initialize all the variables
2: the source node generates data packets in time ϕ
3: transmit the data packets to another node along the

shortest route
4:While (the next hop is not the real sink node)
5: For (x. time = p; p<= �k�; p = p+a)

// x is a sensor node
6: If (x receives the request

packets of the sink node)
7: number++;
//record this node, which may be treated as the sink node

8: break;
9: End if;
10: End for;
11: generating n fake data packets;
12: deliver the real data packets and those

fake data packets
13: hop ++;
14: End while
15: output the value of hop;
16: output the value of number;
17: end

The pseudocode of the actions of ordinary node is pre-
sented in algorithm 2.

Obviously, with the number of fake sink nodes Nf increas-
ing, the routes of the fake data packets will markedly increase
at the same time. Therefore, the data delivery time and the
energy consumption will increase to some extent. At the same
time, the safe time of the real sink node can be improved
to a large extent. The experimental comparisons are shown
in section 6.

C. SAFE TIME
In this paper, the PSNL-TNs scheme aims to protect the
location privacy of the sink node by improving the safe time.

Algorithm 2 Algorithm of Actions of the Ordinary Nodes

Input: a set of real data packets, time interval �k�, the request
packets
Output: the hops in a data transmission process
1: initialize all the variables
2: receive the real data packets.
3: hop-received++;

// the number of received packets increases
4: select-routings to transmit data

//the methods to find the next
destination node

5: If it finds the closest node in the neighboring nodes of
ordinary node

6: If (it received the request data from sink node)
7. generate a random number of fake

data packets fp
8. deliver real data to the next hop
9: deliver fp to the random sensor nodes
10: delete the real data packets
11: hop++
12: number++; //the number of node which

//may be treated as
the sink node
//will increase

13: Else
14: wait for a variable �k� time and deliver data
15: generate a random number of fake

data packets fp
16: deliver fp to the random sensor nodes
17: delete the real data packets
18: hop++
19: End if
20: End if
21: End select-routings
22: End

Therefore, in this subsection, the safe time of the sink node
in the PSNL-TNs scheme can be calculated by the following
equations. In section 4.2, there are four types of data packets.
There are four phases in a transmission process. Therefore,
the calculation methods of the safe time of the sink node are
separated into two parts. In this subsection, the safe time of
the sink node in each period is calculated.

In the first period, the source node can generate a set of
real data packets. Different from other sensor nodes in the
transmission route, the source node will not transmit the set of
fake data packets. Therefore, adversaries can track the route
of the real data packets until the data packets are received by
the first ordinary node. That is the first period. In the first
period of data transmission, the probability of the real data
packets being successfully traced by adversaries is defined as
Pro1, and the value of Pro1 is 1.
In the second period of real data transmissions, the data

packets are transmitted to the other ordinary sensor nodes
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along the shortest routes. In the second period, the nodes
can randomly generate fake data packets and deliver those
fake packets to other nodes along the shortest routes. This
can confuse the tracking routes of adversaries. Suppose that
there are N number of nodes in a transmission process. Each
ordinary sensor node can generate a set of fake data packets to
hide the real transmission route. As is known, more fake data
packets will lead to increased energy consumption, which is
a side effect of the PSNL-TNs scheme.

In a data transmission process, the set of real data packets is
transmitted along the shortest route hop by hop. The number
of total hops in the route is defined as N . Obviously, the num-
ber of nodes that can generate and disseminate the fake data
packets is N − 2. In the second period, considering the
influences of fake data packets only, the minimum probability
of adversaries tracing the real route of a set of data packets in
a node ` can be calculated by equation (5).

MIN (Pro`) =
1

Nf + 1
(5)

Therefore, considering the number of fake data packets
only, the minimum probability of the real transmission route
for a set of data packets being traced in the second process
can be obtained by equation (6).

MIN (Profd ) = ProN−2` = (
1

Nf + 1
)
N−2

(6)

When an ordinary sensor node generates two fake data
packets, if the transmission routes are all located in the
minimumprobabilityMaximize (θ,DIL), then the probability
can be calculated by equation (5). However, with the DIL
scheme, the probability of tracing the location of the real sink
node may increase. In general, with the PSNL-TNs scheme,
the privacy of the real sink node will be improved.

In Pro2, to weaken the influences of direction attacks,
the sink node will generate a set of request packets and
transmit it along the shortest route, pretending it is an ordinary
node or a source node. We then discuss the influences of the
request packets. In this phase, for a data transmission process,
any node can be treated as the sink node.

The ordinary node with real data packets needs to wait
for the ERQ, and the ordinary node with fake data packets
needs to wait for the ERQ1 within time �k�. The value of �k�

is limited and is fixed for each ordinary sensor node. In the
PSNL-TNs scheme, the fake sink nodes and the real sink
node need to deliver a set of request packets to other nodes
to hide the location of the sink node. Each sensor node in the
transmission route can be regarded as the sink node. In this
paper, the fake sink node numberNf in each intersection node
is defined as 1 or 3, and the transmission type of the fake data
packets is the same as that of the real data packets.

There are two possible situations for the request packets.
One is that the sensor node that the request packets are
being delivered to does not have the real data packets. In this
situation, the request packets will be transmitted to the next
sensor node via the shortest route. Another situation is that

the ordinary node that the request packets are being delivered
to has the real data packets. In this situation, this sensor
node will deliver the request packets to another node via
the shortest route immediately. Specifically, in the traditional
data transmission type, if sensor node A wants to transmit
data packets to node B, it must first deliver a set of request
packets to B; then, B will give a response message to A; and
finally, A can deliver data packets to B. If the transmission
process is ordinary node to sink node, then A is the ordinary
node and B is the sink node. In the PSNL-TNs scheme, with
the existence of request packets, the node B transmits data
packets first, and A will deliver real data packets to B, which
makes it seem like A is the sink node and B is the ordinary
node. This will influence and confuse the tracking routes of
adversaries. In a data transmission process ω, the number of
sensor nodes in the second situation is defined as Nω.

In the previous transmission protocol of data packets,
the patterns of the sink node differ from the patterns of other
sensor nodes. Therefore, the location of the sink node is easily
found. In the PSNL-TNs scheme, the transmission patterns of
telemedicine networks have changed. It is difficult to judge
which one is the real sink node because of the existence of
request packets. In a transmission process of a set of real
data packets, considering both the request packets and the
fake data packets, the minimum probability of an ordinary
node ` being treated as the real sink node can be obtained by
equation (7).

MIN (Pro`) =
1

Nf + 1
·

1
Nω

(7)

In a data transmission process, considering both the influ-
ence factor of fake data packets and the request packets,
the calculation methods of the minimum probabilityPro2 can
be defined by equation (8).

MIN (Pro2) =
∏ω

1
(

1
Nf + 1

·
1
Nω

)
∏N−ω−2

1

1
Nf + 1

(8)

According to the calculation methods of Pro1 and Pro2,
the minimum probability of the location of the sink
node being tracked by adversaries can be calculated by
equation (9).

Pro = Pro1 · Pro2 (9)

The value of Pro1 is 1. All the data packets are transmitted
along the shortest routes to reduce the energy consumption
and shorten the delivery time.

D. ENERGY CONSUMPTION
In telemedicine networks, the factor of energy consumption
is a significant issue that can affect the overall network func-
tions. Therefore, in this subsection, the calculation methods
of energy consumption are discussed.

The calculation of the energy consumption in a transmis-
sion process ρ is shown in equation (10).

Eρ = Jeg ·

(
Nsource +

∑n−2

1
N`f + Nrq +

∑m

1
Nfq

)
+ Jef · (ℵrh + ℵfh + ℵsh) (10)
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where Jeg indicates the energy consumption when a sensor
node generates the data packets or the fake data packets and
Nsource is the number of source nodes in this data transmis-
sion process; in a data transmission process, the value of
Nsource = 1. N`f indicates that a sensor node ` can generate
N`f number of fake data packets, and

∑n−2
1 N`f is the total

number of fake data packets in a data transmission process ρ.
Nrq represents the number of request packets of the real sink
node. Nfq indicates the number of request packets of the fake
sink nodes. In the simulations, there are 4 fake sink nodes;
therefore, the value of m is 4.

In equation (10), the first part is the calculation method
of the energy consumption in generating the real data pack-
ets and fake data packets. In the second part of equa-
tion (10), the symbol Jef indicates the energy consumption of
the data transmission process ρ when a sensor node delivers
the data packets, ℵrh is the hops to the real sink node of the
real data packets, ℵfh is the hops for all the fake data packets
in this data transmission, and ℵsh indicates the hops of the
request informationERQ1 andERQ generated by the real sink
node and the fake sink nodes, respectively. The second part
of equation (10) can calculate the energy consumption when
a sensor node delivers the data packets.

In equation (10), obviously, the number of fake sink nodes,
the number of fake data packets and the number of hops of the
request information are three important factors when consid-
ering the energy consumption issue of the entire telemedicine
network. Based on different values of m, the experiments in
section 6 evaluate the results of the energy consumption.

Algorithm 3 Algorithm to Calculate the Value of Energy
Consumptions

Input: values of Jeg, Jef , Nsource, N`f , Nrq, and Nfq, obtain
the value of hop, the value of number in algorithm 1.
Output: the value of energy consumption
1: initialize all the variables
2: N`f = hop – 2;
3: Nrq = a;

// in the simulation, the value of Nrq is 3.
4: Nfq =

∑z
1 Nzq

// calculate the total number of request packets of
// the fake sink nodes

5:Eρ = Jeg ·
(
Nsource +

∑n−2
1 N`f + Nrq +

∑m
1 Nfq

)
+Jef

· (ℵrh + ℵfh + ℵsh)
6: output the value of Eρ for process ρ
7: end

The pseudo-code of the energy consumptions is presented
in algorithm 3.

E. DATA DELIVERY TIME
Data delivery time is the time consumption of the real data
packets. In the PSNL-TNs scheme, the delivery time of a
data transmission process is another important influence fac-
tor that can affect the functions of telemedicine networks.

In a data transmission process, each sensor node in the
transmission route needs to hold a time interval �k�. Within
the time interval �k�, the sensor node with real data packets
will wait for the request packets. If it receives the request
packets, then the real data packets will be delivered to the
next sensor node immediately along the shortest transmis-
sion route, along with Nf number of fake data packets.
This type of data transmission process will improve the safe
time of the sink node to a large extent but will result in
an increase in the data delivery time because of the time
interval �k�.
We use hops as the measurement of the data delivery time.

The one-hop time when a node delivers a set of data packets
is defined as dt . In a data transmission process, there are Nω
number of sensor nodes that need not waits for time �k� because
those sensor nodes can receive request packets within time �k�.
In a data transmission process, the maximum delivery time
can be calculated by equation (11).

MAX (Td ) = (N − 2) · (�k�+ dt ) (11)

whereN is the total number of sensor nodes in the real data
transmission route. The calculation method of the minimum
delivery time in the real transmission process is defined in
equation (12).

MAX (Td ) = (N − 2) · dt = Nω · dt (12)

In equation (11), ideally, the minimum delivery time is
that in the real data transmission route, except for the real
sink node and the source node, all the other sensor nodes can
receive the request packets of the real sink node. They do not
need to wait for a time interval �k�. Therefore, the number of
Nω is N − 2.
The pseudocode of the actions of sink node is presented

in algorithm 4.

Algorithm 4 Algorithm of the Actions of Sink Node
Input: data packets
Output: request packets
1: initialize all the variables
2: generate a random number of request packets rq
3: randomly generate destinations
4: send rq to these destinations
5: delete rq
6: If (sink node receives a set of data packets)
7: dp-received++; //the number of packets that the

//sink node received
will increase

8: generate a random number of request packets rq
9: randomly generate destinations
10: send rq to random neighboring nodes
11: delete rq;
12: End if
13: ends
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F. COMPUTATIONAL COMPLEXITY
In this subsection, the computational complexity is discussed
to evaluate the performances of the PSNL-TNs scheme. For
a set of data packets, suppose there are N number of ordinary
nodes will cooperate with each other to deliver it to the sink
node in the telemedicine networks, then the computational
complexity is O(N ).

V. EXPERIMENTAL ANALYSIS
In this section, we will demonstrate the effectiveness of the
PSNL-TNs scheme by not only theoretical analysis but also
simulation experiments. In section 5.2, the calculation meth-
ods of the safe time, energy consumption and data delivery
time of the PSNL-TNs scheme are given to illustrate and
compare the theoretical performances. In section 5.3, the per-
formances of the PSNL-TNs scheme are analyzed by exper-
iments and simulations, and we compare the experimental
results of the PSNL-TNs scheme with those of the methods
proposed in [24] to show the superiority and effectiveness.

All the simulation programs are implemented in C++.
In the experiments, 420 nodes are distributed randomly in
a cycle with a radius of 420. The communication range τ
of each sensor node is defined as 15 in the networks. The
locations of the real sink node are set randomly in the sensor
networks. The fake sink nodes are distributed according to the
distribution methods in [24]. Because of the delivery schemes
in the PSNL-TNs networks, it is difficult for adversaries to
trace the routes of real data packets. The safe time of the real
sink node, the delivery time and the energy consumption of
the entire networks are compared with those attained by the
methods in [24]. Moreover, we take some influence factors
into consideration, for example, the number of fake sink
nodes has a great influence on the safe time and the energy
consumption. The number of fake sink nodes and the number
of fake data packets of a node ` can result in increasing
safe time and energy consumption. However, because the real
data packets are routed along the shortest routes, the number
of fake sink nodes has no relationship with delivery time.
We should balance those factors by comparing the experi-
mental results to achieve the best performances of the entire
sensor networks. In each ordinary node, the number of fake
sink nodes is 2 or 3.

The performances of the PSNL-TNs scheme is analyzed
for each index.

A. SAFE TIME ANAYSIS
In sensor networks, it is necessary to protect the location pri-
vacy of the sink node and improve the safe time of the entire
network. Therefore, in this paper, the PSNL-TNs scheme
mainly concentrates on improving the safe time of the real
sink node, and several fake sink nodes are inserted into the
networks to confuse the adversaries. The delivery actions of
the sink node or the fake sink nodes are redefined in this paper
to improve the location privacy. When adversaries trace the
location of the sink node, it will stay at this node and return

a ‘‘successful’’ message. Therefore, if adversaries stay at a
sensor node for more than β, then this node is seen as the real
sink node by the adversaries. Then, we need to judge if this
node is the real sink node or not in the experiment. Based on
different numbers of fake data packets and fake sink nodes,
the safe time of the real sink node differs. Compared with the
methods in [24]. The improvement percentage of safe time is
defined as Istime. the safe time can be improved.

B. DELIVERY TIME ANAYSIS
The delivery time is also an important factor in the sensor
systems. In the PSNL-TNs scheme, because of the exis-
tence of fake sink nodes and the changes in the delivery
model of the sink node, the delivery time of the PSNL-TNs
scheme will increase. In this paper, we also use the hops
to evaluate the delivery time of a data transmission process.
dt is the one-hop transmission time. Therefore, based on
equations (11) and (12), the delivery time of the PSNL-TNs
scheme is shown in equation (13).

Nω · th ≤ Td ≤ (N − 2) · (�k�+ dt ) (13)

In the entire network, the delivery time is obtained as
shown in equation (14).

TPSNL−TNs =
∑Nsource

t=1
Td (14)

where Nsource indicates the number of data transmission
processes.

To reduce the probability of the real sink node being traced,
the method in [24] takes a random walk for the real data
packets. This will result in increasing the data delivery time
markedly. In the PSNL-TNs scheme, the healthy information
is delivered along the shortest route. Therefore, although it
will take some time in each ordinary node of the shortest
route, the delivery time can be reduced to some extents.

C. ENERGY CUNSUMPTION ANAYSIS
In the PSNL-TNs scheme, the real data packets are transmit-
ted along the shortest route, and compared with the method
in [24], the delivery time can be reduced to a large extent. The
reduction of delivery time is defined as Rdtime.
The energy consumption of the PSNL-TNs scheme is com-

pared with the consumption of the SP-DA schemes [24] in
this subsection.

In [24], the fake data packets are generated in the inter-
section nodes, which is unreliable in real network systems.
Each node in a network is an intersection node, as it can both
transmit data packets and receive data packets.

D. EVALUATION METRIC
The energy consumptions in a data transmission process is
divided into two parts: the energy consumption when generat-
ing a set of data packets and the consumption when delivering
a set of data packets. Because of the existence of the fake data
packets and the request packets, the energy consumption in
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the PSNL-TNs scheme might increase to some extent com-
pared with the schemes in [24]. The comparison of energy
consumptions is defined as Eec.

After computing Istime, Rdtime and Eec in the above three
subsections, in this subsection, to comprehensively evalu-
ate the performances of the PSNL-TNs scheme, the metric
Smeasure is utilized set as a standard of those three-evaluation
metrics. The calculation method of Smeasure can be derived
by the following equation.

Smeasure

=
|2 · Istime · Rdtime + 2 · Istime · Eec + 2 · Rdtime · Eec|

|Istime| + |Rdtime| + |Eec|
(15)

According to equation (15), the performance of the
PSNL-TNs scheme can be evaluated comprehensively.
Clearly, if the value of Smeasure is higher, the performance
of the PSNL-TNs scheme is better.

VI. EXPERIMENTAL RESULTS OF THE PSNL-TNS SHCEME
In this section, the performance of the PSNL-TNs scheme is
compared with those of the SP-DA schemes in [24]. The safe
time of the real sink node, the delivery time and the energy
consumption are compared with the SP-DA schemes, respec-
tively. Moreover, we compare the performance of PSNL-TNs
based on different numbers of fake sink nodes. The compar-
isons of safe time are illustrated in subsection 6.1, the delivery
time of the PSNL-TNs scheme is compared with that of the
SP-DA scheme in subsection 6.2, and the comparisons of
energy consumption are presented in subsection 6.3.

A. COMPARISIONS OF SAFE TIME
In this subsection, we compare the safe time of the PSNL-TNs
scheme with that of the SP-DA scheme. The number of fake
sink nodes and the number of fake data packets have impacts
on the safe time.

FIGURE 3. The comparisons of safe time based on the PSNL-TNs and the
SP-DA schemes in [24] for different numbers of fake sink nodes.

Based on the PSNL-TNs scheme and the SP-DA scheme,
under different numbers of fake sink nodes, the safe time of
the entire sensor systems is compared in a data transmission
process, as shown in Figure 3.

Figure 3 clearly shows that under different values of fake
sink nodes, the safe time of the PSNL-TNs scheme can
be improved to a large extent compared with that of the
scheme in [24]. With an increasing number of fake sink
nodes, the improved safe time increases. This is because,
as the number of fake sink nodes increases, the number of
request packets of the fake sink nodes will increase, which
makes the location of the real sink node hard to find. The
actions of a fake sink node are the same as those of the real
sink node, and the actions of the request packets of the fake
sink nodes are the same as those of the request packets of the
real sink node. Thus, if the sensor node with fake data packets
can receive the request packets of the fake sink nodes within
thewaiting interval �k�, then this nodemay be treated as the sink
node. Therefore, the probability of the real sink node being
traced can be decreased, and the safe time can be improved.
The methods in [24] do not have the requirement of fake sink
nodes. It improves the safe time by only inserting the fake data
packets and lengthening the transmission routes of a set of
real data packets. As the number of fake sink nodes increases,
the gap between the PSNL-TNs scheme and the methods
in [24] becomes larger, which indicates that the PSNL-TNs
scheme has better performance with larger number of fake
sink nodes especially. The improvement percentage ranges
from 43.11% to 51.11%.

With the improved percentages of safe time, when the num-
ber of fake sink nodes is 4, the performance of the PSNL-TNs
scheme reaches its best. Then, with different numbers of
source nodes, the performance of the PSNL-TNs scheme is
compared with that of the methods in [24]. The comparisons
are shown in Figure 4.

FIGURE 4. The comparisons of safe time based on the PSNL-TNs and the
SP-DA schemes in [24] for different numbers of source nodes.

In Figure 4, with the number of source nodes increas-
ing, the safe times of both the PSNL-TNs scheme and the
SP-DA scheme are increasing, and the gap between those
two schemes is becoming greater. This is because, as the
number of source nodes increases, based on the same number
of fake sink nodes, the number of ordinary sensor nodes in
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the transmission routes will increase. Therefore, there are
more ordinary nodes that could be treated as the sink node.
Moreover, the number of fake data packets, fake request
packets ERQi and real request packets ERQ will increase at
the same time, which ensures that the location of the real
sink node will be hard to find. According to the evaluation
methods in sections 4 and 5, the probability of adversaries
tracking the real sink node will be reduced compared with
the SP-DA scheme. Thus, the safe time of the entire sensor
system is improved. With different numbers of source nodes,
the PSNL-TNs scheme shows the validity and advancement
over the SP-DA schemes. The improvement percentage of the
safe time ranges from 28.57% to 52.70%.

When the number of source nodes is 6, based on differ-
ent numbers of fake data packets, the performance of the
PSNL-TNs scheme is compared with that of the SP-DA
scheme in [24]. In the simulations, the number of fake data
packets of each sensor node is defined as 2 or 3. Based on
different numbers of fake data packets, the comparisons are
shown in Figure 5.

FIGURE 5. The comparisons of safe time based on the PSNL-TNs and the
SP-DA schemes in [24] for different numbers of fake data packets.

In Figure 5, as the number of fake data packets increases,
the safe times of both the PSNL-TNs scheme and the SP-DA
scheme will increase. This is because more fake data packets
will confuse the tracking routes of the adversaries. As the
number of fake data packets increases, the gap between
the PSNL-TNs scheme and the SP-DA scheme becomes
greater. This is because more fake data packets can gener-
ate more ‘‘sink nodes’’. The number of sensor nodes with
fake data packets increases, and the probability of those
sensor nodes receiving the request packets of the fake sink
nodes could increase. Therefore, those sensor nodes might
be treated as the sink node. Moreover, in the methods in [24],
the fake data packets are generated in the intersection nodes,
which is not an option in real sensor systems, and this can
reduce the energy consumption to some degree. However, the
SP-DA scheme utilizes a random walk for the real data pack-
ets, which will markedly increase the energy consumption.

In addition, with the number of fake data packets increasing,
the safe time of the PSNL-TNs scheme will be improved
more than that of the SP-DA schemes, which demonstrates
the efficiency of the PSNL-TNs scheme. However, with the
number of fake data packets increasing, the energy consump-
tion will improve, which is a side effect of both schemes. The
improvement percentage of the safe time ranges from 36.66%
to 42.42%.

Based on different numbers of fake sink nodes, source
nodes and fake data packets, respectively, simulations are
made to compare the safe times of the PSNL-TNs scheme and
the SP-DA schemes, which demonstrates the effectiveness
and advancements of our scheme.

B. COMPARISIONS OF DELIVERY TIME
In this subsection, the delivery time of the PSNL-TNs scheme
is compared with that of the SP-DA scheme. In the sensor
systems, the delivery time is an important factor to consider
and can influence the entire performance of a network. The
PSNL-TNs scheme utilizes the shortest routes while deliv-
ering the real data packets. However, because of the exis-
tence of the waiting interval �k�, the delivery time of the real
data packets will increase compared to the shortest routes
without waiting time in the traditional transmission protocols.
However, compared with the methods of the SP-DA scheme
in [24], the delivery time can be reduced. This is because the
SP-DA scheme utilizes a random walk when delivering the
real data packets. Meanwhile, in [24], the real data packets
also need to wait a time interval at a sensor node. Those two
factors lead to the delivery time of the SP-DA methods being
greater than that of the PSNL-TNs scheme.

Once a data transmission process is decided, the ordinary
sensor nodes in the transmission route are decided. Therefore,
the hops in the real data transmission route can be obtained.
Thus, the delivery time is related to the value of the waiting
time interval �k� in each sensor node. The numbers of fake
sink nodes, fake data packets and request packets of the fake
sink nodes have no relationship with the performance of
the PSNL-TNs scheme. The delivery time of the PSNL-TNs
scheme is compared with that of the SP-DA schemes based
on different values of the waiting time interval �k�. When the
number of source nodes is 1 and the number of fake sink
nodes is 4, the comparisons of delivery time are as shown
in Figure 6.

In Figure 6, when the number of source nodes is 1,
based on different values of �k�, the comparisons of the two
schemes are presented clearly. When the value of the time
interval �k� increases, the delivery times of both schemes will
increase. This is because, as �k� increases, more time will
be spent waiting. In the PSNL-TNs scheme, the set of real
data packets waits for the request packets, but in the SP-DA
scheme, it waits for nothing and is intended to simply confuse
the adversaries. With the value of time interval increasing,
the gap between those two schemes is growing, which shows
the efficiency of the PSNL-TNs scheme.With the PSNL-TNs
scheme, the delivery time of the real data packets can be
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FIGURE 6. The comparisons of delivery time based on the PSNL-TNs and
the SP-DA schemes in [24] for different values of �k�.

reduced to a large extent. In the simulations, we set the
value of �k� to 0.5 to perform the experiments, aiming to reach
the minimum delivery time while transmitting data packets.
Moreover, in the simulations of the PSNL-TNs scheme, one
sensor node in the transmission route can reach the request
packets of the real sink node within the time interval �k�, and
this will confuse the adversaries and improve the privacy of
the real sink node. The PSNL-TNs scheme can reduce the
delivery time and protect the location privacy of the sink node
at the same time.When the number of source nodes is 1, based
on different values of the time interval, the reduction percent-
age of the delivery time ranges from 22.86% to 25.71%.

With different values of �k�, the delivery time can be reduced
by a large percentage, which is shown in Figure 7.

FIGURE 7. The comparisons of data delivery time in the PSNL-TNs scheme
with different values of �k�.

In Figure 7, with the PSNL-TNs scheme, the delivery time
can be reduced based on different values of �k�, which shows
the efficiency of the PSNL-TNs scheme.

To further evaluate the performance of the PSNL-TNs
scheme, based on different numbers of source nodes,

the delivery time of the PSNL-TNs scheme is compared with
that of the SP-DA schemes. The comparisons are shown
in Figure 8.

FIGURE 8. The comparisons of delivery time based on the PSNL-TNs and
the SP-DA schemes in [24] for different numbers of source nodes.

In Figure 8, as the number of source nodes increases,
the delivery times of both the PSNL-TNs scheme and the
SP-DA scheme increase, and the gap between those two
schemes is growing greater at the same time. This is because
the transmission methods in the SP-DA schemes take a
random route to transmit the real data packets, which will
markedly result in increasing the delivery time, while in
the PSNL-TNs scheme, the real data packets are transmitted
along the shortest routes. The sensor nodes with data packets
in both schemes need to hold for a time interval. If a sensor
node with data packets in the PSNL-TNs scheme can receive
the request packets within time interval, it can deliver the
data packets to the next sensor node immediately. Therefore,
the general waiting time of the PSNL-TNs scheme is either
the same as that of the SP-DA scheme or shorter than that
of the SP-DA scheme. In general, the delivery time of the
PSNL-TNs scheme can be reduced to a great extent, based on
different numbers of source nodes. The reduction percentage
of the delivery time ranges from 22.86% to 27.61%.

The number of request packets of the sink node also has a
relationship with the delivery time. In general, if the number
of request packets is greater, the probability that the sensor
nodes that are in the transmission route reach those requests
is greater. Thus, that type of sensor nodes does not need
to wait for the time interval �k�. The total delivery time will
decrease. The influences of the time interval �k� are evaluated
in this section to demonstrate the efficiency of the PSNL-TNs
scheme. The evaluations are shown in Figure 9.

In Figure 9, clearly, as the number of source nodes
increases, the number of sensor nodes that can receive the
request packets of the real sink node increases. This can
not only reduce the delivery time while transmitting data
packets but also effectively improve the safe time of the
entire system, which demonstrates the advancements of the
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FIGURE 9. The number of sensor nodes that can receive the request
packets within the time interval �k� based on different numbers of
source nodes.

PSNL-TNs scheme in this paper. Because of the request
packets, the reduction proportion of delivery time in the
PSNL-TNs scheme ranges from 3.70% to 29.63%.

The comparisons of delivery time of each data transmission
process are shown in Figure 10.

FIGURE 10. The comparisons of delivery time of each data delivery
process.

Figure 10 shows that, based on different data transmission
processes, the delivery time in the PSNL-TNs scheme is
less than that in the SP-DA scheme, which demonstrates the
efficiency of the PSNL-TNs scheme.

In this subsection, we evaluated the performance of the
delivery time in the PSNL-TNs schemes. The value of the
time interval �k� and the number of source nodes have influ-
ences on the results of the delivery time. By comparing the
simulation results with the SP-DA schemes, the PSNL-TNs
scheme shows its superiority. The delivery time can be

reduced to a large extent, and the sink node can be protected
for a longer period.

C. COMPARISIONS OF ENERGY CONSUMPTIONS
In this subsection, the energy consumption of the PSNL-TNs
scheme is compared with that of the SP-DA scheme. In the
sensor systems, the energy consumption is an important
issue that has a great influence on the entire system. In the
PSNL-TNs scheme, because of the existence of the fake sink
nodes, the fake data packets, and the request information
of the sink nodes and the fake sink nodes, the energy con-
sumption might increase compared with that of the SP-DA
schemes. In this paper, we consider each sensor node in a
data transmission hop to take the same energy consumption.
Therefore, the energy consumption can be obtained by cal-
culating the hops in the data delivery routes. The energy
consumption when generating a set of data packets is the
same. The number of fake sink nodes, the number of fake data
packets and the number of request packets have influences on
the evaluation results of energy consumption.

Based on different numbers of fake sink nodes, when the
number of source nodes is 1, the energy consumption of
the PSNL-TNs scheme is compared with that of the SP-DA
scheme in [24]. The comparisons are shown in Figure 11.

FIGURE 11. The value of energy consumption with different numbers of
fake sink nodes.

In Figure 11, clearly, the number of fake sink nodes has a
great influence on the energy consumption of the PSNL-TNs
scheme. As the number of fake sink nodes increases, the value
of the PSNL-TNs scheme increases. This is because the
fake sink nodes must generate request packets (similar to
the actions of the real sink node) and transmit those request
packets to other sensor nodes. Those actions will involve a
large amount of energy consumption, which is a side effect in
the PSNL-TNs scheme.

Then, based on different numbers of source nodes, when
the number of fake sink nodes is 1, the energy consumption
of the PSNL-TNs scheme is compared with that of the SP-DA
scheme, as shown in Figure 12.
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FIGURE 12. The value of energy consumption with different numbers of
source nodes when the number of fake sink nodes is 1.

In Figure 12, as the number of source nodes increases,
the energy consumptions of those two schemes increase at
the same time. This is because the generation of more data
packets and transmission of more data packets (whether they
be real or fake data packets) will markedly lead to the con-
sumption of more energy. The energy consumption of the
PSNL-TNs scheme is greater than that of the SP-DA schemes,
whatever the number of source nodes is. This is because,
in the SP-DA scheme, the fake sink nodes need not generate
the request packets and transmit them. The fake data packets
are generated in the intersection nodes, which is unreliable in
real systems. Although the PSNL-TNs scheme will require
more energy consumption, the PSNL-TNs scheme is more
practical and safer in real systems.

FIGURE 13. The value of energy consumption with different numbers of
source nodes when the number of fake sink nodes is 4.

Then, to further evaluate the energy consumption of the
PSNL-TNs scheme, when the number of fake sink nodes
is 4, comparisons of the PSNL-TNs scheme and the SP-DA
scheme are as shown in Figure 13.

The tendency in Figure 13 is the same as that
in Figure 10. Based on the number of fake sink nodes being 4,
compared with the energy consumption when the number
of fake sink nodes is 1, the simulation results show that the
energy consumptions of both schemes increase. With calcu-
lations, the gap in energy consumption between those two
situations increases. The side effect of the PSNL-TNs scheme
is that, with more fake sink nodes, the energy consumption
will increase more than that of the SP-DA scheme. This is
because the fake sink nodes in the PSNL-TNs scheme need
to generate request packets and transmit them, which will
cost energy. In future works, we will focus on reducing the
energy consumption as well as protecting the privacy of the
sink node.

The energy consumption is related to the number of fake
data packets; in the above simulations, the number of fake
data packets is either 2 or 3 in a sensor node. More fake data
packets will lead to greater energy consumption. Although
more fake data packets can improve the privacy level of the
entire system, the energy consumption is a significant factor
in the functioning of systems. In the PSNL-TNs scheme,
we evaluated the energy consumption based on different
numbers of fake data packets when the number of fake sink
nodes is 4 and the number of source nodes is 1. The evaluation
results are shown in Figure 14.

FIGURE 14. The value of energy consumption based on different numbers
of fake data packets in the PSNL-TNs scheme.

In Figure 14, as the number of fake data packets increases,
the value of energy consumption increases. More fake data
packets will lead to more energy consumption because those
fake data packets need to generate request packets and deliver
them to confuse the tracking route of the adversaries. The
energy consumption issue needs to be further researched to
obtain better performance in sensor systems.

The number of request packets also has an impact on the
performance of the energy consumption. More request pack-
ets of the sink node can result in more energy consumption.
In the above simulations, the sink node (both the real sink

VOLUME 6, 2018 42899



T. Li et al.: Privacy-Preserving Protocol for Sink Node Location in Telemedicine Networks

node and the fake sink nodes) generates three sets of data
packets a period to confuse the adversaries and protect the
location of the sink node. In the whole simulations and exper-
iments, the number of request packets at one period is set as 3.
To avoid repetition, it is not explored in this subsection.

D. THE VALUE OF THE EVALUATION METRIC Smeasure

In this subsection, the performance of the PSNL-TNs scheme
is evaluated comprehensively via equation (15). Based on
different values, when the number of fake sink nodes is 1, 6,
11, 15, 21, and 26, respectively, the safe time, data delivery
time and energy consumption are as shown in Figure 15. The
comparison of the metric Smeasure is shown in Figure 16.

FIGURE 15. The performances of the safe time, delivery time and energy
consumption.

FIGURE 16. The value of the metric Smeasure based on different numbers
of source nodes.

In the Figure 15, with the number of source nodes
increases, the ratio of safe time and ratio of energy consump-
tions are decreased. And the ratio of delivery time will be
increased. With simulations, those three evaluation factors
will stay at a static level to some extents, which show the
efficiency of the proposed scheme.

In Figure 16, based on different numbers of source nodes,
the value of the metric Smeasure is evaluated. The improved
percentage of the PSNL-TNs scheme ranges from 22.67%
to 27.70%, which demonstrates the effectiveness of the
PSNL-TNs scheme in this paper.

If we only consider the safe time and delivery time com-
prehensively, the performance of the PSNL-TNs scheme is as
shown in Figure 17.

FIGURE 17. The value of evaluations based on the safe time and delivery
time under different numbers of source nodes.

Figure 17 shows that after combining the safe time and
delivery time comprehensively to evaluate the performance of
the PSNL-TNs scheme, the improvement percentage ranges
from 28.94% to 31.89%, which indicates that, with the
PSNL-TNs scheme, the safe time can be improved and the
delivery time can be reduced. The performances suit the
original motivations of this research.

To further prove the performance, Table 2 provides
experimental results.

TABLE 2. The experimental results of safe time, delivery time
and Smeasure.

The PSNL-TNs scheme can improve the security level of
the telemedicine networks, as well as reducing the energy
consumptions and delivery time to some extents. However,
both the real sink node and the fake sink nodes require more
energy compared with other schemes in the telemedicine
networks, which is the demerits of the PSNL-TNs scheme.
It is because that the sink node need to generate and deliver
the empty data packets to confuse the adversaries. Based on
different number of source nodes, when the number of fake
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FIGURE 18. The energy consumptions of the sink node based on different
number of source nodes.

sink node is 1, the energy consumptions of the real sink node
are shown in the Figure 18.

VII. CONCLUSION
In this paper, we propose a ‘‘Privacy-Preserving Protocol
of Sink Node Location in wireless sensor networks,’’ called
the PSNL-TNs scheme, which inserts fake sink nodes and
the request information of the sink node and the fake sink
nodes. Based on the PSNL-TNs scheme, the safe time of the
networks will increase, which protects the location privacy of
the sink node effectively. Meanwhile, the delivery time of the
data packets will be reduced. In section 6, experiments and
simulations demonstrate the effectiveness and advancements
of the PSNL-TNs scheme in this paper.

With the advancement of telemedicine networks, adver-
saries in such networks are searching for the location of the
sink node to seek more information, and moreover, some
of the adversaries may attack the sink node and cause the
entire network to crash. Therefore, the location privacy of
the sink node is becoming a hot and significant issue. It is
necessary to improve the safe time of the sink node. Security
is a key requirement in telemedicine networks. The PSNL-
TNs scheme gives a better solution to the security of the sink
node, which make sense practically.
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