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ABSTRACT Remote user authentication is a cryptographic mechanism through which a remote server
verifies the legitimacy of an authorized user over an insecure communication channel. Most of the existing
authentication schemes consider single-server environments and require multiple registrations of the same
user for multiple servers. Moreover, most of these schemes do not consider biometric template revocation
and error correction for noisy biometric signals. In addition, the existing schemes have several weaknesses,
including stolen smart card attack, lack of user anonymity, user impersonation attack, and non-diversification
of biometric data. To overcome these disadvantages, we propose a new three-factor authenticated key
agreement scheme using a fuzzy commitment approach. The three factors used in the proposed scheme are
the user’s password, smart card, and personal biometrics. The security of the proposed scheme is verified
using a formal security analysis under the broadly accepted Real-Or-Random model for the session key
security. The widely accepted Burrows-Abadi-Needham logic is also applied for mutual authentication
between a legally registered user and a server, and formal security verification using the broadly accepted
Automated Validation of Internet Security Protocols and Applications is performed for the proposed scheme
through simulation to show that it is secure. In addition, the informal security analysis of the proposed
scheme shows that the scheme can resist other known attacks. Finally, a comparative study of the proposed
scheme with the existing related schemes is conducted to measure the tradeoff among the security and
functionality features and the communication and computation costs.

INDEX TERMS Multi-server authentication, fuzzy commitment, security, BAN logic, AVISPA.

I. INTRODUCTION

The advancement of Information and Communication Tech-
nology (ICT) has made many services available to the peo-
ple through the Internet. People can access different servers
for their services to satisfy their requirements wherever and
whenever they want. Different mobile devices (e.g., PDAs,

mobile phones and notebooks) are available to users within
their budget, and users can use these devices anytime from
anywhere to obtain the desired services from a remote server
through a public channel (e.g., the Internet). In this con-
text, remote authentication is required to establish a secure
communication between a user (client) and a remote server.
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For example, only authorized patients can access a medical
server for medical services.

Password-based authentication is the earliest authenti-
cation system and is widely used in different systems
to make services available only to authorized users. The
first password-based authentication scheme was introduced
by Lamport [1] in 1981. In this scheme, a server main-
tains a password table; hence, this scheme is not able
to prevent a stolen-verifier attack. Later, many researchers
reported improved password-based authentication schemes
to address the above problem [2]-[4]. However, passwords
are often chosen from user’s social information or are com-
posed of low-entropy information. These passwords can
be computed via either social engineering or dictionary
attacks. To overcome this problem, researchers have studied
token-based authentication combined with knowledge-based
authentication to provide two-factor authentication [3]-[7].
Unfortunately, the smart card (i.e., token) may be dam-
aged or stolen by an attacker. The stored information is easily
extracted from the stolen smart card using power analysis
attacks [8], [9].

He et al. [6] observed that Wu et al.’s smart-card-based
remote authentication scheme [5] is vulnerable to imperson-
ation and privileged-insider attacks if the smart card is stolen.
Subsequently, He et al. proposed an improved authentication
scheme to overcome the weaknesses found in Wu et al.’s
scheme [5]. Unfortunately, Zhu [7] found that He et al.’s
scheme [6] is also not secure with respect to offline password
guessing attacks, and they proposed an RSA-based authen-
tication scheme [7]. Similarly, the literature contains many
two-factor-based authentication schemes [10]-[13].

A user’s biometrics (e.g., fingerprint, iris, palm print, face
and voice) [14] have been integrated with a password and
smart card to enhance the level of security of a remote
authentication scheme [15]-[21]. Lee et al. [15] proposed
a fingerprint-based authentication scheme following ElGa-
mal’s public key cryptosystem. In their scheme, the user’s
password, smart card and fingerprint minutiae are used for
strengthening the security level of the authentication scheme.
However, their scheme is vulnerable to masquerade and
server spoofing attacks [19], [20]. To withstand these security
flaws, Lin and Lai [20] proposed an improved authentication
scheme by combining a password and fingerprint minutiae
template to form a super password. Unfortunately, Mitchell
and Tang [22] analyzed Lin and Lai’s scheme [20] and
observed that it is not secure because the smart card stores
insufficient information for checking the correctness of old
passwords.

Most of the existing authentication and session key agree-
ment protocols reported in the literature consider a single-
server environment. In reality, users may want to access
multiple servers for different services. In a single-server
environment, if a user wants to access multiple servers,
he/she needs to register with all the servers, and mul-
tiple logins are required. This limitation of single-server
authenticated key agreement schemes can be addressed with
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the implementation of multi-server authentication schemes.
Therefore, it is essential to provide an authentication
scheme for multi-server environments. Several three-factor
authentication schemes [23]-[27] have been proposed for
multi-server environments. Li et al. [28] noted that the
scheme in [24] is vulnerable to stolen smart card attacks.
Mishra et al. [27] also observed that the schemes in
[23] and [26] fail to resist insider attacks, and the scheme
in [25] cannot resist stolen smart card, server spoofing &
impersonation attacks.

Amin and Biswas proposed an authenticated key agree-
ment scheme for a multi-medical-server environment. How-
ever, Das et al. [29] observed that Amin and Biswas’s
scheme [30] is vulnerable to multiple attacks, and it
does not support a biometric update phase. Subsequently,
Das et al. [29] incorporated this phase into their scheme.

Lu et al. [31] and Wang et al. [32] also designed
improved authentication schemes over Mishra et al.’s
scheme [27]. He and Wang [33] presented a robust
biometrics-based multi-server authentication protocol. How-
ever, Odelu et al. [34] noted that He-Wang’s protocol [33]
cannot prevent known session temporary information, replay
and impersonation attacks. In addition, the protocol does
not preserve strong user anonymity. To erase these security
loopholes, Odelu et al. [34] proposed a new multi-server
authentication protocol.

Reddy et al. [35] cryptanalyzed Lu et al.’s scheme [31]
and noted its security weaknesses, such as impersonation
and man-in-the-middle attacks. In addition, Lu et al.’s
scheme [31] lacks user anonymity and perfect forward
secrecy properties. Then, they designed an improved robust
elliptic-curve-cryptography-based authentication scheme for
multi-server environments.

Reddy et al. [36] analyzed the scheme of Wang et al. [32]
and noted several weaknesses, such as vulnerability to imper-
sonation and insider attacks. Additionally, Wang et al.’s
scheme [32] lacks anonymity. To overcome the security loop-
holes found in Wang et al.’s scheme, Reddy et al. [36] pro-
posed an enhanced multi-server authentication scheme.

Chatterjee et al. [37] designed a new biometric-based
authentication protocol using the Chebyshev chaotic map.
Their protocol offers small key size, fast computation and
high efficiency for multi-server environments compared to
existing schemes. Furthermore, Kumari et al. [38] proposed
a biometrics-based authentication scheme for multi-server
environments. Their scheme applies the fuzzy extractor
method to provide proper matching of biometric patterns.

Most of the existing biometric-based authentication
schemes for mutual authentication and session key agreement
in multi-server environments do not consider the following
requirements: 1) the privacy of the biometric identity of a
user, 2) diversification of the biometric template for revo-
cability and 3) periodic biometric template update. In this
paper, we aim to design a new multi-server authentication
protocol that makes use of the fuzzy commitment approach
for biometric verification.
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A. THREAT MODEL

We assume that any two participants in a network commu-
nicate over an insecure channel using the broadly accepted
Dolev-Yao threat (DY) model [39]. Under the DY model,
an adversary A can not only eavesdrop on the messages
transmitted between the communicating participants but also
can modify and delete the contents of the transmitted mes-
sages or even insert an entirely fake message during the
communication. In addition, via a power analysis attack
[8]1, [9], A can extract all the sensitive secret credentials
stored in the lost or stolen smart card of a legal registered
user. Another adversary model known as the Canetti and
Krawczyk adversary model (CK-adversary model) [40] is the
current de facto standard in modeling authentication and key
agreement protocols. The CK-adversary model allows A to
not only intercept, modify and delete messages (as in the
DY model) but also to compromise the secret credentials,
including the session keys and the session states. Therefore,
the security of an authentication and key agreement protocol
should ensure that the leakage of some forms of secret cre-
dentials, such as session ephemeral secrets or session keys,
will lead to the minimum possible effect on the security of
the other secret credentials of the entities involved in the
communication [34].

B. RESEARCH CONTRIBUTIONS
The main contributions are listed below:

« A new multi-server authentication mechanism scheme
using the fuzzy commitment approach is proposed.
In the proposed scheme, each server S; and user U; need
to register with the trusted registration center RC. After
mutual authentication, both U; and S; establish a session
key SK;j; for their secure communication. The session
key is constructed using both the short-term and long-
term secret credentials, so the proposed scheme achieves
the ephemeral secret leakage (ESL) attack under the
CK-adversary model (as discussed in the threat model
in Section I-A). In addition, the proposed scheme sup-
ports an efficient password/biometric update phase and
a smart card revocation phase.

o The proposed scheme’s formal security analysis is
tested with the widely used ROR model. Furthermore,
the mutual authentication between U; and S; is proved
using the broadly accepted BAN logic proof. In addition,
informal security analysis and formal security verifica-
tion using the widely used AVISPA simulated tool are
conducted to show that the proposed scheme can resist
several known attacks.

¢ A detailed comparative study on the security & function-
ality features and the communication and computation
overheads demonstrates that the proposed scheme pro-
vides superior security and efficiency compared to other
related authentication schemes.
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C. ORGANIZATION

The remainder of this paper is organized as follows. Section II
presents the necessary mathematical preliminaries needed
to discuss and analyze the proposed scheme in this paper.
In Section III, various phases related to the proposed scheme
are discussed. Section IV gives a rigorous security evaluation
of the proposed scheme using both formal and informal secu-
rity analysis. In addition, formal security verification using
the AVISPA tool is performed in Section V. In Section VI,
a detailed comparative study of the proposed scheme and
other related schemes is conducted. The paper is finally con-
cluded in Section VII.

Il. PRELIMINARIES

In this section, we briefly discuss about the cryptographic
one way hash function, revocable template generation, error
correction coding and fuzzy commitment scheme that are
needed to describe and analyze the proposed scheme.

A. CRYPTOGRAPHIC ONE-WAY HASH FUNCTION

A hash function i: A — B is defined as a deterministic
mapping from a set A = {0, 1}* of documents (strings) of
variable length to another set B = {0, 1}/ of strings of fixed
length, say [ bits (called the hash outputs or message digests).
The one-way cryptographic hash function is a specialized
hash function that has the following properties:

o For any input x € A, it is easy to compute A(x). The
term easy refers to polynomial or less time complexity.
Additionally, the function A(-) is deterministic in nature,
i.e., the same message always results in the same hash
value.

e Any change in an input x € A would result in a hash
value that is completely uncorrelated with the hash value
h(x), and it appears to be random.

o Preimage resistance: As the name ‘“‘one-way” implies,
it is computationally infeasible to find the original mes-
sage x given the message digest h(x) of x € A. This
property is also referred to as the one-way property.

e Second preimage resistance: For any given x € A, it is
computationally infeasible to find another x’ € A such
that A(x) = h(x’). This property is also called the weak-
collision resistant property.

e Strong collision resistance: A collision in a one-way
hash function is defined as h(x) = h(x) forany x, x’ € A
and x # x’. The collision resistance property states
that it is also computationally infeasible to find any two
inputs x, x’ € A such that x # x" with h(x) = h(x’).

The above one-way hash function A(-) with collision resis-
tance is formally defined as follows [41].

Definition 1: If AdvﬁASH (t) denotes the advantage of an
adversary A in finding a hash collision in polynomial time ¢,
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then

AdVESH (1) = Prlinsy, insy €g At insy # insy,
h(ins1) = h(insz)],

where Pr[X] is the probability of a random event X, and
the pair (insi, ins2) €gr A indicates that the input strings
ins and ins, are randomly picked by A. An (¥, t)-adversary
A attacking the collision resistance of /(-) means that the
runtime of A is at most # and that AdeASH ) <.

B. REVOCABLE TEMPLATE GENERATION

A revocable template, also known as a cancelable tem-

plate [42], is used in biometric-based systems to ensure the

privacy and revocability of biometric data. Biometric data (for
example, the minutiae set of fingerprint BIO) is transformed
into a revocable form, say revocable or cancelable template

Cr, using a transformation function, say f(-), with the help

of a transformation parameter 7, that is, C7 = f(BIO, T)).

The following properties should be satisfied by a revocable

template generation process:

(i) Collision-free template generation: If Cy, = f(BIO;, T)
and CT]. = f(BIO;, Ty), then Cr; # CT]. for BIO; # BIO,;.
Moreover, if Cr, = f(BIO, Ty,) and C1, = f(BIO, T,),
then Cg, # Cr, for Ty, # Tp,.

(ii) Intra-user variability tolerance: A cancelable tem-
plate C;;, = f(BIO;,T,) and another template
C/T,- = f(BIO;, T,) can be generated from two different
instances of the same fingerprint. Let us assume that
MS(-) is a function to detect the matching score of two
sets of biometric data. The matching score of two cance-
lable templates (enrolled and query) should be similar,
as in the case of feature sets BIO; and BIO;. In other
words, if MS(BIO;, BIO)) > th, then MS(Cr;, C’Tl_) > th,
where th is a threshold matching score.

(iii) Biometric template revocation: If any template is com-
promised, the same transformation function can be used
to generate a new template with the help of a new
transformation parameter, and the system can issue the
new template. In other words, the biometric data must
be reusable.

(iv) Privacy of user: The privacy of a user should be pro-
tected through the cancelable template; that is, the can-
celable template should not leak any information about
the real biometric data of a user.

C. ERROR CORRECTION TECHNIQUE

In a biometric system, intra-user variation is treated as error
in the biometric template. Error correction coding is used to
handle errors in the biometric template due to noise in the
biometric image [43]. Assume that the template is generated
from an instance BIOen0r (€., Cr,,,;, = fBIOensor, Tp))
at the time of enrollment and that the query template is
generated from another instance BIOguery (i.€., CTW,y
f(BIOguery, Tp)) of the same biometric data at the time of
authentication. The difference between the two templates
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can be computed using the Hamming distance, that is, ¢ =
HammbDist(Cy,,,,, Ct,,,,,), Which is known as the error. The
error e can be corrected if and only if the error correction
capacity of the error correction technique is not less than e
bits. The error correction technique [44], [45] includes two
main steps: 1) encoding and 2) decoding. In the encoding part,
an input string is encoded, which produces a codeword. It is
assumed that during the transmission of the codeword, some
noise may result in error in the transmitted signal, and the
recipient therefore receives the erroneous codeword. Accord-
ing to the error correction capacity, erroneous codewords may
be decoded correctly into the original string.

D. FUZZY COMMITMENT SCHEME

In the literature, biometric data are used in many remote
authentication and key exchange protocols using one-way
hashing, biohashing and fuzzy extractor techniques. Accord-
ing to the analysis of Nagar et al. [46], biohashing template
transformation is vulnerable to intrusion and linkage attacks.
An intruder may obtain a close approximation of the original
biometric template using a biohashed value of the biometric
data. A one-way hash function may enhance the error due to
the fuzziness of biometric data. The one-way hash function
may generate a completely different template for even a
single-bit variation in the biometric data [47], [48]. Therefore,
a fuzzy extractor is introduced to extract an error-tolerant
random string similar to the enrolled string from the same
biometric data but with noise.

The fuzzy commitment technique introduced by Juels and
Wattenberg [49] is used in biometric-based remote authenti-
cation. This scheme has two main steps: 1) locking a secret
and 2) releasing the secret. In the literature, many works
have reported on the biometric-based fuzzy commitment
scheme [43]. A randomly generated cryptographic key K, is
encoded into its equivalent codeword, that is, 0,5 = £cpc(K;),
where &, 1 an error correction encoding technique. A binary
string C7; is then derived from the biometric data and is called
the cancelable biometric template. This template is used to
lock (i.e., commit) the encoded key 6, following bit-wise
XOR operation of C7; and 0, which produces helper data
H = Cr; @ 0ps. In the system, only H and the hash of key
(h(K,)) are stored, and H may be declared as public. This
phase is called enrollment. By contrast, in the authentication
phase, a genuine user provides his/her biometric data and
transformation parameters to produce a query biometric tem-
plate C/T[. The query template is then XORed with the helper
data H to unlock 6y, that is, 91;s =H® C/T,- = Cr,® 0)s® C/T’_.
If the Hamming distance between the enrolled template and
the query template is e, then 6, = 6,; @ e. The error in
the query template is propagated to the encoded key, and
this error can be corrected by the error correction technique
during the decoding process (i.e., K, = sdec(elgs)) if the
error correction capacity is greater than the error. In other
words, in this scheme, the key K, is decoded exactly with
a sufficiently closed biometric template C’T[. h(K,) is used
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to compare the regenerated key K, from H with the original
key K.

ill. THE PROPOSED SCHEME

This section presents six procedures to describe our remote
multi-server authentication and key agreement scheme using
biometrics: 1) server registration, 2) user registration,
3) login, 4) mutual authentication and key agreement, 5)
password and biometric template update, and 6) smart card
revocation.

o In the registration phase, each server, say §;, is registered
with the registration center RC; then, the users register
themselves through the registration center RC.

« In the login phase, any registered user authenticates
smart card SC; by providing his/her identity ID;, pass-
word PW; and biometric information BIO; to initiate the
protocol.

« In the authentication and key exchange phase, mutual
authentication between an authorized registered user U;
and a registered server S; is performed, and a session key
SK;; between U; and S; is established between them.

o The proposed scheme also includes a password and
biometric template update phase. If a user U; needs to
update their biometric data and password, he/she can
login and update the information.

o Ifthe smart card is lost or damaged, a new smart card can
be issued by the provided smart card revocation phase in
our scheme.

The notations used in this scheme are given in Table 1.

TABLE 1. Notations.

Symbol Description

U; it user

ID; Identity of user U;

PW; Password of user U;

BIO; Biometric data of user U;

SID; Identity of application server S

Cr, Cancelable template of user U;

Tp, Transformation parameter for cancelable tem-
plate generation

f() Transformation function

RC Trusted registration center

Xe Secret key of RC'

R¢; Random number selected by user

H; Helper data of fuzzy commitment

SK;, ; The common session key between user U; and
server S

PSK; A secure preshared key among server S; and
RC

h(-) A one-way collision-resistant cryptographic
hash function

Ny Random nonce generated by U;

No Random nonce generated by S

TS; Current time stamp generated by U;

TS; Current time stamp generated by S;

AT Acceptable threshold for transmission delay

@ Bitwise exclusive-OR (XOR) operator

Il String concatenation operator

€enc(.) Encoding operator of the error correction tech-
nique

€dec(.) Decoding operator of the error correction tech-
nique
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A. SERVER REGISTRATION PROCEDURE

In the proposed scheme, all the servers S;, 1 < j < m, where
m is the total number of available servers in the network
initially, are required to register with the trusted registration
center RC. For this purpose, each server S; must dispatch
a registration request along with its unique identity SID;
to the RC if it is willing to become an authorized server
for providing services to the registered users. Accordingly,
the RC sends a secret key PSK; = h(SID;j||X,) to each
S; (1 < j =< m) via the Internet Key Exchange Protocol
version 2 (IKEv2) [50]. Note that PSK; is unique for each
server §; and that it is used during the mutual authentication
process of a user U; and a server S; discussed in Section III-D.
Simultaneously, the RC assumes that another m’ servers may
register themselves with the RC in the near future. Therefore,
the RC chooses their identities SID; and generates the shared
keys PSK; = h(SID;||X.) form +1 <1 < m + m'. The
server identities (for m + m’ servers) and their corresponding
secret keys pairs {(SID;, PSKj)|1 < j < m + m'} are stored
in the database of the RC. In this way, the registered users
do not need to reregister with the RC to gain access to newly
registered servers.

B. USER REGISTRATION PROCEDURE

Initially, each user U; is required to register with the RC
through a secure channel. In this phase, U; needs to choose
a user identity ID;, password PW;, an application specific
transformation parameter Tp, and a random number R.;. U;
also provides his/her biometric data to a biometric sensor,
which captures biometric data BIO;. U; applies Tp, to gener-
ate the cancelable biometric template Cr; from BIO; using a
cancelable transformation function f(-). The user registration
procedure is summarized in Figure 1. The detailed steps are
described as follows.

User (U;)

Choose I D;, PW;, Tp,.

Scan biometric data to capture BIO;.
Generate a random secret k.
Compute Cr, = f(BIO;,Tp,),
RPW,; = h(PW;||Cr,).

(ID;, RPW; @ k)
_—

(secured channel)

Registration center (RC')

Foralll <j < (m+m'),
compute US; = h(ID;||PSK;),
AM; =US; & (RPW; & k),
SV; = h(SID,||PSK;),
BM; = 5V; & (RPW; @ k).
Store {SID;, AM;,BM;}
in smart card SC;
SC;
2
(secured channel)

Compute R. = €ene(Rei),

H; = Cr, ® Re, R = h(R.),

ri = h(Rei|[1Dy] | PW5),

P = h(r;),

A]\Ji] = (A]\[J D k) Dy,

BM;; = (BM; & k) &r,.

Store {(AM;;, BMy;) [1 < j < (m+m’)},

TP“HI'\ R, P, h()7 Eenc(')v Edac(')} in SC;.

FIGURE 1. User registration process.
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1Y)

2)

3)

U; generates the cancelable biometric template Cr, =
f(BIO;, Tp,) from his/her biometric data and computes
RPW; = h(PW;||Cr,) and r; = h(Ry||ID;||PW;). U;
then generates a random 160-bit secret k£ and sends the
registration request message (ID;, RPW; @& k) to the
RC via a secure channel. The purpose of embedding the
random secret k in this step is to protect the privileged-
insider attack where a privileged-insider user of the RC
can try to derive the secret credentials BIO; and PW;
using the registration information {ID;, RPW;® k} (see
Section IV-C.4).

The RC checks the validity of ID; and computes US; =
h(ID;||PSK}), AM; = US; @ (RPW; ® k), SV, =
h(SID;||PSK;) and BM; = SV; @ (RPW; & k) for
1 <j < (m+ m). Then, the RC issues a smart card
SC; containing the information {(SID;, AM;, BM;)|1 <
Jj < (m+ m')} and sends it to U; via a secure channel.
The RC also stores ID; in the database of S; for 1 <j <
(m+m').

U, encodes R,; with error correction technique ¢ and
generates a codeword R, that is, R, = &epc(Rei)s
computes the helper data H; = Cr;, @ R¢, R = h(R;)
and P = h(r;). U; also computes AM;; = (AM;® k)® r;
and BMjj = (BM; @ k)® riforl <j < (m+m).
U; then stores {(AM;;, BMj)|l < j < (m + m')},
Tp;, Hi, R, P, h(-), €enc(-), €dec(+)} in the received smart
card SC;. U; discards R, BIO;, Cr;, ri, AM; and BM;
for security purposes.

C. LOGIN PROCEDURE

In this phase, a registered user U; inserts the smart card
SC; into the card reader of a specific terminal, and provides
his/her identity ID; and password PW;. U; also scans his/her
biometrics at the biometric sensor for authentication. The
detailed steps are given below.

1y

2)

3)

4)

5)

U; scans his/her biometrics, e.g., fingerprint, and
extracts feature BIO) from the captured fingerprint
image.

U; inserts the smart card into the card reader and enters
the credentials ID;, PW; and BIO; for authentication.
The smart card SC; generates the cancelable finger-
print C/T,- = f(BIO;, Tp,), extracts R, = H; ® C’Tl_
and decodes Ré using error correction, that is, Rél. =
&dec(R},). SC; then compares the computed A(R.;) with
the stored R. If they are not equal, the session is termi-
nated.

SC; computes rl.’ =  h(R.||ID;||PW;) and checks
whether A(r/) = h(r;). If it does not, SC; terminates
the session immediately.

SC; computes US; = AM; & h(PW;||Cr,) & r] =
h(ID;||PSK;) and SV; = BM;; @ h(PW;||Cr;) @ rl.’ =
h(SID;||PSK;). SC; then selects a random nonce Ny,
generates current time stamp 75;, and computes M| =
h(ID;||US;), My = ID; ® h(SV}||TS;), M3 = M| ® Ny,
My = h(ID;||M||M2||TS;||N1).

VOLUME 6, 2018

6) Finally, SC; publicly sends the login request message
(M, M3, My, TS;) to the application server S;.

D. MUTUAL AUTHENTICATION AND KEY

AGREEMENT PROCEDURE

After the successful login of a registered user Uj;, the authen-
tication of an application server S; is verified. After suc-
cessful mutual authentication, the session key is established
between U; and S;. The login & mutual authentication and
key agreement procedures are briefly described in Figure 2.
The detailed steps are given below.

1) §; receives the login request (M, M3, My, TS;) at time
TS; and computes the time delay, |7S; — TS, in the
message transmission. If |TS{ — TS;| < AT holds, §;
computes M5 = M> & h(h(SID;||PSK)||TS;), Me =
h(Ms||h(Ms||PSK)), M7 = M3 & Mg = Ni and

User (U;)/Smart Card (SC;) Server (S;)
Scan biometrics, e.g., fingerprint.

Extract feature BIO/ from biometrics.

Input ID;, PW; and BIO,.

Caleulate C7, = f(BIO}, Tp,),

R, =H;® C7,
Rl = €ace(R)).

Check whether h(R],;) = R?

If not, terminate the session.

Calculate 7} = h(Rq; ||ID; ||PW;).

Check whether h(r}) = h(r;)?

If so, compute US; = AM;;® h(PW;]|

Cr,)® 1; = h(ID; ||PSKj),

SV; = BM;j& h(PW; ||Cr,) &r}

= h(SID; ||PSK;).

Generate random nonce Ny

and current time stamp 7'S;.

Calculate My = h(ID; ||US;),

M, = 1D; ®h(SV; ||T'S;),

Mz = M@ Ny,

My = h(ID; ||M; ||Ms ||T'S; || N1).

(Ma, M3, My, TS;)

—_—

(public channel)
Check validity of |T'S; — T'S;| < AT.
If not, terminate the session.
Calculate
Ms = My @ h(h(SID;||PSK;)||TS;).
If M; (= ID;) exists in its database,
compute the following:
Mg = h(Ms||h(Ms||PSK;)),
My = M3 & Mg = Ny,
M = h(Ms|| Mg || My TS || M7).
If Mg # My, terminate the session.
Generate N, and T'S;.
Compute
My = h(h(M;5||PSK;)||N1) & Na,
SKij = h(Ms||h(SID;||PSK;)
|IN1 | N2l TSH[[TS)),
Mo = h(h(M;||PSK;)
[|SKij||TS;]| Na).
(My, Mo, TS;)
(via public channel)

If|TS}; — T'S;| < AT,

compute

N3y = My & h(US;||Ny),

SKi; = h(ID;]|SV;||M

INITSITS;), ,

My = W(US;||SK;||TS;||Ny).

If M1 # My, terminate the session.

Store SK;;(= SK;) for Store SK;j(= SK;;) for

secure communication with S;. secure communication with U;.

FIGURE 2. Mutual authentication and key agreement process.
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2)

3)

Ms = h(Ms||M¢||Ma|TSi|M7). It My # My, S rejects
the login request and terminates the session.

S; then randomly selects a nonce N, generates
current time stamp 7S;, and computes My =
h(h(Ms||PSKj)|IN1) @ N, the session key SK;; =
h(Ms||h(SID;||PSK;)||N1||N2||TS;||TS;) shared with U;
and Mg = h(h(Ms||PSK;)||SK;||TS;||N2). Then,
S; publicly sends the authentication request message
(Mg, Mo, TS;) to U;.

The SC; of U; receives the authentication request mes-
sage (Mg, Mo, TS;) at time TSJ.*. SC; computes the
transmission delay, |TS]?k — TSj|, and if |TSj* = TS| <
AT does not hold, the session is terminated. SC; also
computes Né = My ® Rh(USj|IN1), the session key
SKl.’j = h(ID;||SVj|IN1|IN|ITS;||TS;) shared with S;
and My = h(USj||SKl:’,.||TSj| IN;). SC; then verifies the
condition M{; = M. If the condition does not hold,
the authentication is terminated by SC;. Otherwise,
the session key SK;; is established for secure message
communication between U; and S;.

E. PASSWORD AND BIOMETRIC TEMPLATE

UPDATE PROCEDURE

In this section, we describe the password change and biomet-
ric template update procedures for a legal registered user Uj.
To update the current password and biometric template, U;
needs to login successfully to the system. In these procedures,
there is no involvement of the registration center RC, and the
entire process is executed locally without involving the RC.
The process is summarized in Figure 3. The detailed steps are
described below.

1)

2)

3)
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U; inputs the credentials ID;, PW;, and BIO; after
inserting his/her SC; into a card reader to login to
the system. The extracted feature BIO; from the cap-
tured BIO; is computed. SC; then computes C’ =
f(BIO;, Tp,) and R, = egoc(H; ® CT) If W(R),) =
SC; further computes r; = h(R,||ID; ||PW) If h(rl’ ) =
P, SC; then asks user U; to change their password and
biometric template.

For a password change, SC; asks U; for a new pass-
word. U; inputs the new password PW/"". Then, SC;
computes r = h(R,||ID;||PW]""), AM;EW
AM; @ rl @ 1" = h(ID;||PSK;) ® h(PW""||CT,) ®
h(R,,||IDi||PW]'"), BMI" = BM; & r{ & rf® =
h(SID;||PSK;) ® h(PW]""||Cr,)® h(R.;||ID;||PW*")
for 1 < j < (m+ m)} and P"" = h(r!"). SC;
updates its parameters {AM;;, BM;;, P} with the newly
computed values {AM gew, BM[ ", P} in its memory.
For a biometric template update, SC; asks U; for a
new transformation parameter. It is worth noting that
the user U;’s biometric does not change over time
and hence, U; may not opt to update his/her biometric
template. In this case, SC; keeps the old biometric trans-
formation parameter, that is, the new transformation
parameter is set as T,’,’fw = Tp,. Otherwise, U; chooses

[ User (Uy) Smart card (SC;)

Insert SC;.

Input I D;, PW;.

Imprint BIO;.

(ID;, PW;, BIO;)

_
Compute C, = f(BIO;, Tp,),
R::i, = Edec(H; @ Cé})'
If h(R.;) = R, compute

ri = h(RL;||ID;||PW;).

If h(r}) = P, login is successful.
Ask Uj; to provide a new password
and biometric data.

Password change

Select new password PW;***
< PV 7inew>
_—

Compute
neu h(RI ||IDiHPWinew)s

AM"eu AM;; ® 7 @ 1P,
BMiev = BMy; 1 @ riev,
Pﬂ( w o h(rnew

Update AM;; «— AA[H(U;
BM;; — BMJ*" forl<j< (m+m'),
P « pnrew,

Biometric template update

Choose new transformation

parameter 7.

Compute C“‘“’ = f(BIO;, Tp™),
RPW[ = h(PW;||CE™),

AMeY = AM;; & RPW; @ RPW[Y,
BMje" = BM;; ® RPW; & RPW[*,
Hpew = C%Z“fw @ enc(Ry;)-

Update AM;; — AM,

BM;; «— BM[,

H; « H".

FIGURE 3. Password and biometric template update process.

Tp? as the new transformation parameter. Subse-
quently, the new cancelable template is generated as
C”ew = f(BIO;, T"ew) SC; also computes RPW/" =
h(PW lCpem), AM"‘W = AM;; & RPW; & RPW”eW =
(ID; ||PSK) <) h(PWl||C"eW) ® r/, B ;“’W =
BM;;® RPW; ® RPW!" = h(SID;||PSK;) ® h(PWi]|
C?ew) ® rl/ , and the new helper data H"

C”ew ®  eenc(R,). Accordingly, the 1nformat10n
{AMU,BMU,H}ls replaced by {AM"‘W BM”‘W H""}

in the memory of SC;.

F. SMART CARD REVOCATION PROCEDURE

If the smart card of a legal user U, is lost, damaged or stolen,
U; can issue a new smart card SC; from the RC. U; needs to
enter ID; and PW; and to imprint BIO;. The following steps
are essential to complete this procedure.

1y

2)

U; computes C’ = f(BIO;, Tp,) and RPW; =
h(PW||CT) generates a random 160-bit secret k/,
computes RPW’ = RPW; @ k', and transmits the
request message (ID;, RPW/) to the RC via a secure
channel for a new smart card SC;"".

The RC computes AM; = h(ID;||PSKj) & RPW/,
BM; = h(SID;||PSK;) ® RPW/ forj=1,2,...,(m+
m’) and issues a new smart card SC/'*" containing the
credentials {(SID;, AM;, BMj)|1 <j < m+m'}. SCI"
is then sent to U; via a secure channel.
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3) U; chooses a new random number R and computes
ri = hREVIID||IPW)), H" = Cp. @ eenc(RL™),
AMjj = (AM;® k')® ri, BM;j = (BM;® k")® ri,R =
h(RI?™), P = h(r;) and stores these values in SC/""’s
memory. U; also stores {Tp;, Ecnc(-), Egec(+), h(-)} in
SC{"’s memory.
The smart card revocation procedure is summarized in
Figure 4.

User (U;)

Input ID;, PW;, Tp,.

Compute C, = f(BIO;, Tp,),
RPW; = h(PW; ||CT,),
Generate a random secret k'.
Compute RPW/, = RPW; & k.
(ID;, RPW})

4

(secured channel)

Registration center (RC) |

Foralll <j < (m+m/),

compute AM; = h(ID; ||PSK;) ®RPW/,
BM, = h(SID; ||PSK;) ORPW/.

Store {(SID;, AM;, BM;)|1 <j <m+m'}
in new smart card SC7*.

sCnew

—t
(secured channel)

Choose new random number R[".

Compute r; = h(R™ ||ID; ||PW;),

HPW = Cfy @eenc(REE™),

AM;j = (AM; ® k') ®ry,

BM;; = (BM; ® k') @r,

R = h(R2™), P = h(r;).

Store these values in smart

card’s memory.

Also, store {Tp,, €enc(+): Edec (),

h(-)} in smart card’s memory.

FIGURE 4. Smart card revocation process.

IV. SECURITY ANALYSIS

In this section, we evaluate the proposed scheme from the
security analysis perspective using all possible analyses,
namely, formal security under the broadly accepted Real-
Or-Random (ROR) model [40], [51], mutual authentica-
tion proof using the widely used Burrows-Abadi-Needham
(BAN) logic [52] and informal (non-mathematical) security
analysis.

A. FORMAL SECURITY USING THE ROR MODEL

The purpose of the formal security analysis of the proposed
scheme using the ROR model [40], [51] is to prove that it pro-
vides session key (SK) security against a passive/active adver-
sary, say A. Recently, the ROR-model-based formal security
analysis has gained popularity and has been applied in vari-
ous authentication key exchange protocols [37], [53]-[59].
To proceed with the formal security, we first briefly dis-
cuss the ROR model and then provide the main proof in
Theorem 1.

1) ROR MODEL

There are two participants in the proposed scheme, namely,
auser U; and a server Sj, during the mutual authentication and
key agreement procedure. The principal components related
to the ROR model for the proposed scheme are discussed
below.

VOLUME 6, 2018

a: PARTICIPANTS
IL",i and 7 are denoted as the instances u and s of U; and §j,
respectivefy. These are also called the oracles.

b: ACCEPTED STATE

Let an instance Z' be in an accept state after receiving the
final message. Then, we call Z' the accepted state. If we
arrange all the communication messages, including the mes-
sages sent and received by Z’, in order, these messages
form the session identification (sid) for Z' for the current
session.

¢: PARTNERING

The instances 7" and Z* are called partners if the following
three conditions are concurrently satisfied: 1) they are in an
accepted state, 2) they mutually authenticate among each
other and share the same sid, and 3) they are mutual partners
of each other.

d: FRESHNESS
If the session key SKj; established between U; and S; is not

leaked via the reveal oracle Reveal defined below, we call
Il"]i or I§i fresh.

e: ADVERSARY

Under the ROR model, an adversary is modeled using the
broadly accepted Dolev-Yao (DY) threat model, as defined
in our threat model in Section I-A. According to the DY
model, A can intercept, modify, delete, or even inject
some or all messages exchanged between the communicat-
ing participants U; and S; with the help of the following
queries:

Execute(Z", T%): This query implements an eavesdropping
attack that allows A to read the messages exchanged between
U, i and S j+

Send(Z', M): This query implements an active attack
wherein A can send a message M to a participant instance
7', and in reply, it receives a response from Z7.

Reveal(Z"): Using this query, A can know the session key
SK;; established between Z' and its partner in the current
session.

CorruptSmartCard(Il“]i): This query is modeled as an
active attack, wherein A can extract all the sensitive
secret information stored in its memory via power analysis
attacks [8], [9].

Test(Z"): In this query, an unbiased coin c is flipped before
the game is started, and its output is used as a decider. Let
A execute this query. If the session key SKj; shared between

Ui and §; is fresh, 7' returns SK;; when ¢ = 1 or a ran-
dom number when ¢ = 0. Otherwise, a null value (L) is
returned.

In this formal security analysis, we restrict A to permit
a limited number of CorruptSmartCard (I;‘]i) queries. How-
ever, A is permitted to execute an unlimited number of
Test(T") queries.
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f: SEMANTIC SECURITY

Under the semantic security, it is required that A cannot
distinguish the real session key SKj; from a random number.
The output of Test(Z") is checked for consistency verification
against a random bit c. Let A’s guessed bit be ¢’ and let Succ
be the winning probability in the game. Then, a polynomial
time ¢ adversary .A’s advantage in breaking the session key
(SK) security of the proposed scheme, say P, is defined as
Advé(t) = |2.Pr[Succ] — 1| = |2.Pr[c’ = c¢] — 1|, where
Pr[X] denotes the probability of an event X.

g: RANDOM ORACLE

In our scheme, we use the one-way cryptographic hash func-
tion A(-) that is accessible by all the participants, including
the adversary A. We model A(-) as a random oracle, say H.

2) SECURITY PROOF
The SK security of the proposed scheme under the ROR
model is provided in Theorem 1.

Theorem 1: Let Advé(t) be polynomial-time 7-adversary
A’s advantage function in breaking the SK security of the
proposed scheme P. Then,

4 a as
Advs(t) < LR
P = skl T 2T D]

where gy, g5, [, |Hash| and |D| are the number of H queries,
the number of Send queries, the number of bits in the biomet-
ric key, the range space of the hash function 4(-) and the size of
a uniformly distributed password dictionary D, respectively.
Proof: The formal security proof followed in this theo-
rem is similar to that presented in [37], [53], and [S57]-[59].
We require the following four games, Gm;(j = 0, 1, 2, 3),
in this proof. We denote Succé‘m, as an event in which the
adversary A can win the game Gnéj. Additionally, A’s advan-
tage in winning Gm; is denoted and defined by Advémj =
Pr [Succé‘m/_].
o Game Gmy: In the initial game Gmy, bit c is first selected
by a polynomial-time ¢ adversary A. Since the Gmg and

the actual protocol in the ROR are basically identical,
it follows that

AdvA®D) = [2.AdvE,, — 1I. (1)

o Game Gm: The eavesdropping attack is implemented in
the game, wherein A calls the Execute query. Then, A
calls the Test query after the game is completed. Note
that the output of the Test query acts as a decider to
distinguish a real session key SK;; between U; and S;
from a random number in a session. The session key for-
mation is as follows. S; computes the session key SKj; =
h(Ms||h(SID;||PSK})||N1||N2||TS;||TS;) shared with U;,
and the same session key computed by U; is shared with
S; as SK}; = h(IDi||SV;|IN1|IN3 || TS| TS))(= SKj). Sup-
pose A intercepts messages Msg; = (My, M3, My, TS;)
and Msg> = (Mo, Mo, TS;). The session key computa-
tion by A needs the long-term secrets ID;, SID; and PSK;
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and also the short-term secrets N1 and N,. Without these
secret credentials, the chance of winning game Gm by
intercepting messages Msg and Msg, is not increased.
Since both games Gmg and Gm are essentially indistin-
guishable, we have the following:

Advg,, = Adve,,. )

o Game Gmy: The Send and H queries are simulated
in this game. This game is modeled as an active
attack, wherein by intercepting the messages Msg; =
(M, M3, M4, TS;) and Msgr = (Mo, Mo, TS;), A tries
to compute the session key SK;; between U; and S;. Both
messages Msgi and Msg, involve the random nonces
Np and N> and also the current time stamps 7S; and
TS;. Hence, there is no collision in hash outputs when
A makes H queries on these intercepted messages (see
Definition 1). Thus, the computation of the long-term
secrets ID;, SID; and PSK; and the short-term secrets Ny
and N, is computationally infeasible due to the collision-
resistant property of the one-way cryptographic hash
function A(-). Since game Gmy is identical to game
Gm when the simulation of Send and H queries is not
involved, the results from the birthday paradox give the
following result:

9
2|Hash|
e Game Gmjz: In this game, the CorruptSmartCard

query is simulated. Therefore, A has the secret cre-

dentials {(AM;;,BMjp|1 < j < (m + m)},

Tp,, Hi, R, P, h(-), €enc(-), €dec(-)} from U;’s smart card

SCi’s memory, where H; = Cr; ® R, R = h(R.),

P = h(ry), AMy = US; ® RPW; ® r; and BM;; =

SVi® RPW;@ rifor1 < j < (m+m’). Without the secret

credentials r; and R, it is computationally infeasible to

derive the biometric secret key C7; and the password

PW; of user U;. Assuming Cr; is [ bits, the guessing

probability of Cr, € {0, 1} by A is approximately %

[34]. In addition, it is assumed that the system will per-

mit the adversary A to enter a limited number of wrong

passwords. Note that games Gm, and Gms are identical

when password and biometrics guessing attacks are not

involved. Hence, we have the following result:
Advs,, — Advés,,| < 251|SD -

Since all the games are executed, .4 can only guess the
correct bit c. It then follows that

AdvE,,, — Adv{,, | < (3)

“

1
Advém = E . ©)

Egs. (1), (2) and (5) give the following result:

1 1
EAdvé(z) = |Advgy, — 5|

2
1

= |Advg,, — 5!

= |Advg,, —Adv,,|. (6)
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The following result is obtained via the triangular inequality:

Advg, — Advi,,| < |AdVE, — Adv,, |
+IAdvE,, — Advg,.|
2
qn qs
< . 7
= 2|Hash| ' 2L.|D| @
Egs. (6) and (7) lead to the following result:

1 512 qs
—AdvAl) < —h 4 T8 8
AP = S sh T D] ®)

Finally, multiplying both sides of Eq. (8) by a factor of 2 and
simplifying the terms, we obtain the required result:

51%; + qs
|Hash| = 2!-1.|D|’

Adva(t) <

B. MUTUAL AUTHENTICATION USING BAN LOGIC

We apply the widely accepted Burrows-Abadi-Needham
(BAN) logic [52] to prove the mutual authentication between
alegal registered user U; and a registered server S; for the pro-
posed scheme in Theorem 2. The BAN logic has been widely
used to provide mutual authentication of the authentication
and session key agreement protocols [29], [34], [36], [60].

TABLE 2. Notations and their meanings in the BAN logic.

Notation Meaning

Al=X A believes or is entitled to believe a statement X
A& B K is a shared key between A and B

19.¢ X is considered as fresh

ALX A sees statement X

Al~ X A once said statement X

A= X A has jurisdiction over statement X

{X,Y}x X andY are encrypted with key K

(X,Y)x X and Y are hashed with key K

(X)k X is combined with key K

The notation used in the BAN logic is given in Table 2. The

main rules of BAN logic are flven below
A|:AKBA<1{ } =A K BA(X
Rule-1: an A‘ =F~X

| B[~
AI ti(X)AI B|~X
Rule-3: A= B:>)TA|_B| =X
Rule-4:

M
Rule-5: 4 A=(%.7)
Rule-6: A= u<X>A| B|_x

Rule-1, Rule 2 Rule 3, Rule-4, Rule-5 and Rule-6 are
known as the message meaning, nonce verification, jurisdic-
tion, freshness-conjuncatenation, belief and session key rules,
respectively.

Theorem 2: The proposed scheme achieves secure mutual
authentication between a user U; and a server S;.

Proof: To prove this theorem, we first list the assump-
tions related to the proposed scheme.

o Al: U;| = (N1, TS))

o A2:5i| = #(V2, TS))

e A U|=Si= N

A*IJ
(X)AI )
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e AL S| =U;= N
SV;
o AS: U,'| = U~(_)Sj
Sv;
o« A6 S| =UTS;
U
« AT: U = U“’S
bs;
o A8: S| = Uf-’S/
Goals: We set the following goals:

I
=
(S
&

o Gy: Uil
Idealized forms of messages: In the proposed scheme,
messages Msgy = (Ma, M3, My, TS;) and Msg, =
(Mg, My, TS;) can be written in their respective idealized
forms as follows:

o Msgy : §; < (Mz, M3, My, TS;), that is, Msg; : S; <

(ID; & h(SV], TS;), h(ID;, USJ) @ N1, Ny, TSi)SVj-
o Msgy : S; — U (Mo, M9, TS)), that is, Msg> : U; <
(h(US;j, N1) @ N», SKjj, TS;, N2>USj-
The main security proof consists of the following steps:

o Consider the message Msgi, the assumptions (A1, A6)
and the message meaning rule (Rule-1). We obtain
SS1: Sj| = Ul' |"“N1.

« By applying assumption A1 and the nonce verification
rule (Rule-2) on SS1, we obtain the following:

SS2: S,| = U,'l =N
Now, N is a necessary parameter of the session key SK;;
in the proposed scheme.

o We then apply the jurisdiction rule (Rule-3) and assump-
tion A4 on SS2 to obtain:

S83: ;| = Ny.

o The server S; believes that N, is fresh (according to
assumption A2), and it is another necessary param-
eter of the session key SK;;. Therefore, by applying
the session key rule (Rule-6), we obtain the following
result:

SK;;
SS4: §;| = U S;.

o From message Msg», we obtain
SS5: U; << N >ys;-

o Considering assumption A7, statement SS5 and Rule-1,
we obtain
SS6: U;| = Sj |~ Na.

« Applying Rule-2 and assumption A2 on statement SS6,
we obtain
SS7: Ui| = Sj| = Nz,
where NV, is a necessary parameter for session key SKj;.

o Using assumption A3, statement SS7 and Rule-3,
we obtain
SS8: Uj| =N,

o U, believes that Ny is fresh (from A1), and the combina-
tion of N1 and N; produces an outcome that is also fresh.
Therefore, by applying Rule-6 and assumption Al on
statement SS8, we obtain

S‘K,'j
SS9: Ui| = Ui(_)Sj.

(Goal Gy)

(Goal Gy)
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It is then clear that both defined goals G and G, are fulfilled
in the proposed scheme. Hence, the secure mutual authentica-
tion between U; and S; is maintained in the proposed scheme.

C. INFORMAL SECURITY ANALYSIS AND

OTHER DISCUSSIONS

In this section, we first provide the correctness of the pro-
posed scheme in Theorem 3. Then, we discuss the security of
our scheme informally (non-mathematical) for other known
attacks. In addition, we discuss some important functionality
features that are supported in the proposed scheme.

Theorem 3: In the proposed scheme, both user U; and
server S; establish the same session key during the login and
mutual authentication & key agreement phases.

Proof: After receiving the login request message
Msg1 = (My, M3, M4, TS;) from user U;, server S
computes the session key shared with U; as SK; =
h(Ms||h(SID;||PSK))|IN1|IN2||TS;||TS;). During the mutual
authentication and key agreement phase, after receiving the
authentication request message (Mg, Mg, TS;) from S, U;
computes the session key shared with the server S; as SKl.’j =
h(ID;||SV;|IN1|IN;|ITS;||TS;). It then suffices to show that
SK;j = SKi/j. We have M5 = M @ h(h(SID;||PSK)||TS;) =
ID;, SV, = BM; & h(PW;||Cr,) & r] = h(SID;||PSK;)
and Nj = My & MWUSj|IN1) = N There-
fore, SKjj = h(Ms||h(SID;||PSKp||IN1|IN2||TS;||TS)) =
h(ID;||SV;|IN1|IN3|ITS;||TS)) = SKl; Hence, the theorem is
proved.

In the following, we show that the proposed scheme is
secure against other attacks and that it provides some func-
tionality features.

1) REPLAY ATTACK

Suppose an adversary A intercepts messages Msg; =
(M2, M3, M4, TS;) and Msgy = (Mg, Mo, TS;) during the
login and mutual authentication & agreement procedures and
then tries to re-send these messages later to gain access to
secret credentials. Note that after receiving Msgi, S; first
checks the condition |TS! — TS;| < AT to validate the
freshness of the message. Since 71; is the current time stamp
and is also included in M, and M4, the condition will fail due
to the short maximum transmission delay threshold AT used
in the verification. A similar situation occurs when U; checks
the validity of Msg, by the condition |TSJ.* = TSj| < AT
and it will fail again. Therefore, A will not be successful in
launching the replay attack in the proposed scheme.

2) MAN-IN-THE-MIDDLE ATTACK

In a man-in-the-middle attack, an adversary A may attempt
to modify intercepted messages Msg; = (Ma, M3, M4, TS;)
and Msg, = (Mo, My, TS;) during communication. Suppose
A tries to modify message Msg; into another valid message,
say Msg| = (M, M3, M}, TS{), by generating the current
time stamp 7S and random nonce Ny'. To calculate M| =
h(ID;||US)), My = ID; & h(SVj||TS{), Mj = M{ & Ny,
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M, = h(ID;||IM{||M}||TS{|IN{), A requires the secret cre-
dentials ID;, PSK; and SID;. Without these secret creden-
tials, it is a computationally infeasible task for 4 to modify
message Msg; into a valid message Msg). Similarly, it is
also computationally infeasible for A to modify message
Msg»> into a valid message. Therefore, the proposed scheme
is resilient against this type of attack.

3) STOLEN SMART CARD ATTACK

According to the threat model discussed in Section I-A,
an adversary A can extract all the secret credentials
{(AMyj, BM|1 < j < (m+ m)}, Tp,, Hi. R, P, (), €enc(),
£4ec(+)} stored in a lost or stolen smart card SC; of an autho-
rized user U; via power analysis attacks [8], [9], where H; =
Cr, ® Rq, R = h(R¢i), P = I(ry), AM,'J' = USj @ RPW; @ r;
and BMj; = SV;® RPW;® r;for 1 <j < (m+m'). However,
without the secret credentials r; and R, it is a computationally
infeasible task for A to derive biometric secret key Cr, and
password PW; of U;. Therefore, the proposed scheme resists
stolen smart card attacks. In addition, offline password guess-
ing attacks are also prevented in the proposed scheme.

4) PRIVILEGED-INSIDER ATTACK

An insider user of the trusted RC may act as a privileged-
insider attacker, say A. Then, A can record the registration
information {ID;, RPW; @ k} that is submitted to the RC by
a registered user U;, where Cr; = f(BIO;, Tp;) and RPW; =
h(PW;||Cr;). Assume that after the user registration process,
A has the lost or stolen smart card SC; of U; and extracts
all the credentials stored in SC;, as stated in Section IV-C.3.
However, according to Section IV-C.3, it is computation-
ally infeasible for A to derive biometric secret key Cr, and
password PW;. Hence, the privileged-insider attack is also
prevented by the proposed scheme.

5) IMPERSONATION ATTACKS
In this section, we discuss the following two impersonation
attacks related to the proposed scheme.

o User impersonation attack: To convince server S; with
the message sent on behalf of a legal user U;, an adver-
sary A can generate a random nonce N;* and also current
time stamp 7S*. Then, A can attempt to calculate the
terms My = h(ID;||US)), My = ID; @ h(SVj||TS}),
M3 = M; @ N and My = h(ID;||M;||M>||TS}||NT)
to form the login request message (My, M3, My, TSZ.*),
where US; = h(ID;||PSK;) and SV; = h(SID;||PSKj).
However, this attempt by A will not succeed as the
secret credentials ID;, SID; and PSK; are unknown to
him/her. This indicates that the proposed scheme is
resilient against user impersonation attacks.

o Server impersonation attack: In this attack, A tries to
convince user U; with the message sent on behalf of
the server S;. To achieve this goal, A can generate a
random nonce N, and current time stamp TSJT" and then
attempt to calculate the terms Mg and M1 in the formed
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authentication request message (Mo, Mo, TSj*), where
My = h(h(ID;||PSK))|I[N1) & Nj, SK;j = h(D;l|
h(SID;||PSK)|INUINFITSIITSS), Mio = h(h(IDj]|
PSK;))||SKj] |TSJ?*||N2*) and the random number N; and
time stamp 7S; are generated by U;. However, without
having the short-term secret N1 and the long-term secrets
ID;, SID; and PSKj, it is computationally infeasible for
A to form a valid message (My, Mo, TS]?“). Therefore,
it is clear that the server impersonation attack is also
protected in the proposed scheme.

6) PASSWORD CHANGE ATTACK

In the password and biometric template update phase dis-
cussed in Section III-E, the smart card SC; of an authorized
registered user U, first authenticates U; based on his/her
entered identity ID;, current password PW; and biometrics
BIO; by calculating C’Ti =f(BIO,, Tp,),R.; = €qec(H;® C’T[)
and r] = h(R.,||ID;||PW;), and then verifying the conditions
h(R.,) = R and h(r]) = P. If these conditions are valid, then
only SC; allows U, to update the current password with a new
password. Therefore, without knowing the secret credentials
ID;, PW; and BIO;, it is computationally infeasible task for an
adversary to update the password of U;. As a result, the pass-
word change attack is protected in the proposed scheme.

7) EPHEMERAL SECRET LEAKAGE (ESL) ATTACK
In the proposed scheme, the session key between a legal
registered user U; and the server S; is computed as SK;; =
h(Ms| |R(SID;| | PSKDIINY (N2 TSi1|TS)) = h(D;||SV [Ny |
NAIITS;||TS)) = SKZ} In the following, we consider two cases.
o Case 1: Suppose an adversary A knows the short-term
secrets N1 and N,. However, without the long-term
secrets ID;, SID; and PSKj, it is computationally infea-
sible to construct SKj;.
o Case 2: Assume A knows the long-term secrets ID;, SID;
and PSK;. Then, without the short-term secrets Ny and
Ny, it is computationally infeasible to construct SKj;.
The above two cases clearly show that .4 will be successful
in computing SK;; when both the short-term and long-term
secrets are available. Thus, the proposed scheme is secure
under the CK-adversary model (discussed in the threat model
in Section I-A). In addition, we also assume that a particular
session key is compromised by .A. However, due to both long-
term secrets and newly generated random nonces, the session
keys created in the previous and future sessions are different.
This means that the forward and backward secrecy goals as
well as session key security are achieved. Moreover, a session
hijacking attack does not help A to compromise the security
of other previous and future sessions. As a consequence, our
scheme is secure against ESL attack.

8) ANONYMITY AND UNTRACEABILITY

In our scheme, user identity ID; is incorporated within
the r;, that is, r; = h(R.||ID;||PW;), and P = h(r;) is
stored in SC;. The SC; of U; transmits M, (i.e., M, =
ID; ® h(SV}||TS;) over the public channel in the message
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Msg1 = (M, M3, M4, TS;). The value of M, changes in
each session depending on the T;, and it is computationally
infeasible to extract the actual ID; from the intercepted M»>
due to the collision-resistant property of the hash function A(-)
(see Definition 1). It is also worth noting that the terms M>,
M3 and My in message Msg; = (My, M3, M4, TS;) and the
terms Mg and M1 in message Msg, = (Mo, Myg, TS;) are
dynamic and unique in each session due to the inclusion of
the timestamps 75; and 7'S; and the random nonces N; and
N;. As aresult, an adversary cannot trace the same user over
multiple sessions. Therefore, the untraceability property is
preserved in the proposed scheme.

9) BIOMETRIC TEMPLATE PROTECTION

In the proposed scheme, the biometric data are transformed
into a cancelable template to prevent the privacy of the bio-
metric data of a legal registered user. Moreover, the tem-
plate is not stored anywhere without protection. Biometric
template extraction from a lost or stolen smart card of a
user is computationally infeasible without knowledge of the
user-specific random number R.;. Thus, the user biometric
template is protected in the proposed scheme.

10) EFFICIENT PASSWORD/BIOMETRIC TEMPLATE UPDATE
During the password/biometric template update procedure of
the proposed scheme, to change the current password and
biometric template, a legal registered user U; inputs his/her
identity, current password and biometrics into his/her smart
card SC;. If all the entered secret credentials are valid, then U;
is permitted to update the password and biometric template.
Then, SC; updates the password and biometric template in its
memory locally without contacting the RC. Thus, the pass-
word/biometric template update procedure is efficiently
executed.

V. FORMAL SECURITY VERIFICATION USING AVISPA
TOOL: A SIMULATION STUDY

The Automated Validation of Internet Security Protocols and
Applications (AVISPA) tool [61] is widely used for formal
security verification and is applied in many existing key man-
agement and authentication protocols [29], [30], [53]-[57],
[59], [62]. The security of our scheme is also verified with
the AVISPA tool. AVISPA provides four back ends, namely,
1) On-the-fly Model-checker (OFMC), 2) Constraint-
Logic-based Attack Searcher (CL-AtSe), 3) SAT-based
Model-Checker (SATMC) and 4) Tree Automata based on
Automatic Approximations for the Analysis of Security Pro-
tocols (TA4SP). In AVISPA, HLPSL (High Level Protocols
Specification Language), a role-based language, is used to
specify the target protocol. The roles of all the participants
(user, server and registration center) are represented as basic
roles, whereas the composition of basic roles is represented
as a composition role. The intruder (denoted by i in HLPSL)
is modeled using the Dolev-Yao (DY) threat model. In the
DY model, a channel is represented by channel(dy). This
means that an adversary can intercept, modify, delete or insert
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—-—-—— Output of OFMC -------

% OFMC
% Version of 2006/02/13
SUMMARY
SAFE
DETAILS
BOUNDED NUMBER OF SESSTIONS
PROTOCOL
C:\progra~1\SPAN\testsuite\
results\sb.if
GOAL
as_specified
BACKEND
OFMC
COMMENTS

STATISTICS
parseTime:
searchTime:
visitedNodes:
depth: 7 plies

0.00s
0.29s
128 nodes

--—- Output of CL-AtSe ---——---—-

SUMMARY
SAFE

DETAILS
BOUNDED NUMBER OF SESSTIONS
TYPED MODEL

PROTOCOL
C:\progra~1\SPAN\testsuite\
results\sb.if

GOAL
As Specified

BACKEND
CL-AtSe

STATISTICS
Analysed 0 states
Reachable 0 states
Translation: 0.03 seconds
Computation: 0.00 seconds

FIGURE 5. Analysis of results under the OFMC and CL-AtSe backends.

fake message content during communication over a public
channel. An HLPSL program implemented for a security
protocol is compiled and converted into an Intermediate
Format (IF) with the help of the HLPSL2IF translator. Then,
the IF is provided to one of the four back ends, and the
corresponding summary of security analysis is produced in
an Output Format (OF). The analysis of a protocol indi-
cates safe, unsafe or inconclusive. If the protocol is unsafe,
the attack trace is included in the OF. Moreover, the overall
statistics of the parse time, search time, translation time and
computation time are displayed in the OF. The proposed
scheme uses bitwise XOR operations in the protocol imple-
mentation. At present, the SATMC and TA4SP back ends do
not support implementation of XOR operations; therefore,
the output results under these back ends are inconclusive.
Hence, we have omitted the simulation results under SATMC
and TA4SP, and the results under only the OFMC and CL-
AtSe back ends are presented and discussed below.

We have implemented the basic roles for the user Uj,
the server S; and the RC for the proposed scheme in HLPSL.
Moreover, the mandatory composite roles, such as session
and goal & environment, are also implemented. The details
of AVISPA, HLPSL and protocol implementation in HLPSL
can be found in [61].

The executability check ensures that a security protocol
can reach to a state where a possible attack can occur during
the run of that protocol. The HLPSL implementation of the
proposed scheme is properly translated to HLPSL specifica-
tion, and it meets the design goals by ensuring the executabil-
ity. The proposed scheme is executed for the execution test
and for a bounded number of sessions of model checking.
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For replay attack checking, both the OFMC and CL-AtSe
back ends check where the authorized agents can execute
the specified protocol by performing a search of a passive
intruder. In addition, both the OFMC and CL-AtSe back ends
also check for the occurrence of a man-in-the-middle attack
by intruder i for the DY model checking. The simulation
results of the proposed scheme using the OFMC and CL-
AtSe back ends are shown in Figure 5. Under the OFMC back
end, the search time is 0.29 seconds, the number of visited
nodes is 128 and the depth is 7 plies. The CL-AtSe back end
takes 0.03 seconds for translation. The results reported in this
figure clearly indicate that our scheme protects against replay
& man-in-the-middle attacks.

VI. PERFORMANCE COMPARISON

In this section, we conduct a detailed comparative study of the
proposed scheme and other related multi-server authentica-
tion schemes, namely, the schemes of Chuang and Chen [23],
Amin and Biswas [30], Sood et al. [24], Mishra et al. [27],
He and Wang [33], Lu et al. [31], and Ali and Pal [63].

A. SECURITY AND FUNCTIONALITY FEATURES
COMPARISON

In Table 3, we compare our scheme with other multi-server
remote authentication schemes with respect to resilience
against various attacks and preservation of various function-
ality features. It is worth noting that none of the existing
schemes are completely free from security attacks. However,
our proposed protocol is able to resist various known attacks
and also supports more functionality features compared to
other schemes.
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TABLE 3. Security and functionality features comparison.

Property/Feature  Our  Chuang-Chen [23] ~ Amin-Biswas [30]

Sood et al. [24]

Mishra et al. [27] He-Wang [33] Lueral [31] Ali-Pal [63]

&
LR ]
LR X
XX LU XL

v

X <L X L X X X< X

X

X
X

LN X LR
XX
XX L LR X
XL

Aj: user anonymity and untraceability; As: three-factor security; As: early error detection; A4: mutual authentication; As: session key exchange; Ag: secure
password update; A7: stolen smart card attack resistance; Ag: offline password guessing attack resistance; Ag: replay attack resistance; A1g: forgery attack
resistance; A11: no registration center assistance; Aj2: privileged-insider attack resistance.

+/: a scheme preserves the security property/functionality feature; X: a scheme does not preserve the security property/functionality feature.

TABLE 4. Communication costs comparison.

Scheme Cost in login phase ~ Cost in authentication phase ~ Total cost ~Communication mode
(in bits) (in bits) (in bits) between entities
Chuang-Chen [23] 512 512 1024 U; — S;,8; = U;
Amin-Biswas [30] 768 1152 1920 Ui — MS,MS — PS,PS — U;
Sood et al. [24] 896 1216 2112 U; — S;,8; — CS,CS — S;,8; = U;,U; — S
Mishra et al. [27] 640 640 1280 U; — 8,8 = U, Uy — S
He—Wang [33] 640 2880 3520 Ui s Sj, Sj s RC7 RC — Sj,Sj — Ui, Ui — Sj
Lu et al. [31] 672 554 1226 U; — S]‘, SJ' — Ui, U;, — Sj
Ali-Pal [63] 1344 320 1664 U; — S;,8; — Us;
Our 512 352 864 U; — S;,8; — U

Note: U;: ith user; S ’E jth server; M S: medical server; P.S: physician server; C'S: control server; RC'" registration center.

TABLE 5. Computation costs comparison.

Scheme Login phase Authentication phase  Total cost Rough estimation (in milliseconds)
Chuang-Chen [23] 4C), 13Ch, 17Ch, 0.0391
Amin-Biswas [30]  Cyp, + 4C}h, 14Cy, Cyn, + 18Ch, 2.2674
Sood et al. [24] 7Ch, 24Cy, 31C}, 0.0713
Mishra et al. [27] 6Ch 12C, 18C, 0.0414
He-Wang [33] 3Ch + 2Cecm 18C}, + 6Cecm 21Ch + 8Cecem 17.856
Lu et al. [31] Cyn, +4Cy, 11Cy, Cpn + 15C), 2.2605
Ali-Pal [63] 6Ch + Casym + Chop, 7Ch + Casym 13Ch + Cop, + 2Casym 2.2651
Our Cfcs + 6C}, 11Cy, Cfcs + 17C}, 2.2651

B. COMMUNICATION COSTS COMPARISON

We compare our scheme with related existing schemes in
terms of communication costs in Table 4. The communi-
cation cost is computed with respect to the requirement of
the number of bits for the transmission of various messages
among entities during the login and authentication phases.
In this table, the third column (communication mode) rep-
resents message communication between various entities in
the network. We assume that the bit lengths of user identity,
server identity, hash output (message digest) (if we apply
SHA-1 as the one-way hash function [64]), time stamp and
an elliptic curve point P = (Py, Py) are 160, 160, 160, 32 and
(160+160) = 320 bits, respectively, where P, and Py, denote
the x and y coordinates of point P, respectively. Moreover, it is
also assumed that the security level of a 1024-bit RSA public
key cryptosystem [65] is equivalent to that for 160-bit ECC
(elliptic curve cryptography) [66].
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In our scheme, the communication cost required for the
login request message (M>, M3, My, TS;) transmitted from a
user U; to a server S; is (160+160+160+32) = 512 bits and
that for the authentication request message (Mo, Mo, TS;)
transmitted to user U; from server S; is (160+160+32) = 352
bits. Thus, the total communication cost for our scheme is
(512 4 352) = 864 bits. On the other hand, the communica-
tion costs for the schemes of Chuang and Chen [23], Amin
and Biswas [30], Sood et al. [24], Mishra et al. [27], He and
Wang [33], Lu er al. [31], and Ali and Pal [63] are 1024,
1920,2112, 1280, 3520, 1226 and 1664 bits, respectively. Itis
worth noting that the communication overhead of our scheme
is lower than that for all the other existing schemes.

C. COMPUTATION COSTS COMPARISON

Finally, we compare our scheme with the existing multi-
server schemes with respect to the computation cost of login
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and authentication phases. The comparison results are shown
in Table 5. The following notation is used to represent the
computation cost:

e Cp: cost for executing a one-way cryptographic hash
function

o Cpy: execution cost for bio-hashing function

o Cy: cost for executing a fuzzy extractor function

o Cyy: cost for executing a fuzzy commitment scheme

e Cocm: cost for executing an elliptic curve point multipli-
cation

o Cugym: cost for executing an asymmetric (public key)
encryption/decryption

Based on the experimental results reported in [34] and [36],
we have C;, ~ 0.0023 ms, C..y ~ 2.226 ms and
Casym ~ 0.0046 ms. Moreover, Cf, & Cecn [33]. In addition,
we assume that Cpp, ~ Ceen and Cpes = Cecp. Based on
these results, we calculate the rough computation time (in
milliseconds) and present the results in Table 5. It is worth
noting that our scheme has low computation cost compared
to He-Wang’s scheme [33], and its cost is also comparable
with the schemes of Amin-Biswas [30], Lu et al. [31] and
Ali-Pal [63]. Although our scheme has high computation cost
compared to that for the schemes of Chuang-Chen [23], Sood
et al. [24] and Mishra et al. [27], our scheme offers superior
security and more functionality features (see Table 3).

VIi. CONCLUDING REMARKS

In this article, we proposed a new remote authentication
and session key agreement protocol for multi-server environ-
ments using a fingerprint-based fuzzy commitment scheme.
The proposed scheme supports correction of errors from
noisy biometric data using an error correction technique
under a fuzzy commitment scheme. The proposed scheme
offers various security services, such as privacy preservation
of user’s identity and biometric data, mutual authentication
and session key establishment between user and server, and
facility of any time password updating and biometric data
revocation without interaction with the RC and server, and
a smart card revocation phase. The proposed scheme also
provides an early error detection mechanism at the time of
login, which resists denial of service attacks. The use of a
hash function and fuzzy commitment scheme satisfies the
computational complexity and overhead requirements during
login, and the mutual authentication and session key agree-
ment procedures of the proposed scheme are under control.
The security of the proposed scheme is proved through a
rigorous formal security assessment using the ROR model,
informal (non-mathematical) security analysis, and formal
security verification using the AVISPA simulation tool.
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