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ABSTRACT In this paper, the joint effect of fading and co-channel interference on the secrecy performance
of a wireless communications system is studied. Considering a practical setting where a transmitter (Alice)
communicates with a multi-antenna legitimate receiver (Bob) in the presence of a multi-antenna eavesdrop-
per (Eve), we study the secrecy performance of the proposed system when maximal ratio combining is
employed. The probability density function and cumulative distribution function of the output signal-plus-
interference-to-noise ratio are derived. Given these formulations, we derive a novel analytical expression for
the exact intercept probability, which takes into account the number of interfering signals and the fading
characteristics of the wireless environment. In addition, we provide a comprehensive diversity analysis,
where we derive simple asymptotic intercept probability expressions and explicitly show the impact of
system parameters on the diversity order and secrecy coding gain. Throughout the asymptotic analysis,
we consider various scenarios based on the interfernece-to-noise ratios at the legitimate receiver and the
eavesdropper, as well as the average signal-to-noise ratio of the eavesdropper and examine their impact on
the physical layer security of the wireless system. Finally, Monte-Carlo simulations are conducted to assess
our proposed analysis.

INDEX TERMS Co-channel interference (CCI), intercept probability, maximal ratio combining (MRC),
Nakagami-m fading, optimum combining, PHY security, secrecy capacity.

I. INTRODUCTION
Due to the distributed nature of the broadcasting wireless
channel, it is difficult to protect a transmission between a
transmitter and a legitimate receiver against security attacks
and threats of unexpected eavesdropping. To prevent such
attacks, high-layer encryption protocols have been widely
used. However, such techniques are computationally complex
and have become expensive and vulnerable to attacks [1].
In light of these circumstances, there has been renewed
interest in information-theoretic secrecy to ensure confiden-
tiality without the need for cryptographic techniques. The
study of physical-layer (PHY) security was pioneered by
Wyner [2] and Leung-Yan-Cheong and Hellman [3]. In [2],
a discrete memoryless wiretap channel in the presence of
an eavesdropper was investigated for secure transmission.
The work of [2] was extended from the discrete memoryless
wiretap channel to the Gaussian wiretap channel by [3].
Leung et al. developed the secrecy capacity which was shown

to be the difference between the channel capacity of the
main channel (transmitter to legitimate receiver) and that
of the wiretap channel (transmitter to eavesdropper). In [4],
the secrecy capacity was studied from an information theo-
retic perspective for both single-antenna and multi-antenna
wiretap channels. The perfect security in a wiretap channel
can be attained provided the capacity of the main channel is
higher than that of the wiretap link. Therefore, in order to
reduce the probability that an intercept event occurs due to
eavesdropping attacks, it is important to find ways to increase
the secrecy capacity.

Some recent studies have considered various diversity
combining schemes at the receiver in an effort to improve
the PHY security [5]–[10]. In [5], He et al. discussed the
PHY security improvement through the use of maximal ratio
combining (MRC) at the receiver. The works of [6] and [7]
investigated a transmit antenna selection (TAS) at the trans-
mitter in order to improve PHY security in the presence
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of a multi-antenna eavesdropper. Yang et al. [7] considered
TAS scheme at the transmitter with selection combining (SC)
and MRC schemes adopted at the receiver and eavesdropper.
Extended from [7], the effect of antenna correlation was
studied in [8]. To bridge the gap between SC and MRC,
generalized selection combining (GSC) at the receiver and/or
eavesdropper was studied in [9] and [10]. The above-
mentioned works [5]–[10] assumed perfect channel estima-
tion for receive combining. However, in practice channel
estimation errors are inevitable and must therefore be taken
into account. In [11] and [12], the effect of Gaussian dis-
tributed weighting errors on maximal ratio diversity combin-
ing for PHY security was investigated. Results showed that
achievable secrecy diversity order cannot be attained with
imperfect channel estimates.

In wireless networks, frequency reuse is necessary to
increase spectrum efficiency. Although frequency reuse
yields spectrum efficiency improvement, it also causes
co-channel interference (CCI) [13]–[15]. A key assumption
of all the prior works [5]–[12] is that a scenario with no
CCI is considered. However, in practical PHY security net-
works with dense frequency reuse, both the receiver and
eavesdropper can be vulnerable to interference from other
transmitters using the same frequency band in neighboring
cells. Recently, the effect of interference on the secure perfor-
mance has received much interest [16]–[23]. Duy et al. [16]
and Fan et al. [17] studied the PHY security of coop-
erative networks in the presence of Rayleigh faded CCI
with single-antenna nodes, by deriving the analytical expres-
sions of the secrecy outage probability (SOP). Nevertheless,
El-Malek et al. [19] studied the secrecy performance of a
cooperative wireless network in terms of intercept probability
wherein all the nodes are equipped with a single antenna.
In [20], a single-input multiple-output multiple-antenna
eavesdropper (SIMOME) wiretap channel was considered
and the SOP performance of the proposed scheme was
derived. However, the authors assumed that the effect of noise
at the receiver was negligible due to the high interference
power. In addition, they assumed that the same interfer-
ence sources affecting the legitimate receiver also affect the
eavesdropper which in practice might not be viable. Unlike
in [16]–[21], the works of [22] and [23] studied the inter-
ference issues of PHY security in random wireless networks
under a stochastic geometry framework. In [22], Zheng et al.
comprehensively investigated the benefits of full-duplex (FD)
receiver jamming aimed at enhancing the PHY security of
two-tier wireless network. In [23], a SIMOME wiretap chan-
nel in the presence of randomly placed multiple friendly
single-antenna jammers was studied. Zheng et al. [22] and
Wang et al. [23] studied the impact of CCI on the secrecy
performance in SIMOME transmissions with MRC adopted
at the intended receiver and eavesdropper under a stochastic
geometry approach. However, the interferers used in these
studies act as jammers and are used to intentionally confound
the eavesdroppers while protecting the legitimate receiver
from any passive or active attack.

Different from [16]–[19] wherein CCI is present, we con-
sider a direct-transmission system similar to [5]–[10] from
the receiver diversity viewpoint. To the best of the authors’
knowledge, the joint effect of CCI and the fading charac-
teristics of the interference signals is seldom investigated in
the open literature. In [21], Karas et al. addressed the above-
mentioned problem by considering a more simplistic single-
input single-output single-antenna eavesdropper (SISOSE)
system. Moreover, it was assumed that all the links are sub-
ject to Rayleigh fading channels. As aforementioned, multi-
antenna techniques in PHY-security networks have become
an important research topic in both academia and industry.
Motivated by this, we study the joint impact of CCI and the
fading characteristics of the interference signals in a secure
communication based on multi-antenna techniques. Such an
investigation is crucial to system designers in order to provide
secure wireless communications for future wireless networks.
Although, the works of [22] and [23] also considered a
SIMOME scenario as in our work, they considered friendly
interferers in the forms of jammers which inject artificial
noise to confound the eavesdroppers in an effort to improve
the secure system performance. Different from [22] and [23],
our work considers not necessarily friendly interferers in
the form of co-channel interferers (for spectral efficiency
improvement) which affect both the intended receiver and
the eavesdropper. Also, the interfering signals affecting both
the legitimate receiver and the eavesdropper are subject to
Nakagami-m fading [24] whereas the desired signals expe-
rience Rayleigh fading distribution. A common assumption
in [16]–[21] is that all the desired and interference signals
have the same statistical characteristics, i.e., Rayleigh distri-
bution in this case. This assumption can be valid in some
instances such as medium to large cell systems. However,
in microcellular systems, it is more realistic to expect that
both the interference and desired signals undergo different
fading statistics (see [25] and [26]). Here, we note the choice
of the Nakagami-m model as it represents the best fit of
the statistical characteristics of land mobile systems, com-
plex indoor environments and also represents a generalized
distribution for a large set of fading environments (no fad-
ing, light or severe). Given the wide applicability of the
Nakagami-m distribution, it makes more sense to assume that
the interference signals experience such fading statistics since
the focus of this work is to investigate the joint effect of CCI
and the fading characteristics (interference channels).

In this paper, we study a SIMOME wiretap channel in
the presence of multiple Nakagami-distributed equal-power
interferers. In the proposed system, both the legitimate
receiver and eavesdropper employ maximal ratio diversity
combining and are affected by CCI. This combining scheme
is not the optimal receiving strategy for the receiver in the
presence of co-channel interference. A better solution is to
adopt some signal processing techniques such as the opti-
mum diversity combining also known as minimum mean
square error (MMSE) combining (see [20] and [27]–[32])
to fully or partially cancel the interference. In this scheme,
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the signals received by multiple branches are weighted and
combined so as to maximize the signal-plus-interference-to-
noise ratio (SINR). However, in fading scenarios, provid-
ing an exact analytical performance for optimum combin-
ing (OC) is quite intricate and the practical implementation
of such combining scheme for more than two branches is
excessively complex. Although, theMMSE combining or OC
yields an optimal performance, the performance difference
when MRC is adopted is not substantial. Hence, under the
presence of interference, MRC is often preferred to OC
because of its near-optimal performance and low complexity.
Furthermore, as aforementioned, our goal is to study the joint
effects of CCI and the fading characteristics of the secure
performance in terms of intercept probability and identify the
performance benefits by exploiting CCI.

In spite of the fact that the MRC scheme does not represent
the optimal receiving strategy for secure communications in
the presence of CCI, our key goal is twofold: a) to investi-
gate the joint effect of CCI and fading characteristics of the
interference signals (fading type) on the intercept probability
performance in a SIMOME scenario, and b) to identify the
secure performance (in terms of intercept probability) bene-
fits that can be provided by exploiting CCI.Moreover, we aim
to gain insights into the secrecy performance of the system as
we investigate the impact of Nakagami-m faded interferences
on the system. To this end, the main contributions of our work
are listed as follows:
• We first derive expressions for the probability den-
sity function (PDF) and cumulative distribution func-
tion (CDF) for the MRC combiner output SINR.
Subsequently, the resulting expressions are used to
derive a novel analytical expression for the exact inter-
cept probability.

• In addition, a comprehensive asymptotic analysis of the
intercept probability at high signal-to-noise ratio (SNR)
is provided. Expressions for the asymptotic intercept
probability are derived for different scenarios. The
secrecy diversity gain and secrecy coding gain which
are two key indicators of the intercept probability
at high SNR are analyzed for fixed/varying (varying
with respect to the average SNR of the main channel)
interference-to-noise ratio (INR) at Bob/Eve, as well
the fixed/ varying average SNR of the wiretap channel.
Our results reveal important design insights into the
joint impact of CCI and the fading type of the inter-
ference channels on both the legitimate receiver and
eavesdropper.

• We have carried out various Monte-Carlo simulations to
verify the accuracy of our mathematical analysis.

The remainder of this paper is organized as follows.
The system model is illustrated in Section II. A closed-
form expression for the intercept probability is derived in
Section III. In Section IV, we derive the simple and explicit
asymptotic expressions for the intercept probability at high
SNR. Numerical results are discussed in Section V and some
conclusions are drawn in Section VI.

FIGURE 1. A single-antenna multiple-output multiple-antenna
eavesdropper in the presence of co-channel interference.

II. SYSTEM MODEL AND CHANNEL STATISTICS
A. SYSTEM MODEL
Consider a SIMOME wiretap channel, where the single-
antenna transmitter Alice (A)1 communicates with the
receiver Bob (B) under the malicious attack of the eavesdrop-
per Eve (E) as shown in Fig. 1 in the presence of Nakagami-
m faded CCIs. Both Bob and Eve are equipped with NB
and NE antennas respectively. In the sequel, we refer to
branch as a link between Alice and one of Bob’s antennas.
Moreover, in this network, MB interference sources close to
Bob–these sources are single-antenna transmitters–are using
the same frequency bands as Alice, and therefore causing
some interference to each branch at the receiver. Similarly,
Eve is assumed to operate in an environment prone to interfer-
ence, in which a general model with ME interference signals
is adopted. The latter scenario is plausible when multiple
single-antenna transmitters present in the vicinity of Eve also
transmit simultaneously with Alice and therefore interfere
with the received signals at the former. We assume without
loss of generality that the same number of interfering signals
are present on each diversity branch for both Bob and Eve.2

In addition, it is assumed that the effect of thermal noise at
the receivers of Bob and Eve cannot be ignored due to the
level of interference. The communication between Alice and
Bob, as well as the one between Alice and Eve experience flat

1In practice, Alice could represent a mobile or sensor unit which may
not be able to accommodate multiple transmit antennas due to hardware
complexity, size or cost restrictions.

2In our system model, in spite of the fact that the interference sources
are geographically randomly distributed, it is assumed that the interference
signals are identical since the distances between the affected node and the
interference sources are approximately the same. This scenario can be found
in cellular networks where the interference sources are in the second tier and
the distance to the base station or mobile unit is assumed to be identical.
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Rayleigh fading. On the other hand, all the interfering signals
are subject to Nakagami-m fading. All the channels are con-
sidered to be independent and identically distributed (i.i.d).
Also, we consider a passive eavesdropping scenario wherein
the receiver and eavesdropper have knowledge of the channel
state information (CSI) of their own channels. At Bob, MRC
is employed to combine the signals received on the NB diver-
sity branches for a maximum output SNR. Meanwhile, Eve
also employs the same combining scheme.

For this network, Alice transmits a message x with a fixed
power Ps for each antenna of Bob while Eve overhears it. The
received signals at Bob and Eve are respectively given by

yB =
√
Pshx +

MB∑
lB=1

√
PIlBαlBslB + n, (1)

yE =
√
Psgx +

ME∑
lE=1

√
PIlE βlE s

,
lE
+ z, (2)

where h and g are the complex gain vectors for the sig-
nal of interest and eavesdropping signals respectively, αlB
and βlE are the complex gains for the interfering signals at
Bob and Eve respectively,3 n and z are the the additive white
Gaussian noise (AWGN) vectors at the receivers of Bob and
Eve respectively, with zero mean and variance σ 2

B (σ 2
E ) per

each antenna,MB is the number of interferers affecting Bob,
ME is the number of interferers affecting Eve respectively,
PIlB and PIlE are the power of the interfering signals affecting
Bob and Eve respectively, slB is the transmitted signal from
the l thB interferer affecting Bob, and s,lE is the transmitted
signal from the l thE interferer affecting Eve.

B. CHANNEL STATISTICS
In this subsection, we present the statistics of the SINR γχ
with χ = {B, E}. Using (1) and the weight vector w = hH ,
the output of the maximum ratio combiner yields

hHyB =
√
PshHhx +

MB∑
lB=1

√
PIlBh

HαlBslB + h
Hn, (3)

whereAH denotes the conjugate transpose ofA. From (3), the
output SINR is expressed as [34], [35]

γB =
Ps|hHh|2

hH
(∑MB

lB=1
PIlBαlBα

H
lB
+ σ 2

BI
)
h
, (4)

3In some practical scenarios, the distances between various interferers
and the receive antennas may differ. In such instances, the channel gain can

be modeled as in [21] and [33] where αlB =
φlB√
1−dµlB

with dlB , µ and

φlB denoting the distance between the lthB interferer and Bob, the pathloss
coefficients and the Nakagami-m fading channel respectively. The analysis
of the proposed system with identical distances of the interferers to Bob/Eve,
can easily be extended to the one with different positions of the interferers
relative to the Bob or Eve.

where I is the identity matrix. After some manipulations,
the expression in (4) can further be given by

γB =

∑NB
i=1

Ps
σ 2B
|hi|2∑MB

lB=1

PIlB
|αlB |

2

σ 2B
+ 1

. (5)

We define γBi =
Ps
σBB
|hi|2, γIlB =

PIlB
σ 2B
|αlB |

2 and after

substituting these into (5), we have

γB =

∑NB
i=1 γBi

1+
∑MB

lB=1
γIlB

. (6)

Using (2) and following the above-mentioned steps, we can
obtain the output SINR at Eve as

γE =

∑NE
j=1 γEj

1+
∑ME

lE=1
γIlE

, (7)

where γEj = |gj|
2 Ps
σ 2E

and γIlE = |βlE |
2
PIlE
σ 2E

. For the sake of

easy notation, let X =
∑Nχ

i=1 γχi , Y =
∑Mχ

lχ=1
γIlχ . In what

follows, we derive the PDF and CDF for the MRC com-
biner output SINR of the random variable (RV) γχ defined
in (6) and (7).

The PDF of γχ is given by [36],

fγχ (γ ) =
∫
∞

0
(1+ y)fX

(
(1+ y)γ

)
fY (y)dy, (8)

fX (•) and fY (•) are respectively given by

fX (γ ) =
1

γ̄
Nχ
χ (Nχ − 1)!

γ Nχ−1 exp
(
−
γ

γ̄χ

)
, (9)

fY (y) =
1

0(mIχMχ )

(
mIχ
γ̄Iχ

)mIχMχ
ymIχMχ−1e

−
mIχ y

γ̄Iχ , (10)

where mIχ is the Nakagami fading parameter, γ̄χ =
Ps
σ 2χ
,

γ̄Ilχ =
PIlχ
σ 2χ

and 0(•) is the gamma function defined
in [37, eq. (8.310.1)]. Substituting (9) and (10) in
(8), and after some manipulations and with the aid
of [37, eq. (9.211.4)], (8) can further be written as

fγχ (γ ) =

(
mIχ
γ̄Iχ

)mIχMχ
γ Nχ−1e

−
γ
γ̄χ

γ̄
Nχ
χ (Nχ − 1)!

×9

(
mIχMχ ,mIχMχ + Nχ + 1;

γ

γ̄χ
+
mIχ
γ̄Iχ

)
, (11)

where 9(a, b; z) is the confluent hypergeometric function of
the second kind defined in [37, eq. (9.210.2)].

Proof: The detailed steps to obtain (11) are shown in the
appendix.

Using (11) to obtain the CDF of γχ is very complicated.
To overcome this, we use Fγχ (γ ) =

∫
∞

0 fγχ (y)dy and with the
help of the substitution method, Fγχ (γ ) can be expressed as

Fγχ (γ ) =
∫
∞

0
FX
(
(1+ y)γ

)
fY (y)dy, (12)
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where the CDF of the RV X is given by

FX (γ ) = 1− exp
(
−
γ

γ̄χ

) Nχ∑
n=0

1
n!

(
γ

γ̄χ

)n
. (13)

Substituting (10) and (13) in (12), and after some manipula-
tions and with the aid of [37, Eq. 9.211.4], (12) can be further
expressed as

Fγχ (γ ) = 1−

(
mIχ
γ̄Iχ

)mIχMχ
exp

(
−
γ

γ̄χ

) Nχ−1∑
n=0

1
n!

(
γ

γ̄χ

)n
×9

(
mIχMχ ,mIχMχ + n+ 1;

γ

γ̄χ
+
mIχ
γ̄Iχ

)
.(14)

III. INTERCEPT PROBABILITY ANALYSIS
In this section, we derive an analytical expression of the
intercept probability of the underlying scheme. The intercept
probability is a key performance metric used to describe
the performance of the secrecy of wireless communication
systems. It is defined as the probability that the eavesdropper
succeeds in intercepting the signal intended for the legitimate
receiver or that the secrecy capacity Cs falls below zero.
It is proven in [3] that the secrecy capacity is the difference
between the capacity of the main channel and that of the
eavesdropper link. Mathematically, this can be expressed as

Cs = CB − CE , (15)

where Cχ = log2(1+ γχ ). From (15), it is easy to see that an
intercept event occurs when the capacity of the main chan-
nel is worse than that of the eavesdropper channel. Unlike
in [38] and [39], the main focus of this work is not to seek
to improve the intercept probability performance, but rather
to investigate the joint impact of the interference and fading
on the above-mentioned key performance metric. In what fol-
lows, we express the intercept probability mathematically as

Pint = P{Cs < 0} = 1−
∫
∞

0

∫ γB

0
fγE (γE )fγB (γB)dγEdγB

= 1−
∫
∞

0
FγE (γB)fγB (γB)dγB. (16)

We first rewrite the confluent hypergeometric function
in (11) and (14) using the identity [40, eq. (13.2.8)]

9(a, a+ n+ 1; z) =
n∑
s=0

(
n
s

)
(a)sz−a−s, (17)

where (a)s =
0(a+s)
0(a) is the Pochhammer symbol. The result-

ing expressions of the PDF and CDF are substituted in (16)
and after some manipulations, we obtain

Pint =
(
mIB
γ̄IB

)mIBMB (mIE /γ̄IE )
mIEME

γ̄
NB
B (NB − 1)!

NE−1∑
n=0

1
n!γ̄ nE

×

NB∑
i=0

n∑
j=0

(
NB
i

)(
n
j

)(
mIBMB

)
i

(
mIEME

)
j

×

∫
∞

0
γ
NB+n−1
B

(
mIB
γ̄IB
+
γB
γ̄B

)−mIBMB−i

×

(
mIE
γ̄IE
+
γB
γ̄E

)−mIEME−j

e
−

(
1
γ̄B
+

1
γ̄E

)
γBdγB. (18)

The integral part of (18) is mathematically intractable and
cannot be obtained in closed-form as currently shown. To cir-
cumvent this, we replace the exponential function by its series
representation e−y =

∑
∞

k=0(−1)
k yk

k! in (18) and with the aid
of [37, eq. (3.197.1)] and after many algebraic manipulations,
the intercept probability expression is given by

Pint =
1

γ̄
NB
B (NB − 1)!

NE−1∑
n=0

NB∑
i=0

n∑
j=0

(
NB
i

)(
n
j

)
(mIBMB)i
n!γ̄E

×(mIEME )j
∞∑
k=0

(−1)k

k!

(
1
γ̄B
+

1
γ̄E

)k(
γ̄EmIE
γ̄IE

)NB+n+k

×B
(
NB + n+ k,mIBMB + mIEME − NB − n− k

)
×2F1

(
mIBMB,NB + n+ k;mIBMB + mIEME ; ζ

)
,

(19)

where ζ = 1 −
mIE γ̄E γ̄IB
mIB γ̄IE γ̄B

, B(w, y) is the Beta
function or Euler’s integral of the first kind defined
in [37, eq. (8.380.1)] and 2F1(a, b; c; z) is the Gauss hyper-
geometric function defined in [37, eq. (9.100)] and [37,
eq. (9.14)]. It is worth mentioning that such functions are
readily available in some mathematical software packages
such as MATHEMATICA. Moreover, it can be noticed that
(19) has an infinite series. However, (19) converges rapidly
and steadily after a finite number of terms to yield an accurate
expression of the intercept probability (seen in simulations).
A study of the convergence for the above-mentioned expres-
sion is beyond the scope of this work. This expression is
general as it encompasses the case where both the desired and
interference signals are subject to Rayleigh fading (mIB = 1)
in medium to large cell systems. Furthermore, for microcellu-
lar systems where the desired and interference signals experi-
ence different statistical fading characteristics, the expression
in (19) gives the intercept probability in such an instance (less
fading mIχ > 1 or severe fading mIχ < 1).

IV. ASYMPTOTIC SECRECY ANALYSIS
In this section, we provide a comprehensive asymptotic anal-
ysis on the intercept probability at high SNRof the underlying
scheme. Although the closed-form expression in (19) enables
the evaluation of the proposed scheme, it is too complex to
provide valuable insights into how various system parameters
affect the secrecy diversity order and secrecy coding gain.4

To this end, we assume that γ̄B = γ̄ → ∞ and we
consider a set of scenarios where γ̄IB , γ̄E and γ̄IE are either
fixed or varying (i.e., equal to γ̄ ). Table 1 summarizes all

4The concept of secrecy coding gain characterized the SNR advantages
of the asymptotic probability of intercept. Various works in the literature
have considered this in the case of secrecy outage probability (see for
example [41])
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TABLE 1. Possible scenarios corresponding to the combinations of γ̄IB ,
γ̄E and γ̄IE .

the possible scenarios for a given average SNR of the main
channel γ̄B, i.e., γ̄B = γ̄ .5 In the sequel, we are going to
derive the diversity gains and coding gains corresponding to
each scenario (Scenario A→ Scenario G).

A. SCENARIO A: γ̄IB , γ̄E AND γ̄IE ARE FIXED
In this scenario, it is assumed that γ̄IB , γ̄E and γ̄IE are all
fixed (constant values which are not necessarily identical).
Substituting (17) in (11) and using the following approxima-
tion e

η
γ̄ ≈ 1− η

γ̄
for γ̄ →∞, it is easy to obtain

fγB (γ ) ≈
γ NB−1

γ̄
NB
B (NB − 1)!

NB∑
k=0

(
NB
k

)
(mIBMB)k

(
γ̄IB

mIB

)k
.

(20)

Substituting (14) and (20) in (16), and after some manipu-
lations and with the aid [37, eq. (3.383.5)], the asymptotic
intercept probability is given by P∞int ≈ Gcγ̄−NB , where
the secrecy diversity order is equal to the number of receive
antennas at Bob, i.e., NB and the secrecy coding gain is
given by

Gc =

(
1

(NB − 1)!

NB∑
k=0

(
NB
k

)
(mIBMB)k

(
γ̄IB

mIB

)k)

×

NE−1∑
n=0

n∑
s=0

(mIEME )s
n!

(
n
s

)
γ̄
NB
E

{(
mIE
γ̄IE

)NB+n−s

×0(NB + n)(mIEMIE )−NB−n1F1(a1, 1+ b1; z)

+

(
mIE
γ̄IE

)mIEMIE
0(b1)1F1(a2, 1+ b2; z)

}
, (21)

where a1 = NB + n, b1 = NB + n − mIEME − s, a2 =
mIEME + s, b2 = mIEME + s − NB − n, z =

mIE
γ̄IE

and

1F1(a, b; z) is the confluent hypergeometric function of the
first kind defined in [37, eq. (9.210.1)]. From a diversity
perspective, all other system parameters have no effect on
the probability of intercept but rather on the coding gain
as shown in (21). This scenario yields a low probability
of intercept as the number of receive antennas NB at Bob
increases.. This can be explained by the fact the average

5We only consider these 8 possible scenarios for γ̄B = γ̄ →∞ since we
are interested in the diversity analysis at high SNR in this Section. Hence,
the possible scenarios corresponding to fixed γ̄B are irrelevant here.

SNR of the legitimate receiver γ̄B is infinitesimally large
whereas γ̄IB , γ̄E and γ̄IE are fixed, i.e., small with respect to
the former. Intuitively, it can be inferred that the eavesdrop-
per has little effect in intercepting the transmission between
Alice and Bob and also the interferences affecting its anten-
nas further act in favor of Bob or Alice (from a security
point of view). Such a scenario can equally be compared
to a system where Alice transmits to Bob with no outside
interfering sources (no eavesdropper or any other form of
interferences).

B. SCENARIO B: γ̄IB = γ̄ → ∞, AND γ̄E AND γ̄IE ARE FIXED
For a varying INR at Bob, it is assumed that γ̄IB = γ̄B =
γ̄ →∞. Hence, (11) can be rewritten as

fγB (γ ) =
m
mIBMB
IB

γ NB−1e−
γ
γ̄B

γ̄
NB+mIBMB
B (NB − 1)!

×9

(
mIBMB,mIBMB + NB + 1;

γ + mIB
γ̄

)
. (22)

For z → 0, the confluent hypergeometric function of the
second kind can be approximated as [40, eq. (13.2.16)]

9 (a, b; z) =
0(b− 1)
0(a)

z1−b. (23)

Using (23) in (22) and the approximation e−
γ
γ̄ ≈ 1 − γ

γ̄
for

γ̄ → ∞ and after performing some manipulations, (22) can
be given by

fγB (γ ) =
m
mIBMB
IB

(NB − 1)!
(mIBMB)NBγ

NB−1(γ + mIB )
−ψ .

(24)

where ψ = mIBMB + NB. Taking (14) and (24) in (16) and
with the aid of [37, eq. (3.197.1)], the intercept probability
can be approximated as

P∞int ≈
(mIBMB)NB

mNB
IB

(NB − 1)!

NE−1∑
n=0

n∑
k=0

(
n
k

)
(mIEME )k γ̄

NB
E

n!

×

∞∑
j=0

(−1)j

j!

(
mIE
γ̄IE

)NB+n+j−k

×B
(
NB + n+ j,mIBMB + mIEME + k − n− j

)
×2F1

(
NB + mIBMB,NB + n+ j; ρ;

γ̄EmIE
γ̄IEmIB

)
,

(25)

where ρ = NB+mIBMB+mIEME+k and it can be observed
that (25) is independent of γ̄ . This shows that regardless of
the number of receive antennas at Bob or Eve, or any value
of the fading parameter mIχ affecting the various branches
at Bob or Eve, the secrecy diversity order is zero (error
floor). Hence, in the high-SNR regime, the probability of
the confidential message being intercepted remains high and
does not decrease which shows a poor secure performance.
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This scenario can be assimilated to one without the presence
of the eavesdropper, i.e., a system where Alice transmits
to Bob affected by some external interferences, since the
average SNR at the eavesdropper is fixed as well as the inter-
ference power affecting it. For such a system, the diversity
order is not affected neither by the eavesdropper nor by the
interference signals affecting it but is rather dependent on Bob
and the interference power affecting it and it is equal to zero as
γ̄IB = γ̄B = γ̄ →∞.

C. SCENARIO C: γ̄IB AND γ̄E ARE FIXED, γ̄IE = γ̄ → ∞

In this scenario, it is assumed that both γ̄IB and γ̄E are
constant while γ̄IE = γ̄ → ∞. With the aid of (17) in (14),
the CDF of the RV γE can be given by

FγE (γ ) = 1−
(
mIE
γ̄

)mIEME

exp
(
−
γ

γ̄E

) NE−1∑
n=0

1
n!

s∑
s=0

(
n
s

)

×(mIEME )s

(
γ

γ̄E

)n−mIEME−s

. (26)

Substituting (20) and (26) in (16), and after performing
some manipulations and using [37, eq. (3.351.3)], the asymp-
totic intercept probability at high SNR is given by P∞int =
Gcγ̄−(NB+mIEME ), which shows a diversity gain equal toNB+
mIEME , and Gc is given by

Gc =
m
mIEME
IE

γ̄
NB
E

(NB − 1)

NB∑
k=0

(
NB
k

)
(mIBMB)k

(
γ̄IB

mIB

)k

×

NE−1∑
n=0

1
n!

n∑
s=0

(
n
s

)
(mIEME )s0

(
NB+n− mIEME − s

)
.

(27)

For a fixed γ̄E and varying γ̄IE = γ̄ → ∞, one can
intuitively deduce that the latter plays to the advantage of
Bob by increasing the transmission security. In this sce-
nario, from the derived asymptotic intercept probability,
it can be observed that the secrecy diversity order is given
by NB +mIEME . A high value of mIE , i.e., light interference
fading on the diversity branches of the eavesdropper or a high
number of interferers affecting the eavesdropper ME yields
a high secrecy diversity order. Also, one can note that an
increase in the number of receive antennas at Bob decreases
the probability of intercept leading to an improvement of the
security performance of the underlying scheme.

D. SCENARIO D: γ̄IB = γ̄IE = γ̄ → ∞, AND γ̄E IS FIXED
In Scenario D, we assume that γ̄IB = γ̄IE = γ̄ →∞. Using
(24) and (26) in (16), and after many algebraic manipulations
and with the aid of [37, eq. (3.194.3)], the intercept probabil-
ity at high SNR can be approximated as P∞int ≈ Gcγ̄−mEME ,
where the diversity is deduced to be mIEME and the constant

Gc is given by

Gc =
m
mIBMB
IB

m
mIEME
IE

(NB − 1)!
(mIBMB)NB

NE−1∑
n=0

1
n!

n∑
s=0

(
n
s

)

×(mIEME )sγ̄
mIEME+s−n
E

{
m
n−mIEME−mIBMB−s
IB

×(mIBMB)mIBMB+s−NB−n1F1

(
a4, b4;

mIB
γ̄E

)
×

(
1
γ̄E

)mIBMB+mIEME+s−n

1F1

(
a5, b5;

mIB
γ̄E

)}
,

(28)

where a3 = n−mIEME−s, a4 = NB+a3, b4 = 1+mIBMB−
a3, a5 = NB + mIBMB and 1 + mIBMB + s − mIEME − n.
This scenario is equivalent to a system where Alice trans-
mits to Bob with the help of ME interfering sources at the
eavesdropper. In this scenario, a varying INR affecting Bob
yields an intercept probability that does not depend on the
number of receive antennas at high SNR but rather improve
with an increase in the number of interference sourcesME or
the fading parameter mIE affecting the eavesdropper.

E. SCENARIO E: γ̄IB AND γ̄IE ARE FIXED,
AND γ̄E = γ̄ → ∞

Unlike Scenarios A–Dwhere γ̄E is fixed, Scenario E assumes
that γ̄E = γ̄ → ∞. By replacing NB, mIB , MB, γIB by NE ,
mIE ,ME , γIE respectively in (20), it is easy to obtain the CDF
FγE (γ ). However, substituting the resulting expression and
(20) in (16) does not yield a simple and explicit asymptotic
intercept probability. To circumvent this, (18) is used and
with the help of [37, eq. (3.351.3)] and the approximation
e−

1
x ≈ e−

κ
x for x → ∞ where κ is a constant, we

obtain

P∞int ≈
1

(NB − 1)!

NE−1∑
n

κ−NB−n

n!

NB∑
i=0

NE∑
j=0

(
NB
i

)(
NE
j

)

×(mIBMB)i(mIEME )j

(
γ̄IB

mIB

)i (
γ̄IE

mIE

)j
. (29)

It can be seen that (29) is independent of γ̄ , hence the secrecy
diversity gain is zero resulting in an error floor (no improve-
ment in the system security performance) in the high-SNR
regime regardless of the number of receive antennas at either
Bob/Eve and the fading parameters of the interference chan-
nels affecting either of the aforementioned node. For fixed
INR at both the legitimate receiver and eavesdropper and
with varying γ̄E , this system is analogous to one where the
transmission between Alice and Bob is affected by a vary-
ing source of interference which in this case is played by
the eavesdropper. As γ̄E and γ̄B both tend to ∞, no diver-
sity can be achieved as corroborated by the aforementioned
analysis.
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F. SCENARIO F: γ̄IB = γ̄E = γ̄ → ∞, AND γ̄IE IS FIXED
Using (20), the CDF FγE (γ ) is obtained and expressed as

FγE (γ ) =
γ NE

γ̄ NENE !

NE∑
k=0

(
NE
k

)
(mIEME )k

(
γ̄IE

mIE

)k
. (30)

Substituting (24) and (30) in (16), the asymptotic intercept
probability can be obtained using [37, eq. (3.194.3)] and is
given by

P∞int ≈ 1−
1
γ̄ NE

{ (mIBMB)NBm
NE
IB

NE !(NB − 1)!

NE∑
k=0

(
NE
k

)(
γ̄IE

mIE

)k
×(mIEME )kB

(
NB + NE ,mIBMB − NE

)}
, (31)

where the second term of the summation in (31) rapidly
diminishes as γ̄ → ∞. Hence, the asymptotic intercept
probability approaches unity at high SNR which represents
the secrecy coding gain and therefore shows a zero secrecy
diversity order regardless of the fading characteristics of the
interference channels and the number of antennas at Bob/Eve.
This can be explained as follows: as the effects of the impair-
ments affecting Bob become significant, i.e., γ̄IB = γ̄E =
γ̄ → ∞, when the interference sources affecting the eaves-
dropper have minimal effect due to its fixed INR, one can
deduce by intuition that the wireless transmission between
Alice and Bob is likely to be intercepted almost all the time.
Therefore, the resulting probability of intercept approaches
one as the main average SNR increases as shown in (31).

G. SCENARIO G: γ̄IB IS FIXED, AND γ̄E = γ̄IE = γ̄ → ∞

As γ̄E = γ̄IE = γ̄ →∞, the asymptotic intercept probability
for this scenario can be obtained using (18) and with the help
of [37, eq. (3.194.3)] and is expressed as

P∞int ≈
1
γ̄ NB

{
1

(NB − 1)!

NB∑
i=0

(
NB
i

)
(mIBMB)i

(
γ̄IB

mIB

)i

×

NE−1∑
n=0

1
n!

n∑
j=0

(
n
j

)
(mIEME )jm

NB+n−j
IE

×B
(
NB + n,mIEME + j− NB − n

)}
, (32)

which shows a secrecy diversity gain equal to the number
of receive antennas mounted at Bob, i.e., NB. This scenario
shows that the intercept probability behavior in the high-SNR
regime is dictated solely by NB. In addition, the intercept
probability can also be improved but not from a secrecy
diversity order viewpoint, by varying the fading parameters
of the interference signals and the structure of the eavesdrop-
per (increase in the number of antennas at Eve). As γ̄E and
γ̄IE grow infinitesimally large, the effect of the eavesdropper
on the wireless transmission is greatly reduced. Additionally,
a fixed INR affecting Bob has little effect on the security
of the transmission in the high-SNR regime. Hence, from
an intercept probability point of view, the diversity order is

only dependent on the number of antennas at Bob which
corroborates (32).

H. SCENARIO H: γ̄IB = γ̄E = γ̄IE = γ̄ → ∞

For this scenario, we first derive the CDF of the RV γE . Using
(24) and [37, eq. (3.194.1)] it is easy to obtain CDF of γE
which is given by

FγE (γ ) =
(mIEME )NE

NE !m
NE
IE

γ NE−1

×2F1

(
NE ,mIEME + NE , 1+ NE ;−

γ

mIE

)
. (33)

Substituting (24) and (33) in (16) yields the asymptotic
expression of the intercept probability given by

P∞int ≈ 1−
m
mIBMB
IB

NE !(NB − 1)!mNE
IE

(
mIBMB

)
NB

(
mIEME

)
NE

×

∫
∞

0
γ
NB+NE−1
B

(
γB + mIB

)−mIBMB−NB

×2F1

(
NE ,mIEME + NE , 1+ NE ;−

γB
mIE

)
dγB.

(34)

The integral in (34) is complicated to obtain in closed form.
However, it can be evaluated numerically to yield a constant
value. Therefore, (34) is independent of the average SNR
which shows that the secrecy diversity order is equal to zero.
Therefore an error floor exists in the high-SNR regime of
intercept probability performance regardless of the fading
characteristics of the interference signals and the number
interference sources at both the legitimate receiver and the
eavesdropper. This can be explained by noticing that as
γ̄E = γ̄IE →∞, the effect of the eavesdropper on the trans-
mission is very minimal. On the other hand, as γ̄IB → ∞,
the interference sources affecting Bob significantly degrade
the main channel. Given that the average main channel SNR
also grows infinitesimally large, this will result in a zero-
diversity order as shown by the asymptotic intercept proba-
bility in (34).

From the comprehensive asymptotic analysis of the
intercept probability provided for scenarios A-H , it can
be seen that the maximum diversity order is given by
Gmax
d = NB+mIEME whereas theminimum secrecy diversity

order is Gmin
d = 0. One can also observe that secrecy diver-

sity order depends on the physical structure of the intended
receiver (i.e., on the number of receive antennas mounted
on Bob) and/or the number of interference sources and the
fading parameter of the interference signals affecting the
eavesdropper.

V. NUMERICAL RESULTS AND DISCUSSION
In this section, we provide some simulations and numerical
results to highlight the impact of interference on the secrecy
performance of SIMOME using MRC and to assess the
accuracy of the proposed analytical framework. It is worth
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FIGURE 2. Simulated, exact intercept probability versus main channel
average SNR for various number of antennas at the eavesdropper NE with
γ̄E = γ̄IB = γ̄IE = 15dB, MB = 3, ME = 4, mIB = 3 and mIE = 0.65.

mentioning that for the numerical evaluation, the values are
chosen without loss of generality.

Fig. 2 illustrates the intercept probability of the underly-
ing scheme with various number of antennas at Eve. It is
clear that the exact curves are in precise agreement with the
Monte-Carlo simulations in all cases. Furthermore, the inter-
cept probability becomes smaller as NE decreases for the
same number of interference at the eavesdropper. This is
because such interfering signals will have more detrimental
effects on a single-antenna eavesdropper than on a 4-antenna
eavesdropper. Such effects will impede the eavesdropper in
its quest to intercept the message intended for the receiver,
and therefore reduce the probability that this event occurs.
This means that interfering signals affecting the eavesdropper
can enhance the PHY security against eavesdropping attacks
especially when the number of receive antennas of the unau-
thorized user decreases.

In Fig. 3, we show both the simulated and exact inter-
cept probability with various Nakagami fading parameters
of the interfering channels affecting the eavesdropper, i.e
mIE . Firstly, we observe that the simulated results closely
match the exact intercept probability. Secondly, it can be
seen that as the Nakagami fading parameter mIE increases
for fixed values of NB and mIB , the wiretap links deteriorate.
Intuitively, the deterioration of the wiretap channels leads
to the improvement of the wireless PHY security. For low
values of mIE (more severe fading), i.e. as mIE decreases,
the interferers have less severe impact on the performance
of the wiretap channels from a capacity point of view, and
hence the event that an intercept may occur is highly prob-
able. On the other hand, for less severe faded interferers
(i.e., as mIE increases), the wiretap channel is more impacted
leading to a smaller probability of intercept. Similarly, for
fixed mIE , as the Nakagami fading parameter mIB affecting
the legitimate receiver changes, the intercept probability is
also affected. We also note from Fig. 3 that the impact of the

FIGURE 3. Simulated, exact intercept probability versus main channel
average SNR for various Nakagami fading parameters mIE affecting the
antennas of the eavesdropper with γ̄E = γ̄IB = γ̄IE = 15dB, NE = 2,
MB = 3 and ME = 4.

interferers affecting Bob and Eve on the intercept probability
differs as the Nakagami fading parameters varies, namely the
performance gapwith varyingmIE is greater than the one with
varyingmIB . This implies that the Nakagami faded interferers
on the eavesdropper as opposed to the legitimate receiver,
greatly impact the intercept probability.

FIGURE 4. Simulated, exact intercept probability versus main channel
average SNR for various number of interferers ME and INR γ̄IE with
γ̄E = γ̄IB = 5dB, NB = 2, MB = 3, NE = 3.

Fig. 4 plots the intercept probability for different values of
ME and different values of γ̄IE where γ̄E and γ̄IB are fixed at
15dB. For fixed ME , the underlying scheme is more secure
from a PHY security point of view when γ̄IE = 5dB as
opposed to γ̄IE = 0dB, since the intercept probability is
lower for the former than for the latter. This observation is
similar for ME = 3 and ME = 5. This is because, a high
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interfering power at the eavesdropper will negatively impact
its performance and therefore the event of intercepting Bob’s
message is likely to reduce.

FIGURE 5. Simulated, exact and asymptotic intercept probability versus
main channel average SNR for γ̄E = γ̄IB = γ̄IE = 15dB, mIB = 0.65
and mIE = 3.

Fig. 5 depicts scenario A and compares the simulated, exact
and asymptotic intercept probability for fixed γ̄IB , γ̄IE and γ̄E ,
and Nakagami fading parameters mIB = 0.65 and mIE = 3.
It is observed from Fig. 5 that both the simulated and exact
intercept probability closely match the asymptotic one in the
high-SNR regime. Without loss of generality, the following
parameters are used for the simulations (Fig. 5 only):MB = 3
and ME = 4. Further, one can see that as the number of
antennas at BobNB increases, the intercept probability signif-
icantly decreases which corroborates our proposed diversity
analysis. This observation shows that the wireless security
improves with an increase in the number of antennas at the
legitimate receiver. On the contrary, comparison of the simu-
lated and asymptotic intercept probability is shown in Fig. 6
for γ̄IB →∞ and fixed γ̄IE and γ̄E representing scenario B.
Both the simulated and asymptotic curves agree in the high-
SNR region for various cases. In addition, it can be seen that
the intercept probability remain constant in that region (error
floor) regardless of the number of antennas NB showing a
degradation in the PHY security of the underlying system.

In Fig. 7, we show the asymptotic and simulated prob-
ability of intercept corresponding to Scenario C. It can be
observed that both the simulated and asymptotic curves
are in good agreement in the high-SNR region. Moreover,
the achievable diversity for this scenario is equal to
NB + mIEME which corroborates our diversity analysis.
These results show that the interferences affecting the eaves-
dropper with a varying INR provides more secure degree of
freedom to the wireless system, especially when the effect
of the such interferences is stronger. This is in agreement
with the results presented in Fig. 4 where it is shown that
an increase in the INR yields a decrease in the intercept

FIGURE 6. Simulated and asymptotic intercept probability versus main
channel average SNR for varying γ̄IB , γ̄E = γ̄IE = 15dB, and various
Nakagami fading parameters mIB and mIE .

FIGURE 7. Simulated and asymptotic intercept probability versus main
channel average SNR for γ̄E = γ̄IB = 10dB, mIB = 3.

probability and therefore provides more security to the
wireless transmission.

Fig. 8 depicts scenario D with a varying γ̄IE as opposed
to Scenario B where γ̄IE is fixed. It is noted from Fig. 8
that diversity of the system is a function of the interfering
Nakagami fading mIE and the number of interfering sources
ME . For fixed values of mIE = 0.65 and ME , the diversity of
the intercept probability remains unchanged as NB increases.
However, it should be pointed that such an increase in the
number of antennas at Bob yields a decrease in the probability
of intercept from a coding gain point of view. A drastic
decrease in the intercept probability is achieved when either
mIE or ME increases and therefore provides a better security
of the wireless transmission. For this scenario, an extra secure
degree of freedom is achieved as opposed to Scenario D
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FIGURE 8. Simulated and asymptotic intercept probability versus main
channel average SNR for varying γ̄IB and γ̄IE , mIE = 0.65.

with fixed γ̄IE (See Fig. 6) where no security improvement is
guaranteed from medium to high SNR. The results in Fig. 8
show that strong inteference on the eavesdropper provides
security improvement of the wireless transmission when the
average SNR of the eavesdropper γ̄E is fixed.

FIGURE 9. Simulated and asymptotic intercept probability versus main
channel average SNR for varying γ̄E , and various interfering Nakagami
fading parameters mIB and mIE .

Fig. 5–Fig. 8 depict the scenarios in which the average
SNR of the eavesdropper is fixed. In what follows, we present
the results for the scenarios where γ̄E is varying. In Fig. 9,
the security performance of the underlying system in terms
of intercept probability is presented for Scenario E. Although
the intercept probability can be low in some instances as
it is the case for NB = 4,MB = 2,NE = 2,ME = 5
(see Fig. 9), it remains constant from low to high SNR. Our
results show that for this scenario a varying γ̄E does not pro-
vide an improvement of the PHY security of the transmission
as the main average SNR increases. This can be seen by

FIGURE 10. Simulated and asymptotic intercept probability versus main
channel average SNR for varying γ̄IB and γ̄E , and various Nakagami
fading parameters mIB and mIE .

the achieved diversity gain of the system which is zero and
confirmed by the diversity analysis provided.

Fig. 10 presents the intercept probability for Scenario F.
It can be seen that the intercept probability increases and
converges to one as the average SNR increases which is tanta-
mount to the deterioration of the PHY security. This scenario
yields the worst security performance in terms of probability
of intercept. This is due to the fact as the INR affecting Bob
increases (γ̄IB →∞), it affects Bob’s ability to successfully
receive the message sent by Alice. Simultaneously, the aver-
age SNR of the eavesdropper increases (γ̄E → ∞) and has
a detrimental effect on the security of performance of the
system. Combining the aforementioned cases (γ̄IB = γ̄E =
γ̄ → ∞) with fixed γ̄IE which has little effect in interfering
with the eavesdropper’s ability to intercept the transmission
between Alice and Bob, the event of an intercept is certain
to occur. As can be seen in the figure, the probability that
Eve intercepts the message intended for Bob approaches one
in the high-SNR regime (γ̄ → ∞). Moreover, both the
simulated and asymptotic intercept probability are in good
agreement in the high SNR.

Fig. 11 shows the intercept probability performance corre-
sponding to ScenarioG for some interferingNakagami fading
parameters and NB = 2, NB = {2, 4}, NE = 3 and MB = 5.
It can be seen that the achievable diversity gain for both
curves is two which is equivalent to the number of antennas
placed at Bob, i.e., NB. This is in precise agreement with
the diversity analysis proposed for this scenario. In Fig. 12,
we depict ScenarioH for various interferingNakagami fading
parameters and ME = 5. It can be seen that the diversity
gain is equal to zero which is tantamount to no PHY security
improvement of the system especially from medium to high
SNR. In addition, the simulated intercept probability corrob-
orates with the proposed diversity analysis.

In Fig. 2–Fig. 12, we have illustrated the intercept proba-
bility performance of the underlying scheme. In the sequel,
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FIGURE 11. Simulated and asymptotic intercept probability versus main
channel average SNR for γ̄IB = 15dB, mIB = 0.65 and mIE = 1, NE = 3
and ME = 5.

FIGURE 12. Simulated and asymptotic intercept probability versus main
channel average SNR corresponding to Scenario H, for ME = 5.

we provide a summary of the important design insights for
improving the security of the SIMOME wiretap channels
with MRC in the presence of CCI. As shown in Section IV,
the intercept probability can be improved for Scenarios A, C ,
D andG as the averagemain channel SNR γ̄B increases. In the
aforementioned scenarios, it can be noted that both γ̄IE and
γ̄E play a major role in improving the PHY security of the
scheme under consideration. However, the average SNR of
the eavesdropper γ̄E cannot easily be controlled by the system
designer. On the other hand, the interference signals affecting
the eavesdropper can be used and adjusted by the designer
to have the same functions as cooperative jamming signals
(i.e., confound the undesired signals) since such signals orig-
inate from other sources operating in the same frequency
band as Alice and close enough to the eavesdropper. It can
be implied that, the latter is viable from an implementation
perspective for improving the security of the wireless trans-
mission of the scheme under consideration.

VI. CONCLUSIONS
We have investigated the joint impact of CCI and Nakagami
fading on the secrecy performance of a SIMOME. We have
derived a closed-form expression for the exact intercept prob-
ability. In addition, simple and explicit asymptotic expres-
sions are obtained. Our results reveal that the impact of
the Nakagami faded CCI on Eve or Bob affect the system
performance from a wireless security viewpoint. Depending
on the severity of the fading affecting either Eve or Bob,
as well as the INR at Bob or Eve, the security performance
can improve or deteriorate. It is shown that, as the interferers
power increases or the Nakagami fading parameter increases,
the intercept probability decreases showing an improvement
of the wireless security. Also, as the number of antennas at the
eavesdropper increases, the intercept probability decreases
with the effect of CCI. Although, CCI negatively impacts
Bob, its effect on Eve can be used to the advantage of Alice
by providing an increasing security of the wireless transmis-
sion. Such interference sources inadvertently play the role of
jammers for Alice. Further, we have studied asymptotically
the impact of the INRs at the legitimate receiver and the
eavesdropper (varying or fixed), and the average SNR of
the eavesdropper (varying/fixed) on the PHY security of the
wireless transmission. Finally, Monte-Carlo simulations have
been conducted to verify the accuracy of our analytical work.

APPENDIX
Using the expressions (9) and (10) in (8), the resulting expres-
sion is given by

fγχ (γ ) =
γ Nχ−1e

−
γ
γ̄χ

γ̄
Nχ−1
χ (Nχ − 1)!0(mIχMχ )

(
mIχ
γ̄Iχ

)mIχMχ

×

∫
∞

0
ymIχMχ−1(1+ y)Nχ exp

(
−

(
γ

γ̄χ
+
mIχ
γ̄Iχ

)
y
)
dy.

(35)

In (35), after noting the exponent of y as α − 1 where α =
mIχMχ , we can rewrite the exponent of the term (1 + y) as
β − α − 1 with β = Nχ + α + 1. Subsequently, we can
identify [37, eq. (9.211.4)]∫
∞

0
yα−1(1+ y)β−α−1 exp (−zy) dy = 0(α)9(α, β; z),

(36)

where z = γ
γ̄χ
+

mIχ
γ̄Iχ

and 9(a, b; z) is the conflu-
ent hypergeometric function of the second kind defined
in [37, eq. (9.210.2)] and is readily available in mathematical
software packages such as MATHEMATICA. Substituting
(36) in (35) completes the proof.
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