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ABSTRACT Currently, Internet of Things (IoT) as an essential infrastructure proposed for industries and
different applications has been popularly applied to different domains, such as healthcare and smart farming,
for helping people to do something, aiming to improve our living environments. LoRaWAN, as a Long-Range
Wide Area Network specification recommended by the LoRa Alliance, is a low power and long distance
communication protocol suitable for IoT environments. This protocol adopts a widely used data encryption
method, i.e., Advanced Encryption Standard (AES), developed based on powerful algebra operations and
multiple encryption cycles to ensure its communication security. LoORaWAN reduces communication power
by setting different transmission latencies for different end-devices; however, AES does not take into account
its end device’s encryption power. In this paper, a high secure but low-power consumption communication
scheme for the LoRaWAN, named the Secure Low Power Communication (SeLPC) method, is proposed
to further reduce end-devices’ data encryption power by reducing encryption cycles of AES. In the SeLPC,
encryption key and D-Box update procedure is presented to enhance security level and simplify the AES
encryption process so that the power consumption can be further lowered. Comparing with the traditional
AES, the analysis results show that the SeLPC can minimize the encryption power up to 26.2%. The SeL.PC
can also resist three attacks, including known-key, replay, and eavesdropping attacks and is practically helpful
for use in LoRaWAN IoT environments.

INDEX TERMS LoRaWAN, low power, data encryption, AES, Internet of Things.

I. INTRODUCTION

The Internet of things (IoT), as one of the inter-networking
infrastructures, often contains physical devices, vehicles,
buildings, and other items embedded in IoT objects, like
sensors, integrated circuits, software, and actuators. Basi-
cally, it enables these objects to collect and exchange data
directly or indirectly used by system managers or servers to
operate or control some concerned devices. The purpose is
achieving specific goals, e.g., giving patients a better medical
treatment on time. With the rapid evolution in communication
field, various IoT based applications have been proposed,
such as environmental monitoring [1], [2], smart factories and

smart houses [3], [4], medical treatment and public health [5],
smart farming [6], intelligent transportation systems [7] and
so on. According to Ericsson Mobility Report 2017 [8],
more than 18 billion IoT devices will be connected by 2022.
Currently, conventional wireless communication technolo-
gies, e.g., 4G, Wi-Fi, Bluetooth, and Zigbee, and traditional
Ethernet are the major data exchanging protocols in an
IoT system. However, with the development of IoT appli-
cations, e.g., in a smart city, the communication technology
with features of long distance, high reliability, low power con-
sumption, but very few transmitted data, is more important
than before.
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Some Low Power Wide Area Network (LPWAN)
protocols, including Narrow Band IoT (NB-IoT) [9],
LoRaWAN [10], Sigfox [11], Weightless [12], HaL.ow [13],
and RPMA [14], have been proposed for IoT data commu-
nication. Among them, NB-IoT and LoRaWAN attract the
highest attention. NB-IoT standardized by the 3rd Generation
Partnership Project (3GPP) is a narrowband radio technology
for IoT. It enables devices and equipment to be linked together
by utilizing telecommunications bands. The focuses of
NB-IoT are on low communication cost, long battery
life, and connecting a huge number of IoT devices. The
NB-IoT technology is deployed “in-band” in spectrum
which is allocated to Long Term Evolution (LTE), using
resource blocks within a normal LTE carrier or “‘standalone”
for deployments in dedicated spectrum.

LoRaWAN, developed by LoRa Alliance, is another
attractive LPWAN protocol. It supports long range com-
munication, specific bandwidth, long battery lifetime, and
high network capacity, quality of service, and secu-
rity. Fig. 1 shows the network topology of LoRaWAN,
of which components, including end-devices, gateways, net-
work server, and application servers, have been defined.
The end-device, which communicates with gateways using
LoRa technologies, could be a sensor, meter, monitor,
controller, machine, etc. Gateways deliver messages sent
by end-devices to the network server or reverse (to operate
controller or machine) by using Ethernet, 3G/4G net-
work, or Wi-Fi. Then the network server checks messages’
integrity and sends these messages to one of the application
servers. On receiving these messages, the application server
decrypts messages, and responses with the corresponding
action based on the information carried in the messages.

End-Devices Network Application

Gateways

Server Servers
= N =
@,) (B=E<=E=
B - &

FIGURE 1. LoRaWAN topology [10].

In the past decades, many researchers focused on IoT
security problems. Chahid et al. [15] presented IoT security
issues and discussed many solutions. Data integrity as well
as communication security may be protected by using mod-
ern encryption method [17]; however, the complex encryp-
tion steps of those methods also waste a huge amount of
energy [18]. Generally, the end-devices in an IoT are often
expected to operate with lightweight batteries and have
limited energy, memory capacity and processing capability.
Hence, in the past few years, lots of studies have introduced
various schemes to minimize end-device’s power consump-
tion for IoT [19], [20]. However, these studies considering
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both power consumption and security on a WSN can be
further enhanced [21], [22].

To balance power consumption and security, in this study,
we propose a secure but low power consumption communi-
cation scheme for LoORaWAN, named the Secure Low Power
Communication method (SeLLPC for short), which lowers
data encryption power consumed by end-devices by simpli-
fying their encryption process. The dynamic encryption key
as well as lookup table are utilized to enhance the com-
munication security. Comparing with the traditional AES,
the analysis results show that the SeLPC can reduce 26.2%
of encryption power. Besides, the SeLPC is able to resist
known-key attack [23], replay attack [24], and eavesdropping
attack [25]. Partial results of this study were published in [26].

The remaining part of the paper is organized as follows.
Section II explains the LoRaWAN security specifications.
Section III reviews the related studies and background of this
paper. The SeLPC is presented in Section I'V. In Section V,
the encryption power and security features of the SeLPC are
analyzed and discussed. Section VI concludes this paper and
addresses our future studies.

Il. LoRaWAN SECURITY SPECIFICATIONS

LoRaWAN has the properties of long range communication,
low power and low cost. According to the LoRaWAN spec-
ifications defined by LoRa Alliance, the longest communi-
cation distance can be 15 km to 20 km, so that only few
gateways are needed in a LoORaWAN environment. The low
power feature extends battery lifetime and its non-licenced
bandwidth reduces devices’ usage cost. For secure commu-
nication, LORaWAN uses modern encryption scheme, i.e.,
Advanced Encryption Standard (AES) [27], to guarantee its
end-to-end security. The basic features include bi-directional
authentication, integrity checking, and data encryption.
Bi-directional authentication between end-devices and net-
work servers ensures that only authenticated devices can
be connected to LoRaWAN, meaning the eavesdropper and
invalid devices cannot be successfully authenticated. Some
IoT communication protocols encrypt the data transmitted
between the gateway and server, but not for end-device, so as
to save end-devices’ energy. However, as shown in Fig. 2,
LoRaWAN provides data encryption for the end-to-end trans-
mission from end-devices to the network server by using
Network Session Key (NwkSKey) and from end-devices
to application servers by utilizing Application Session
Key (AppSKey).

Fig. 3 illustrates that the MAC header, Frame header
and encrypted payload are protected by a Message Integrity
Code (MIC) derived from them and AES, where MIC is
appended at the end of the message for message integrity
checking. Once the message content is falsified, or delivers
by a fake device, the MIC calculated by the network server
itself will not be equal to the receiving MIC. In addition,
the data security between an end-device and the application
server is insured by the fact that the end-device encrypts
plaintext by utilizing 128-bit AES algorithm with AppSKey,
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FIGURE 2. Two session keys are used to protect end-to-end security [10].
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FIGURE 3. LoRaWAN message structure. Two session keys, i.e., NwkSKey
and AppSKey, are utilized to encrypt payload and generate MIC [10].

and generates a message with the ciphertext as the pay-
load. The application server decrypts the ciphertext with the
same AppSKey. It is worth mentioning that each pair of end-
device and network server (application server) has an unique
NwkSKey (AppSKey). Besides, the transmissions among
gateways, network server and application servers also use
TLS (Transport Layer Security) protocol to protect delivered
messages.

As abovementioned, the data is encrypted by using
AES algorithm which will be described in Section III-D.
When an end-device newly joins an existing LoRaWAN,
it will be given a unique key (i.e., AppKey (rather than
AppSKey), pre-shared with the network server) of 128 bits
long and a unique identification number (DevEUI), from
which two session keys, i.e. AppSKey and NwkSKey, are
derived.

lll. RELATED STUDIES AND BACKGROUND
In this section, we introduce background and related studies
of this study.

A. IoT SECURITY

IoT extends the Internet technology to many people’s lives,
but it also accompanies new security challenges and privacy
threats [28]. To secure the IoT, many studies [15], [29]-[32]
have been proposed. Ning and Liu [29] introduced a cyber-
physical-social-based security architecture to deal with three
IoT security perspectives, including information security,
physical security, and management security. They used the
architecture to support unit IoT and ubiquitous IoT, and estab-
lished an information security model for them. Li et al. [30]
claimed that besides these three mentioned security issues,
the data confidentiality, integrity, availability, and privacy
should also be considered. Authors further pointed out that
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the IoT was a hybrid and heterogeneous network, requiring
multi-faceted security solutions, including trust, algorithms,
authentications, access control, and governance of frame-
works. Based on these requirements, Horton ez al. [31] exam-
ined, developed, and enhanced the secure aspects between a
private cloud-based server infrastructure and its associated
IoT enabled robots. Riahi et al. [32] utilized a triangular
pyramid to represent the IoT security, where the four ver-
texes of this pyramid are persons, technological ecosystems,
processes and intelligent objects, and the four planes are
used to distinguish the interactions between every triad of
vertexes, so that possible research issues could be additionally
discussed for future studies.

B. LoRaWAN PERFORMANCE AND SECURITY

Recently, some LoRaWAN related researches [33]-[35] have
been proposed. De Silva et al. [33] introduced a LoRaWAN
architecture and protocol, and compared the battery life-
time, data rate, communication range, security, etc. among
LoRaWAN, Sigfox, NB-IoT, and LET-M. Authors continue
pointing out that LoRaWAN is better than other LPWAN
technologies in power consumption for long range communi-
cation. However, more gateways are required to increase its
network performance. Bankov et al. [34] analyzed the limita-
tions of LoRaWAN performance by using mathematical anal-
ysis and experimental simulation. According to LoRaWAN
specifications, the total amount of data transmitted by a single
gateway increases rapidly when the number of end-device
is higher, often increasing message error rates. One of the
solutions is to place more gateways in a LoORaWAN; however,
it costs higher. Mikhaylov ef al. [35] also indicated the same
problem. The LoRaWAN has high coverage and satisfac-
tory scalability under low uplink traffic, but low reliability,
substantial delays and potentially poor performance in terms
of downlink traffic. Thus, authors assume that LLoRa can be
effectively utilized for those moderately dense networks of
very low traffic devices which do not impose strict latency or
reliability requirements.

Some other studies focused on LoRaWAN security
issues [36]-[38]. Miller [36] analyzed possible attacks on
LoRaWAN, and asserted that the encryption key genera-
tion process and key management policy can be enhanced.
In a LoRaWAN, all end-devices, gateways and servers
should have their own user verification and key protection
policies, so as to guarantee the communication security.
Tomasin et al. [37] and Aras et al. [38] also investigated the
security weakness of LoORaWAN. Tomasin et al. claimed that
replay attack and DoS attack may occur when an end-device
is newly added. Besides replay attacks, Aras et al. further
indicated that long-distance communication may suffer radio
jamming and wormhole attacks. Accordingly, many security
design issues for current LoRaWAN need to be improved.

Naoui et al. [39] proposed a new LoRaWAN security archi-
tecture which uses proxy nodes to perform partial functions
of gateways. These proxy nodes evaluate the reliability of
neighboring proxy nodes and then create a reliability table
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which is then delivered to all end-devices. According to
this table, each end-device selects an available proxy node
with the highest reliability to transmit its data. Girard [40]
utilized the trusted third party to protect two session keys’
generation process. Kim and Song [41] also thought that
there are some security problems in session key generation
and update process. They used a new network key, named
NwkKey, to protect the update process of two session keys
without utilizing the trusted third party. Their experimen-
tal result demonstrated the security level can be enhanced;
however, the key generation and key update processing time
also increases, thus consuming more energy than the original
system does.

In [39]-[41], it could be seen that in order to enhance
the security level of LoRaWAN, some complex operations
or procedures are often added. However, it also increases
the power consumed by the data encryption, data decryption,
and message verification processes. McGrew [42] observed
that many encryption algorithms, including AES, are too
complex to reduce power consumption of IoT devices.
He proposed an authenticated encryption method, named
Authenticated Encryption with Replay protection (AERO),
for securing communication. The AERO verifies both plain-
text and a sequence number. All or partial digits of the
variable sequence number are hidden in delivered messages.
Thus attackers cannot obtain the encryption key by collect-
ing a large amount of messages. In the AERO, the power
consumption can be reduced due to its simple operation.
However, the security level of the AERO needs to be
confirmed.

C. ENERGY ISSUE ON loT

Energy consumption is an important concern when an
IoT network is under construction. In order to extend the
lifetime of an IoT device, many studies [20], [43]-[45] have
investigated into energy management of an IoT. The energy
consumption of an IoT is mainly from data communication
and data processing, including the amount of transmission
data, data encoding, analog-to-digital signal conversion, etc.
However, the energy consumption is worsened when IoT
security needs to be dealt with. Heer er al. [46] indicated
that complex encryption methods should not be used for IoT
so as to balance the network performance and energy con-
sumption. Trappe et al. [20] pointed out that IoT end-devices
have limited energy and memory space, and conventional
cryptography is inappropriate for IoT systems. They sug-
gested reusing existing functions, e.g., using physical layer
information to check the location of transmitter and receiver.
Salami et al. [43] utilized an identity key to encrypt the data in
a smart home. They emphasized that the encryption process is
simple and does not need complex certification. Bui et al. [44]
presented a low power AES architecture by utilizing simple
shift registers and permutation for key/data storage to reduce
circuit size and power consumption. A low-power technique,
named clock gating, was also proposed for power saving
on S-box.
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Currently, security is popularly concerned in many appli-
cations, such as cloud based services, smart health care, and
so forth [47]-[49]. Nevertheless, adopting complex security
(or encryption) scheme on [oT consumes much power/energy
for IoT devices; what is worse, it may reduce network per-
formance [50]. It is a trade-off among security, performance,
circuit area, network throughputs, and power/energy con-
sumption [51]. Thus, in this paper, the SeLPC is proposed
to provide a secure but low-power consumption method for
IoT data encryption.

D. AES-128 ENCRYPTION METHOD

AES [27], a symmetric block cipher scheme, is used to protect
sensitive data and has a fixed block size. AES supports key
sizes of 128, 192, and 256 bits, and consists of 10, 12,
and 14 encryption repetition (also known as rounds), respec-
tively. Each round mixes the data with a round-key derived
from encryption key. Except last round, each round com-
prises four processing steps, including SubBytes, ShiftRows,
MixColumns, and AddRoundKey.

(1) SubBytes is an invertible and nonlinear transformation,
which adopts 16 identical 256-byte substitution tables
(i.e., S-box) for individually mapping bytes of the data
block into other bytes. S-box entries are produced
by calculating multiplicative inverses in Galois Field
GF(2%) and applying an affine transformation.

(2) ShiftRows performs a byte transposition by cyclically
shifting rows of the data block according to predefined
offsets, i.e., left shift of the second, third, and fourth
row by one, two, and three bytes, respectively.

(3) MixColumns multiplies each column of the data block
with a modular polynomial in GF(2%). Instead of com-
puting separately, SubBytes and MixColumns can also
be combined into large Look-Up-Tables (LUT).

(4) AddRoundKey transformation adds the data block with
round-key derived from initial secret key in the key
schedule unit. This function XORed each byte of the
block with the corresponding bye in the round-key.

IV. SECURE LOW POWER COMMUNICATION (SeLPC)
METHOD

In order to create a secure but low-power communication
environment, operations of the SeLPC can be divided into two
phases: key generation and data encryption. In AES encryp-
tion process, the SubBytes looks up S-Box to encrypt and
decrypt data stream. The processing speed is high. Also, given
different plaintexts, the ciphertexts generated by the encryp-
tion process are sensitively different. However, the contents
of the S-Box in AES are fixed, thus greatly reducing its
security level since the only nonlinear component of this
block ciphering technique is the manipulation on S-Box.
To enhance AES’s cryptographic strength, an encryption key
that generates the corresponding dynamic box (D-Box) to
substitute for the primary substitution box (S-Box) is derived.
The security of AES is then significantly improved. The
D-Box generation process is described below.
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FIGURE 4. The sequence chart of the AppSKey and D-Box update procedure.

A. PHASE 1: KEY GENERATION

To reduce the computational complexity and enhance security
level of LoRaWAN, the application layer’s dynamic encryp-
tion key (AppSKey) and S-Box of AES will be updated every
k days, where k can be defined by network manager. The
newest AppSKey and S-Box of end-device « are denoted by
AppSKey,, e, and D-BoxXq.pew, respectively. Next, two algo-
rithms for one-way key generation and D-Box generation are
firstly introduced. Then, the AppSKey,_,.,, and D-BoXy_new
update procedure is presented.

1) ENHANCED DASS ALGORITHM

The dynamic accumulated shifting substitution (DASS) algo-
rithm proposed by Huang et al. [52] is a one-way function
which encrypts a plaintext into an irreversible ciphertext.
However, the shifting counter (ct) in the DASS algorithm
is linearly changed and only ranged between O and 8 on
each time of looking up S-Box. It may result in ineffective
defensing Brute-force Attacks [53]. To solve this problem,
the Enhanced DASS (EDASS), an enhanced version of the
DASS algorithm also encrypting a plaintext into an irre-
versible ciphertext, is proposed [26] as a part of this study.
The inputs of the EDASS algorithm are 128-bit plaintext
and a 1616 random-box. The output is a 128-bit ciphertext.
By non-linearly increasing the dynamic shifting count (dsc)
and looking up random box, the output ciphertext is highly
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sensitive to the input plaintext. That is to say that the outputs
vary dramatically once the inputs change a little. The com-
plexity of the EDASS algorithm is O(n), where n is 1/8 of
input plaintext’s size.

2) D-BOX GENERATION ALGORITHM

Liu et al. [26] also introduced the D-Box generation
(DBG for short) algorithm which, as a part of this study,
is used to generate a look-up-table for AES encryption pro-
cess. The D-Box as a dynamic box is also updated every
k days. In the DBG algorithm, 3 inner keys and 3 insertion
arrays derived from the 3 inner keys are used to establish
the D-Box. A flag array, used to identify the elements of the
D-Box to guarantee that each element of the D-Box is unique
without colliding with others, is also given. The security of
D-Box has also been discussed in [26].

3) APPSKEY AND D-BOX UPDATE PROCEDURE

Those end-devices connected to the same gateway are
clustered as a group, and their own AppSKeys and
D-Boxes employed to encrypt application layer’s payloads
will be updated, as mentioned above, every k days. For
security reason, different groups may have different ks. When
invoking the update procedure, the network server generates
new AppSKey and D-Box, and then sends them to all end-
devices of this group and their application servers. The update
procedure presented as a sequence chart is shown in Fig. 4.
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At the beginning of the update procedure, the network

server

1. generates a random box R;-Box for the end-devicey
(¢ =1,2,...,m)connected to gateway Gj;

2. retrieves system time ct from itself and derives
a 128-bit time key k., = EDASS(ct, D-Boxy-o14);

3. calculates AppSKey,_ ..., = EDASS(AppSKey, o4 ®
ks ® DevEUI ® NetID, R;-Box), where DevEUI
is global end-device identifier following the IEEE
EUI-64 address space format, and NetID is a 24-bit
identifier, of which the 5 LSBs are NwkID used to
differentiate addresses of geographically duplicated
LoRa networks, and the other bits are determined by
network server;

4. calculates D-Boxy-pew = DBG(AppSKey,, e Ri-B0OX);

5. computes En — AppSKey, = (AppSKey, oy @
AppSKey, o14) + (ket @ AppSKeyy o14);

6. calculates En-DBoxy, = (D-BoXy.new + ko) @ (ket +
AppSKeyot»old);

7. sends {ct, En — AppSKey,,, En-DBoxa} to end-device,
and its application server, « = 1,2, ..., m.

On receiving the update message, end-device,

1. retrieves the system time ct’ from itself, and checks to
see whether ct’ — ¢t < At or not, where At is a pre-
defined delay including maximal transmission delay
and key update processing time. If not, it sends a warn-
ing message to network server, stops the key update
process, and then the network server will perform a new
update procedure; otherwise, it

2. acquires AppSKey,_ o1q and D-BoxXy-oi¢ from its own
storage;

3. accesses D-Boxy.o14 and time key k.; by using ct car-
ried in the receiving message;

4. calculates AppSKey,, ..., = (En — AppSKey, — (k¢;: @
AppSKeyot—old )) @ AppSKeya—old;

5. computes D-BoxXg.pew = En-DBoxy @ (ko +
AppSKeyy o14) = ket

6. calculates Replypp_, =
ket» D-BOXgnew);

7. sends {ct, ReplyED_a} to the network server.

The application server executes the same process as that
performed by end-device,, and sends {ct, ReplyAP_a} to the

EDASS(AppSKey, pew ©
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network server at Step 7. When receiving the reply mes-
sages individually sent by end-device, and application server,
the network server
1. calculates Reply =
D-Boxy-new);
2. checks to see whether Reply =
Reply p_,, or not;
If yes, it sends an acknowledgement message to each
of end-device, and the application server; Otherwise,
it restarts the key update process;
When receiving an acknowledgement message, end-
device, (the application server)
1. replaces AppSKey, ., 1n its
AppSKeyy ey
2. replaces D-BoXxy-oiq in its storage with D-BoXy ey

EDASS(AppSKey, 0w @ ket

Replygp_o =

storage  with

B. PHASE 2: DATA ENCRYPTION PROCESS

As mentioned in Section II, LoRaWAN uses AppSKey to
encrypt application layer’s payloads and NwkSKey to gen-
erate MIC code for Mac layer’s integrity. For both the
two security activities, end-device uses AES-128 encryption
method, discussed in Section III-D. The AES-128 repeats
10 encryption cycles. Since AppSKey and D-Box are updated
every k days, it is hard for hackers to attack the encryp-
tion method. Basically, only 5 encryption cycles is needed.
The purpose is to reduce the computational complexity
and power consumed by end-devices. Fig. 5 shows the
simplified-AES encryption process. Similar to that of tra-
ditional AES, each round of the simplified-AES, except
Round 5, has SubBytes, ShiftRows, MixColumns, and
AddRoundKey steps. The AppSKey,,_,,.,, is inputted to Round
Key Generator to generate round-keys, and the D-BoXy-yey 18
referenced by SubBytes step in each round. After the
5™ rounds, the ciphertext is generated to be the MAC layer’s
payload.

V. SECURITY AND POWER ANALYSES

In this section, we first evaluate the security of the SeLPC,
including why the SeLPC is secure, and how to protect the
security system from replay attack, eavesdropping attack
and known-key attack. Then, the power consumption of the
SeLPC is analyzed.
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TABLE 1. Data encryption power consumption of AES-128 and Simplified-AES.

Encryption step AES-128 Simplified-AES
Rounds Power (UW) Rounds Power (UW)
AddRoundKey 11 17.3 6 9.5
SubBytes 10 1883.0 5 941.5
ShiftRows 10 7.9 5 3.9
MixColumns 9 1694.7 4 753.2
Total Power 3602.9 1708.1

A. SECURITY EVALUATION
The security of the SeLPC is evaluated as follows.

1) THE SECURITY OF THE SELPC

In the EDASS algorithm, an input of 128-bit long is first
logically divided into 16 characters and the corresponding
ciphertext of an input character is acquired by looking up a
random table, according to the sum of the character’s integer
value and the value of dsc. In other words, the EDASS secu-
rity in looking-up R-Box and substitution steps is conducted
by changing dsc’s value. It is especially noteworthy that two
dsc’s values are totally different when two similar plaintexts
(with only few differences) are inputted to the EDASS algo-
rithm, resulting in two different ciphertexts. The ciphertext
is the corresponding content in the R-Box after looking up
the R-Box with the given ch. The nonlinear and dynamic
accumulative increment of dsc truly improves the randomness
of ch.

In this study, the DBG algorithm generates the dynamic
keys by using the EDASS algorithm, as a result, generating
a D-Box. Basically, due to invoking the EDASS algorithm
which is one with high input sensitivity and randomness, it is
hard for hackers to recover the plaintext by manipulating the
D-Box. That is, the DBG algorithm is convenient to use and
able to improve the security of the D-Box. For the AES-128,
the D-Box has 256 elements, indicating that there are 256!
possible lookup tables in the SubBytes step of AES encryp-
tion. If a hacker would like to decrypt an application-
layer message, he/she needs to know the 128-bit AppSKey
and D-Box. The possibility of the AppSKey and D-Box com-
bination is up to 2!%® x 256!. We assume the hacker needs
n days (normally in years) to successfully attack traditional
AES by using state-of-the-art techniques and computers.
In the SeLPC, the AppSKey and D-Box are updated fre-
quently, like that mentioned above, every k days, where
n > k. It is very hard for hackers to decrypt the encrypted
message without having both AppSKey and D-Box.

2) KNOWN-KEY ATTACK

When a hacker knows AppSKey, the known-key attack may
occur, and then the ciphering mechanism can be discovered.
In the SeLPC, the application layer’s data is encrypted by
using AES-128 with AppSKey and D-Box which are updated
every k days. If the hacker has obtained previous AppSKey,
i.e. AppSKey,, .4, he/she still does not know D-Box. There-
fore, the encrypted data is safe. Besides, the hacker cannot
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calculate correct k.; since D-Box,.o;¢ is unknown. Hence,
AppSKey,, 0, 15 unable to be derived from AppSKey,_ .-
Now we dare to say that the SeLPC can prevent the known-
key attack effectively.

3) REPLAY ATTACKS

In the SeLLPC, the time key k.; is derived from the network
server’s system time ct in the AppSKey and D-Box update
procedure. A replay attack is that a hacker duplicates a valid
message transmitted by the network server, and pretends the
network server to send the message to an end-device (or the
application server), attempting to obtain related information.
Two situations may occur. The first on is the hacker transmits
the original message to the end-device (or the application
server) without modifying it. Then, ¢’ — ¢t < At cannot be
held since the retransmission delay will make ct’ — ct > At.
The second situation is the hacker modifies the time ct
to make the condition of ¢t — ¢t < At hold. However,
the Reply message calculated by using AppSKey,, .., and ke
will be different from the one carried in the delivered message
(see Steps 1 and 2 when the network server receives both
{ct, Replygp_} and {ct, Reply,p_,} from end-device and
the application server respectively.) The network server will
not send acknowledgement message to end-devices as well
as application server in the final step of update procedure,
indicating that the SeLPC is able to resist replay attacks.

4) EAVESDROPPING ATTACK

A hacker may extract important information when he/she
captures a large amount of messages from the underlying
network. In our SeLPC, the AppSKey and D-Box sent by
the network server are encrypted by time key k.; and previ-
ous AppSKey, i.e., AppSKey,,_,,. Since k.; varies with time,
he/she is still unable to extract AppSKey and D-Box from
these messages. Thus, the SeLPC is invulnerable to the eaves-
dropping attack.

B. POWER ANALYSES

In order to analyze the power consumption of the SeL.PC,
ARM Cortex-M4 processor [54] and low power content
addressable memory (CAM) architecture [55] power data
are utilized to simulate encryption process and lookup table,
respectively. CAM performs very high speed search but
consumes a lot of power during its processing stage. Both
Cortex-M4 processor and low power CAM are designed
with 90nm technology. Table 1 shows data encryption power
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TABLE 2. One-day power consumption by the AES-128 and Simplified-AES.

Traditional LoORaWAN SeLPC
Times Power (mW) Times Power (mW)
Key update 0/day 0.00 1/day 0.40
Data encryption 48/day 172.94 48/day 81.98
Message integrity 48/day 172.94 48/day 172.94
Total Power 345.88 255.32

consumed by AES-128 and our simplified-AES. The data
is collected from the dynamic power consumption of the
4 encryption steps, i.e., SubBytes, ShiftRows, MixColumns,
and AddRoundKey, without taking into account the context
switch of a processor, I/O operation, memory access, etc.
It is clear that the SubBytes and MixColumns consume more
power than the other two steps do, since they need to look up
S-Box (D-Box) implemented in CAM. Also, the simplified-
AES saves 52.6% (= (3602.9 — 1708.1)/3602.9) of encryp-
tion power compared with that of the AES-128.

Table 2 lists end-device’s power consumption in one
day. We assume that AppSKey and D-Box are updated
every day, i.e., k = 1, and end-device sends data to its
network server every 30 minutes, i.e., 48 times per day.
To achieve data integrity for each message, both traditional
LoRaWAN and the SeLPC use AES-128 encryption method
with NwkSKey, i.e., 10 repeated encryption cycles. The ana-
lytical results show that the SeL.PC saves 26.2% (= (345.88—
255.32)/345.88) of power compared with that of traditional
LoRaWAN. In LoRaWAN, each transmitted message from
an end-device to the application server is encrypted twice,
one for application layer’s payload and the other for message
integrity. Since NwkSKey is not updated every k days, the
power consumption of data encryption (encrypting the appli-
cation layer’s payload) in the SeLPC is reduced, but the power
consumption of message integrity (the second row from last)
is still the same with that of traditional LoRaWAN. In Table 2,
the power consumption of key update is much smaller than
others. When £ is larger than 1, the power consumption of
key update can further be ignored.

Theorem 1: Compared with traditional AES-128 used in
LoRaWAN, the SeLPC saves power (1 — §)%, where § is the
power consumption raito.

Proof: Assume that the power consumption of AppSKey
and D-Box update procedure is Pky, and traditional end-
device’s data encryption power is Pgy . Since the SeLPC uses
5 repeated encryption cycles, the end-device’s data encryp-
tion power in SeLPC is §Pgy, where 0 < § < 1. Assume the
data transmission frequency from end-device to application
server is m times per day. The power saving percentage R is

mdPgy + 1 Pku

R=(1-—
mPEN

) x 100%. 1

Since % « m and Pxy < Pgy, the power consumption of
key update can further be ignored, and thus

R=(1—-6) x 100%. 2)

Q.ED.
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VI. CONCLUSION AND FUTURE STUDIES

In this paper, the AES-128 based SeLPC is proposed
to achieve the secure and low-power-consumption goal
for LoRaWAN. By periodically updating encryption key
(AppSKey) and lookup table (D-Box) on both end-devices
and application-server sides, the security level of LoORaWAN
communication can be enhanced greatly. Besides, the
10-round AES-128 encryption process is reduced to 5 rounds,
so as to save encryption power and extend an end-device’
battery life. Our analyses show that the SeLLPC is able to save
26.2% of power consumption and resist known-key attack,
replay attack and eavesdropping attack. We now conclude
that the SeLPC is a secure scheme with the feature of low
power. It is practically helpful in protecting LoORaWAN com-
munication and saving its power consumption.

However, in this study, only application layer’s data
encryption is discussed. The MAC layer’s encryption key
(NwkSKey) used to generate MIC code is not updated period-
ically. Besides, the MIC-code generation process has not been
simplified. In the future, a secure and low power method for
NwkSKey update and MIC code generation will be provided
so that the power consumption of end-devices in LoORaWAN
can be further minimized, and the security can also be higher
than current version. Besides, new end-device joining process
will be discussed. These constitute our future studies.
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