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ABSTRACT In a cognitive radio network (CRN), the interference caused by secondary users (SUs) is
conventionally regarded as an obstacle to the throughput of the primary network. However, when considering
security, the interference brings potential benefits to the secrecy throughput of the primary network. For a
stand-alone primary network, the secrecy guard zone, including the cooperative mode and non-cooperative
mode, has been shown as an efficient method to enhance the network security. The cooperative mode is
traditionally thought to outperform the non-cooperative mode due to the jamming effect of the artificial noise
generated by primary transmitters on eavesdroppers. However, allowing SUs to access the licensed spectrum,
the resulting interference can be used as a source of the artificial noise instead of that generated on purpose by
primary transmitters, which in return benefits the energy efficiency of the primary network. Inspired by the
two benefits brought by SUs, this paper considers a random underlay CRN with eavesdroppers overhearing
primary transmissions. To enhance both the security and energy efficiency of the primary network, we apply
a secrecy guard zone around each primary transmitter, and adopt the non-cooperative mode. We exploit the
stochastic geometry to model such a random CRN and analyze the connection/secrecy probability of primary
links. We propose a criterion for guaranteeing the performance of secure primary network. The main idea is
that compared with the primary network with the cooperative mode, the access of SUs should not reduce the
secrecy throughput and energy efficiency of the primary network with the non-cooperative mode. Based on
the obtained analytical results, we design the optimal secondary link scheduling schemes under the criterion.
Both analytical and numerical results show that the interference from SUs can be exploited toward a secure
and energy-efficient primary network and provide SUs with extra transmission opportunities.

INDEX TERMS Cognitive radio networks, underlay spectrum sharing, secrecy guard zone, secrecy

throughput, energy efficiency, stochastic geometry.

I. INTRODUCTION

The conflicts between spectrum scarcity and spectrum
under-utilization have fueled the recent upsurge of wireless
cognitive radios (CRs), which are pioneered by Mitola [1]
to promote the spectrum utilization. Consequently, CRs,
together with the introduction of secondary spectrum licens-
ing, have spawned the appearance of cognitive radio net-
works (CRNs), where unlicensed secondary users (SUs)
employ cognitive abilities, such as spectrum sensing and
adaptive communications, to access the spectrum of licensed

primary users (PUs) without interfering primary transmis-
sions. Traditionally, the access paradigm is classified into two
categories [2], [3]: overlay and underlay. In overlay paradigm,
SUs sense the spectrum holes that are not occupied by PUs
and then transmit via the spectrum holes; Whereas in under-
lay paradigm, SUs access the spectrum of licensed PUs as
long as the interference from SUs is under an acceptable level
at primary receivers.

Nevertheless, allowing SUs to share the licensed spec-
trum with PUs makes wireless transmissions vulnerable to
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security attacks [4] due to the open spectrum characteristic
of CRNs and the broadcast characteristic of wireless chan-
nels, which creates more opportunities for malicious nodes
to listen/analyze the transmitted information. Typical secu-
rity attacks at the physical layer include PU emulation [5],
jamming attacks [6], and eavesdropping [7], [8]. Here we
concentrate on the eavesdropping attack targeted at primary
transmissions, for the reason that eavesdroppers are more
interested in the information of PUs than that of SUs [9].
To protect the confidential message transmission against
eavesdropping, information-theoretic secrecy, employing the
randomness of channel codewords, has been extensively stud-
ied. As a crucial metric of secure communication systems,
secrecy throughput refers to the rate of information that is
reliably and securely transmitted between legitimate source
and destination. The secrecy throughput has been widely
investigated at the information-theoretic aspect of CRNs in
the context of game theory [10], mutiuser scheduling [11],
and relay selection [12].

Many advanced techniques have been developed to
enhance the network security, and in particular, the secrecy
guard zone, applied around each legitimate transmitter,
has been proven to achieve a significant improvement on
secrecy throughput [13]. The mode with secrecy guard zone
includes cooperative one and non-cooperative one. Moreover,
the cooperative mode outperforms the non-cooperative mode
for networks with high security requirement in terms of
secrecy throughput [13]. Xu et al. [14] employed the coopera-
tive mode with secrecy guard zone for secondary transmitters
to achieve secure communication. Xu et al. [15] analyzed
the secure spectral spectrum and energy efficiency of the
secondary network by the cooperative mode with secrecy
guard zone.

Compared to the systems without the security concern,
transmitters need to consume more energy to achieve the
same throughput due to the eavesdropping attack [16]. There-
fore, along with throughput, energy efficiency is another vital
performance for secure CRNs [17]-[22]. El-Halabi et al. [17]
defined secure energy efficiency as the ratio of secrecy
throughput to the consumed total power. Garbry et al. [18]
adjusted the optimal power allocation at the secondary trans-
mitter to maximize the energy efficiency of the secondary net-
work. Wu and Chen [19] minimized the transmission power
at the secondary transmitter under the eavesdropping rate
constraint. Liu et al. [20] studied the tradeoff between secrecy
throughput and energy efficiency in CRNs.

However, the majority of aforementioned works concen-
trate on the performance of the secondary network, and mean-
while the interference caused by SUs is considered to be
harmful for the primary network. As a network comprised of
licensed PUs, the performance of the primary network should
be preferentially guaranteed. In addition, from the aspect
of security, the interference from SUs may bring potential
benefits to the primary network [23], [24]. We consider a
large-scale underlay CRN with eavesdroppers overhearing
primary transmissions. Different from [23] generating the
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interference in a positive way by the optimal design of a
beamformer at the secondary transmitter with multiple anten-
nas, and [24] utilizing the artificial noise generated on pur-
pose by secondary transmitter and receiver in turn to improve
the security of the primary network, we consider that all
the nodes are equipped with single antenna, and utilize the
interference from the secondary transmission to enhance the
security of the primary network without the extra artificial
noise. Specifically, to ensure the security of the primary
network, we apply a secrecy guard zone around each primary
transmitter, and adopt the non-cooperative mode: Confiden-
tial message transmissions take place only if no eavesdrop-
pers are detected inside the corresponding secrecy guard
zone, and the primary transmitter keeps silent otherwise.
For a stand-alone primary network, the secrecy throughput
of the primary network with the cooperative mode outper-
forms that of the primary network with the non-cooperative
mode [13]. However, in contrast with the non-cooperative
mode, the primary transmitter consumes part of its energy
to generate the artificial noise if eavesdroppers are detected
inside the secrecy guard zone. Inspired by this, compared
to the primary network with the cooperative mode, allowing
SUs to access the licensed spectrum improves the secrecy
throughput and energy efficiency of the primary network with
the non-cooperative mode, by controlling the number of SUs
accessing the licensed spectrum and the SUs’ transmission
power. In this respect, the interference from SUs can be
exploited to achieve the secure and energy-efficient primary
network, and meanwhile provide SUs with extra transmission
opportunities.

In practical CRNSs, the locations and the number of users
often change dynamically due to mobility and random access
mechanism [15], [25], [26]. Stochastic geometry is a power-
ful mathematical and statistical tool to deal with the random
nature of wireless networks, and authors in [27]-[29] stud-
ied the secure multi-antenna transmission under a stochastic
geometry framework. In contrast with the previous works,
we consider a more complete and complex scenario where
a large-scale CRN, consisting of a primary network modeled
as a Poisson point process (PPP) and a secondary network
modeled as a PPP, is overheard by randomly distributed
eavesdroppers modeled as a PPP, and study the impact of sec-
ondary communications on secure primary communications.
The analysis of such a complete and complex scenario is more
challenging than that of large-scale CRNs without eavesdrop-
pers [30], large-scale ad hoc network with eavesdroppers [31]
and small-scale CRNs with eavesdroppers [14].

The main contributions are summarized as follows:

« We provide a tractable analytical framework for a large-
scale underlay CRN in the presence of eavesdroppers by
stochastic geometry. Then we derive the general expres-
sions for the connection/secrecy probability of primary
links, and the connection probability of secondary links.
Based on the obtained probabilities, we analyze the
secrecy throughput and energy efficiency of primary net-
work. We find that the scheduling scheme of secondary
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links (i.e., the intensity and transmit power of sec-
ondary transmitters) can be fully exploited to improve
the secrecy throughput and energy efficiency of primary
network.

o We propose the performance guarantee criterion for the
primary network. The main idea is that compared to the
primary network with the cooperative mode, the access
of SUs should not reduce the secrecy throughput and
energy efficiency of the primary network with the non-
cooperative mode. Then we explore the feasible region
of secondary link scheduling that satisfies the criterion.
Besides, we design optimal scheduling schemes of sec-
ondary links within the feasible region to maximize
the secrecy throughput of the primary network and the
throughput of the secondary network, respectively.

o Numerical results verify that the scheme, that maximizes
the throughput of the secondary network under the opti-
mal secrecy throughput of the primary network, achieves
the optimal performance for the primary network; The
scheme, that maximizes the throughput of the secondary
network under the performance guarantee criterion for
the primary network, provides a higher throughput per-
formance level for the secondary network. Moreover,
numerical results show that the throughput of the
secondary network increases with the intensity of
eavesdroppers.

The rest of this paper is organized as follows. Section II
introduces the system model. Section III derives the con-
nection probability and secrecy probability of primary links,
and the connection probability of secondary links. Section IV
designs the optimal scheduling schemes of secondary links
with respect to the performance guarantee criterion for the
primary network. Section V provides numerical results and
discussions. Section VI concludes this paper.

Il. SYSTEM MODEL

We first elaborate on the network model, followed by the
introduction of secrecy coding. Then we describe the secrecy
guard zone for primary transmitters, and define two perfor-
mance metrics, i.e., secrecy throughput and energy efficiency.

A. NETWORK MODEL

We consider a secure CRN consisting of primary links, sec-
ondary links, and a set of eavesdroppers that overhear primary
transmissions' over a large two-dimensional space, as shown
in Fig. 1. The secondary network accesses the licensed spec-
trum by underlay paradigm. The primary transmitters are
spatially distributed as a homogeneous PPP @ p with intensity
Ap, and the secondary transmitters are spatially distributed as
another independent homogeneous PPP ®g with intensity Ag.
We consider the scenario where each transmitter has a unique
associated receiver, and the set of receivers is disjoint with

T'we mainly investigate the effects of the secondary interference on the
primary communication from the perspective of secrecy. The secrecy of the
secondary communication is beyond the scope of this paper.
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FIGURE 1. Network model.

that of transmitters. Besides, the distance between a transmit-
ter and the associated receiver is fixed as [32]-[34]. Hence
the primary receivers (secondary receivers) are also spatially
distributed as a PPP with intensity Ap (Ag). The transmit
power of each primary transmitter is Pp, and that of each
secondary transmitter is Ps. We assume that each primary
receiver is located at a distance rp away from the associated
primary transmitter, and each secondary receiver is located at
a distance rs away from the associated secondary transmitter.

The locations of eavesdroppers follow an independent
homogeneous PPP & with intensity Ag. We assume the
intensity of eavesdroppers is given like many recent works
studying the secure random networks [14], [15], [35]. This
assumption allows a quantitative study on the impacts
of eavesdroppers on the secure performance in random
networks. The primary links are exposed to all the eavesdrop-
pers, which do not collude with each other.” Hence eaves-
droppers have to decode confidential messages individually,
and the secrecy data rate of the primary link is determined by
the most detrimental eavesdropper.

We adopt a unified channel model that comprises Rayleigh
fading and standard path loss for primary, secondary and
eavesdropper links [36]. Specifically, given the transmit
power P; at transmitter S;, the received power P;; at receiver
Dj is expressed as

—a
l] = Phl] l] PiHljrij , rij > 1,

where r; denotes the distance between §; and D;. a > 2 is
the path loss exponent. /;; is the fading channel gain between
S; and Dj, and follows a Rayleigh distribution. H;; is the
fading factor, and follows an exponential distribution with
unit mean, i.e., H; ~ exp(l), where exp(l) denotes the
exponential distribution with mean 1. For analysis purpose,
we concentrate on the interference-limited CRN, where the
effect of additive white Gaussian noise (AWGN) on receivers
could be negligible. Also, we consider that the perfect chan-
nel state information (CSI) and channel distribution infor-
mation (CDI), are available at the receiver side, while the

2The analysis of non-colluding eavesdroppers could be extended to that
of colluding eavesdroppers, since multiple eavesdroppers can be regarded as
a single eavesdropper with multiple distributed antennas.
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feedback from the receiver side to the transmitter side is not
available. Besides, the CSI and CDI of eavesdroppers are not
available to legitimate users due to the passive eavesdropping
mode.

B. SECRECY CODING

As for the security concern, we adopt the well-known Wyner
codes [37] at primary transmitters for message transmissions
against eavesdropping. To be specific, two kinds of rates,
namely, the rate of transmitted codewords Qy, and the rate of
confidential messages Oy, are taken into consideration with
Omp < Opp. The difference Qpp = Qs — Opyp is provided for
secure primary transmissions against eavesdropping. All the
primary transmitters have the same Qy, and Q,,, since fixed-
rate transmissions are often adopted in practice to reduce the
complexity of systems.

Clearly, the successful primary transmission embodies that
both the connection and secrecy performance of the primary
link are achieved.

1) Connection: If the rate of transmitted codewords Qy,
is smaller than the capacity of the primary link,
the received signal at the primary receiver can be
decoded with an arbitrarily small error. Hence the reli-
able primary transmission can be achieved.

2) Secrecy: If the rate redundancy Qg = Qs — Qpyp 18
greater than the capacity of the corresponding eaves-
dropped link, the received signal at eavesdroppers
can not be decoded with transmitted messages. Hence
the secure transmission of the primary link can be
achieved.

For the secondary network, we assume that the secondary
transmitters have the same transmission rate, denoted by Qy.
Since we consider the scenario where eavesdroppers are not
interested in secondary transmissions, the successful trans-
mission of a secondary link implies that the connection of the
secondary link is achieved.

C. SECRECY GUARD ZONE

As for the mechanism of secrecy guard zone [13]-[15], [38],
we model the finite region around each primary transmitter
as a secrecy guard zone, which is centered at a primary trans-
mitter with radius D. For each primary transmitter, we adopt
the non-cooperative mode [13]: each primary transmitter
is allowed to transmit confidential messages only when no
eavesdroppers are located inside the secrecy guard zone, and
the primary transmitter keeps silent when eavesdroppers are
found inside the secrecy guard zone. With the consideration
of the secrecy guard zone, the set of active primary transmitter
locations, denoted by @, has the intensity of

Mp=hp - pr, M)
where

= oD )
Here p; represents the probability that no eavesdroppers

are located inside the secrecy guard zone of an arbitrary
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primary transmitter. Actually, with the secrecy guard zone,
the distribution of the active primary transmitters does not
follow a homogeneous PPP. In [38], Hasan and Andrews
applied standard Possion tests to show that from the perspec-
tive of a receiver at position o, the distribution of the active
transmitters can be well-approximated by a homogeneous
PPP outside B(o, D), which represents a disk of radius D
centered at position o. Based on this result, we employ two
approximations: First, from the perspective of eavesdrop-
per at position z, the distribution of active primary trans-
mitters ®pr follows a homogeneous PPP with intensity A},
outside (z, D). Second, from the perspective of each primary
receiver, the distribution of active primary transmitters ®ps
follows a homogeneous PPP with intensity A}.

D. PERFORMANCE METRICS

We introduce two performance metrics, i.e., secrecy
throughout and energy efficiency. The successful primary
transmission embodies that both connection and secrecy
of the primary link are achieved, hence we introduce the
connection probability and secrecy probability of the primary
link at first.

1) CONNECTION PROBABILITY

The reliability performance is measured by the connection
probability. The connection probability quantifies the proba-
bility that the received signal at the primary receiver side can
be decoded with an arbitrarily small error. The connection
probabilities of an arbitrary primary link and an arbitrary
secondary link are expressed as

DPep = P( 10g2(1 + )/P) > Qtp) = IP>()/P > ,Bcp)s 3)

and

Pes = IP)(10g2(1 + ys) > Qts) = P(ys > Bes), )

respectively, where B, = 2% — 1 and B = 29 — 1.
In addition, yp denotes the signal-to-interference ratio (SIR)
of an arbitrary primary link, and ys denotes the SIR of an
arbitrary secondary link.

2) SECRECY PROBABILITY

The secrecy performance is measured by the secrecy proba-
bility. The secrecy probability quantifies the probability that
the received signal at the eavesdropper can not be decoded
with transmitted messages. The secrecy probability of an
arbitrary primary link is given by

Psp = P(?el(%x 10g2(1 +ye() < Qtp - Qmp)
E
= P(max ye(2) < Byp), )
ecdp
where B, = 29»=Cm 1, and yE(z) denotes the SIR received
by the eavesdropper at z.
Based on definitions of the connection probability and

secrecy probability, we introduce definitions of secrecy
throughput and energy efficiency, respectively.
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Definition 1 (Secrecy Throughput): Given rate O, of the
confidential message, secrecy throughput is defined as the
number of the confidential message bits that are reliably and
securely transmitted per second from all the active primary
transmitters to the associated primary receivers. Formally,
the secrecy throughput is expressed as

Cp= Qmp)L;) * PepPsp (bps). (6)

Remark 1: When the transmit power of each primary
transmitter is fixed, the connection probability and secrecy
probability are independent [13]-[15], [39].

Definition 2 (Energy Efficiency): Energy efficiency is
defined as the number of the confidential message bits that are
reliably and securely transmitted per Joule from all the active
primary transmitters to the associated primary receivers.
Formally, the energy efficiency is expressed as

!/
np = Lte Lale gy, ™)
pirpPp
where p; represents the probability that the primary transmit-
ter is active as shown in (2).

Remark 2: We focus on the power consumption consumed
by primary transmitters, regardless of the circuit power con-
sumption, static power consumption, and the radiated power.

Ill. PERFORMANCE ANALYSIS

We first derive the SIR distribution of typical links in the
secure CRN. Then we obtain the connection/secrecy proba-
bility of primary links, and the connection probability of sec-
ondary links. Finally, we propose the performance guarantee
criterion for the primary network.

A. CONNECTION PROBABILITY OF PRIMARY LINKS

We conduct analysis on a typical primary link that consists
of a typical primary transmitter at x and a typical primary
receiver at y. Let 7y, denote the distance between x and y, and
H,, denote the fading factor of the typical primary link with
H,, ~ exp(1). Then the SIR received by the typical primary
receiver at y from the associated primary transmitter at x is
expressed as

Ppnyrx_ya
() = ———, 3
Ipp +1Isp
where
Ipp = Z PpHp,yr, 1;;1 ) ®
pie®p\(x)
and
Iy =) PsHgry. (10)
siedg

Here I, is the cumulative interference from the other active
primary transmitters that are located at p; with fading factor
Hp,y, and I, is the cumulative interference from the other
active secondary transmitters that are located at s; with fading
factor H, sjy-
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Based on the SIR of the typical primary link in (8) and the
definition of the connection probability in (3), we derive the
connection probability of a typical primary link for a given rp
by the following theorem.

Theorem 1: In the limited-interference CRN, the connec-
tion probability of a typical primary link is

pcpzexp{ 7 (sinc™ 12 ),BC‘}, )LP(H_(PP) ii)} (11

Proof: The connection probability of a typical primary
link is expressed as

Pep = P()/P(Y) > ,Bcp)
= B, {Eas {P(rp0) > Bopl®pr, s)}}
_Ecbp,{Ecbs{ ( xy %’cb qDS)}}

@ —BepPp r Upp 1)
cplp TxyUppTisp
= Elpp'”w [6 Xy
— Lyag — Lo
= ]EI [e BepPp Ty pp] ]Eljp[e BepPp 1xy sp]

© Ly, (BopPy'r%) - L1, (BepPp ' 1) (12)

The derivation of (a) follows from the Rayleigh distribution
of channel fading. In (b), £, (-) represents the Laplace trans-
form of I,. In order to obtain p.,, we derive the product of
Ly, (s) - L, (s). According to (9), the Laplace transform of
Iy is given by

L1, (s) = = E‘DP/[ 1_[ Bty [e

Pi€Pp

—a
*XPPHﬂi)’rpiy ]]

Zawl - [0

[~2m2 /

—exp{—27rk/ /roo Mdr
{

—En

iy

o

~En,, [P )

——

o1+ sPpr—«
® 2 2
& oxp {1pr(sPr) T (1= DM (1+ )}

@ exp { — (sinc™ a)x},n(spp)% } (13)

Note that (c) is obtained due to the Slivnyak Theorem of
PPP [40]. (d) follows from the probability generating func-
tional of PPP [40], which is given by

E[ []f0)] =exp{

xed

f (1 =fepdx}.  (14)

(e) is obtained due to the double integral in polar coordi-
nates. (f') follows from the Rayleigh distribution of channel
fading. In (g), I'(-) denotes the gamma function as I'(x) =
f > t*=1e=*. (h) is obtained due to the property of gamma
functlon forx € (0,1),I'(1+x) =xT'x)and ’'(x)'(1—x) =

are established. Hence we have I'(1 4+ x)I'(1 — x) =

= sinc lx.

sin Tx
X

sin 7T x
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Similar to the argument in (13), we have the Laplace
transform of Iy, as

P | 2 2
Ly,(s) = exp { — (sinc™ ' S)rg(sPs) ¢ } (15)
o
By substituting (13) and (15) into (12), and substituting 7p for
I'ry, we complete the proof. ]

B. SECRECY PROBABILITY OF PRIMARY LINKS

Here we derive the secrecy probability of the typical primary
link that consists of a typical primary transmitter at x and
a typical primary receiver at y. For a eavesdropper at z, ry,
denotes the distance between x and z, and H,; denotes the
fading factor of this eavesdropping link with H,; ~ exp(1).
Accordingly, the SIR received by the eavesdropper at z from
the typical primary transmitter at x is expressed as

PPszr);a
VE@) = ——F—, (16)
Ipz + Isz
where
Le= Y PpHy.r,?, (17)
pi€®pr\f{x}
and
Iy =) PsHyr.®. (18)
siedg

Here I, is the cumulative interference from the other active
primary transmitters that are located at p; with fading factor
Hp,;, and I; is the cumulative interference from the other
active secondary transmitters that are located at s; with fading
factor Hy;;.

According to the SIR of the typical eavesdropping link
in (16) and the definition of the secrecy probability in (5),
we derive the secrecy probability of a typical primary link for
a given rp as follows.

Theorem 2: In the limited-interference CRN, the secrecy
probability of a typical primary link is

2 )

N —Dzn(sinc’lé)ﬁgk},(l+(%) :—,S)
E€ P

Dsp = €Xp | — 5 . (19

2 2
(sinc™! %),8;},)»}(1 + (?—f}) @ i—i)

Proof: Since we consider the scenario where the
non-colluding eavesdroppers intend to overhear the primary
transmission, the secure transmission of a primary link is
determined by the most detrimental eavesdropper. Therefore,
the secrecy probability of a typical primary link is

psp = P( max yg () < Bsp)

= Ed)E{E(bP’{E(DS{P(ZHEIg); VE (Z) < IBSpquP/’ CDS, CI)E)}}}

= Eop, 0,05 1_[ P(ye() < Byp)}

7€®p\B(z,D)
a _ —1
= Lo || — L+, Pep Talipetis
(@) E E{ (1 Ell,ﬁrl,u[e BspPp L+, )])}

72€@p\B(z,D)
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= ECI)E{ 1_[ (1 - ‘Clpz‘i’l.vz ('B‘WP}:IrJ(CXZ))}

2€Pp\B(z,D)

) _
= CXP[ - )‘E/ Lyt (IBSPPPlrJ(cxz)der}
R2\B(z,D)

)
(=C) exp[—ZJT)\,E/ £1PZ+I_H(ﬂSpPglr)‘C"Z)rxzder]. (20)
D

In (20), (a) follows from the Rayleigh distribution of channel
fading. (b) is obtained by the probability generating func-
tional of PPP as shown in (14). (¢) follows from the double
integral in polar coordinates, and the lower limit of integral is
due to the secrecy guard zone.

Similar to the argument in (12), we have

‘Clpz+lsz (ﬂSPP;’I r)(CxZ)

= ‘Clpz (ﬁXPP;l r)?z) ’ [':1172 ('BSPP;I rJ‘CXZ)

1 2 .2 2 (47 Ps %
- exp{ — m(sinc —)ﬁ;;,rxz(xp n (—) A5>]. @1
o Pp
By substituting (21) into (20), we have
nAEe_Dze
po=exp| = TE—], (22)
where
42,20, (Ps\ad
60 = m(sinc —)ﬁs‘;,(kp + (—) As). (23)
o PP
This completes the proof. [ ]

C. CONNECTION PROBABILITY OF SECONDARY LINKS
For a typical secondary link consisting of a secondary trans-
mitter at # and a secondary receiver at v, r,, denotes the
distance between u and v, and H,,, denotes the fading factor of
the secondary link with H,, ~ exp(1). Then the SIR received
by the secondary receiver at v from the typical secondary
transmitter at u is expressed as

P¢H,r ¢
ys(v) = 0w 24)
Ips + Iss
where
Lys = Z PpHpyry (25)
pi€®p
and
Iy= ) PsHyr. (26)
s;€Dg /{u}

Here I, is the cumulative interference from the other active
primary transmitters that are located at p; with fading factor
Hp,y, and I is the cumulative interference from the other
active secondary transmitters that are located at s; with fading
factor Hyy.

Based on the SIR of the typical secondary link in (24) and
the definition of the connection probability in (4), we derive
the connection probability of a typical secondary link for a
given rg by the following theorem.
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Theorem 3: In the limited-interference CRN, the connec-
tion probability of a typical secondary link is

.12 2 Pp\a
pcszexp[—n(smc 1a)ﬁ&r52(ks+(P—S) A},)}. 27

Proof: The proof is similar to that of Theorem 1. By sub-
stituting Ps, As, Pp, Ap, 1s, Bes for Pp, Ap, Pg, As, p, Bep in
Theorem 1, the proof is completed. ]

D. PERFORMANCE GUARANTEE FOR PRIMARY NETWORK
In this paper, we employ the non-cooperative mode (NCM)
for primary transmitters, i.e., the primary transmitter keeps
silent when eavesdroppers are found inside the secrecy guard
zone. However, Zhou et.al [13] indicated that for a single
network, the cooperative mode (CM) for transmitters, i.e., the
transmitter generates artificial noise when eavesdroppers are
found inside the secrecy guard zone, outperforms the non-
cooperative transmission mode for transmitters in terms of
secrecy throughput. Contrary to a single network, we consider
the coexistence of primary network and secondary network.
The secondary transmissions, instead of the signals generated
by primary transmitters, can be regarded as the artificial noise
when eavesdroppers are found inside its secrecy guard zone.
As a result, almost all the energy of the primary network is
used for primary transmissions.

According to Theorems 2-3, by allowing SUs to access the
licensed spectrum, the secrecy probability of primary links
Dsp and the connection probability of secondary links p., can
be improved. However, according to Theorem 1, the access of
SUs would reduce the connection probability of primary links
Dcp- Thus the secondary parameters, i.e., Ag and Pg, should
be carefully designed to enhance the performance of the sec-
ondary network, and meanwhile guarantee the performance
of the primary network.

Based on the above considerations, we propose the follow-
ing performance guarantee criterion for the primary network:
Compared to the primary network with the cooperative mode,
the access of SUs should not reduce the secrecy through-
put and energy efficiency of the primary network with the
non-cooperative mode.

1) For the secrecy throughput, the performance guarantee
in (28) should be satisfied.

Cp > C;)O)s
= QuprpPepPsp = Qmp/\}apﬁ(,),)Pﬁg)y
= peppsp = PP, (28)

where C;,O) represents the secrecy throughput of the

stand-alone primary network with the cooperative
mode. p&) and p d i il-

. Pep and pg, denote the connection probabil
ity and secrecy probability of primary links with the
cooperative mode, respectively. Mathematically, they

are given by

. 122
PO = exp{ — 7 (sinc 15)/35,,;»,%@}, (29)

VOLUME 6, 2018

and

2
Ape~ D sine™ DB hp

Py = exp - (30)
(sinc™! 2)Bshp
2) For the energy efficiency, since
0)
C C
np=— andgy = —L— (3D
piApPp ApPp
where p; = ™7 *eD?we obtain
Cp 1
np _ Cp 32)

ng)) B CI()O) Pt .

Since 0 < p; < 1,Cp > C,()O) leads to np > ng)),

and conversely, np > ng)) may not result in Cp > CI()O).
Namely, the improvement of the secrecy throughput
is a sufficient but not necessary condition for the
enhancement of the energy efficiency. However, this
paper aimes at achieving the improvements of both the
secrecy throughput and the energy efficiency of the pri-
mary network by exploiting the secondary interference.
Therefore, in the following analysis, we focus on the
secrecy throughput in (28), and denote S, as p,psp for
simplicity.

IV. OPTIMAL SECONDARY LINK SCHEDULING UNDER
GUARANTEE CRITERION FOR PRIMARY NETWORK

Based on the analytical results in Section III, we find that the
intensity of secondary transmitters Ag and the transmit power
of secondary transmitters Pg play pivot roles in the secrecy
throughput of the primary network. As such, we design the
secondary link scheduling schemes, which determine the
intensity and transmit power of secondary transmitters, under
the performance guarantee criterion for the primary net-
work. As the basis of the optimal secondary link scheduling
schemes, the feasible region of secondary link scheduling for
satisfying the proposed criterion is investigated at first.

A. FEASIBLE REGION OF SECONDARY LINK SCHEDULING
Here the feasible region refers to the secondary parame-
ters (i.e., Ag and Pg) that satisfy the performance guarantee
criterion for the primary network. For the convenience of
analysis, we let

2 2
a = n(sinc_l—)ﬂcd,,rp)\p, (33)
a
7 2
b= n(sinc_l—)ﬂ;’,‘gkp, (34)
«
Ps\a A
x= P (14 ()72, (35)
Pp) X,

2
wherea > 0, b > 0, x > 0, and the factor of (Ilj—i)a i—,s results
P

)} (36)

36763

from the access of SUs. Then S, is expressed as

2
e*D bx

Sp(x) = pepPsp = €Xp { - (ax +7Ag
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Accordingly, we obtain

—D?

)] 37)

By comparing (28) with (36), we find that the performance
guarantee criterion in (28) is equivalent to

Sp(1) = plypy) = exp [ - (a + g

Sp(x) = Sy(1). (38)

Since e 7™ is a monotone decreasing function of f(x), (38)
is equivalent to

f) =f), (39)

where

—D%bx

f(x):ax+nAEe .
bx

In the following, we compute x (i.e., As and Pg) that
satisfies (39). The following lemma lays the foundation for
the feasible region.

Lemma 1: f(x) is convex for x € (0, 00), and attains the
global minimum at

o2 D’ |wrp(D?h + 1)
- D% 2 ab

for x € (0,00), where W(-) is the inverse function of
W) = We" | and is called the Lambert-W function [41].
Proof: First, we prove that f (x) is convex forx € (0, 0o).
Evidently, f(x) is a continuous function for x € (0, 00),
hence we investigate the monotonicity of f(x) to testify the
convexity. The first derivative of f(x) is expressed as

(40)

(41)

o) _ 7Ag(D?b + 1) e~ D?bx

dx b 2 (42)
The second derivative of f(x) is expressed as
@) _ w1 Ox ke

dx2 b x3

2
Duetoa > 0,b > 0,andx > O, % > (0 holds. Therefore,

f(x) is a convex function for x € (0, c0).
Second, we compute the point of the minimum f(x).
We denote the stationary point of f(x) by x*, and we have

df (x)
dx

Since f'(x) is a convex function for x € (0, o), x* is the point
of the minimum f (x). Based on (44), we obtain

ab
Iny/ rimmmn® D% [mae(D?h+ 1)
NV oe®Prh) T2 (TAEE T (45)
\/T B 2 ab
TAE(D2bE1)

According to the property of Lambert-W function [41],

=0. (44)

x=x*

Inz
—_— =T = Z=e@
Z

—W(‘L’)’ (46)
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where T > 0. By combining (45) with (46), we have

ab . W(Dzb nAE(Dzb—{-l))
W explow(El AETPT )
Ap (Db + 1) P 2 ab

47)
Moreover, since
o - W@ (48)
T
by combining (47) with (48), we obtain
2 D?b [mrp(D%*b + 1

=——w|=Z=2 Db+ 1) (49)

D2%b 2 ab

This completes the proof. [ ]

Lemma 1 provides the value of x*, hence according to the
relation between x* and 1, three cases should be considered:
x* =1,x* < 1,and x* > 1. First of all, by letting x* = 1,
we derive the relation between the intensity of primary trans-
mitters Ap and that of eavesdroppers Ag as

W D*b | wrp(D*b + 1)
2 ab

D% 50)
2
D*b 2 Db |wAap(D%b+1)
— ez = = 7 51
== 3¢ 2 ab D
abeDzb
—= Ap= ————, 52
E= 2D+ 1) (52)

where (50) is obtained based on Lemma 1 and x* = 1. (51)
follows from the definition of Lambert-W function.

Based on (52), the following theorem reveals the feasible
region of secondary link scheduling under the performance
guarantee criterion proposed for the primary network in (28).

Theorem 4: The feasible region F constrained by the per-
formance guarantee criterion is listed as follows.

2
(i) If Ap = —abe™”

20T’ the feasible region F is

2
AsPg =0, and primary transmitters adopt CM. (53)

abeP

2
(i) If0 < Ag < 7T(D2—17+bl)’ the feasible region F is

2 2

(54)
2 ApmD? AgD? 2
AsPse < |e —1]e ApPpea. (55)
2
(i) If g > ;g;—l;fl), the feasible region F is
KsPS% > [ekEnDz — 1] ekEnDz)»pPp%, (56)
AsPse < [elE”szl _ 1]e*E”szpPP§. (57)
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where x is the solution to g(x;) = 0 with x; # 1, and

2 2
gx) = mape D 4 abx12 — abx) — wipe PPy,
(58)
: b D%
Proof: Based on the relation between Ag and —H?Dg D

*

ie., x* and 1, the proof consists of three cases as
follows.

. abeP? . " . .

Case (i): Ap = TO%T e X = 1. Since f(1) is

the minimum of f(x) (Sp(1) is the maximum of Sp(x)) for
x € (0, 00), the access of SUs would harm the original pri-
mary performance. Therefore, the best solution to the secrecy
throughput is that primary transmitters adopt the cooperative
mode without the access of SUs.

.. LI . .
Case (ii): 0 < A < %, i, x* < 1. Since f(x) is

a convex function for x € (0, 00), and x* < 1, there exists a
x1 € (0, x*) satisfying f(x;) = f(1). Then we derive x] as

fax) = f)
e—D*bxi Db
=a+mTAg
bx

= gx1) =0 (59)

— ax| + TAEg

where
glxy)) = nAEe*Dszl + abxl2 — abx; — n)»Eeszbxl. (60)

x1 is the solution to (59). Accordingly, x; < x < 1 is the
solution to f(x) < f(1)in (39), i.e.,

2
a

AgPgi > [EAE”DZM _ 1]e*E”DZAPPP 6D

AsPsa < [eAE”DZ _ 1]eXE”D2xpPP§. (62)

We set A = (e*72%x; — 1), and according to the relation
between A and 0, we divide Case (ii) into two subcases as
follows.

Case (ii-1): A < 0, Ag is less than a certain value A, which
is the solution to e)‘/E”szl = 1. The solution to f(x) < f(1)
in (39) is

0= asPsi = [0 1] PP pPpi.  (63)

.. . D2
Cqse (ii-2): A > 0, 1'.6" AE 2 Mg and Ap < %. The
solution to f(x) < f(1)in (39) is
2 A7 D? ApmD? 2
AsPgo > [e ET X — I:I e T ApPpa, (64)
XSPS% < [EAEﬂDz — 1] eAEnDz)LPPP%. (65)

Combining the result of Case (ii-1) with that of Case (ii-2),
we get (54) and (55).
2
Case (iii): A > ﬂgggifl), ie., x* > 1. Since f(x) is a
convex function for x € (0, 00), and x* > 1, there exitsax, €
(x*, 00) satisfying f(x2) = f(1). The computation process to
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derive x; is the same with (59), and we have x, = x;. Hence
1 < x < xj is the solution to f(x) < f(1) in (39), i.e.,

JsPse > [&E”Dz - 1]e*E”D2,\pPP«%, (66)

2
a

AgPga < [e’\E”Dzm - 1] D) P (67)

By uniting the results of the above three cases, we complete
the proof. [ ]
Remark 3: From Theorem 4, we get indications as follows:

e When g = Jgﬁ—gzjl), the primary transmitters adopting
the cooperative mode without the access of SUs is the
best way for the secrecy throughput of primary network,
and the access of secondary network would not be ben-
eficial to the primary network.

o« When the intensity of eavesdroppers is very small,
1.6, Ap < A}g, the artificial noise conducted by primary
transmitters has a critical interfering effect on primary
links. Hence instead of the artificial noisze conducted
by primary transmitters, as long as AgPs« is below a
threshold in (55), the access of the secondary network is
beneficial to the primary network in terms of the secrecy
throughput and energy efficiency.

o« When the intensity 2of eavesdroppers is moderate,

ie., )L;E <Ap < nz‘g‘;—lb)fl), the artificial noise conducted
by primary transmitters also has a critical interfering
effect on primary links. As long as )LSPS% is greater
than a lower bound in (54) and less than an upper bound
in (55), the access of secondary network is good for the
primary network. This is because, for secondary links,
the lower bound ensures their jamming effect on eaves-
dropping links, and the upper bound guarantees that their
interfering effect on primary links is acceptable.

. When2 the intensity of eavesdroppers is large, i.e., A >
n?[h);—Zerl) , the artificial noise conducted by primary trans-
mitters has a slight jamming effect on eavesdropping
links as well as a weak interfering effect on primary
links. Hence it is necessary to increase the noise, but
not infinite. Consequently, AsPs & must be greater than a
lower bound in (56) and less than an upper bound in (57).
The lower bound ensures their jamming effect on eaves-
dropping links, and the upper bound guarantees that their
interfering effect on primary links is acceptable.

B. OPTIMAL SECONDARY LINK SCHEDULING SCHEMES
The secondary link scheduling schemes consist of two parts:
scheme S| and scheme S;. Scheme S maximizes the through-
put of the secondary network under the optimal secrecy
throughput of the primary network. Scheme S, maximizes the
throughput of the secondary network under the performance
guarantee criterion for the primary network. The throughput
of the secondary network, denoted by Cg, is given by

/!

P A
Cs = Qshspes=Oishs expf— chs(1+ (Fi)%ﬁ»’ (68)
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where

2 2
c= 7r(sincf1 E)ﬁc‘)grg. (69)

2
When Ag = n?gi i’ , SUs are not allowed to access the
spectrum. Thus we do not talk about this case.

In order to acquire scheme S, we first study how to achieve
the maximum value of Cp, which is equivalent to the max-
imum value of Sp(x), i.e., the minimum value of f(x). The
optimization problem of Cp is formulated as

minf(As, Ps), s.t. (As, Ps) e F. (70)

Lemma 1 shows that f (x) is convex, and provides the point of
the minimum f (x). Then we obtain the following lemma.
Lemma 2: The optimal region F’ to (70) is

2
AsPsa
rgmD? 2 2
= 2 W(D_b mhe(D°b+ D) 1))—1 e)‘E”Dz)»PPP%.
D?b 2 ab
(71)
Proof: According to Lemma 1, when x = x*, f(x)

obtains the the minimum value. Theorem 4 shows that x*
in (41) is the optimal value to achieve the minimum f(x)
regardless of the relation between Ar and Ap. Besides,
the relation among x, As and Pg is given by (35). Combin-
ing (35) with (41), we have

Psy\2asy\ 2670 (D2 | pap(D2b + 1)
(14 () sy 20y, (22 [12e0% + 1)
Pp) A, D% 2 ab

By solving the above equality, (71) is established. ]

Lemma 2 indicates that there exists a series of (Ag, Ps)
achieving the maximum value of Cp. Then we investigate the
value of Ag and that of Pg among F' for the maximum value
of Cg, ie.,

max Cs(rg, Ps), s.t.(As, Ps) € F. (72)

Here ' guarantees the optimal secrecy throughput of the pri-
mary network. The following theorem is provided to design
scheme S that maximizes Cg within the region F'.

Theorem 5: Under the optimal secrecy throughput of the
primary network, the optimal Ag and P§ (i.e., scheme Sp)
achieving the maximum value of Cy are

5= 2
Py = (c(¥ + De ™ 1p) 3 Py, (74)

where
20670 (D2 |7 ap(D2b + 1
V= < wlE2 Db+ 1)) 1. (75
D?b 2 ab
Proof: According to (68), (69) and (71), Cgs is

1
—))»5}. (76)

Cs = Qs exp{ - c(l + v

36766

Then the first derivative of Cg with respect to Ag is given by

dCg

T=0s(1 C(1+%)A5)exp{—c(l+$)ks}. 77

By letting % = 0, we obtain the stationary point of Cg,

which is Based on (77), Cs monotonically increases

_v
c(y+1)-
in Ag € [0, C(];”H)
(%, 00), hence o warl) is the point of minimum Cjg,
ie., A* = WD Besides, according to (71), we obtain (74).
This completes the proof. [ ]

Theorem 5 provides the optimal throughput of the sec-
ondary network under the premise of the optimal secrecy
throughput of the primary network. Then we focus on the
following optimization problem of the secondary through-
put, i.e.,

) and monotonically decreases in Ag €

max Cg(Ag, Ps), s.t.(Ag, Ps) € F. (78)

Compared to the optimization problem in (70), the con-
straint in (78) could be relaxed. Here F only guarantees that
Cp > CI(J) holds. The following theorem aims at scheme S
that maximizes Cs within the region F.

Theorem 6: Under the performance guarantee criterion for
the primary network, the optimal A§ and Py (i.e., scheme S3)
achieving the maximum value of Cg are listed as follows.

1) If0 < Ap < scheme §> is

abeP”b
7(D%b+1)°

E)LET[Dz -1 a

* * 2
)\.S = W and PS = (C)\.P)ZPP. (79)

ce
D2
2) If Ap > %, scheme S, is

e)\EﬂD x| — @

)»f; = onDe and Pf; = (ex1Ap)2Pp. (80)
ce X1
Proof:

Let )\SPS§ = ¢)\;,Pp§. According to (68), we have

1
Cs = Qishsexp{ —crs(1 + 5)}' (81)

By employing the same method of Theorem 5, We obtain that
Cs achieves the maximum value at g = @D +1) and Py =

(c(p+ l)e_)‘E”DZAP)%Pp. By applying As = C(qﬁ_l) into (81),
the maximum Cy can be expressed as
el
¢
82
=Qus——— D) (82)
It is easy to see that C¢"* monotonically increases in ¢ €
(0, 00), hence ¢ should be as large as possible.
abeDzh
7(D2b+1)’
—1),hence C§"* = Q¢ e 1(1-
rpmD?

From Theorem 4, we observe that if A\ <

the maximum ¢ is (¢*£™ D?

—AgmD?y. ab
e 'k ), If)\,E > m,
1), hence Cg** = Oicte (1 — e x; 1. This com-

pletes the proof. [ ]

the maximum ¢ is (e
_A.ET[D

X1 —
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Both Cp and Cs of scheme S; depend on v in (75), and it
is difficult to calculate the specific value of 1. Consequently,
it is also difficult to compare Cp/Cs of scheme S with Cp/Cg
of scheme S in a straightforward way. In the next section,
we provide numerical results for performance comparison of
these two schemes.

V. NUMERICAL RESULTS AND DISCUSSIONS

In this section, we first provide simulation results to verify
the analytical results of the derived probabilities pep, psp
and p.s, and then provide numerical results of secondary
network scheduling schemes. Without loss of generality,
we set Pp=5, ¢ = 3[9],D = 2and rp = 1 due
to the reason that the secrecy guard zone is better to be
larger than the transmission region of primary transmit-
ters [13], [15]. Since rg is considered to be fixed, it is rea-
sonable to set rs = 1. Besides, according to the relationship
O > Omp [37], we set Oy, = 0.9, Oy = 0.6, Qi = 0.2
All the parameters are set as described above unless otherwise
specified.

—o—p,, (analysis) - @ -p,, (simulation)

—A—p,, (analysis) - A —p, (simulation)

P, (@nalysis) P, (simulation)

Probability
o
®

o
Y

0.4

0.2,

FIGURE 2. Verification of the analytical results of the derived
probabilities pcp, psp and pcs.

The analytical results of the probabilities (i.e., pep, psp and
De¢s) obtained in Section III are the bases of the following
secondary network scheduling schemes, hence we verify the
analytical results of the probabilities by simulation. The simu-
lation adopts the PPP model with parameters Ps = 1, Ap = 2,
rg = 0.5, By = 0.1, By, = 0.1, and B, = 0.05. Fig. 2
presents both analytical and simulation results of pcp, psp,
and p. versus As. As we observe from Fig. 2, the analytical
results in Theorems 1-3 are in good agreement with the
simulation results. This observation shows that the proposed
framework closely agrees with the practical underlay CRNs
with eavesdroppers.

In the following, we provide some numerical results of the
secondary network scheduling schemes. Fig. 3 presents thg,

result of the comparison between Cp and CI(DO) Versus )LSPS?

ey abeP?b .
for the case (iii), i.e., Ap > TR Without loss of gener-

ality, we set Ap = 0.1 and Ag = 0.5 to satisfy the condition
of the case (iii). The horizontal axis represents x in (35), and
2

x has a positive relationship with AgP%, which determines

the intensity of secondary interference. C;,O) represents the
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5
25 x10

Cp. C2 (bps)

0.5

0

0 1 2 3 4 5
X

2
FIGURE 3. The comparison between Cp and CF(,O) versus x, i.e, AgPZ, for
> abeDzb i
7(D2b+1)

Ag

secrecy throughput of the primary network with cooperative
mode, which is the basis of comparison. As shown in Fig. 3,
Cp is a concave function of x, i.e., the secondary interference.
Cp and Cf,o) have two intersection points, where the left one is
1 and the right one is x1 in (58), and Cp is greater than C;,O) in
x € (1, x1). This verifies the feasible region of the case (iii).
In addition, we see from this figure that Cp is smaller than
C;,O) in x € (0,1) since the secondary interference has a
slight jamming effect on eavesdropping links, and Cp is also
smaller than C;DO) in x € (x1, +00) due to the reason that the
secondary interference has a unacceptable interfering effect
on primary links. The analysis method of the numerical result
of the case (ii) is similar to that of case (iii).

55 x10°
— - -A04 L
o l|--Ag=042 !
—— =045 e
Z 15} oot
Q ’
Eo)
o .
o 1 e
05F "
P
p
0 ‘
0 2 4 6 8 10

FIGURE 4. Cp of scheme S; versus Ap with different Ag.

Fig. 4 plots Cp of scheme S versus Ap with different Ag.
We observe that Cp increases with Ap. Besides, the Cp with
larger Ag is smaller than that with smaller Ag, for the reason
that the increasing intensity of eavesdroppers reduces the
secrecy probability of primary links. Intuitively, the increase
of the intensity of eavesdroppers decreases the average dis-
tance of eavesdropping links.

Fig. 5 illustrates Cs of scheme S| versus Ap with different
AEe. We observe that Cg decreases with Ap. In contrast with
Cp, the Cs with larger Ag is larger than that with smaller Ag.
This is because with the increasing of the intensity of eaves-
droppers, a larger artificial noise conduced by the secondary
network, i.e., larger transmit power and intensity of the sec-
ondary network, is required to guarantee the performance of
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FIGURE 5. Cg of scheme S; versus 1p with different 1.

the primary network, and meanwhile the secondary network
has more opportunities to access the licensed spectrum.

B
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004 0045 005 0055 006 0065 007 0075 0.08

e
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FIGURE 6. Cp/Cg of scheme S; and scheme S, for0 < Ap < 925,
7(D2b+1)
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e
abeDzb
FIGURE 7. Cp of scheme S; and scheme S, for A > 92—,
7(D2b+1)

We then compare Cp/Cs of scheme S; with those of
scheme S>. Here we choose Ap = 0.1, and obtain the

2

threshold n;‘gﬁ—j}):l) = 0.092. Fig. 6 plots Cp/Cs of scheme
S1 and scheme S, versus Ag in the case that 0 < A < 0.092.
In this case, Ag and Pg are equal to those in (79), respectively.
In Fig. 6, Cp of scheme S; is smaller than that of scheme
S1, while Cg of scheme S5 is larger than that of scheme S;.
Fig. 7 plots Cp of scheme S| and scheme S versus Ag in the
case that A > 0.092, and Fig. 8 plots Cs of scheme S| and
scheme S, versus Ag in the case that Az > 0.092. In this case,
As and Pg are equal to those in (80), respectively. In Fig. 7,
Cp of scheme S, is still smaller than that of scheme S;.
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FIGURE 8. Cg of scheme S; and scheme S, for A > abe” 2
7(D2b+1)

From Fig. 8, we see that Cg of scheme S, is still larger than
that of scheme S;. The numerical results verify that scheme
S1 achieves the optimal performance for the primary network,
while scheme S, provides a higher throughput performance
level for the secondary network.

VI. CONCLUSION
In this paper, we focused on a large-scale underlay CRN in the
presence of eavesdroppers overhearing the primary transmis-
sion. We applied a secrecy guard zone around each primary
transmitter to boost the security of the primary network, and
adopted the non-cooperative mode to save the energy of the
primary network. We modeled such a random CRN through
stochastic geometry, and then derived the general closed-form
expressions for the connection/secrecy probability of primary
links, as well as the connection probability of secondary links.
We proposed the performance guarantee criterion for the
primary network due to the access of SUs. Based on this cri-
terion, we investigated the feasible region of secondary links.
Besides, we designed the optimal secondary link scheduling
schemes within the feasible region to maximize the secrecy
throughput of the primary network and the throughput of the
secondary network, respectively. According to analytical and
numerical results, we found that the interference caused by
SUs can be exploited to improve the secrecy throughput and
energy efficiency of the primary network, and at the mean-
while provide SUs with extra transmission opportunities.
This paper analyzed the energy efficiency of the primary
network qualitatively. As one of the future research direc-
tions, we will further study the energy efficiency quantita-
tively. Another direction is to investigate the fairness-aware
resource (e.g., power and channel) allocation among sec-
ondary users [42]. We also think it is an interesting direction
to study energy-efficient communications in wireless sensor
networks [43].
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