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ABSTRACT Three-operation multiplication (TOM) over binary extension field is frequently encountered
in cryptosystems such as elliptic curve cryptography. Though digit-serial polynomial basis multipliers are
usually preferred for the realization of TOM due to their efficient tradeoff in implementation complexity,
the Karatsuba algorithm (KA)-based strategy is rarely employed to reduce the complexity further. Based
on this reason, in this paper, we derive a novel low-complexity implementation of TOM based on a new
KA-based digit-serial multiplier. The proposed TOM is obtained through two novel coherent interdependent
efforts: 1) mapping an efficient KA-based algorithm into a novel digit-serial multiplier and 2) obtaining a new
TOM structure through the novel derivation of the TOM algorithm. From the estimated results, it is shown
that the proposed structure has significant lower area-time-complexities when compared with the existing
competing TOMs. The proposed TOM is highly regular with low-complexity, and hence can be employed
in many cryptographic applications.

INDEX TERMS Digit-level serial-in parallel-out (DL-SIPO) multiplier, Karatsuba-algorithm (KA) decom-
position, low-complexity, three-operand multiplication (TOM).

I. INTRODUCTION

Finite field arithmetic, especially multiplication, plays an
important role in several applications such as elliptic curve
cryptography (ECC), error correcting code, and signal pro-
cessing [1]. For example, standards (NIST [1] and IEEE
p1363 [2]) have recommended five binary extension field
fields (GF(2™)) for elliptic curve digital signature algorithm
(ECDSA) implementation, e.g., m = 163, 233, 289, 409,
and 571, many experts and scholars have devoted signifi-
cant efforts on ECC designs for secure resource-constrained
applications [3]-[5] like key exchange, authentication, digital
signature, encrypt/decrypt, and so on. Basically, the main
operation involved within ECC is the point multiplica-
tion (PM) kP, where k is an integer and P is given by a
point on elliptic curves. We can use point addition and point
doubling to perform the PM, i.e., left-to-right algorithm and
right-to-left algorithm, where the point addition can be real-
ized based on affine coordinates or projective coordinates.
To achieve efficient implementation of PM on hardware plat-
forms, optimized modular arithmetic operations are greatly

needed. The finite field addition can be implemented by
bitwise XORing, while multiplication is a complicated opera-
tion (to avoid inversion operation, point addition can employ
the projective coordinates to have only finite field addition,
squaring, and multiplication operations involved). Therefore,
the finite field multiplication over GF (2™) is considered as
the bottleneck of the PM, where the form of three-operand
multiplication (TOM) is frequently encountered [1]-[3].

In binary field, hardware implementation of multiplica-
tion can be classified as bit-serial, bit-parallel, and digit-
level architectures, respectively, based on their structuring
styles. Bit-serial structure has the lowest circuit complex-
ity but possesses a long calculation time; while the bit-
parallel architecture involves a very high design area to
obtain fast calculation. In order to achieve efficient time com-
plexity, many scholars have proposed bit-parallel multipliers
based on special polynomials, such as trinomials and pen-
tanomials [6]-[9] (with relatively larger area occupation), for
potential ECC implementation. The digit-level designs pro-
vide the trade-off between time and area complexities,
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where they can be classified into three categories, namely,
digit-level parallel-in serial-out (DL-PISO) [10], digit-level
serial-in parallel-out (DL-SIPO) [11]-[13], and digit-level
fully-serial-in parallel-out (DL-FSIPO) structures [14] (both
systolic and non-systolic designs are included).

Karatsuba algorithm (KA) ( [15], [16]) is a very efficient
multiplication algorithm which can be used to obtain the
subquadratic complexity multiplication. Based on the KA
decomposition technique, the space complexity of the mul-
tiplier can be reduced from O(m?) to O(m'%). Recently,
Lee et al. [17] and Lee and Meher [18] have presented a gen-
eralized (a, b)-way KA decomEosition for digit-serial mul-
tiplication to achieve O(m'*% %) space complexity, while
the schoolbook digit-serial multiplier has O(dm) space com-
plexity (for example, (9,3)-way KA decomposition involves
O(m'-32) space complexity).

To obtain efficient structure for TOM, Lee et al. [19] have
used KA decomposition to derive a bit-parallel TOM. Based
on the polynomial basis of GF(2™), Lee et al. [20] have pro-
posed a novel DL-SIPO non-KA-based TOM (NKATOM).
Lee et al. [19] have proposed the bit-parallel TOM based on
a KA approach. To further reduce the involved complexity,
in this paper, we have defined a novel partial product for-
mula to develop a novel DL-SIPO TOM structure based on
KA decomposition, namely the DL-SIPO KA-based TOM
(DL-SIPO KATOM). The proposed TOM is derived through
two stages of two novel coherent interdependent efforts.
At first, we present a novel KA based digit-serial multiplier
with reduced space complexity. Secondly, based on a novel
TOM algorithm, the proposed structure with reduced com-
plexity is introduced. From the estimated results, we find
that the proposed TOM has significant higher-throughput and
lower area-complexity compared to the existing TOMs.

The rest of this paper is organized as follows. Section II
briefly reviews the conventional KA decomposition tech-
nique and its complexity. In Section III, we introduce the
proposed DL-SIPO multiplier based on the KA approach.
In Section IV, we propose a novel partial product formula
to derive our novel KATOM structure. Section V presents
the complexity of the proposed structure and the comparison
with the existing TOMs. Finally, we conclude the paper in
Section VL.

Il. REVIEW OF KARATSUBA ALGORITHM

Suppose that A = ag + ajx + - - - + a,—1 X"~ is a universal
polynomial of degree (n — 1). KA [15] is one of the high-
precision computations, which uses three subproducts of half-
length operands to replace the original grade-school multipli-
cation. For example, let n be a power of 2, two polynomials A
and B can be splitted into A = A +x%A1 and B = By +x%Bl,
where Ag, A1, By, and By are four polynomials of degree %
Applying the divide-and-conquer algorithm, the product of A
and B can be calculated as

1

AB = AopBy + [(Ap + A1)(Bo + B1)
+AoBo 4+ A1Bi1x? +A1Bix". (1)
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FIGURE 1. High-level description of the KA decomposition.

We can use three stages (evaluation polynomial genera-
tion (EPG) stage, point-wise multiplication (PWM) stage,
and reconstruction (R) stage) to compute the product AB
in (1). Observing three sub-products {AoBy, (Ag + Ap)
(Bo+B1) = Ao1Bo1, A1B1}in (1), three stages can be defined
as

o EPGstage: EPG(B) = (By, Bo+B1, B1) and EPG(A) =
(Ag, Ag+Ar, Ay).

e PWM stage: D = PWM(EPG), EPG(B)) =
(Do, D1, D3), where Do = AgBo, D1 = (Ag+A1)(Bo+
B1),and D, = A B;.

e Rstage: C = (Cp, C1, C2) = R(D) = (Do, Do+ D1 +
Dy, D»).

Based on the recursive EPG step, each polynomial is
splitted into three polynomials with their degrees reduced
to about half of the original polynomial. The decomposition
algorithm is completed after each polynomial degenerates
into single-bit coefficient. The multiplication process based
on the recursive KA scheme is shown in the functional block
architecture of Fig. 1.

If n is a number of power of 3, two polynomials A and
B can be represented by A = Ay + Ajx™3 4+ Ayx?m/3 and
B = By+Bx"/3 4+ Byx?m/3, respectively, where A; and B; are
(3)-bit polynomials. Based on the 3-way KA decomposition,
the product of A and B can be rewritten

C = AB = Cy + C1x™ + Cox®™3 4 C3x™ + Cax™™/3,
@)
where
Dy = AoBo, D1 = A1B1, Dy = A28,
Do1 = (Ao +A1)(Bo + By),
D12 = (A2 +A1)(B2 + By),
Dy = (Ap + A2)(Bo + B),
Co = Do, C1 = Do1 + Do + Dy,
Cy = Doz + Do + Dy + Dy,
C3 = Do+ D1 + D3, Cy = Ds.
Let “S” and “D” to represent “space” and ‘“‘delay”,
respectively. Table 1 lists the time and space complex-

ities of each component for the 2-way and 3-way KA
decompositions.
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TABLE 1. Listing of the time and space complexities of the three components for KA decomposition with n = b'.

’ b ‘ Components ‘ Recursive ‘ Complexity ‘ Delay
R SRf(mz(;)?)SR( 3 +)2+5;1 | SRy =85n%t —5n g 15 | DR(n) = 2logynTx
EPG SDE)}L;PPC;((J)— 6;‘;}:2'5 ; i;i SEPG (n) = ploss6 _p DEPC(n) = logy nTx

3 PWM z%vv:v]\z/if(:)): 655::5((% SEWM (1)) = plogs 6 DPWM(p) — 1,
R SR(’%(;)GSR( )(+)6z4—11 SB(n) = Lploss6 _6n+ 1L | DE(n) = dlogy nTx

X and A in S% and D’ represent the corresponding complexity related to XOR and AND gates, respectively.

lIl. PROPOSED DIGIT-SERIAL KA-BASED
MULTIPLICATION

The proposed subquadratic space complexity digit-serial
multiplier based on KA decomposition is derived as follows.
Let the field be constructed from an irreducible polynomial
F(x) = x" 4+ K(x), where K(x) = Y*_,fix' over GF(2).
We can find that if & is a very small value, F(x) is abundant
in GF(2™) (the low-weight polynomials F'(x), such as trino-
mials and pentanomials, exist in any field of GF'(2™)). Since
F(x) =0, we have

"= KX),
xm+l — )CK(.X),

= xR ().

Suppose that n = [ %], and m is divided by d, then based
ony = xd, we have

F(y) =x""""F(x) = y" +K, 3)

where
K = x"""K (x).

Thus, polynomials A = Zl 0 alx and B = ;”_ql b; x
can be rewritten as A = Y ") Ay’ and B = Y7 By,
respectively, where A; = Z]d:o ad,+/x and B; =
thol bait jxf . This polynomial formula is called the bivariate
polynomial. The product of A and B in GF(2™) must follow
the steps as:

1) Schoolbook multiplication: T = AB.

2) First reduction polynomial: D = T mod F(y).

3) Second reduction: C = D mod F(x).

As mentioned above, the multiplication process involves
sub-field multiplication steps, which is different from the tra-
ditional multiplication. Based on this multiplication scheme,
suppose that Ay’ is denoted as A?) = Z;:OI A](.’)yi , then we can
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get AD = yAU=D mod F(y), where F(y) = y"+K . Therefore,
for the product C = AB mod F(x), we can use two-step
reduction polynomial to compute the product C = AB as:

o Step-1 (first reduction): T = APBy + AVB; 4+ ... +

A®DB, 1 where AD = yAU=D mod F(y).

o Step-2 (second reduction): C = T modF'(x).

For simplicity of discussion, let us define that P4 =
EPG(A), P4 © Pg = PWM(Pa, Pp). Since AV =
Z;':ol AJ(.l)yi, where A](.’) is a d-bit polynomial in variable x,
A(i)Bj based on the KA approach can be expressed as

n—
ADB; =3 R(P,0 © Ppy. @

Consequently, Algorithm 1 shows the proposed digit-serial
KA-based multiplication algorithm according to two-step
reduction polynomials. Fig. 2 shows the corresponding digit-
serial KA-based multiplier based on Algorithm 1. As shown
in Fig. 2, the proposed multiplication architecture consists of
xy, EPG1, EPG2, Mult, recovery multiplication (RM), and
final reduction polynomial (FRP) units.

Suppose that d is a power of b for b = 2 or 3, Table 2
lists the complexities of EPG, PWM, and R components for
b-way KA decomposition. The complexity of each compo-
nent in Fig. 2 is analyzed as follows:

« xYy unit: This unit performs A = Ay mod F(y) in Step
2.5 of Algorithm 1. Define that xy unit involves Q1
XOR gates, where the value Q1 is based on the irre-
ducible polynomial F'(x). Generally, we have Q1 = d
for trinomials or Q1 = 4d for pentanomials (see the
example of (15) later).

o EPGI1 and EPG2 units: Since polynomial A is repre-
sented by a bivariate polynomial as A = Ay + A1y +

-+ A,_1y""!, we use n EPG components in parallel
to compute P4, = EPG(A;) for 0 < i < n — 1 (as seen
in Step 2.3). In Step 2.2, we use one EPG component to
compute Pg, = EPG(B;). Thus, EPG1 and EPG2 have
n+1S ;?P G(d ) space complexity with DgP G(d ) delay.
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TABLE 2. Listing of the complexities of the proposed structure and the existing digit-serial TOMs.

(a)

[ Structure [ #XOR [ #AND [ #FF |
[10] 2d(m — 1)T 2md m
221" 2md + 4kd — 2k + 2d — 2 2md + 4kd — 2k +4d — 2 | 6m + 2d + 2k
[23] 2md + 6m — 6m/d + 6 2md 4dmd + 3m
[24] 2md 2md + 2(d? + d)/2 4m +2d
NKATOM [20] (4d + 1)ym + 4d? + 8d 4dm + 4d? 4m + 2d
KATOM (Fig. 4) | (14.5n 4 9.5)d"°923 — 14nd — 6d + 3.5n + 1 (4n + 4)d°823 3nd + 4d
(b
[ Structure [ CPD [ Latency ]
[10] T4 + ([logy(T)] + [logy (m)])T'x 2[m/d] +2
22] Ta + (Jlogo(d+ 1))Tx 2[m/d] + 2
[23] 2Tx 2[m/d] + 2[log, d]
[24] Ta + ([logy d] + 2)Tx 2[m/d]
NKATOM ( [20]) Ta + [log,(d) [ Tx [m/d] + 2
KATOM (Fig. 4) | MAX (Dzy, Dt;, Dt,) ~ (2 + 2log, d)Tx n+ 2

For the proposed one, n = [m/d] (one can always check the corresponding references to get the detailed complexities, if there is a need).

*: The value of k is determined by the polynomial used, see [22].

DA | [x7

/EPGI1\ /EPG2 \

v v

Mult |

\&

Y
A
\

A
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FIGURE 2. The proposed DL-SIPO KA-based multiplier.

o Mult unit: This step performs T = Z,r'l:_o] Pp, © Pyy in
Step 2.4 of Algorithm 1, which involves n PWM compo-
nents. Therefore, the Mult unit requires nS If WM () space
complexity.

o RM unit: The RM unit is based on the R component of
KA decomposition to perform D = D+ Y7~ R(T;)y' in
Step 2.4, and the result is stored in the register < D >.
According to Step 2.4, we have obtained that RM unit
is using n R components, namely, RM unit has nng (d)
space complexity with D§(d ) XOR gate delay.

o FRP unit: This unit is operating C = D mod F(x) =
Z;’:_()l D;y' mod F(x), where y = x?. Based on the
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KA decomposition, each coefficient D; has (2d — 1)-bit
digit-size. Thus, let us define D; = Do ; + D1 ;y, where
Dy,; and D;; have d-bit and (d — 1)-bit polynomials,
respectively. We have

C =D+ Dy 51y mod F(x), )
where

D = Do+ (D1o+Do1)y

+ o+ D2+ Dop-1)y" "
The computation of D has (n — 1)(d — 1) XOR gates.
Since D + Di p—1Y" is (nd + d — 1)-bit polynomial, the
FRP unit involves Q2 = (n — 1)(d — 1) + 2d XOR gates
for trinomials, or 02 = (n — 1)(d — 1) + 4d XOR gates
for pentanomials.

As shown in Fig. 2, the digit-serial multiplier is com-
posed of three parts, so the designed multiplier requires
(n + 2) clock cycles, and the critical-path delay (CPD) is
MAX (DR (d)Tx, Ta +(DE"C(d) + 1)Tx). As analyzed above,
the digit-serial multiplier has the following complexities:

#XOR = (n+ DSEF(d)+nSE"™ (d)+nSR(d)+01+02,
#AND = nSY"M (a),

#FF = 3nd + nSy"™(d) — n,
delay = (n + 2)MAX(DR(d)Tx, Ta+(DES(d)+1)Ty).

(6)

IV. PROPOSED DIGIT-LEVEL SERIAL-IN PARALLEL-OUT
THREE-OPERAND MULTIPLICATION

In this Section, we define a partial product formula to derive
the proposed TOM algorithm to achieve an architecture with
subquadratic space complexity.
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Algorithm 1 The proposed DL-SIPO Multiplication Algo-
rithm

Input: A and B are two polynomials in GF (2™)

Output: C = AB mod F(x)

1. Initial step:

1L1.LA=Ag+Ay+--- +An_1yn_l;
12.B=By+Byy+---+B,_1y"!;

1.3.D =0;

2. Multiplication step:

2.1.fori=0ton—1do

2.2. Pp, = EPG(B));

2.3. PA = [PAO’ PA. sttt PAn—l]’ where PA,- = EPG(A,');
24, D=D+ R@;;g P, © Papy);

2.5. A =Aymod F(y);

2.6. end for

2.7.C = D mod F(x);

A. DEFINITION OF THE PARTIAL PRODUCT FORMULA

Let the bivariate polynomial A in GF(2™) be written as A =
Ag+A1y+ - +A,_1y"" ! over GF(2) with y = x¢. We can
define the following polynomial formula as

AD = Ao +Ay+--- +Aiyi. 7)

Wheni = 0, we have A©® = Ag.In general, the polynomial
A®D can be re-expressed as

AD = Ayl 4 ACD, )

In order to derive the proposed TOM, let us define first the
novel partial formula in the following theorem.

Theorem 1: Let A and C be two polynomials in GF(2")
constructed by the irreducible polynomial F(y). We can
define the partial product D = (Ag + Ay + - - - + Ay ) Cy!
mod F(y), where F(y) = y" 4 K. The partial product D% can
then be re-expressed as DV = DU=Dy 4+ A;Cy* mod F(y).

Proof: Assume that the partial product is defined by
DY = (Ag + A1y + --- + Ay )CY mod F(y). The product
DY can be rewritten as DO = (A9 + A1y + - - - + Apy)Cy!
mod F(y) = [(Ag + A1y + - - - + A1y DGy~ Ty + A;Cy*
mod F(y) = DDy 4+ A,Cy* mod F(y). O

Let us denote C = Cy* mod F(y). The partial product
DY in Theorem 1 can be re-expressed as

DY = DDy 4 A4;,cD mod F(y). ©)

Besides that, we can list each partial product D® as fol-
lows:

DO = AyC mod F(y),
D = (49 + A1y)Cy mod F(») =DVy+4,C" mod F(y),

DD = pi=Dy 4 A4,c? mod F(y).

As stated previously, we can use the iterative relation
of (2) to compute each partial product D®. Following
this, we employ (2) to derive a new digit-serial TOM in
Section IV-B.
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B. PROPOSED KA-BASED THREE-OPERAND MULTIPLIER
Using the polynomial presentation of (8), the product of A®)
and BY is rewritten as

APBY = Ay + AT D) By +BTY)
— ABY + (4B 4 BAGDyyi 4 AG-D R
— (A,'B(i) _{_Bl.A(i*l))yi + AG-DpGE=D. (10)

Given the recursive formula in (10), the partial product
ADB® can be obtained as

AYBY = AoBy + (A1B + BIAD)y + - + (4;B"
+BAT )y = PO+ 00, an
where

PO = AoBy +A1BVy + - + A;BDy mod F(y),
0" = BIAQy + By AWy + ... + BA Dy mod F(y).

We find that, since i = n — 1, C"~D = pr—1 Q("_l)
is exactly the product of A and B. Based on the recurrence
ADBD in (11), the TOM is derived as

E = ABC mod F(x)=P" VC 4+ 0" DC mod F(x), (12)

where C is another polynomial in GF(2™). In the followings,
we give the process to derive two partial products P~ C
and Q" V(.
« Computing P~V C: Based on the novel partial product
formula in Theorem 1, P'C in (12) can be rewritten as

pYc
= AoBYC + A BVCy + - - + A;BVCy mod F(y)
= AoDY + A\ DV + -+ ADY mod F(y),  (13)

where

DY = (Bo+Biy+ -+ + By )Cy' mod F(y)
— Dg_l)y + B;Cy* mod F(x).

Algorithm 2 illustrates the computation of P%)C accord-
ing to (13). Based on Algorithm 2, Fig. 3 shows the novel
digit-serial KA-based multiplier for computing P¥)C.
In order to reduce the CPD, Fig. 3 is decomposed into
three units (g, t1, and t, units). We then use the KA
decomposition to analyze the time and space complex-
ities of these three units (based on Section III). The
obtained complexities of EPG1, EPG2, Mult, RM, xy,
and FRP components are already listed in Section III
The #( unit performs Steps 6.1, 6.2, 6.3, and 6.6 of Algo-
rithm 2, and it involves EPG1, EPG2, Mult-1, RM1, xy,
and xy? components. The 7, unit performs Steps 6.4 and
6.5 of Algorithm 2, and it involves EPG1, EPG2, Mult-2,
RM2, and Add2 components. The # unit performs Steps
8 of Algorithm 2, and it involves FRP component. At the
initial step, register C is set as zero. After (n + 1) clock
cycles, the product result is stored in register < E >,
one extra clock cycle is required in the #, unit to produce
the final result P~V C. Therefore, the computation of

VOLUME 6, 2018



C.-Y. Lee et al.: Efficient Implementation of KA-Based TOM Over Binary Extension Field

IEEE Access

Algorithm 2 Computing the Product P”"~DC Based on KA
Approach

Input: A, B, and C in GF(2™) '
Output: P*~DC = Z;’;Ol AiDI(,l) mod F(y), where Dl(,l) =
(Bo + B1y+ - -- + Bjy")Cy mod F(y) and y = x¢

Initial step:

LA=Ag+A1y+ -+ A1y}
2.B=By+Biy+---+ By
3.C=Co+Cry+ -+ Cpy"!
4.D=0
50E=0
Multiplication step:
6. fori = 0ton-1
6.1. Pg, = EPG(B;)
6.2. Pc = [Pc,, Pc,, -, Pc,_,1,where Pc, = EPG(C;)
6.3.D = (Dxy+R(Pp,®Pc) mod F(y), where Pp,OPc =
[PB,'@PC()sPBi@PCIs"' sPB,'@PC,,,l]
6.4. PD = [PDovPDl"" ,PDn] and PA,' = EPG(A,'),

where PD,' = EPG(D,‘)
6.5.E =E + R(Ps; © Pp)
6.6. C = Cy? mod F(y)

7. end for

8. E = FRP(E)

P"=DC needs (n + 2) clock cycles, and the CPD is
MAX(Dyy, Dy, Dyy).
o Computing Q"~DC: Since 9"~ VC = BAOCy +
- +B;,A"=DCy"~! mod F(y), we can find that the term
DY = AG=DCyl in Q=1C is unsuitable for the partial
product formula in Theorem 1. To solve this problem,
Dﬁ;) multiplied by y can be rewritten as

O]

N
a
X

\<N

>

, b #
EPG1 EPG2
| Mult-2 |
4
RM
ks
Add2
Y
D E 2
FRP t

; |

FIGURE 3. The proposed digit-serial KA-based multiplier for
computing PO C.

Therefore, we can use similar structure of Fig. 3 to

compute Q(n_l)C mod F(x) in (15).

According to the preceding analysis, the derived P"*~DC
and Q"D formulas have the same structures. Note that the
KA block recombination (KABR) approach [21] so far leads

the best KA decomposition. Based on the KABR decomposi-

tion, Algorithm 3 shows the proposed KATOM based on (13)

and (15). Fig. 4 shows the proposed DL-SIPO KATOM based

Bq = Dg)y = ACy' mod F(x)
= @A +Ay+---+Ay)CY mod F(x), (14)
where
Ap =0,
Zj:Aj,I, for 15]51

As show in (14), we can then have

X_: y=A>1,

where the symbol “>> 17’ denotes the right shifting of
polynomial A by sub-polynomial with d-bits. We can
find that the result Dq) is suitable for the partial product
formula 1n Theorem 1. From (14), we have obtained
Df;) = D y’1 Thus, Q"D can be expressed as

(n—1)

Q<"—‘>C = —@ C mod F(x)
—=(0) e

(BoD +B1D,

—(n— 1)

+--- +By1D, )mod F(x). (15)
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on Algorithm 3. As shown in Fig. 4, the proposed structure
is divided into thee units (fy, 1, and #;). In the followings,
we analyze the complexities of thee units:

e fo unit: This unit performs Steps 6.1, 6.2, 6.3, and

6.6 of Algorithm 3. It involves two EPG1 components,
one EPG2 component, two Mult-1 components, two
Addl components, two xy components, and one xy>
component. The value Q1 is the space complexity of xy
component. As shown in Fig. 4, we have obtained that,
based on the KA decomposition approach, EPGI1 has
one EPG component; EPG2 has n EPGs; Mult-1 has n
PWM components. Add1 component involves nd XOR
gates. Thus, #( unit has (n + 2)SEFG(d) + 2nSR(a) +

259441 285 + SXy XOR gates and 2nSE"M (d)
AND gates, and its CPD is D;, = (1 + DES(a) +
DR(d)Tx + Ta.
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Algorithm 3 The Proposed TOM Based on KA Approach
Input: A, B, and C in GF(2™) _
Output: P*"DC = Y"1 A;DY mod F(y), where D)) =
(Bo +Biy+ -+ + Biy')Cy' mod F(y) and y = x*
Initial step:
LA=Ag+Ay+ - +A,_1y"!
2.B=By+Biy+---+B,_1y"!
3.C=Co+Cry+ -+ Cpyy™!
4.D1 =D =0
50E=0
Multiplication step:
6.fori=0ton—1

6.1. Pp, = EPG(B), P;, = EPG(A;), and Pc =
[Pcy, Pc,, -+ . Pc,_4]

62.T) =P, ©OPcand T = le, ®© Pc

6.3. D1 = (D1 x y +R(T1)) mod F(y) and D, = (D> x y
+R(T3)) mod F(y)

6.4. PD[ = [PDI_O’ PDI.I’ R PDl.,l], PD2 =
[PDz_()’ PDzyla IR PDZ,n]’ PB,' = EPG(BZ)’ and
P4, = EPG(A))

6.5.E = E + R(Ps, © Pp, + P4, © Pp, x y ")
6.6. C = Cy* mod F (y)

7. end for
8. E = FRP(E)
o 1ty unit: This unit performs Pp, = [Pp,,, Pp,,,- -
Pp,,l, Pp, = [Pp,y,Pp,,, "+, Pp,,]s Pp

EPG(B;), Py, = EPG(A)), and E = E 4 R(P4, ©
Pp, + Pa, © Pp, x y~!) in Steps 6.4 and 6.5 of
Algorithm 3. As shown in Fig. 4, the symbol “<<1”
is performed by xy~! without doing modulo reduction,
namely, it is done by right-to-left shifting. The compu-
tation of E = E + R(P4; © Pp, + P4, © Pp, x y 1)
involves one Add2 component, “<<1”’, two EPG1 com-
ponents, two EPG2 components, Add3 component, and
two Mult-2 components. The Mult-2 involves (n + 1)
PWM components with T4 delay. Add2 performs the
sum of Py, ® Pp, + Pa, © Pp, x y~', where Pp,
involves (n+ 1)Pp, ; sub-product results, and each Pp,
has S§"(d) bits. Thus, Add2 has nSE"™(d) XOR
gates with Tx delay. Add3 component has nd + d
XOR gates. RM2 has (n + 1) R components. Thus, #
unit has 2nS"M AND gates and (n + 1)SR(d) + (2n +
4)SEPG(d) 4 54942 4 54443 XOR gates, and the CPD is
Dy, = Ta + (Dy"(d) + DE(d) + 2)Tx.

o 1 unit: This unit performs £ = FRP(E) in Steps 8 of
Algorithm 3. > unit involves one FRP component, which
has Q2 XOR gates, and the CPD is D;, = 2Tx.

At the initial step, register C is set as zero. After (n 4 1)
clock cycles, the product result is stored in register < E1 >
and one more clock cycle is required for the #3 unit to
obtain the final result E = ABC. Therefore, the proposed
KATOM structure needs (n + 2) clock cycles, and the CPD
is MAX(Dy,, Dy, Dy,). From the analysis above, the proposed
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FIGURE 4. The proposed structure for computing TOM.

DL-SIPO KATOM is estimated as

#XOR = (3n + 6)SE7O(d) + Sx™ + 2541 + ¢4

2
+Gn+ DSR) + 285" + S5 + SER°,
#AND = (4n + 2)SE"M (d),

#FF = 4nd +d,
delay = MAX(Dy,, Dy,, Dy,), (16)
where
Sf}ddl = nd

SAdd2 _ y GPWM ()
S5 — nd 4 d,
SgY =01 =d,
s =201,
SERP = 02 = (n — 1)(d — 1) + 2d.

V. COMPLEXITY AND COMPARISON

The complexities of the proposed KATOM are evaluated
on the situation when the field is generated by trinomi-
als. Generally, the implementation of TOM can be real-
ized through strategies such as digit-serial [20] structure,
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TABLE 3. The synthesized results for our proposed structure and the best existing TOM over GF(2499).

| [ Digit | Latency | #XOR [ #AND | #FF | CPD [ ACT | Arca | ADP
6 78 | 44.068 | 28040 | 7542 | 03 | 84 | 80,551 | 678308
NKATOM [20] —=5 6 [ 9152 | 60.060 | 7.687 | 034 | 5.1 | 158,900 | 810.390
) 6 38 | 40663 | 9,135 | 7.88 | 04 | 112 | 57.655 | 636,072
KATOM (Fig. 4) —5 16 [ 67262 | 13.961 [ 8248 | 048 | 768 | 89.472 | 637.145

ADP: Area-delay product = area X ACT.

Note that in [20], the authors have shown their design outperforms the ones of [10], [22], [23], and [24], we hence only list the design of [20] as comparison.

KA-based bit-parallel [19] design, and 2 two-operand mul-
tiplier ones [10], [22], [23], [24]. While the implementation
of the proposed KATOM structure is based on the digit-serial
approach (as seen in Fig. 4) combined with KA decomposi-
tion. Table 2 shows the comparison of the proposed structure
and the existing TOM structures [20], [10], [22], [23], [24].
As shown in this table, for the same digit-size d, different
structures have different area and time complexities deter-
mined by their structuring styles. But it is worth mentioning
that the proposed KATOM structure can obtain subquadratric
space complexity, which leads to lower area complexity than
the existing ones.

To further estimate the area-time complexities of all these
designs, we have used the FreePDK base kit [25] and the
45-nm NanGate’s library to synthesize the proposed and the
existing TOMs. Note that in [20], Lee et al. have shown their
design outperforms the ones of [10], [22], [23], and [24],
we hence only list the design of [20] as comparison. Both
designs are synthesized at 1 GHz clock frequency. We have
chosen digit-size of d = 16 and 32 to synthesize our proposed
structure and the corresponding TOM ( [20]) over GF (24%9).
After that, we estimate the CPD (ns), latency (clock cycles),
average computation time (ACT) (ns), and area complexity
(um?) of the two designs, respectively. Table 3 shows the
synthesized results for our proposed structure and the existing
TOM. As shown in this table, we find that the proposed
KATOM structure, for the digit-size 16 and 32, has about
28.6% and 43.7% savings in area-complexity, respectively,
when compared to the existing TOM, namely the proposed
TOM has significant lower area-complexity than the existing
one. Moreover, one can find that the proposed design has
smaller area-delay product (ADP) than the competing one (at
most 15.21% smaller), the overall area-time-complexities of
the proposed TOM is better than the existing one though the
proposed structure has slightly higher delay-complexity than
the existing TOM.

VI. CONCLUSION

In this paper, through two interdependent stages’ efforts,
we have presented a novel KA-based TOM for low-
complexity implementation. A novel digit-serial KA multi-
plier is introduced first. Then, we have defined a new partial
product formula to obtain an efficient derivation of TOM
algorithm. Based on the proposed algorithm, we have pro-
posed an efficient KATOM structure to further reduce the
space complexity (based on the proposed KA multiplier).

VOLUME 6, 2018

As shown from the estimated results, the proposed KATOM
structure has significant lower area complexity and smaller
ADP when compared to the competing TOM. The proposed
KATOM is quite regular and therefore can be extended and
employed in many cryptographic applications.
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