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ABSTRACT The smart campus can monitor students in real time by analyzing students’ images, but a large
number of images bring an unbearable burden to the smart campus. The convenience of cloud computing has
attracted smart campus to outsource their huge amount of data to cloud servers. Although the outsourcing of
data can reduce the computational and storage burden on smart campus, the privacy preserving becomes the
biggest concern. This issue has attracted many researchers to study the protection of outsourced multimedia
data. In this paper, we propose an effective and practical privacy-preserving computation outsourcing
protocol for the local binary pattern (LBP) feature over huge encrypted images. The image owner uploads
the encrypted version of images to the cloud. The cloud server takes the responsibility of extracting the
LBP features from encrypted images for various applications. In the encryption process, an image is divided
into non-overlapping blocks at first, and the blocks are shuffled to protect the image content. Next, all the
non-center pixels in each block are shuffled. Finally, the pixels are encrypted by splitting the original image
data randomly. When such an encrypted image is received, the cloud servers can calculate the LBP features
by secure multiparty computation. The extracted features can be applied to many applications, such as texture

classification, image retrieval, face recognition, and so on.

INDEX TERMS Cloud computing, local binary pattern, privacy-preserving, smart campus.

I. INTRODUCTION

In the past few years, the explosive growth of knowledge
has led to a variety of ways to spread knowledge and edu-
cation. The transformation of education model has induced
the smart campus, which implements education by combining
information and information technology to meet the various
needs of students and schools. Specifically, there are many
new learning applications and services in smart campuses.
A typical example is to feedback the student’s position sta-
tus in real time by continuously monitoring and analyzing
various students’ image information (such as cloud comput-
ing [1] platform). In the daily life of campus, billions of
digital images are generated every day. We can continuously

monitor and analyze information of students by analyzing
image features. However, this leads to an unaffordable storage
and calculation problem. Smart campus images can be stored
in cloud servers and smart campus image features can also be
extracted through cloud computing to alleviate storage and
computation problems. Nevertheless, there are many chal-
lenges that need to be solved, such as the security problem
of smart campus images in cloud computing.

As a new information technology, cloud computing pro-
vides the data owners with a wealth of storage and computing
resources. By outsourcing large amounts of multi-media data
and complex computations such as image feature extrac-
tion operations to the cloud, data owners can reduce local
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data management and huge computational burden. The data
owners get a huge profit, but outsourcing inevitably brings
security problems, because the data owners have very little
control over the data after the outsourced data. Specifically,
images may involve sensitive information such as personal
identity, geographic location and even social relationships.
Therefore, uploading the unprotected multimedia data to the
cloud server may cause personal privacy to be leaked.

Outsourced image data can reveal the privacy of image
owners. Extracted image features may also reveal impor-
tant privacy information. An attacker could guess the image
contents by analyzing the image database in the cloud
server. Therefore, it is important to protect the privacy of the
image by means of encryption. In order to protect the privacy,
images should be encrypted before outsourcing. The encryp-
tion is common way to protect information, but the encrypted
images (i.e., ciphertext) will hinder the operations normally
performed in plaintext. This leads to the fact that the extracted
image features in ciphertext domain lose the effectiveness of
original features.

In the present study, a number of privacy protection out-
sourcing solutions have been proposed. These works mainly
focus on the calculation of digital data or text data which
can handle a variety of mathematical problems, including
modular exponents [2], sequence comparisons [3], linear
equations [4] and kNN searches [5]. On the other hand,
in recent years, some existing works focus on extracting
image features from encrypted images such as scalar invariant
feature transform (SIFT) [6], [11], [17], [18] and histogram of
oriented gradient (HOG) [7]. They use Paillier cryptographic
system [8] or somewhat homomorphic encryption [9] to pro-
tect the privacy of images without affecting the extraction of
image features. The application of privacy-preserving data
in the ciphertext domain has been extended to the areas of
multimedia content retrieval [10] and face recognition [11].

Image features are widely used in various fields such
as object detection [12], image retrieval [13], [14], infor-
mation hiding [15], fingerprint detection [16], etc. LBP
(local binary pattern) features are widely used in many
fields of computer vision because of the simple calculation
of LBP features and good effect. In this paper, we pro-
pose a secure method to extract the LBP features from the
encrypted image. The images are typically encrypted by
block permutation, pixel permutation, and image segmenta-
tion. The specially-designed encryption can support direct
extraction of the LBP features even from the encrypted
images at the cloud. Additionally, it can be made that the
extracted feature is also encrypted but support similarity
computation.

The contributions of outsourced secure LBP extraction are
summarized as follows.

(1) As far as we know, our proposed secure LBP extraction
scheme is the first privacy-protected LBP extraction
scheme in the ciphertext domain. This algorithm can be
used for many LBP-based applications while protecting
privacy.
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(2) We encrypt images by block permutation, pixel per-
mutation, and image segmentation. These three steps
can well protect the image content without affecting
the direct extraction of LBP features. In this way, our
secure LBP feature can be extracted on multiple cloud
servers without requiring additional communication
between the image owner and the cloud server.

(3) Other features extracted by the privacy preserving
image feature extraction scheme are encrypted and
can only be used after the feature has been decrypted
by users. In contrast, LBP features extracted in
our scheme can be used directly without decryption
and the application effect on image retrieval is not
bad.

The rest of this paper is organized as follows: In Section II,
we elaborate on the re-search status of the privacy-preserving
of image feature extraction. In the next section, we intro-
duce system model, security model and some preliminar-
ies. In Section IV, we formally present the scheme design.
In Section V, we describe analysis privacy, of the proposed
scheme. In Section VI, we describe evaluation of the correct-
ness, of the proposed scheme. Finally, conclusions and future
work are given in Section VIL.

Il. RELATED WORKS

As far as we know, Lowe [17] is the first to propose a secure
SIFT [18] feature extraction method. The encryption method
they use is Paillier homomorphic encryption. Homomorphic
encryption [19] can satisfy the addition and multiplication in
the ciphertext domain and can be used to solve convolution
operations in SIFT computation, but it cannot solve the com-
parison operation. Therefore, the author designed a ciphertext
comparison scheme where the data owner generates a number
of encryption thresholds for secondary communication, but
this requires huge storage, computation and communication
costs. In addition, Paillier homomorphic encryption cannot
calculate square root in the ciphertext domain. Therefore,
the author modified the step of feature descriptor calcula-
tion, which caused the extracted SIFT to lose its original
characteristics.

Wang et al. [7] proposed two schemes for shape-based
feature extraction of encrypted images, one is more prac-
tical and easier to implement but lacks proof of security,
while the other has proven security. However, the exper-
imental analysis provided by the author is too short and
not persuasive. Qin ef al. [20] found that the location of
SIFT feature points would reveal the shape information of
the image. They proposed a secure SIFT extraction method
using order-preserving encryption and random permutation.
They modified the original steps of SIFT to facilitate feature
extraction, but reduced the number of directional features of
the original SIFT.

Recently, Dalal and Triggs [21] proposed a secure SIFT
feature extraction method by using somewhat homomor-
phic encryption. The authors proposed two security proto-
cols; batch safety multiplication protocol and batch security
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comparison protocol, to handle SIFT extraction in encrypted
domain and improve efficiency. As in the previous
paper [20], this approach modifies the original SIFT steps
and reduces the number of directional features. Considering
the similarity between HOG (histogram of oriented gradi-
ents), SURF (speeded up robust features) and SIFT features
in convolution operations and comparison operations, in their
other works [22], [23], the authors applied these two proto-
cols to implement the secure extraction of HOG [24] and
SURF [25].

Lietal [26] proposed a double decryption-based privacy-
preserving SIFT scheme over the encrypted domain. The
authors use BCP (Bresson, Catalano and Pointcheval) [27] as
their encryption scheme, which is an additively homomorphic
scheme with double decryption mechanisms and is actually a
variant of Paillier homomorphic encryption. They used secure
multiparty computation [28] to perform comparisons during
the positioning of extreme points. Their scheme reveals the
location of the key points. Their scheme requires huge storage
and compute costs and they still do not address the issue of a
reduction in the number of directional features resulting from
modifying SIFT extraction steps. Jiang et al. [29] proposed
an effective and practical privacy-preserving scale-invariant
feature transform (SIFT) scheme for encrypted image. It uses
leveled homomorphic encryption [30] based on new encod-
ing schemes, new homomorphic comparison, division and
derivative encryption. Their scheme can realize higher com-
puting efficiency, greatly reduce communication cost and
interactive times between user and server, and perform correct
feature point detection, accurate feature point description and
image matching.

There are some shortcomings in the above researches.
Their schemes require huge storage and compute costs and
they still do not address the issue of a reduction in the
number of directional features resulting from modifying
SIFT extraction steps. Since the feature extraction operations
include mathematical calculations such as addition, subtrac-
tion, multiplication and division, the selection of encryption
algorithms is particularly important. To satisfy mathematical
calculations, some schemes use homomorphic encryption,
but additional comparison schemes are needed to extract
extreme points. Some schemes use order-preserving encryp-
tion to ensure that the ciphertext order is the same as the
plaintext order to facilitate comparison of ciphertext sizes.
The time complexity of homomorphic encryption is too high,
and the image owner takes a lot of time to encrypt the image
locally. The extracted features must be decrypted before
they can be used, which increases communication costs.
It is not guaranteed that the original properties of SIFT are
not changed. The existing privacy-preserving feature extrac-
tion algorithms mainly focus on SIFT or similar features
to SIFT.

In this paper, we seek for secure outsourcing of another
prevalent feature extraction method of LBP which has been
widely employed in many applications.
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lll. SYSTEM OVERVIEW AND PRELIMINARIES

A. SYSTEM MODEL

For the feature extraction system that protects users’ privacy,
this paper takes into account the scenario shown in Fig. 1.
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FIGURE 1. System models.

Data owner holds a large-scale image databases
J = {1;}]_,, to be outsourced for cost saving and effi-
cient utilization. For privacy preserving, the image database
needs to be encrypted before being uploaded, generating two
encrypted image sets C; = {Cy;}}_; and € = {Cy}L,.
Except the image encryption, the image owner would like
to outsource the computation and storage tasks to the cloud
server as many as possible. Moreover, the data owner sends
the application request to the cloud server.

Cloud server stores the encrypted image for the data owner
and provides the LBP feature extraction service for the data
owner. In our system, the expected image processing results
are a set of LBP features and LBP-based application results.
The cloud consists of two entities, which are independent
cloud server providers. The functions of these entities are as
follows:

Server 1 and Server 2 receive the encrypted images. They
receive different encrypted images respectively. Then they
calculate the received encrypted images respectively. Server 2
sends the result to Server 1. The LBP feature is finally
extracted by Server 1. In the following article, Server 1 and
Server 2 are respectively written as S1 and S>.

In addition, the cloud server in our solution also provides
LBP application services. In order to achieve the purpose of
protecting privacy, the cloud server does not have to under-
stand the results from the request sent by the data owner.
The cloud returns extracted image features or feature-based
operational results to the data owner. In other words, the cloud
server is powerful in completing the requested task, but does
not compromise data privacy

In our model, the user only needs to prepare a copy of the
encrypted image as an input and then send it to the server
for other operations. Moreover, the server generates the LBP
through a secure multiparty computation framework without
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having to know or learn anything to compromise the privacy
of the user.

B. SECURITY MODEL

Our goal is to protect the privacy of image content while
enabling the cloud server to execute the LBP algorithm on it.
Specifically, we treat the image content’s information (pixel
values and descriptive features extracted from images) as the
data owner’s personal information.

In our security model, we consider the cloud server to be
“honest-but-curious” and “independent”. That is, the cloud
server correctly implements the security LBP algorithm.
However, the cloud server tries to learn additional informa-
tion from encrypted data and all of operations performed
by it. In our scheme, the data owner uploads the encrypted
images to the cloud server, which performs all operations
on the encrypted images. However, the cloud server has no
other information than the encrypted LBP features, and the
encrypted LBP features do not reveal any information about
the image. Therefore, the privacy of image content can be
preserved from the cloud server. Similar to a secure multi-
party computing scenario, we assume that cloud entities are
“independent” of each other. Here, S and S> would explic-
itly state non-collusion.

C. LOCAL BINARY PATTERN

Local binary pattern (LBP) was firstly proposed in 2002 for
the texture representation [31]. In the calculation process of
LBP, the image is divided into overlapping blocks with a
fixed size such as 3 x 3. The center and its 8 neighbors in
each block are compared with their gray value. The position
is marked as ‘1’ if the corresponding gray value is larger
than the center pixel value; otherwise, the position is encoded
by ‘0’. Then, the 8 points in the 3 x 3 block produce an
8-bits binary number, and the LBP value is obtained. The
extraction process is illustrated in Fig. 2. Finally, the image
is represented by the histogram of LBP values.

53 | 81 | 32 A1 17 | 32 0, 1 |0
] Binary code:
6a | 68 | g7 DMl o g3 |Tweshod | | 1 01010011
J LBP: 83
74 | 45 | 45 10 | -19 | -19 1100

FIGURE 2. Extraction of the original local binary pattern.

A more formal LBP operation can be defined as

p—1 .
LBP (e, ye) = ), 2s(p — i), M

where (x.,y.) denotes the position of the center pixel,
ic and i, denote the brightness of the adjacent pixels.
s(-) denotes a symbolic function:

1 i x=0
s(")_{o else.

This description method allows researchers to capture the
details of the image well. In fact, researchers can use it to

@)
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get the most advanced level in texture classification. Because
LBP features have the ability to depict local texture fea-
tures of images, they are widely used in the fields of image
retrieval [32] and face recognition [33], [34].

IV. THE PROPOSED SCHEME

There are three entities in the proposed scheme, the image
owner, the cloud server S and the cloud server S,. The image
owner needs to save the image to the remote server. To pro-
tect privacy, the owner needs to encrypt the images before
uploading the images. In our scheme, we generate two
encrypted image sets. Both servers receive different sets
of encrypted images. After receiving the encrypted images,
the cloud servers perform the same calculation operations on
the encrypted image sets, and then a communication between
S1 and S will be carried out. Finally, the LBP feature is
extracted from the encrypted image by S1. We call our scheme
as PPLBP.

A. OVERVIEW OF THE PROPOSED SCHEME

The proposed scheme includes three algorithms which are
respectively executed by three entities, i.e., GenKey and
Enclmg algorithms executed by the image owner, LBP fea-
ture extraction executed by cloud servers. Then, other algo-
rithms like image retrieval or face recognition are performed
by using LBP features.

First of all, the image owner generates a set of secret
keys X by GenKey algorithm. Then, the owner runs Enclmg
to encrypt the image database J = ({I;}}_, and gener-
ates two encrypted image databases C; = {Cy;}i_, and
G2 = {C2}i_,. The image owner sends the encrypted image
database € and C; to S and S;. Besides, the set of secret
keys X is reserved by the image owner. A summarization of
the algorithms is presented in Fig. 3.

Image owner side:

K «The key secret generation algorithm takes the
security parameters as the inputs and returns the secret
key K. This step is abbreviated as GenKey.

C «The image encryption algorithm takes the secret
key K and the image database J as inputs, then returns
the encrypted image databases C; and C,. This step is
abbreviated as Enclmg. Finally, the data owner
uploads C; and C, to S; and S,.

Cloud servers side:

F «LBP is the feature extraction algorithm which
takes as inputs the encrypted image databases C, and
C,, then returns the set of features F.

FIGURE 3. Overview of the algorithms in the secure image LBP extraction
scheme.

In the following sections, we present a detailed introduc-
tion of our PPLBP protocol.
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B. ENCRYPTION

In order to protect the image owner’s image privacy,
the image is encrypted before outsourced to the cloud sever,
as described in follows. The image consists of two types
of information, color and texture information, which require
appropriate protection [35]. In our scheme, the color infor-
mation is protected by image segmentation, and the texture
information is protected by shuffling the pixel position.

The images are divided into 3 x 3 non-overlapping blocks
which are shuffled by random permutation. Following, the
pixel locations except for the center point in each block are
shuffled in the same order. Therefore, we need to generate
a pseudo-random permutation generator and a secret key for
the image segmentation as follow:

Kene = {RandGen, kip, kpp. kseg } - &)

The encryption process is illustrated in Fig. 4.

The data owner

Image
encryption

Block Permutation

\ 4

Pixel Permutation
Image Segmentation

FIGURE 4. Overview of the encryption process.

1) BLOCK PERMUTATION

The secret key k) is used to generate random permutations
from the range [1 ... blocknum], where blocknum is the total
number of non-overlapped blocks in an image. Here, the ran-
dom permutation generated is used to shuffle image blocks.
The random permutation is generated with kp, as follow:

rand_pmty, < RandGen(kpp, [1, ..., blocknum]). (4)

The total number of non-overlapped blocks in image J is
calculated as = “48%1%¢

The image J is divided into blocknum 3 x 3 non-
overlapping image blocks. We denotes the non-overlapping
image blocks as block. We define the permutated image
as J' and divide 7’ into the blocks denoted as block’. For

Vblock' [i] € 7', do block' [i] < block | randp, i1 ]. The

process of block permutation is defined in Algorithm 1.

2) PIXEL PERMUTATION

The secret key k,,, is used to generate random permutations.
The ky, is used to generate random permutation from the
range [1...8], where the number of pixels around the center
pixel is 8. We define the permutated image as J” and divide J”
into blocknum 3 x 3 non-overlapping image blocks denoted as
block” . For j-th block block”! C 3", the random permutation
is used to shuffle pixels and generated as follows:

rand_pmt,, < RandGen(kpp, [1, ..., 8]). (®)]
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Algorithm 1 BlockPMT

Input: J, kpp

Output: J/

1: Calculate the total number of non-overlapped blocks in
image J as blocknum = 5=

2: Generate the random permutation rand,mt b <
RandGen(kpp, [1, ..., blocknum]);

3: Divide the image J in to non-overlapped blocks denoted
as block;

4: Define the permutated image as J', divide J’ into the
blocks denoted as block’;

5: for Vblock' [i] € I’ do

6: block’ [i] < block [randpmtbp[i]]

7: end for

Algorithm 2 PixelPMT
Input: 7', kp),
Output: 3"
1: Denote the permutated image as J”;
2:Divide J into the blocks denoted byblock’;
3: Divide the J” into non-overlapped blocks denoted by
block”;,
4: Generate the random permutation for j-th block
blockj’/ C J” as rand_pmt,, < RandGen(kyy, [1, ..., 8])
5: for Vblock’! < 7" do
6: for Vblock]’/ [i] e block]’.’ do
7 block” [i] < block’ [rand_pmtpp[i]]
8: end for
9: end for

Then, for Vblock]’-’ [l € block]’-’ , do block” [i] <« block’

[rand_pmt ,,[i]]. The process of pixel permutation is defined
in Algorithm 2.

3) IMAGE SEGMENTATION
The secret key kgeg is used to split the images and generated
as follows:

kseg < RandGen(imgseg). (6)

We denote the final encrypted image as C. For an image
1" with size of n x n pixels, use kg selects n? integers from
[0, 255] as Cy;. For V]i// cJ,do Cy; = Ii// + Cy;.

Finally, the encrypted images are uploaded to the cloud
server. The process of image segmentation is defined in
Algorithm 3 and the whole process of image encryption is
defined in Algorithm 4.

C. FEATURE EXTRACTION

The feature extraction operation requires interaction between
S1 and S, to complete the comparison operation. One of the
most famous protocols for comparing private data of two
parties is Yao’s millionaires’ problem [36]. Inspired by their
ideas, we also use secure multiparty computation to build our
comparative agreement.
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Algorithm 3 ImgSeg

Algorithm 5 Feature Extraction

Input: 77, kgeq

Output: C; and G,

1: Denote the final encrypted image as C;

2: Generate the secret key as kg, < ImgSeg;

3: For an image I/ with size of n x n pixels, use kg selects
n? integers from [0, 255] as C»;

4: for VI' C J” do

5. Cii= Ii// + Cy;

6: end for

Algorithm 4 Image Encryption

Input: J; Kgye

Output: C; and G,

1: forVI; C I do

2: I = BlockPMT(I;, kpp);

3: I = PixelPMT(I}, kyp);

4: €y, C = ImgSeg (I", kyeg);
5: end for

After receiving the encrypted images, the cloud servers
divide the images as the image owner does. S calculates the
pixel difference between the center of the block and the pixels
around it as (Cy; — Cyj). S calculates the pixel difference
between the center of the block and the pixels around it as
(C2i — C3j), then sends the differences to Sy. After obtaining
the above information, S subtracts the received differences
from its own differences. We will explain the principles of
mathematics as follow:

(Cri = Cy) = (/' + C) - <1j” + Czj)
= (Ii” — Ij”) + (Coi — C)), @)
(Cri = Cyj) = (Coi = C) = (15’ - ’j”) : ®)

So §; gets the difference between the center of the image
and the surrounding pixels in the image I”.

Then, the encrypted LBP feature is extracted from the
encrypted image in the same way as in plaintext image. The
only difference is that, in plaintext domain, the features are
calculated from overlapping blocks, but in the encryption
domain, the features are calculated from non-overlapping
blocks. The whole process of feature extraction is defined
in Algorithm 5. The feature extraction process is illustrated
in Fig. 5.

V. SECURITY ANALYSIS

The image content in our scheme is protected by three times
of block permutation, pixel replacement and image segmen-
tation. Our security proofs follow the paradigm in secure
multi-party computations [37].

As shown in Fig. 6, for the ciphertext-only attack
(COA) [38] model, we consider an ideal functionality F
and the corresponding information leakages of our scheme.
Ciphertext-only attack refers to exhaustive attack when only
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Input: €1, C; and size of blocks

1: At €y, use size of blocks to block the images.

2: for Vblock do

3: Cyi —Cyj, Cyj is the center of the block, Cyj is an inner
non center point

4: end for

5: At Gy, use size of blocks to block the images.

6: for Vblock do

7. Cpi — Cyj, Cyj is the center of the block, Cy; is an inner
non center point

8: end for

9: §» sends all differences to S

10: for Vblock do

11:  (Cii— Cyj) — (Cai — Cy)

12: end for

Block Permutation

Calculate the difference 2,
between the center point

Block Permutation

and the non-center point Calculate the dlfferem.:s:lj2
in the block between the center pO}nt
and the non-center point
» in the block
[

Server 1 Server 2

FIGURE 5. The process of feature extraction.

encrypted text can be accessed by adversaries. The execu-
tion of our scheme involves the interaction between cloud
servers and users, which is defined as the real experiment. The
honest-but-curious and independent cloud servers are defined
as the adversary A. The simulator § is defined to simulate the
view of the adversary A by using the functionality I only.

A. SECURITY OF IMAGE CONTENT

The simulator 8 knows the number of images and the size of
images. However, S can only fill the images with the random
generated pixels.

In order to analyze the security of the image content,
we observe the data of each cloud entity. For S, it only has
the encrypted image set Ci, and there are also differences
(C1i — Cyj) — (Cai — Cyj) between the center point within the
block and the non-center point within the block after block
permutation and pixel permutation have been performed.
As long as the client generates a new key each time to encrypt
the image, the image segmentation mechanism provides secu-
rity for the image content. The strength of the ciphertext
security depends on the security of the pseudorandom gen-
erator function used. (Ci; — Cyj) — (Cai — Cy) is already
encrypted by image texture protection. Its security strength
is 256blocknum.

The texture information of an image is protected by block
and pixel permutation. The security strengths of block per-
mutation is equal to blocknum!. The security strengths of
pixel permutation is equal to blocknum x (8!), respectively.
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The ideal functionality F of our scheme as well
as information leakages.

F: Storelmage(J)

Functionality. Image owner encrypts the images
J, and generates two sets of encrypted images C4
and C,. Then, image owner uploads C; to the
cloud server §7 and €, to the cloud server S,.

Storage leakage. The informations leaked here
includes €4 and Cj, the size of images, and the
number of images.

F: ExtractFeature(C4, C3)

Functionality. Cloud servers extract LBP features
from encrypted images in €4 and C,.

Feature leakage. The information leaked here
includes the encrypted LBP histograms, the
similarities among the LBP histograms, and the
distributions of LBP histograms.

FIGURE 6. The functionality F and information leakage in our framework.

The image content is made up of all of these information
and the security strength of permutation in our scheme can
be calculated as: blocknum! + blocknum x (8!).

For S, it only has the encrypted image set C,. The
encrypted image set Cp does not contain any image
information.

B. SECURITY OF FEATURES

In our scheme, the LBP histograms are calculated from
encrypted grayscale values of images. Due to the pixel per-
mutation in blocks, the extracted LBP histograms are also
the permutated ones. In this case, the cloud server cannot
extract valid LBP features without the secret permutation
keys. Otherwise, the server can guess the content of encrypted
images by searching the database with the LBP features gen-
erated from the specially selected images. With a simulated
image I, 8 can simulate LBP histograms of the simulated
images. The computational complexity of a distinguisher D in
distinguishing the histogram is 256! which means a 1684 bits
security strength.

VI. PERFORMANCE ANALYSIS

This section evaluates the performance of the proposed
scheme in terms of encryption effectiveness, retrieval accu-
racy and face recognition rate. We implement the proposed
scheme with MatLab 2014 on a Linux operation system
with Intel(R) Core(TM) i7-6800K CPU @ 3.40GHz and
16 G memory.

A. EFFECTIVENESS OF IMAGE ENCRYPTIONS
In our protocol, the images are encrypted by block permuta-
tion, pixel permutation and image segmentation. Fig. 7 shows
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(c) (@)

(d) (h)

FIGURE 7. The visual effect. (a) ~ (d) The visual effect of the original
image. (e) ~ (h) The visual effect of the encrypted image.

the encryption of the image. The Fig. 7 (a) ~ (d) show the
original images. They contain different shades of color and
gray images. The Fig. 7 (e) ~ (h) show the visual effect
of the encrypted image. Encryption operations are based on
grayscale images. Because the image segmentation will make
the gray value greater than 255, the encrypted image will be
a white blank image, where the normalized method is used
to display the image likes Fig. 7 (e) ~ (h). Obviously it is
impossible to guess the image content from the encrypted
image.

The Fig. 8 (a) ~ (d) show the original LBP. We found that
the original LBP will leak a lot of image texture information.
The Fig. 8 (e) ~ (h) show the LBP after pixel permutation
and image segmentation in the encryption process. Obviously
it is possible to guess the image texture without block per-
mutation. In particular, the texture information of the face
image is more pronounced likes the Fig. 8 (e) and (g). The
Fig. 8 (i) ~ (1) show the PPLBP which will not reveal the
image texture information. So we use block permutation to
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(@) (e) (h)

FIGURE 8. The visual effect of LBP (The size of the encrypted LBP is

1/9 the size of the original LBP). (a) ~ (d) The visual effect of the original
LBP. (e) ~ (h) The visual effect of the LBP without block permutation.

(i) ~ (1) The visual effect of PPLBP.

protect the texture information of the image. Since the size
of the image after encryption is only one-ninth of the original
size, we have magnified the size of Fig. 8 (e) ~ (1) for more
intuitive.

B. HISTOGRAMS COMPARISON

In the application, LBP histograms are used. As shown in
Fig. 9 is LBP histograms of Fig. 8 (a) with different encryp-
tion schemes. We normalized the histograms to facilitate
analysis of the results. Fig. 9 (a) shows the histogram of
the original LBP. Fig. 9 (b) shows the histogram of the LBP
without pixel permutation. We can find out by comparing the
histograms that there are some differences between the two,
but they are very similar. Fig. 9 (c) shows the histogram of
PPLBP. Obviously, the histogram of PPLBP differs greatly

VOLUME 6, 2018

Frequent value
o =] o & o f} o
o o o o o o o
[ = m o ~ [=x) @0
L L L L L L

o

=

ra
L

0.01 A

0 50 100 150 200 250 300
LBF value

(a)

0.0s T T T T T

Frequent value
o =) o o =] o
o o o o o o
G B @ @ S
| L I |

o
=
=

0.01

a a0 100 180 200 250 300
LEP value
(b)
02 T T T T T
0.18 q
0.16 q
0.14 4
0.12 g

Frequent value

RN .ILMLJ I 0 Y |

] 50 100 150 200 250 300
LEP value

(c)

FIGURE 9. The histogram of LBP of Fig. 8 (a). (a) The histogram of the
original LBP. (b) The histogram of the LBP without pixel permutation.
(c) The histogram of PPLBP.

from the previous two. So we think pixel permutation can
protect LBP values and histograms very well.

C. APPLICATION IN IMAGE RETRIEVAL

In the process of image retrieval, the user usually provides
a sample image (Query by Example). The query system
extracts the features of the query image and compares them
with the features in the database. Finally, an image with sim-
ilar characteristics to the query image is returned to the user.
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TABLE 1. The mAPs of image retrieval.

Schemes PPLBP Original LBP

mAP 0.28998 0.32293

The standard Manhattan Distance is utilized to quantify the
distance between the query image and the image in the cloud.
In our experiment, mean average precision (mAP) is used to
measure the retrieval accuracy. The Python evaluation pack-
age of Inria Holidays Dataset is directly used to calculate the
map of the proposed method. Inria Holidays database [39]
is used as the retrieval accuracy experiment database which
contains 1491 color images with the size of 400533pixels.
As show in Table 1, the mAP of our scheme is 0.28998,
the mAP of the original LBP is 0.32293. The difference
between the two mAP values is small, so we believe that the
encryption operation does not affect the effect of the LBP
feature in our scheme and our PPLBP can be applied to image
retrieval.

VII. CONCLUSION

Smart campus can enjoy rich cloud computing resources by
outsourcing image features extraction to cloud computing
platforms. However, there are few solutions for outsourcing
secure image features extraction. In this paper, we propose
a secure out-sourcing LBP scheme. The proposed scheme
uses block permutation, pixel permutation and image seg-
mentation to protect the privacy of outsourced images. The
secure LPB features can be extracted by the server from
these encrypted images. The secure LBP features can be used
directly for many applications and retain the most characteris-
tics of the original LBP features. We analyzed and evaluated
the safety of the proposed scheme. We further conducted a
large number of experiments on the proposed scheme. The
experimental results show that the secure LBP in this scheme
can be used in image retrieval and face recognition. In the
future, we plan to research more secure extraction of image
features in the field of encryption.
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