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ABSTRACT This paper investigates the effect of multiuser gain provided by the secondary user selection
on the secrecy performance of the primary users. We first propose a simple scheme where the user with the
minimal interference channel is selected, and derive a closed-form lower bound of the achievable ergodic
secrecy rate (ESR) of the primary users. In the high signal-to-noise ratio (SNR) regime, asymptotic result
shows that the multiuser gain scales logarithmically with the number of the secondary users for a fixed
interference temperature. Inspired by non-orthogonal multiple access strategy, we then propose a maximal
jamming rate-based scheme, where the secondary with maximal interference channel is selected and it
will transmit with an elaborately designed rate so that the primary receiver can cancel out the interference
completely with successive interference cancellation. A closed-form expression of achievable ESR is also
presented. Theoretical and simulation results show that the both proposed schemes can achieve multiuser
gain and improve the security of the primary users significantly.

INDEX TERMS Physical layer security, cognitive radio networks, user selection, multiuser secrecy gain,

successive interference cancellation.

I. INTRODUCTION

Due to its ability to improve spectrum utilization, cog-
nitive radio (CR) has been received considerable atten-
tion in recent years [1]. By introducing CR to the fifth
generation (5G) mobile networks, the primary users (base
station (BS) and mobile users served by the BS) and the sec-
ondary users (mobile users non-served by the BS) can coexist
in a same licensed band [2]. In such a underlay approach,
it is known that the interference from the secondary users is
harmful for the primary users and thus the interference should
below a certain level [3].

Security is always an important issue for wireless networks
since the broadcast nature of wireless channels make it easily
be overheard by eavesdroppers. It is more important in CR
networks because that both of the primary user and the sec-
ondary users should be protected [4]. Among various ways
to protect security of CR systems, physical layer security is
quite attractive since it can exploit the difference between the

main channel and wiretap channel to protect secrecy trans-
mission [5]. Due to its advantage, the application of physical
layer security to cooperative networks and multiple antenna
systems has been extensively studied [6]-[12], where the
authors employed transmit beamforming or artificial noise
to create a better main channel to achieve a positive secrecy
rate. Moreover, directional modulation can project modulated
signals into a predetermined spatial direction, and thus can
be utilized to achieve security at physical layer [13]-[15].
Certainly, secrecy transmission scheme in cognitive networks
has been widely investigated [16]-[19], [21]. Note that the
primary users share their licensed channel with secondary
users resulted in a loss of achievable rate, it is reasonable for
the secondary users to cooperate with the primary users in
return [16]. In a cooperative mode, the secondary users can
act as a relay or a friendly jammer to improve the primary
user’s secrecy [16]. Obviously, resource allocation is cru-
cial for guaranteing the primary user’s security requirement
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while making the cooperative secondary user achieve a large
rate [17], [18]. It is worth pointing out that the proposed
scheme in [17] provided secure communications for both pri-
mary and secondary services. This is different from the works
which investigated the problem that maximizes the secondary
secrecy rate [19], [20], or minimizes the secondary secrecy
outage probability [21], under an interference threshed con-
straint.

Apart from the aforementioned cooperative transmission,
user selection is also an efficient way to utilize the spatial
resource. Since it can provide multiuser gain to enhance
the security, user selection has been investigated in many
works [22], [23]. Note that Yang et al. [22] and Zou et al. [23]
employed multiuser gain to enhance the security of the sec-
ondary users. Seldom existing works considered the problem
of improving the security of the primary users with secondary
user selection. However, this is a common scenario in 5G cog-
nitive networks, where device-to-device transmission coex-
ists in the uplink or downlink of the base station. Thus it is of
interesting to reveal that how the multiuser gain provided by
the secondary user improves the secrecy performance of the
primary users.

Note that, primary users and secondary users coexisting in
anetwork can be regarded as a special case of multiple access.
In non-orthogonal multiple access (NOMA), successive inter-
ference cancellation (SIC) can be used to manage interfer-
ence. The use of NOMA to CR ensures that both primary
user and secondary user can be served simultaneously, with-
out causing too much performance degradation at primary
users [2]. As pointed out in [24], in NOMA systems, a user
with a strong channel condition, viewed as a secondary user,
is squeezed into the spectrum occupied by a user with a poor
channel condition, viewed as a primary user. Therefore, when
NOMA is employed in a cognitive network, the interference
of secondary user is controllable. Recalling that interference
plays an important role in secure communications. When the
secondary user transmits with a proper rate, the interference
from the secondary user can be canceled out completely at the
primary user, whereas the eavesdropper is still suffering from
interference. It is shown in [25] and [26] that friendly jam-
ming with a carefully designed rate significantly improves
the security. The secrecy performance of cooperative NOMA
systems was investigated in [27] and [28], which verified that
a significant security improvement by NOMA compared with
conventional orthogonal multiple access. However, whether
the combination of SIC and user selection in the underly-
ing cognitive radio network can improve the security of the
primary user remains unclear.

To answer this question, a cognitive network with a pair
of primary users and many secondary users is investigated
in this paper. We propose two secondary user selection
schemes and provide a comprehensive analysis of the effect
of multiuser gain on the security of the primary user. The
main contributions of this work can be summarized as
follows.
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1) In this work, we exploit secondary user selection to
enhance the security of primary users, which has sel-
dom been reported in the existing literatures. In order
to achieve multiuser gain, two secondary user selection
schemes are proposed, referred to as minimal interfer-
ence based scheme and maximal jamming rate based
scheme, respectively.

2) For the minimal interference based scheme, a closed-
form lower bound of the achievable ESR and the cor-
responding asymptotic result in the high SNR regime
are presented. The scaling law of the multiuser gain
is well revealed and the relation between the secrecy
performance and the interference temperature is also
demonstrated.

3) For the maximal jamming rate based scheme,
we assume that the primary user and the eavesdropper
equip with a SIC receiver. We exploit the knowledge of
main channel to determinate the information rate of the
selected secondary user so that the interference from
the secondary user at the primary user can be canceled
completely. A closed-form expression of the ESR is
also provided in the high SNR regime. It is shown that
the security of the primary user can be significantly
improved.

The remaining of this paper is organized as follows.
In Section II, we describe the system model. Section III pro-
vides the minimal interference based scheme and investigates
its achieved multiuser secrecy gain. Section IV introduces
the maximal jamming rate based scheme and investigates
its secrecy performance. Finally, we demonstrate and dis-
cuss numerical results in Section V and conclude our work
in Section VI.

S
%!
%

FIGURE 1. An illustration of system model.

Il. SYSTEM MODEL AND PROBLEM FORMULATION

We consider an underlay cognitive network sharing a licensed
channel that used by a pair of primary users, denoted by T
and R, and a secondary network consisting of N users S;
fori = 1,---, N and a receiver D, as illustrated in Fig. 1.
The primary transmitter 7 sends confidential messages to
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the primary receiver R in the presence of a passive eaves-
dropper E. Since the secondary network benefits from the
sharing of licensed channel of the primary users, it is willing
to help the primary user to enhance their security. Without
loss of generality, all the users are assumed to be equipped
with a single antenna and work in a half-duplex mode.' The
channel gain from 7 to R, D and E are represented by hrg,
htp and h7g, respectively. Also, hs,y forJ = R, E, D denoted
the channel from the i-th secondary user to R, D and E
respectively. We assume that all the channel experience with
independent Rayleigh fading. We also assume that the CSIs
of primary and secondary links are available at the secondary
transmitter as in [17] and [30].

The basic idea of physical layer security is to exploit spatial
resource, provided by multiple antennas and/or multiuser,
to enhance the security of wireless communications. In under-
lay cognitive networks, the primary users share its licensed
band with secondary users to improve the spectral efficiency.
When there are multiple secondary users in the networks,
if user selection is adopt, their transmit signals may impose
less interference on the primary receiver than that on the
eavesdroppers. Thus it is of interesting to investigate that
how multiuser gain from secondary user selection improves
the security of the primary users. Inspired by the NOMA,
knowledge of the main channel can be further exploited to
determinate the transmit rate so that the receiver can employ
SIC to decode its receiving signal. In this sense, the elabo-
rately designed signal of selected secondary user can be seen
as jamming signal. In the following, we will propose two
user selection scheme to investigate the secrecy gain of user
selection and friendly jamming.

In order to offer insight of multi-user diversity gain to
improve the security of primary networks and investigate
the impact of interference temperature / and transmit peak
power Pg on the secrecy performance, we use ergodic secrecy
rate (ESR) as the performance metric. The ESR of primary
networks can be given as [31]

R ={ElCh - Eice1] (1)

where {x}T = max(0, x) and E[x] denotes the expectation of
random variable x.

Ill. MINIMAL INTERFERENCE BASED

SECONDARY USER SELECTION

A. SECONDARY USER SELECTION SCHEME

It is well known that the interference perceived at the pri-
mary user from the secondary transmitter is harmful when

IWe assume that a single antenna (as reported in [17] and [23]) will be
equipped by the eavesdropper, probably an unlicensed or an untrusted user
in a cognitive network, to overhear the confidential messages transmitted by
the BS. Accordingly, when multiple antenna are used by the eavesdropper,
the achievable secrecy rate of the primary user would decrease. However,
we have verified that secure communications, aided by multiuser gain, is still
guaranteed even more antennas are utilized by eavesdropper than BS [29].
The present study is based on the power of multiuser secrecy gain, and its
impact on secure transmission with a multiple-antenna eavesdropper will be
examined in our future study.
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there is no security considerations [3], [32]. Therefore, such
interference should be below a given interference temperature
level I. Accordingly, the secondary transmitter will adjust
its transmitted power adaptively according to the channel
gain so that it satisfies the interference requirement. There-
fore, the transmit power of the i-th secondary transmitter is
given by

2 1
Ps, |hs;rl < Po
P, = I 2

hsrl> > —,
|7s;R] Py

|hSiR|2 ’
where Py is the peak power of secondary users. Note that,
this is different from the work [22] which only consider the
interference limit. Previous studies show that the interference
can bring benefit to secure communications when it degrades
the wiretap channel worse than the main channel. Therefore,
we can mitigate the interference at primary user via secondary
user selection in CRN. In such a case, the traditional harmful
interference can work in a way as friendly jamming. Also,
it is interesting to investigate that how the values of Pg
and / impact on the achievable secrecy rate of the primary
users.

According to the above discussion, we should select a
secondary transmitter which can degrade the wiretap channel
most severely while the interference at primary user is also
below a threshold. Since the interference level at the eaves-
dropper is mainly relied on the transmit power of the selected
secondary user, a secondary user with the worst channel from
it to the primary receiver R is selected to communicate with
the seconder receiver D, and we call this scheme as minimal
interference based scheme.

Under such a transmission scheme, the selected sec-
ondary user can transmit with a power as large as possible.
Thus it would degrade the received SNR at the eavesdrop-
per severely. On the other hand, the secondary receiver also
can achieve a high rate. Accordingly, the transmit power
of the selected secondary transmitter, denoted by S, is
given by

Py = (€)

where |/’l5*R|2 = 1min |hS,-R|2- It is worth pointing out
<i<N

that the secondary user selection is different from that
in [32] and [33] where the multi-user diversity was employed
to improve the throughput of secondary systems. Although
Yang et al. [22] considered a similar communication scenario
as ours, the proposed secondary user scheduling schemes
target at maximizing the achievable secrecy rate of sec-
ondary users. However, in this paper, we want to exploit
multi-user diversity to enhance the security of the primary
networks.
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Once the secondary user is selected, the received SNRs at
R, E and D can be expressed respectively as

Pr|hrg|?
lp=o——"75—5. 4)
Pylhs,rl- + 0
Prlhre|?
Mg = ———, 5
£ Pylhs,gl? + 02 ©)
P.|hs.p|?
FD _ *| S*D| (6)

Prlhrpl? 4+ 0%’

where Pr is the transmit power of the primary transmitter
and o2 is the variance of additive white Gaussian noise.
Without loss of generality, we assume that all receivers have
the same variance of noise and it holds P > Ps. Note
that in (4) and (5), we assume that the signals from selected
secondary user are treated as noise at both R and E as in [18].
Consequently, the achievable rate at R and E are given respec-
tively as

h 2
log (l + %) . lhsrl? < o
Co — pslhs,r|” + 1 ps 7
k= orhg|? oI ™
log <1 + —) , |hs,r1> > —,
pr +1 0s
orlhre|* ) » _ PI
log <1 +————— |, l|hsRl" < —,
pslhs,e1? +1 0s
Cp = 8
E orlhre|* ) PI ®)
log | 1 ohsel?r | lhs,rI" > ,0_57
Tl T
pslhs,pl* ) s _ PI
lo 14+ —), |hS*R| < —,
& ( prlhpl? + 1 Ps
Cp = PI 2 9
P s, i | 15: . o
1 g 1 + 2 ) |hS*R| > —,
prlhrpl=+ 1 Ps

A P A P A
where pr = %, pg = 3 and p; =

5 01—2 It is worth
pointing out that the secondary receiver also achieves benefit
of multiuser gain. We will compare the achievable rate of D
in Eqn. (9) with that of the proposed scheme in Section-IV.
In the following, we will give a closed-form lower bound of
the ESR and show how secondary user selection improves the

security of primary networks.

B. ACHIEVABLE ERGODIC SECRECY RATE
Before proceeding, we first give the following lemma to
address the statistics characteristic of |hg, rI%.
Lemma 1: Let X, = 1r<n'i<nN|hS,.R|2, where |hS,-R|2’S are
l

i.i.d. and exponentially distributed variables with mean 1. The
PDF of X,;, is

Sy () = Ne™™. (10)
Proof: Proof can be easily completed by using the result
in appendix of [32]. |
It is known that the interference temperature / must be
as small as possible since it can hurt the quality of the pri-
mary user’s channel without security consideration. However,
when security is taken into account, it is still not clear how
secrecy rate scales with /. This is interesting to understand
the relation between ESR and /. To reveal the effects of
parameters such as Pr and Pg on the secrecy performance of
primary user, we want to obtain an explicit expression of the
ESR. Unfortunately, a closed-form of the ESR is unlikely to
obtain by the mathematical method. Thus, we turn to derive a
lower bound of ESR. As will be seen in the simulations, this
lower bound agrees with simulation results.
Theorem 1: When a secondary user with minimal interfer-
ence channel is selected, the achievable ESR of primary user

satisfies
Ry Z {Rr — Re}T, (11)

where Rg and R are shown on the bottom of this page.
In Eq. (11) and (12), Eg and Ef are given as

_Nop  prtl 1
gp=e n B (P, (14)
. PT
e 1 1 1
o e s _p_sEl(p_s)’ oI = 3>
=ET Npr %E 1 E Npp 1
Nor—1 e I(E) - 1(7) . pIFE N’
(15)

Note that in Eq. (12) and (13), E] (x) = fxoo ‘)[;tdt is the zero-
th incomplete gamma function, S, ,(-) denotes the Lommel
function, and G represents the Meijer-G function [34].
Proof: Please see Appendix A. [ ]
Theorem 1 gives a lower bound of the achievable ESR,
which will be verified by simulations to examine how well it
describe the behavior of ESR. Using this lower bound, we can

PT

=
=
I

PTPS El
Npr — ps

Npy

1
S pr(1 —e_PT)‘l, 1,0
—(e7T —1)G13

(e —1)G55 or
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N
Nprers <_NPTﬂS 1 _ WNpr—ps)pr+1)
P (e (—)-e

/0T<1 —e s ) 1 1 1 1 _Noyp 1
Re= A (FE () - e m(0)) e ogor+se [Ps (2 [2)
PT — PS PT Ps oT oT

1 N 1 N
(M) 4 EI(M) _ El(_>) FEe (12)
oT ps oS
_Nop N
—log PLe s _El(_’”) — Ep. (13)
1, -1 rs Ps

32627



IEEE Access

M. Qin et al.: Enhancing Security of Primary User in Underlay CR Networks With Secondary User Selection

1.6 T
-/ Simulations n ,«'j:
14 =+ Lower bound in Thoerem 1 A{(::“_ .
LT
1.2 ‘ »‘
’«
Q e p,=0dB
N 1 Ratd
I A
> e
g at
EO.B’ 5‘ - -
] R4 e

1<}
A5
.
M
.
J E
s
I
|
L
=)
a
os)

FIGURE 2. ESR vs. the number of the secondary users.

investigate the impact of /, Pg on the secrecy performance of
the primary users numerically.

In order to verify the accuracy of Theorem 1, Fig. 2 shows
the achievable ESR versus the numbers of secondary users,
where pr = 22 dB and ps = 20 dB. It is shown that
the theoretical results agree well with the simulation results.
As expected, the achievable ESR increases with NV, implying
that the secondary user selection indeed improves the secrecy
performance of the primary users. Another interesting obser-
vation is that the primary user would achieve a higher secrecy
rate when the interference temperature / gets large. This is
quite different from the case without security consideration.
That is, interference from the secondary user is helpful rather
than harmful in secure cognitive communications.

The expression of theorem 1 is quite complicated, it can
not offer insight to the diversity gain and the effect of interfer-
ence straightforwardly. Therefore, we give an asymptotically
analysis in the following subsection.

C. ASYMPTOTIC ANALYSIS IN THE HIGH SNR REGIME
Since the interference temperature / denotes the most neg-
ligible power form the secondary users to the primary one,
it is reasonable to assume that Py >> I. In this subsection,
we focus on the high SNR regime assuming that pr and pg are
large enough and thus the random event |hs,z|*> < 2 would
happen with a negligible probability. Then, the achievable
rate at R and E are approximated as

h 2
qzm@+%£%) (16)
h 2
E%log 1+M . (17)
pilhs,e* +1
Tlhsrl*

Using the result e%El (%) ~ logx —yasx — oo,

the expression of [E [Cg] can be derived as

E[Cr] ~ log =7, (18)

pr+1
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where y = 0.57721566--- is the Euler-Mascheroni
constant.
Following with the definition in (47), the expression of

E [Cg] can be rewritten as

E[Cg] = / / log (prz + x)e”*
+/ / / log (,012 +x + thx)
o Jo Jo

x ¢! eT*Ne ™™ didzdx (19)

Ne M dzdx

Based on the result in (48) and (49), using the result

e%El (%) ~ logx — y again yields

logpr —y — 1, pI

NpilogN
logpr —y — 52232 pp #

1
Y0
Npj—1 N

E[Cel~ :
With the above high SNR approximations, we have the
following theorem.
Theorem 2: For pr > I, the achievable ESR of the pri-
mary user in the high SNR regime is approximated as

1 +log ) oL =7

R, i N+1 N (21)
{%ﬁ%ﬂl%w+n,m¢ﬁ

As p; = N theorem 2 indicates that the multiuser gain

in terms of secrecy rate in a cognitive networks grows with
log NLH For a big N, such multiuseli gain converges to
zero. While for p; > IL\,, the term % in (21) holds
% > log N p;. This implies that the secrecy rate
at least scales with log N, and thus it would achieve more

. . .. 1
multiuser gain. Similarly, we can analyze the case p; < -

1.4 :
T A
13 -A- Simulations /';/',
-=+ High SNR approximation g
/+ Rd ‘
12 oK

Ay

A}
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P

ESR (nats/Hz/s)

P p =1N
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8 10 12 14 16
N

FIGURE 3. ESR vs. the number of the secondary users in the high SNR
regime.

Fig. 3 plots the asymptotic results given in Theorem 2.
We set the transmit power Pr and Ps as pr = 30 dB and
ps = 25 dB, respectively. The value of pgy is —20 dB. It can
be seen that all the asymptotic results are almost consistent
with the simulation results. Fig. 3 verifies that the scheme
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with p; = zlv achieves a fairly small multiuser gain. It is

not surprising that the adaptive scheme with Npp has the
highest increasing rate as N gets larger. Observing Fig. 3,
we can conclude that the primary user can tolerate a large
interference temperature with secondary user selection, and
thus the achievable multiuser gain can improve the security
greatly.

Recalling the equations (16) and (17), we can see that
the peak power of secondary users Ps disappears in the
expression. That is, it can be regarded as a scheme without
peak power constraints in the high SNR regime. In contrast,
there is another special case without interference temperature
constraints. In the following subsection, we will give a com-
prehensive study for such a case.

D. NO INTERFERENCE TEMPERATURE CONSTRAINT
When there is no constraint of interference temperature,
the selected secondary user will transmit with an average
power constraint Pg. Therefore, the achievable rate at R and E
can be rewritten as

or|hrr|? )

Cr =1lo <1+— , (22)
SUT oslhs a2 + 1
orlhre|? )

Cg =lo <1+— . (23)
U pslhs e +1

Comparing the above equations with (16) and (17), we can
find that the two special scheme i) without peak power
constraint and ii) without interference temperature constraint
can achieve secrecy rate gain by secondary user selection.
However, they work in different ways. The former one is to
deteriorate the eavesdropper’ channel as serious as possible,
whereas the latter one is to make the lowest interference at the
primary user. Similar to the procedure of Appendix A, we can
have the following result.

Theorem 3: when there is no interference temperature
constraint, the achievable ESR of the primary user is

R, = { Npr (e#El(L) —e%El(l))
Nor — ps or os
or €1 1 1 1 +
- —(ePT Ej(—) —e7s El(—))} e
oT — Ps oT s

Note that the variance of |hS*R|2 is Ilv which would
approach to zero for a large N. When N is large, the achiev-
abl?Nrflte of the primary user can be approximated as E [Cg] &~
epSPT El(%). Based on the inequality ¢*Ej(x) >
%log (1+ )lc) [35], we have E [Cg] > %log (1+ %).
In the high SNR regime, we further have E [Cr] > % log pr —
1 log (1+55). One can easily see that the term 1 log (1 + 45)
would decrease with N and thus the primary user achieves a
higher secrecy rate.

Fig. 4 shows the achievable ESR versus N when there is
no interference temperature constraint. We set pr = 20 dB.
It can be seen from Fig. 4 that all the ESRs increase as
N grows. It should be noted that when pg becomes larger,
ESR would increase faster. This is because that the item
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FIGURE 4. ESR vs. the number of the secondary users when there is no
interference temperature constraint.

% log (1 + ';)\,—S) which represents the multiuser gain would be
small for a small pg. In Fig. 4, we also consider a special case
ps > pr. As seen in Fig. 4, although the case ps = 22 dB
achieves a smaller ESR than the case pg = 15 dB for a small
N, it can achieve a higher ESR when N is large. This further
verifies that the interference is helpful in secure cognitive
communications.

IV. MAXIMAL JAMMING RATE BASED

SECONDARY USER SELECTION

As we have discussed before, by exploiting prior channel
state information (CSI) of the main channels, the selected sec-
ondary user will transmit its signal with a certain rate so that
the primary receiver can cancel out such signals by applying
SIC. Note that the signal from the selected secondary user
can be regarded as jamming signal to degrade eavesdrop-
per’s channel, and this jamming effect can be enhanced by
maximizing transmission rate of the secondary. Therefore,
we call the following proposed scheme as maximal jamming
rate based scheme.

A. SECONDARY USER SECTION

With such a transmission scheme, the primary user can cancel
out the interference from the secondary user completely.
On the contrary, the eavesdropper will decode the signal from
the secondary user successfully with a low probability. When
the i-th secondary user is selected, this user will transmit
jamming signal z with power Pg. Then the received SNR for
decoding z at R and E can be written as

, Pg|hg.r|?
i = s S2,R| . (25)

* PrlhmRl* +o

; Pslhse|?
re = ——— 26
Ex™ prihre|? 4 o2 (26)
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For fair comparison with the proposed scheme
in Section-III, we still assume that the transmit power of the
selected secondary user is Pg. If the secondary user transmit
with a rate R; holding R; < log(l + I'®%), R can cancel
out the interference before detecting the information signal
from T. On the other hand, if it holds R; > log(1 + £,
the eavesdropper cannot decode the interference correctly
and it will treat interference as noise as in Section-III.
Accordingly, the secondary user should transmit with a rate
as high as possible. Therefore, we have R; = log(1 + I'®:%).
Obviously, a bigger I'®% corresponds to a larger R;. Con-
sequently, the secondary user with the strongest inter-
ference channel is selected and transmits a rate in the
form of

Pglhs,r|? )

R; =lo (1 4+
! g Pr|hig|? + o2

27)

where |h_g#R|2 = max |hsl.R|2. This is quite different from
1<i<N

the proposed scheme in Section-III where the secondary user
with lowest interference channel is selected.

Since the primary receiver can cancel the interference
completely before decoding s, the achievable rate of s
atRis

Crs = log (1 + prlhzrl?). (28)

If R; > log(1+T'g ;), the eavesdropper can not decode the
interference from the selected secondary user, and thus would
be interfered with. If R; < log(1+TI'g ;), the interference can
be cancelled out at the eavesdropper. Hence, the achievable
rate at the eavesdropper is

log (1 + prlhel?), Ry <log(l + Fg,z)’
prlhre| #
log (1 + pslhs, E|2+1) Ry > logtl + FE’Z).

(29)

CE,s =

Using the result in Eqn. (27), we further have

Ce.s
pslhs,e|?
~ prihel? + 1
pslhs,e|?

prlhrel> + 1
(30)

pslhs,r|?
prlhrrl? + 1

pslhs,r|?
prlhrr|? + 1

log (1 + prlhrel?) .

prlhrE|
log (H' ﬂs|h5#5\2+1>

We still assume that it holds Ps < P7 to maintain consis-
tency with Section-III. However, our results can be easily to
be generalized to the case Ps > Pr.

Under the above transmission scheme, the achievable rate
at D is given as

R pslhsr]? pslhs,p|?
" prlhRl2+1 7 prihm2+ 1
Cp,;= 5 ) (3D
0s1hsyR| pslhs,pl
prlhrr|> +1 = prlhm|> + 1
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From (31), we know that the achievable rate is upper
bounded by R;. Although R; grows with N, the prob-

- hs,rI? hs,pl?
ability P{ ps|hsyr| pslhsypl

erlhrr>+1 = prlhip>+1
increases. This is different from that in (9) where the mul-
tiuser gain improves the achievable rate at secondary receiver.
From (27), we know that in order to achieve a higher rate at D,

the selected secondary user can transmit with a larger power.
pslhs,r|?
or|hrr|>+1 —

} would decrease as N

On the other hand, since it satisfies the condition

pslhsye |
orlhreP+1 )
suffer more interference for a larger pg.

In the following, we will give an explicit expression of the
achievable ESR of maximal jamming rate based secondary
user selection.

with a big probability, the eavesdropper would

B. ACHIEVABLE ERGODIC SECRECY RATE
Before proceeding, we give a lemma will be used to derive
the result of ESR.

N hoon|?
Lemma 2: LetU = pslhsyrl

W, the CDF of U is

/7
Fy(u) = Z( 1)ncN1+in”, (32)

where C! denotes the combmatonal number m over n.
Proof: Let Xpax = |hs,r|> = max |hs,r|?, where |hgg|*’s
1<i<N

are i.i.d. and exponentially distributed variables with mean 1.
We can easily obtain that the cumulative distribution func-
tion (CDF) of X,;,4« has the form of (1 —e™* W. Accordingly,
the PDF of X, can be obtained as fx, (x) = Ne *(1 —
e )N~ Let Y = |hzg|?, the CDF of U can be calculated as

PIU <u) = P55 <)
u
- Pry+1—
pTH'lu 00
pS ,
S (X)dx / e dy
0

0

_ﬂry+1
/ l1—e s M)Ne_ydy
N

Z —1)'Cle s /ooe_(ly%u)y
0

v R
Z(:) —1'Ch 1w o (33)
The proof is completed. [ ]

Similar to the analysis given in Section-1II, we present
an expression of ESR for the maximal jamming rate based
scheme to illustrate its secrecy performance. Therefore,
we give a theorem in the following.

Theorem 4: When a secondary user with strongest inter-
ference channel is selected, the achievable ESR of primary
user can be given as

1 1
(PTeEEl LY — pserr E L)
RS: (,Oé) (,07") _@ i (34)
PT — PS

+
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where the expression of © is

® = errT dx

a1 /‘00 PTPS(I +€p5 ”TXEI( + pT—x))FU(x)
0 (prx + ps)?

Ly
oo (e?s ﬂTXEl + )FU(X)

— eﬁ ( ( pTX) dx

0 x(prx + ps)

log(1 F

_ePT > prps log( +x)2 U(x) dx. (35)

0 (orx + ps)

Proof: Please see Appendix B. ]

Using the result in Theorem 4, the secrecy performance
of the maximal interference rate based scheme can be
investigated numerically. However, it cannot offer insight
to the secrecy gain of secondary user selection. Similar
to Section-III, we assume that both pr and pg are sufficiently
large. Under such an assumption, we also give an asymptotic
analysis of ESR for the proposed scheme in the high SNR
regime.

C. ASYMPTOTIC ANALYSIS IN THE HIGH SNR REGIME
We further assume that there is a fixed ratio 8 = ‘;T and it

holds 8 > 1. When p7 is large enough, the achievable rate at
R is approximated as

~ log pr — y. (36)

In the high SNR regime, the achievable rate at the
eavesdropper can be approximated as

E[CR,s]

) |hsyr & |hsyE 2
log (or |hzel?) | el = TR (37

log (1+ﬁ mmZ)’ s, g - sy |

hsye|? |hrr|? lhre|?

~
E,s ~

Let U = l S#Rllz , its CDF is

N

Fiu) =14 (-1)'"C},

n=1

(38)

14+ nu

Similar to Appendix B, welet V = |hs,|> and T = |hrg|>.
Then, the expression of E[Cf ] is approximated as

2 00 poo
E[CE ] ~ / dF{J(u)/ / log(prt)e e dtdv
0 0 0

o0 , o0 o0 t
+/ dFU(u)/O /0 log(l—i-,B;)e

Te™Vdtdy

00 00O 0N o,
= log 1 + ,B—)e e didv
/ / FU 1 g 7 /3, e e Vdtdy

@ ® logpr —y +1
@14 —1"c/ EPT VT g
n;( YO J T 0t £

- g i
ne—~n

’ n;( e /o TS ETE R
where step (a) changes the integral variables % and v to
x and y, respectively. The proof of obtaining a closed-form
expression of E[CE ] is shown in Appendix C. After some
mathematical manipulations, we have the following theorem.
Theorem 5: In the high SNR regime, when a secondary
user with strongest interference channel is selected,
the achievable ESR of primary user can be approximated as

Ry={Ry1 — R} ™, (40)

where Ry and R, are shown at bottom of this page.
In Eqn. (42), dilog(x) = [} ogtdt represents the dilogarithm
function.

36 ‘ ‘ ‘ ‘ | | ——a
<=0~ Simulations =T
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-A-High SNR apprommatlo&J RPTA
34f ==

3.2f .
K
¢ pg = 2508

—~ 3 ;”
T #
> #
E DL S S 2
gzu ‘_\_‘_,,‘*—z_,-—“
o N
2.6¢ T
- AUR p. =20 dB
Va s
R
24p 20
K4 ra
\' ’
R
247

2 I I I I I I I
2 3 4 5 6 7 8 9 10

FIGURE 5. ESR vs. the number of the secondary users in the high SNR
regime.

Fig. 5 plots the asymptotic results given in Theorem 5.
We set the transmit power Py as pr = 30 dB. As can be

N
N
Ry = (logor =y + (5 = Y (=1"Cy
n=2

1 1 1
Rso = Z( 1)"CN< —1p (dilog (E) — dilog (;) — dilog (@) -

_N<10g,3 B+1 10g,3_§>

28—12 2 4)
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n(logn —

H+1
) (41
10g2n> B+ Blogp — 1)
(n=1(B-1
(42)
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FIGURE 7. Comparisons of achievable rate at the secondary receiver in
the high SNR regime.

seen, all the asymptotic results agree well with the simulation
results. As expected, ESR grows with N, implying that the
proposed scheme can merit the benefit of multiuser secrecy
gain. Besides, one can note that as pg gets large, the achiev-
able ESR also becomes large.

V. SIMULATION RESULTS

In this section, we further give comparisons of the secrecy
performance for the two proposed schemes. Monte Carlo
experiments each with 10000 independent trials is performed
to obtain the numerical results.

Fig. 6 gives a comparison of secrecy performance between
the two proposed schemes. As can be seen from Fig. 6,
the both scheme can achieve secrecy gain via secondary user
selection. Although increasing p; improves the secrecy rate,
the minimal interference based scheme has a much lower
secrecy rate than the maximal jamming rate based scheme
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for all the cases. Hence, the maximal jamming rate scheme
is a better choice from the perspective of enhancing primary
user’s security at the cost of lowing achievable rate of the
secondary receiver.

Fig. 7 provides a comparison of the achievable average
rate at the secondary receiver between the two proposed
secondary user selection schemes. Note that the secondary
receiver also gains benefit of user selection and achieves a
higher rate as / becomes larger for the minimal interference
based scheme. In contrast, it achieves a lower rate as N gets
larger for the maximal jamming rate based scheme. Nonethe-
less, the minimal interference based scheme does not achieves
better performance than the maximal jamming rate based
scheme for all the cases. To sum up, the maximal jamming
rate based scheme is a good choice which can improve the
primary user’s security greatly while guaranteeing that the
cooperative secondary user achieves an acceptable rate.

VI. CONCLUSIONS

In this paper, we propose two secondary user selection
schemes, named minimal interference based scheme and
maximal jamming rate based scheme, to enhance the security
of the primary user. We give a comprehensive analysis of
the multiuser gain in secure cognitive communications. For
the minimal interference based scheme, a closed-form lower
bound of the achieve ESR is derived and the impact of I, Ps on
the secrecy performance of the primary users is well investi-
gated. In the high SNR regime, we find that the multiuser gain
scales like log N for a fixed interference temperature. For the
the maximal jamming rate based scheme, we also provides
this scheme a closed-form expression of the achievable ESR
and show that it significantly enhances the security of primary
user. Our results indicate that the multiuser gain is crucial
for the secrecy performance of the primary user, and the
maximal jamming rate based scheme is a better choice for
secure communications in underlay cognitive radio networks.

APPENDIX A
PROOF OF THEOREM 1
Recalling that the ESR expression is Ry, = [E[CR] —

+
]E[CE]} . We first calculate the item E[Cg]. Let X =

|h5*R|2 and Y £ |hyg|?. It is widely accepted that X and Y
are exponentially distributed variables with mean 1/N and 1,
respectively. Then we have

2L o0
E[Ck] = / s / log (1 n ﬂ)e—we—”xczydx
o Jo psx + 1
o o
+/ / log (1 + ﬂ)e_yNe_Nxdydx
% 0 or +1

1 oL 1 s
—err | ¥ E (&)Ne_(]v_ﬁ)xdx
0

oT
v
N +1
v T B (—p’ + 1), 43)
rT
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where E1 (x) = f dt is the zero-th incomplete gamma
function. Note that We have assumed Py > Pg, thus
N — g—i > (0. Then the calculation of W can be further
given as

pr+l

N )i

Nopre?s [ or _Ner—ps
p @ 2T /IPT Eime 5 “dx
ps

Z3

N
y Npre?s (_Nﬂrﬂs (1) _ Wor—ps)p+1)
e — —e€

PTPS El J— PT PS
Npr — ps PT

IS

1 pr+1 ,}\;ﬂx
o S
XEl(p1~|— )_/ T € dx)
or L X

T

N
o Npre’s ( _Nor—ps ( 1 ) _ Wor—ps)op+h)

—~

eres Ei1( — PTPS
Npr — ps PT
1 N 1 N
XE1<,01 + ) +E1( (o1 + )) —E1<—)>, (ad)
oT ps ps

where step (a) makes a change of integral variable, step (b)
follows from integral by parts, and step (c) is derived by using
the definition of Ej(x). Substituting the result in (44) into
(43), a closed-form expression of [E [Cr] is obtained.

We now turn to obtain the expression of E[Cg]. Let
T 2 |hg|*and Z £ |hS*E|2- According to the channel
model, T and Z are exponentially distributed variables with
mean 1. Then E [Cg] can be given as

E[Cg] = Q1 + Q2, (45)

where

Zi oo o
Qé/S/ / lo 1+
1 g i+
PT -,
s [ el 2

The first item in the right-hand-side of (45), denoted by 21,
can be further given as

Np' ] 1 ~1=2g4q
T
V[T [ e (1 e
N
=e/’1T<1—e p‘é’)/ E(”SZ“) ~(1-8)z4,
0 1%

Npyp

l—e 7))/ L 1 0 et
@ M(NRE](_) _/ e dz)
PT — PS PR 0 z+ 5
S
] _Nop
—e s €L 1 L 1
® u( Bi(L) -t El(_», )
PT — PS PT Ps
where step (a) follows from integral by parts, and step (b)
is derived by using the definition of E;(x). The second item

in the right-hand-side of (45), denoted by €25, can be further
obtained as

t
p 1 )e_te_ZNe_Nxdtdzdx,

Ne M didzdx.

91:

Qy = Qo1 — Q02, (47)
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where

o0 o0 o0
Qy 2 log (p1z + x + prix)
2 Jo o Jo
oS

e INe N dtdzdx,

X e
o0 o0
Q» éfﬂ / log (prz +x)e™*Ne
2 Jo
oS

Unfortunately, there is no closed-form expression for €21
in (47). Therefore, we will derive a upper bound for 2, by
using Jensen’s and Steffensen’s inequality, which is given as

(a) o o0 _
Q) < ﬁl / log (pr + x + prix)e”"Ne
o Jo
pS

= / / log (1 + u)c)e_’Ne_]\’xdtdx
g—; 0 pI

Npy

+e 75 logps

N drdx.

N drdx

Npjy

® [ v N Ny
5/ e ( 7 )e_tdt*'e s log pr
0 prt+1
1

_|_

Yy _Nep o0 Noy N

© e *s logpr —i—ePT/ ePT’El( ,01> tdt
0 port

1
1 oy Ner N
— erT r errt El( ’0[) Ly
0 PTl

d) _Nep
<e *s logpl—i-Sef’T/ 821< /'01>
1%

p1(1—e ”T)‘l 1,0

1
_1\gl3
= (e = 1)933 pr

. (48)

where step (a) utilizes Jensen’s inequality, step (b) holds
by changing the lower limit of integral ﬁ—; to zero, step (¢)
follows from changing variable t+1/pr to ¢, and step (d) uses
the results in [36, eqgs. (8) and (10)]. S, () denotes the Lom-
mel function and G represents the Meijer-G function [34].

Next we calculate the item 255, which can be further
expressed as

o0
Qo =/ log xNe™ Nde+/ El(
7 7
pS

PS

Nop N
— log ﬂe PS +El( p])
05 ps

+/OOE1(ﬁ)Ne V=7 g (49)
o1 PI

3

)Ne_ (N_ ﬁ)xdx
14

Observing Eq. (49), we can find that for a special case

o1 = Ilv, the item e 71" becomes a constant of 1. There-
fore, we need to consider two cases: i) p; = % and 1ii)
o1 £ Ilv respectively. As p; = zlv we have

_ 1L
Qo = log ﬂe os +E1( ) / NE] )dx
PS 194

1
05
_Nog _L 1 1
log—e rs +E1( )+e rs ——El(—).
ps  ps
(50)
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As p; # 1lv’ we have

Npp N
Q2 = log z—le oS +E1< ppl>
N
N 1=Npj 1 N
L(e s E (=) —Ei p’)). (51)
Npr—1 Ps 0s

Based on the above results, we can completed the proof.

APPENDIX B
PROOF OF THEOREM 4
The ESR expression of the proposed scheme is

Ry = [E[Crs] — E[CE.] }+. (52)

We first calculate the expression of E[Cg ], which can be
easily given as

E[Cr,] = e E| (piT) (53)

Let V = |hs,z|? and T = |hze|®. Both U and T obey
exponential distribution with mean 1. Then, the expression
of E[CE s] can be written as

E[CE 5]
_psv_ 00 oo
prt+1 —t —y
= dFy(u) log(1 + prt)e ‘e Vdtdv
0 0 0

o o0 o0
+/ dFU(u)/ / log (1 4y
oSy o Jo p.

pri+l

o0 o
t
:/ / 10g<1+ P
o Jo psv+1

l)eflefvdtdv

)e_’e_"dtdv

+f f FU< ps? 1)10 +/;:l e e Vdtdv
o Jo prt+ 1+ o
@
a1 1
= ()~ S Ei(—)) +©. (54)
pT — Ps pr ps

In order to calculate ®, we take a change of integral
variable and define —£5" x as well as v = y. The Jacobian

pri+l —
matrix is
ot 0t
Jen=| 5 5
ax dy
_L}'ZP_S
— orx? prx | 55
[0 1 } (55)

PS )’

The determinant of J(x, y) is — . Then we can further

rewrite ® as
1 + o5y (14 75)y

6 — pse”T/ f yF(x)
1+x

e e
0

Y dxdy

— efT 5 dx
(orx + ps)
o * prps log(l +x)Fy(x)
0 (orx + ps)?
1 1
L oo (ﬁ*pTxEl( n m))FU(x)
—e’r dx  (56)
0 x(prx + ps)
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Substituting the results in (53) and (54) into (52), we can
complete the result.

APPENDIX C
To obtain a closed-form expression of E[CE 5], we need to
calculate the following integrals

R — 1
A1=/ de, n=0,1,---,N, (57)
0

(1 +x)2(1 + nx)
Ay = /m
0

We first calculate the item A;. There are three cases to
consider, whichare n = 0,n = landn > 2. Asn =0
and n = 1, we can readily have

Sl | — 1
AIZ/ logpr —y +1
0

X
log [(E=30E=0)

WO g =1, N, (58)
(1 +x)2(1 + nx)

(14 x)?
=logpr—y+1, n=0, (59)
A =/°°10gpr—y+1dx
0 (1 +x)3

1
= slogpr =y +1), n=1. (60)

As n > 2, we have

! — 1
Alzf Jogor —y +1
o (I+x)7(1+nx)

_logpr—y+1/°°( ! _
n—1 0 N1 +x)(1+x)

n(logn— 1)+ 1
(n—1)?

Next we calculate the item Aj,. There are two cases to
consider, whicharen = 1 and n > 2. As n = 1, it yields

L a
(1+x)2) *

=(ogpr —y+1) , n>72. (61)

A2:/"Qlogx—log(l—i-x) 10g(,3+x)
0 (1+x)3
_ logB—pB+1 _logﬂ_é. 62)
208 — 1)2 2 4
As n > 2, we further have
% log T 1 1
Az:/o n—1 ((1+x)(l+x)_(1+x)2)
1 oolog)c—log(l—}—)c)—log(,B—i—)c)
_n—I/ (1+x)( + x)
B+Blogh— 1 )

, n>2
(n—1(@B -1
Using the result in [34, eq. (4.232.2)], the item

ogx .
fo o0 )dx in (63) can be calculated as

*° log x nlog”n
————dx=— >2. (64)
0o (I4+x)(; +x)

9 n_
2(n—1)
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Changing the integral variable x + 1 to x, the item

fooo de in (63) is rewritten as
0+

*©  logl+x e log x
—————dx = ———dx
o (I+x0( +x) ox(x—(1-2)

1 logt
Y
0o 1—(1—1y

n 1
= dilog(—-), n>2. (65
n—1 o8 (n) "= (©5)
Similarly, the item [;° %dx in (63) is given as

/Oo log B+ x 5
0o (L+x)(E +x)

n . 1 . 1
= nTl(lognlog,B + dilog (%) — dilog (E)> n>2.
(66)

With the above results, a closed-form expression of
E[CE s] is presented.
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