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ABSTRACT With the application of Internet of Things (IoT) technologies in smart city, intelligent medical
terminals play a more and more significant role in our daily life. These terminals can monitor our physical
conditions and get lots of medical data in time. For the sake of data security and practicality, the collected
big data can be encrypted and then stored on a cloud server such that only authorized users, such as the data
owner and the doctors, can access. However, smart terminals are usually limited in computing power and
users’ privacy issues remain. To tackle this challenging problem, an efficient medical data sharing scheme is
presented in this paper. To solve the privacy issues in users’ data sharing, we utilize attribute-based encryption
to enable data sharing. In addition, we remove the attribute matching function and use the attribute bloom
filter to hide all the attributes in the access control structure. In order to improve the efficiency of encryption,
we introduce the online/offline encryption technology in the encryption phase. Before the message is known,
a large amount of work that is needed at the encryption stage will be done. Then, once the message is known,
the ciphertext can be generated quickly. Besides, the initialization stage of the system does not need to
specify all attributes. When the overall attributes of the system users increase, the system does not need to be
reinitialized, which will also improve the system efficiency. Security analysis and performance analysis show
that the data sharing scheme is secure and can improve data processing ability in IoT based data sharing.

INDEX TERMS Attribute-based encryption, data share, attribute bloom filter, privacy-preserving.

I. INTRODUCTION
With the application of information and communication tech-
nology in the smart city paradigm, the Internet of Things
(IoT) is affecting our daily routine and lifestyle. The IoT
system is made up of a large number of heterogeneous intel-
ligent objects (our smartphones, portable health devices) that
can collect a lot of sensitive data, then stored on a cloud server
to be shared by people. Due to the distributed characteristics
of the IoT [1], to share the collected data with other people
and things requires a flexible access control strategy. How
to control data access more flexibly has become an urgent
problem. To deal with this problem, the technology called
Attribute-Based Encryption (ABE) is proposed.

In the attribute-based encrypted system, a specific cipher-
text can be decrypted by a particular private key if and
only if the user’s attribute set matches the access control

policy. In order to express more flexible access poli-
cies, attribute encryption is divided into CP-ABE [2]–[4]
and KP-ABE [5], [6], depending on whether ciphertext is
contacted with attributes of users or access control policy.
Furthermore, The CP-ABE is more suitable for data access
control. In the CP-ABE system, the ciphertext is connected to
an access control structure in the encryption stage while the
users’ private key is connected with the attribute sets in the
process of building a secret key. For the owner of the data, he
can control the access control strategy flexibly. For visitors,
the ciphertext can be decrypted if the attribute set of users
matches the predefined access structure.

The IoT scenarios have changed the way people commu-
nicate with the environment. And IoT also provides an
exchange sensitive or personal data platform between doctors
and patients in a smart health system. If the doctor can
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get the patient’s medical information in time, the patient
will get better medical service. The various medical param-
eters of people can be collected through medical sensors.
Then, these medical parameters are sent through IoT to the
cloud server. In addition, people can also pass their personal
medical information through IoT to the cloud server through
mobile terminals. When the data is exposed to an open
network, the privacy and security of data will be threatened.
On the one hand, privacy protection is a must to consider
when these data is shared, which contains a lot of personally
sensitive information, so how to protect user privacy has
become a challenging problem. On the other hand, since
these sensors and mobile terminals are resource constrained
devices [7], how to quickly produce ciphertext stored on the
cloud server is another challenging question.

A. OUR WORK
In order to protect the privacy of users and improve the
efficiency of encryption, we propose a secure medical data
sharing system, where sensors and mobile terminals can
encrypt sensitive data of users, then send it cloud servers. And
users who can satisfy access control structure can access data
in this system. The contribution of this article is mainly three
points below.
• Firstly, in our security system, when ciphertext is
uploaded to the cloud server, the access control structure
(M , ρ) will also be uploaded. If the attribute matching
function is removed, attributes will be hidden into the
access structure. The access control structure will also
leakage user privacy. By using the attribute bloom
filter (ABF), we can hide in the entire attributes in the
anonymous access control structure. To this end, the data
stored on the cloud server will be protected.

• Secondly, to generate the ciphertext more quickly,
we use online/offline encryption technology. Before the
encrypted information is known, a large amount of work
that is needed at the encryption stage will be done.When
the encrypted information is known, the ciphertext can
be generated quickly. To this end, the efficiency of
encryption will also be solved.

• Finally, in our scheme, the initialization stage of the
system does not need to specify all attributes. When the
overall attributes of the system users increase, the system
does not need to be reinitialized, which will is also a way
to improve the efficiency.

B. RELATED WORK
With the application of the IoT terminals, more and more
people attach importance to the security and privacy of
personal information, not only from the biological charac-
teristics [8], [9], but also the security of the stored data.
The IOT scenario provides an exchange sensitive or personal
data platform [10], and a lot of privacy protection works
on the IoT and the cloud storage are done. Cai et al. [11]
implement electronic health record in mobile health cloud
to solve the problem of privacy and efficiency. Privacy

in many applications can also be guaranteed by machine
learning. Li et al. [12] propose a novel privacy-preserving
Naive Bayes learning scheme with multiple data sources.
Bernabe et al. [13] proposed an IoT security framework
to protect the privacy of data in the exchange of data,
but, it doesn’t take into account the resource constraints.
Odelu et al. [14] proposed a novel CP-ABE schema in order
to make the ciphertext and the private key with constant-
size, but, it not apply to the a high expressivity in access
policies. Xiong and Xu [15] puts forward another security
model by combining CP-ABE with symmetric key crypto-
graphic to share data for security, which has an expensive
computational cost. Liu et al. [16] propose DivORAM based
on additively homomorphic encryption scheme to save the
client computing overhead and the network bandwidth cost.
Lin et al. [17] propose an ID-based linearly homomorphic
signature schemes in E-business and cloud computing. Some
of the solutions in cloud storage [18]–[21] have solved some
of the privacy issues and potential safety hazard [22], but it
does not apply to a resource-constrained intelligent medical
system environment. Zhang et al. [23] considers resource
constraints and data processing efficiency and focuses on the
decryption phase. But, when the intelligent terminals of the
Internet of things collect data, we attach more importance to
the efficiency of the encryption phase. In a word, the attribute
encryption can be well used in data sharing scenarios.

Sahai and Waters [24] put forward the first attribute-
base encryption (ABE). Here are two ways of ABE called
CP-ABE [2], [3] and KP-ABE [5], [6] that Goyal et al. [5]
proposed to access encrypted data more flexibly. The first
large universe KP-ABE scheme that was presented by Lewko
and Waters [25] is constructed on composite order bilinear
group in the standard model. Next, the first large universe
KP-ABE scheme that Lewko [26] presented is constructed
on prime order bilinear group in the standard model. In addi-
tion, another large universe scheme was proposed by Rouse-
lakis and Waters [27] in the standard model in prime order
bilinear group. Li et al. [28] propose a privacy-aware multi-
authority ciphertext-policy ABE scheme with accountability.
Their ABE scheme may hide the attribute information in the
ciphertext to trace the dishonest user identity who shares the
decryption key.

In practical applications, efficiency is an obstacle to appli-
cation. To address this problem, an efficient outsourcing
calculation algorithm was proposed by Chen et al. [29], but
it really increases the communication cost. Some efficiency
methods [30], [31] have been proposed to reduce the cost
of communication. However, they do not apply the sharing
of data. Another effective solution is the offline/online tech-
nique. This technique is first used in the signature scheme.
The concept of offline/online technique was first presented by
Even et al. [32]. Rouselakis and Waters [33] first applies the
offline/online technology to the attribute-based encryption
scheme.

When we upload encrypted data and policies to the open
network such as the cloud server, the security of the data
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and the privacy of the user will become more challenging.
More accurately, the access policy leakage some sensitive
information. From the point of view of policy hiding, some
researches [34]–[37] has been done. Unfortunately, in these
ABE schemes the attributes are not hidden or anonymized.
Further, these studies [34], [35] realized privacy protection
by hiding the values of each attribute. The research [36]
realized privacy protection by hiding vector encryption.
The study [37] achieved privacy protection by inner product
encryption. Although hiding value of attributes protected the
user’s privacy to a certain extent, the names of attributes
may also leak some sensitive information. In addition, most
of these schemes were used in a specific access policy.
Yang et al. [38] proposed a novel scheme with privacy-
preserving policy by using the ABF. To access data more
flexibly, Lai et al. [39] presented a scheme which hides
attribute values in LSSS structure.

C. THE ORGANIZATION OF THIS ARTICLE
The structure of this article is as follows: firstly, we intro-
duce some preliminary knowledge in part 2. Next, we put
forward the architecture of our scheme in part 3. After that,
we propose the scheme in part 4. Then, the security proof is
given in part 5, and the performance of the presented scheme
is given in part 6. Finally, the conclusion is arrived in part 7.

II. PRELIMINARY
The basic knowledge and concepts related to this paper will
be introduced in this part.

A. BILINEAR PAIRING
The paper [40] gives the background of bilinear maps.

Two multiplicative groups with the same prime order p
are expressed by G and GT . The mapping from G to GT is
expressed in e. We can get the following properties of the
bilinear map e:
• Bilinearity: e(gu1, g

v
2) = e(g1, g2)uv for ∀g1, g2 ∈ G

and u, v ∈ Zp
• Non-degeneracy: e(g, g) 6= 1 unless g=1.

B. LINEAR SECRET-SHARING SCHEMES
Waters [40] applies a linear secret sharing scheme (LSSS) to
attribute-based encryption. If the following conditions are set
up, A LSSS5 is called linear over the prime order Zp over a
set of parties P.

1) each attribute can be represented as a vector over Zp;
2) the matrix Mk×m is called the share-generating matrix

for5. For each i ∈ [1, . . . , k], the ith row of the matrix
is expressed by a party ρ(i), where ρ is a mapping func-
tion from {1, . . . , k} to P. If we want to share the secret
s ∈ Zp, we first choose r2, . . . , rm ∈ Zp randomly. Then
we can get the vector v = (s, v2, . . . , vm). The vector
of k shares of the secret s is A−→v according to 5.

The LSSS with the linear reconstruction property is
described as follows: If 5 is an linear secret sharing scheme
for the access structure A. S expresses the any authorized set,

and let I ∈ {1, 2, . . . , k} be expressed as I = {i : ρ(i) ∈ S}.
Next, we can find the constants {ωi ∈ Fp}i∈I in polynomial
time according to 5, which is able to satisfy the equation∑

i∈I ωiλi = s.

C. BLOOM FILTER
Bloom [41] in 1970 put forward the concept of bloom
filter (BF). The BF is a kind of effective in probabilistic
data structure on the storage space. we can judge whether an
element is in a set by using BF. Clearly, l independent hash
functions make up a BF, which is an array of n bits, explained
as follows: hj : {0, 1}∗→ [1, n] for 1 ≤ j ≤ l.
At first, the n bits of the array are set to 0. If we want to

add an element e to the collection, the BF building algorithm
computes l hash functions as indices {hi(e)}i∈[1,l] and changes
the values at {hi(e)} in the n bit array to 1.
To judge whether a given element y is a member of the set

S, all the hash values {hj(y)}j∈[1,l] will be computed by the
BF query algorithm to get l array positions. If all of the bits
at these positions are equal to 0, the element y not belong to
the set. However, if any of the bits is equal to 1, we can say
the given element y probably is a member of the set S. There
is a possibility for some element y not ∈ S, any of the bits
at the corresponding positions of hi(y) is 1, which is known
as the miscarriage of Justice.

D. DECISIONAL ASSUMPTION
The following definition is about the decisional q-bilinear
Diffie-Hellman exponent (Decisional q-BDHE) problem.

According to the system security parameter λ, we choose
a group G of prime order p. And we also select a, s ∈
Z∗p randomly and let g and gi represent the generator of G
and gai respectively. When the adversary is given ŷ =
(g, g1, . . . , gq, , gq+2, . . . , g2q, gs), he can tell ê(g, g)a

q+1s
∈

GT from a random element R in GT . If

|Pr[B(ȳ,T = (g, g)a
q+1s) = 0]− Pr[B(ȳ,T = R) = 0]| ≥ ε

holds, we say that the algorithm B has advantage ε in dealing
with decisional q-BDHE problem in G.
Definition 1: We think that the Decisional q-BDHE

assumption holds if no polynomial time algorithm solves the
q-BDHE problem with the advantage that can not be ignored.

III. MODEL DEFINITION
We first introduce the model of the medical data sharing
system. Then, we present the definition of model and give
the security model in this part.

A. SYSTEM MODEL
The medical data sharing model is as shown in Figure 1, It is
made up of the following four entities:
• Cloud Server: The cloud server is provided by third
parties, which was used to store the ciphertext, access
structure and bloom filter. However, the cloud server is
semi-trusted. At the same time, we assume that there is
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FIGURE 1. System model.

no conspiracy between the cloud server and data owners
and data users.

• Attribute Authority: All the attributes of the system are
administrated by the attribute authority. And it issues
the attribute public key of this system and the private
key for the users. The attribute center is completely
trustworthy.

• Data Owner: The owner of the data is the person who
wants to share personal health information. But, infor-
mation is collected through sensors or smartphones.
Before sharing share, Plaintext needs to be encrypted.
Then, the ciphertext and the access control structure as
well as bloom filter are uploaded to the cloud server. The
access control strategy is controlled by the owner of the
data.

• Data User: The users of the data are those people who
want to access the ciphertext on the cloud server. They
may be doctors, relatives, or friends of the data owners.
When the attributes of users satisfy the access control
strategy, the ciphertext can be deciphered correctly.

B. SCHEME MODEL
The medical data sharing scheme we proposed is made up of
the following algorithms:

• Initialization(1λ) → (PK ,MSK ). This algorithm is
executed by the attribute authority, which takes the secu-
rity parameter λ as an input, then takes outputs the public
key PK and the master secret key MSK as outputs.

• KeyGen(PK ,MSK , S) → SK . This algorithm is
executed by the attribute authority. It takes in the public
parameters PK , the master secret key MSK , and the
attribution of users set S. It outputs the secret key SK
of users.

• Encryption(PK ,m, (M , ρ)) → (CT ,ABF). The
encryption algorithm contains three subroutines:
Offline.Encrypton, Online.Encryption, ABFbulid .

– Offline.Encryption(PK ) → IT . The data owner
inputs the public parameters PK and outputs an
intermediate ciphertext IT .

– Online.Encryption(PK , IT ,m, (M , ρ)) → CT .
The sensors or smartphones take as input the public
parameters PK , an intermediate ciphertext IT and
the information m to be encrypted as well as an
access structure (M , ρ). Then,it outputs a ciphertext
CT .

– ABFBuild(M , ρ) → ABF . The data owner takes
in an access structure (M , ρ) and outputs the
attribute bloom filter.

• Decryption(M ,ABF,PK , SK ,CT ) → m. The decryp-
tion algorithm is executed by the data user, which
contains the two subalgorithms: ABFQuery and Dec.
– ABFQuery(S,ABF,PK ) → ρ′. The data

user inputs the attribution set S, the ABF and
the PK . The ABFQuery algorithm outputs the
secret a reconstructed attribute mapping ρ′ =

(rownum, att)S . The mapping shows the cascading
of the corresponding row number of the matrix M
and all the attributes att ∈ S.

– Dec(SK ,CT , (M , ρ′)) → m or ⊥ . The data
user inputs the SK , the ciphertext CT and the
reconstructed attribute mapping ρ′, then returns the
message m if the attributes can satisfy the access
policy, Otherwise, this algorithm outputs ⊥.

C. DEFINITION OF SECURITY MODEL
Our scheme is against the selectively chosen plaintext attack
between an adversary A and a simulator B with the indistin-
guishability, the game is as follows
• Init: The adversary A sends the challenge access struc-
ture (M∗, ρ∗), which he will try to attack, to the chal-
lenger.

• Setup: The simulator performs the setup algorithm and
outputs the public parameters PK , then send it to the
adversary A.

• Phase 1: At this stage, A queries the private key associ-
ated with the attribute Sattr for the simulator B. B gener-
ates the secret key related the attribute Sattr and return
it to the adversary A, but the attribute Sattr was inquired
cannot meet the access control structure (M∗, ρ∗).

• Challenge:A gives two equal lengthmessagesm0 andm1
to the B. B randomly selects b ∈ {0, 1} and encrypts
mb under the challenge access structure M∗. At last,
the simulator returns the challenge ciphertext CT ∗ to the
adversary A.

• Phase 2: Phase 2 is the same as Phase 1.
• Guess: A outputs a guess b′ ∈ {0, 1} for b and wins this
security game if b = b′. Then, the advantage of A is
defined as Adv(A) = |Pr[b = b′]− 1

2 |.

IV. THE PROPOSED SCHEME
The concrete data sharing scheme will be given in this part.
The steps are as follows:

28022 VOLUME 6, 2018



D. Zheng et al.: Efficient and Privacy-Preserving Medical Data Sharing in IoTs

A. SYSTEM INITIALIZATION
The attribute authority takes a security parameter λ, and
selects a group G of primer p, a generater g and a bilinear
map e : G × G → GT . Lat expresses the maximum
bit length of attributes in the system. Lrn expresses the
maximum bit length of the row numbers of access matrix.
LABF expresses the size of bit array of the ABF . k expresses
the number of hash functions associated with the ABF . Then,
it randomly choose α, a,∈ Z∗p and generates k hash functions
H1(),H2(), . . . ,Hk () that maps an element to a position in the
range of [1,LABF ].

The public key and the master secret key are as follows

PK = < G,GT , g, ga, e(g, g)α,Lat ,Lrn,LABF ,H1(),

H2(), . . . ,Hk (), l,H > .

MSK = (α).

B. KEY GENERATION
Every data owner and data user should register and authenti-
cate to the attribute authority. If they are not lawful, it aborts.
Otherwise they will assign attributes and the secret key
related to the attributes.

The attribute authority chooses a random number
t, x1, x2, . . . , x|S| and calculates hi = gxi and K =

gαgat ,K0 = gt ,Ki = hti for i ∈ S. Then, it inputs the PK ,
the MSK and an attribute set S, and outputs the private key
related to attribute set S:

SK = (S,K ,K0, {Ki}i∈S ).

C. DATA ENCRYPTION
The Data owner does a lot of pre-encryption work and store
it in sensors and smart phones, for example, the interme-
diate ciphertext and attribute storage bloom filter. When the
information to be encrypted is known, sensors and smart
phones can quickly generate ciphertext and upload them to
cloud servers. The date encryption algorithm consists of the
following three step Subalgorithms:
Offline.Encryption(PK ): The data owner only inputs the

public parameters PK , we assumes that the P is the maximum
bound of matrix M in any LSSS access structure. The data
owner first selects a random s ∈ Zp and computers

key = e(g, g)αs, C2 = gs.

Then, for j = 1 to P, it picks randomly λ′i, ri and computers

C1,i = gaλ
′
ih−rii , C2,i = gri .

Intermediate ciphertext is

IT := (s, λ′i, key,C2, {C1,i,C2,i}i∈[1,p]).

Online.Encryption(PK , IT ,m, (M , ρ)): The data owner
selects randomly y2, y3, . . . , yn ∈ Zp, sets the vector y =
(s, y2, y3, . . . , yn)T and computers a vector of shares of s as
(λ1, . . . , λl)T = My. The public parameters PK , an inter-
mediate IT , and an LSSS access structure M , where M is an

l × n matrix, and l ≤ p will be stored on the sensors and the
smartphones.

When sensors and smartphones collect medical data
and parameters, they can quickly generate ciphertext.
The concrete steps are as follows:

For j = 1 to l, it computers

C1 = key · m,

C3,i = λi − λ
′
i.

Finally, the ciphertext is

CT := ((M , ρ),C1,C2, {C1,i,C2,i,C3,i}j∈[1,p]).

When the access policy is uploaded in the form of the
plaintext, it may leak some sensitive information about the
data user. If we can remove the ρ, the whole attributes will be
hidden in the anonymous access control structure. When we
decrypt the data, we reconstruct mapping function ρ′.
ABFBuild((M , ρ)) → ABF : The data owner inputs the

access policy (M , ρ). In order to lower false positive property
in BF. We use a garbled BF [42] as the building block of
our attribute localization algorithm (ABF), and a specific
string [38] as the element of the garbled BF in order to
precisely locate attributes to the corresponding row number
in the access matrix. Let Lrn-bit be the bit number of the
row number. Let Lat -bit be the bit number of the attribute.
Then let two fixed length strings be concatenated, where
Lrn + Lat = λ. If the length of the row number i and the
attribute ate is less than the length of the maximum bit length,
zeros will be filled on left of the bit strings, and the set of
elements Se = {i||atte}i∈[1,l] will be get, which is such a
relationship atte = ρ(i). When we input the set of elements
Se, we can construct the ABF by calling the garbled BF
Building algorithm.

When an element e in the set Se will be added to the
ABF, this algorithm first randomly generates k-1 λ-bit strings
r1,e, r2,e, . . . , rk−1,e, then sets

rk,e = r1,e ⊕ r2,e...⊕ e.

In this way, this algorithm shares the element e with(k, k)
secret sharing scheme.

Next, this algorithm calculates hash function values of the
attribute atte that is related with the element e by calling
k independent and identically distributed hash functions
H1(), . . . ,Hk () and obtains

H1(atte),H2(atte), . . . ,Hk (atte).

where the corresponding position index of ABF is expressed
each Hi(atte)(i ∈ [1, k]). Then, this algorithm then stores ri
that is the ith element share to the position of the ABF as

r1,e → H1(atte) position in ABF .

...

rk,e → Hk (atte) position in ABF .

After that, the ABF will be store in the sensors or smart-
phones. Finally, the sensors or smartphones will upload the
data (CT,M,ABF) to cloud servers.
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D. DATA DECRYPTION
In our scheme, because of hiding the attributes mapping
function ρ, the data users should first run the ABF query
subroutine to check whether attributes they owned are in the
access matrix. The algorithm is as follows:
ABFQuery(S,ABF,PK ) → ρ′: The data users input the

attribute set S of users, the ABF and the system PK . For
each attribute att owned by the data user in attribute set S,
the algorithm computes the k hash functions H1(), . . . ,Hk ()
and obtains

H1(att),H2(att), . . . ,Hk (att).

Then, the algorithm gets the corresponding strings from the
positions as follows:

Hi(att) position in ABF→ ri,e for i ∈ {1, . . . , k}

Next, the element e will be reconstructed as

e = r1,e ⊕ r2,e ⊕ ...⊕ rk−1,e ⊕ rk,e
= r1,e ⊕ r2,e ⊕ ...⊕ rk−1,e ⊕ r1,e
⊕r2,e ⊕ ...⊕ rk−1,e ⊕ e.

When the algorithm wants to reconstruct the attribute
mapping, it should first judge whether the attributes owned
by him are in the access matrix. In this process, in order to get
the string atte, the algorithm first fetches the last Latt bits from
the string e. Next, it removes all the zero bits on the left of the
string. If the attribute at is the same as atte, the algorithm
thinks that this attribute at is in the access matrix. Otherwise,
his inquiry is terminated. Then, the algorithm should judge
whether the attributes owned by him are in the access policy.
In this process, in order to get the corresponding row number,
it gets the first Lrn bits from the string e. Next, the algorithm
removes all the zero bits at the left. If the attribute at is not
the same as atte, which means that the attribute at does not
belong to the access policy.

At last, the algorithm outputs the reconstructed attribute
mapping as

ρ′ = {(rownum, att)}att∈S .

which shows the corresponding relationship between row
number and the access matrixM . When obtaining the access
policy(M , ρ), the process of decryption is the same as that of
the traditional attribute-based encryption systems.
Dec(SK ,CT , (M , ρ′)) → m or ⊥: The data user inputs

the SK , the ciphertext CT and the access matrix (M , ρ′).
If S not satisfiesM , the algorithm outputs ⊥, Otherwise, this
algorithm calculates

key =
e(C2,K )∏

i∈I (e(K0,C1,i · ga·C3,i )e(Ki,C2,i))ω
i = e(g, g)αs.

Next, the returns the message

m =
C1

e(g, g)αs
.

V. SECURITY ANALYSIS
The security proof of the scheme will be given in this
section. For the sake of convenience, we simplify our
scheme to OO-CPA scheme, and denote

∏
OO =

(Setup,KeyGen,Encryption,Decryption). In order to prove
the security of our scheme, our scheme can be reduced
to the Waters system. The Waters system that is denoted∏

W = (SetupW ,KeyGenW ,EncryptionW ,DecryptionW )
is reduced to a ‘‘q-BDHE’’ assumption in prime order groups.
Theorem 1: The above OO-CPA scheme is selectively

CPA-secure assuming that the scheme of the Rouselakis and
Waters [27] is a selectively CPA-secure KP-ABE system.

Proof: The OO-CPA scheme is constructed from the
access scheme with privacy preserving scheme in [38],
which is constructed from the ciphertext-policy attribute-
based encryption scheme in [40]. So, it is shown that if
any PPT adversary A with non-negligible advantage break
through the

∏
OO-Exp experiment, he can also break the

decision q-BDHE problem with non-negligible advantage.
The simulator B plays a challenger role who interacts with

A in
∏

OO-Exp scheme with security parameter λ.
• Initialization. A gives a challenge access control struc-
ture M∗ to the B, B will send it to the Water challenge.

• Setup. Water challenge receives a M∗, and returns
PK =< g, ga, e(g, g)α, h1, . . . , hU > to B.
Next, B chooses the parameters of the bloom filter.
The maximum bit length of attributes in the system
is expressed by Lat . The maximum bit length of the
row numbers of access matrix is expressed by Lrn.
The size of bit array of the ABF is expressed by LABF .
The number of hash functions associated with the
ABF is expressed by k . Then passes PK =<

g, ga, e(g, g)α,Lat ,Lrn,LABF ,H1(),H2(), . . . ,Hk () >

them to A.
• Phase 1. The secret key algorithm is the same as in the
two scenario. So A can get the secret key by B who as a
middleman.

• Challenge. B selects two distinct and random messages
m0,m1 with equal length in the Water message
space, and sends the messages to Water. Then,
the Water challenger returns ciphertext CT =

(C,C ′, {Ci,Di}i∈[1,...,l]) to B. Here, C is the encrypted
message times e(g, g)αs,C ′ = gs and for each attribute,
we have Ci = gaλih−rii ,Di = gri .
It chooses random values z1, . . . , z|S| ∈ Zp and
computes the ciphertext

C1,i = Ci ∗ g−azi ,C2,i = Di,C3,i = zi,

CT ∗ = (C ′, {C1,i,C2,i,C3,i}i∈[1,...,l]).

After that, B guesses which message was encrypted b ∈
{0, 1} and computes keyg = C/mb. Finally, B sends to A
the tuple (keyg,CT ∗).

• Phase 2. B proceeds as in Phase 1.
• Guess. A outputs a bit t . If ta = 0,which means that
adversary A guesses that keyg is the key encapsulated
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FIGURE 2. The performance comparison of the encryption phase.

FIGURE 3. The performance comparison of the decryption phase.

by CT ∗, then B outputs tb. If tb = 1, which means
that A guesses that keyg is a random key, then B outputs
1− tb. If the adversary A has advantage ε in our scheme,
simulator B breaks the Kan KP-ABE system with the
advantage ε.

VI. PERFORMANCE ANALYSIS
The analysis of the performance of our scheme will be given
in this section. In our scheme, the encryption algorithm
is composed of offline.encryption, online.encryption and
ABFBuild algorithm. The decryption algorithm is composed
of ABFQuery and decryption algorithms. In order to more
accurately measure the scheme performance involved, we are
testing in a unified environment, where the processor is the
Intel(R) Core(TM) i5-3320M, and the RAM is the 8G.

Now, we give the computation cost of the encryption
process and decryption process between Yang’s scheme [38]
and our scheme. Since the construction and inquiry of ABF
is the same, the comparison of ABF is omitted. Figure.
2 displays the performance comparison of the encryption
phase. Our scheme generates ciphertext faster that the Yang’s
scheme in the process of encryption. Because pre-encryption
technology is applied, a lot of work is done ahead of time,
and the results are stored on sensors and smart phones. When
we know the information to be encrypted, we can quickly

generate ciphertext. This can be applied well in the case of
limited computing power. Figure. 3 displays the performance
comparison of the decryption phase. Our scheme has a slight
advantage in the performance of decryption. The perfor-
mance analysis shows that our scheme does not increase
the amount of computation in the encryption and decryption
stages. However, in the encryption phase, the efficiency of
encryption does not increase linearly with the increase of
attributes, which can be well used in computing resource
constrained Internet of things.

VII. CONCLUSION
In this article, the effective medical data sharing scheme
in the cloud storage is presented. In our security system,
we remove the attribute matching function, where attributes
will be hidden into the anonymous access structure. More
precisely, the ABF is used in our scheme to hide the
entire attributes. In the decryption phase, the legitimate user
will be able to restructure the attribute mapping function
and decrypt the ciphertext. To generate ciphertext more
quickly, the online/offline encryption technology is used
in the encryption phase. In the offline stage, we do not
know the information to be encrypted. But, we do a lot of
calculation work that is needed at the encryption stage, then
store them on sensors and smartphones. When we knew the
plaintext of encryption, we could quickly make ciphertext.
In addition, when the overall attributes of the system users
increase, the system does not need to be reinitialized, which
will also improve the efficiency of the system. That our
scheme is secure is showed in the security analysis. And,
the performance analysis shows that our scheme can improve
data processing ability in the encryption stage. Therefore,
the users’ data privacy stored on a cloud server can be
protected by using our scheme. Our scheme also improves
data processing ability in the encryption stage, which can
be well applied to terminal devices of IoT with limited
computing power. In the next work, we will verify whether
the ciphertext stored on the cloud server is tampered with.
If it is tampered, we can find it in time.
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