SPECIAL SECTION ON RECENT ADVANCES ON RADIO ACCESS
AND SECURITY METHODS IN 5G NETWORKS

IEEE Access

Multidisciplinary : Rapid Review : Open Access Journal

Received April 5, 2018, accepted May 10, 2018, date of publication May 16, 2018, date of current version June 5, 2018.

Digital Object Identifier 10.1109/ACCESS.2018.2837059

Energy Efficiency of Proactive Eavesdropping
for Multiple Links Wireless System

BAOGANG LI, (Member, IEEE), YUANBIN YAQ"'!,
HAIJUN ZHANG 2, (Senior Member, IEEE), YABO LV', AND WEI ZHAO'

! Department of Electronic and Communication Engineering, North China Electric Power University, Baoding 071003, China
2 Beijing Engineering and Technology Research Center for Convergence Networks and Ubiquitous Services, University of Science and Technology Beijing,
Beijing 100083, China

Corresponding author: Baogang Li (baogangli@ncepu.edu.cn)
This work was supported in part by the National Natural Science Foundation of China under Grant 61501185 and Grant 61601182, in part
by the Hebei Province Natural Science Foundation under Grant F2016502062, in part by the Fundamental Research Funds for the Central

Universities under Grant 2016MS97, Grant 2015MS95, Grant 2015MS95, and Grant 2015MS125, and in part by the Beijing Natural
Science Foundation under Grant 4164101.

ABSTRACT In this paper, we investigate the legitimate surveillance of wireless communication system,
which includes multiple suspicious links. We propose a novel objective of eavesdropping energy effi-
ciency (EEE) to value the performance of eavesdropping. Our general objective is to maximize EEE while
all the suspicious links are eavesdropped, which can be accomplished through either jamming or assist-
ing each suspicious link at a suspicious receiver under the consideration of many practical limitations,
such as transmission strategy of a suspicious transmitter, power budget of legitimate monitor (LM), and
eavesdropping ratio of a whole system. The formulated problem leads to a challenging mixed-integer
nonlinear programming (MINLP) problem. To solve this problem, we propose a novel eavesdropping scheme
by the special characteristic of eavesdropping, and the complex MINLP problem can be transformed to a
concave optimization problem by a series of transformations, which can be solved by the Lagrange multiplier
method. Considering the infeasibility of our proposed eavesdropping scheme when the power of LM is
insufficient to eavesdrop all the suspicious links, we propose a heuristic algorithm to obtain a tradeoff
between EEE and eavesdropping ratio. Numerical results show that our proposed eavesdropping schemes
outperform the proactive jamming scheme and the average-power eavesdropping scheme.

INDEX TERMS Legitimate surveillance, eavesdropping energy efficiency, proactive eavesdropping,
MINLP, eavesdropping ratio.

I. INTRODUCTION

Due to the broadcast nature of radio propagation, the wire-
less air interface is open and accessible to both authorized
and illegitimate users [1]. It is significant to improve wire-
less communications security to fight against illegitimate
users. A lot of researches exploit sophisticated signal pro-
cessing techniques to increase the secrecy capacity, such
as the artificial-noise-aided security [2], security-oriented
beamforming [3], [4]. It is noted that almost all existing
works often consider the eavesdropping process and jam-
ming process as illegitimate attacks [5], [6], which are pro-
hibited from a national security point of view. However, some
legitimate eavesdropping accredited by the government can
effectively discover, ascertain and prevent the information
transmitted between suspicious users, which is a new research
direction of wireless communication security.

There have been a little works in legitimate eaves-
dropping [7]-[13], a new approach namely proactive
eavesdropping via cognitive jamming emerges, in which
legitimate monitor (LM) purposely sends jamming signals
to suspicious link for eavesdropping successfully [7]-[10].
In addition, [11] and [12] proposed a spoofing relay scheme
to intervene a suspicious link. Note that all the aforemen-
tioned works focus on a single suspicious link. It is signif-
icant to extend the proactive eavesdropping technology into
more practical scenarios. Reference [13] studied a multiple-
input multiple-output (MIMO) legitimate surveillance system
which improved the eavesdropping non-outage probability
compared to single antenna LM. Reference [14] investigated
proactive monitoring via jamming over MIMO Rayleigh fad-
ing channels. Meanwhile, [15] and [16] studied the proactive
eavesdropping of two-hop suspicious communication link.
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Since multiple links communication is more and more
widely adopt, (e.g. orthogonal frequency division multiplex-
ing (OFDM)). The security of multiple links communication
system is crucial, whereas there are few studies of eavesdrop-
ping multiple suspicious links yet. Thus we propose a proac-
tive eavesdropping scheme of multiple links communication
system in this paper to fill this gap.

For multiple links communication system, especially
OFDM-based system, the suspicious communication link is
divided into multiple suspicious sub-links, which increases
the difficulty of monitoring. In this paper, we propose a
proactive eavesdropping scheme to eavesdrop multiple suspi-
cious communication links efficiently. Specifically, LM con-
tains two parts, eavesdropping part and intervention part.
The former is responsible for eavesdropping and obtaining
the information of suspicious transmitter (ST), the latter can
adjust multiple jamming signal to suspicious receiver (SR) to
guarantee the eavesdropping capability or work as a relay to
forward the signal from ST to SR for a higher eavesdropping
rates.

Jamming and relay power are great energy consump-
tions for LM. Generally, the monitor device is mobile,
portable, or vehicle-mounted, the power may be only battery
with limited capacity. However large-scale eavesdropping
may be a necessary mission. In this case, the energy utiliza-
tion is important for the constrained monitor. In this paper,
we introduce a novel objective of eavesdropping energy effi-
ciency (EEE) to evaluate the energy utilization of monitor.
EEE can be defined as the improved eavesdropping rate for
unit utilized power of LM. There has been much research
about the energy efficiency of the wireless communication
system. But to our knowledge, there is no research of energy
efficiency about proactive eavesdropping system. Thus we
formulate a EEE maximization problem under different trans-
mission strategies of ST (i.e. fixed-power transmission and
adaptive power transmission). Since multiple suspicious links
include suspicious links have eavesdropped and suspicious
links have not. Our proposed optimization problem is pro-
posed to obtain the maximum EEE while guaranteeing all
the suspicious links can be eavesdropped, which makes our
proposed optimization problem to be a mixed-integer nonlin-
ear programming (MINLP) problem. To address this issue,
we utilize the characteristic of proactive eavesdropping to
transform this complex optimization problem to a simplified
form, which can be solved by Lagrange multiplier method
finally. However, there exists the case when LM has not
enough power to eavesdrop all the suspicious links, which
makes our problem to be infeasible. Considering global
eavesdropping scheme for our proposed model, we propose
a heuristic algorithm to obtain a near optimal solution of this
case, which considers a trade-off between EEE and eaves-
dropping ratio.

The rest of this paper is organized as follows. In section II,
we present the system model and formulate the optimization
problem. In section III, we solve the MINLP problem in the
case when LM has enough power by the characteristic of
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eavesdropping. In section IV, heuristic algorithm is proposed
to solve the infeasible case of optimization problem when the
power of LM is insufficient. Section V shows the numeri-
cal results of our proposed eavesdropping schemes. Finally,
we conclude this paper at section VI.

Il. SYSTEM MODEL AND PROBLEM FORMULATION

As shown in Fig. 1, we consider a legitimate surveillance
scenario, including one pair of ST and SR, meanwhile a
full-duplex LM with one eavesdropping antenna and one
intervention antenna. There are N > 1 suspicious links simul-
taneously in the communication system, e.g. OFDM-based
suspicious system works on N orthogonal sub-channels. The
LM can eavesdrop and jam/relay simultaneously for the full-
duplex ability, which aims to successfully eavesdrop multiple
suspicious links via jamming/assisting SR.

Suspicious h(l Suspicious
Transmitter Receiver

To—— Y
A . 1/ A
N\ /7,
BN TSI TS i/h,
AV N/ suspicious links

— . —-eavesdropping links
— — —jamming links

Legitimate Monitor

FIGURE 1. The proactive eavesdropping model of multiple links
communication system.

We consider a Rayleigh block fading channel, which
remains constant during each time block and is independent
with each other. Furthermore, we assume the channel state
information (CSI) of all links are perfectly known at the
monitor by the method given in [11], so as to reveal the
fundamental limit of multi-link legitimate eavesdropping.

For the nth suspicious communication link, let h(n), hg (n)
and hjy(n), n€[l, 2, --- , N] denote channel coefficient from
ST to SR, channel coefficient from SR to eavesdropping
antenna of LM and channel coefficient from jamming antenna
of LM to SR respectively. All the above channel coefficients
obey the complex Gaussian distribution respectively, the cor-
responding channel power gains can be defined as g(n) =
\h(m)|?, ge(n) = |he(n)|* and g;(n) = |hy(n)|?, respectively.

We consider that ST transmits information with power p(n)
of nth suspicious link, while the jamming/relay power g(n)
of LM sent to jam/assist nth suspicious link will change to
facilitate the eavesdropping. Let Q denotes the maximum
power supplied by the legitimate monitor for jamming and
relay, P denotes the maximum transmit power of suspicious
transmitter, thus we have

N
> am) < 0. (1)
n=1
N
> pn) < P. )
n=1

Now, according to the data rate of suspicious link Rp(n)
and the data rate of eavesdropping link Rg(n), we can divide
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the suspicious links into two categories, which are non-
eavesdropped suspicious links set €21 and eavesdropped sus-
picious links set €2, respectively.

For the first suspicious links set 21, Rg(n) < Rp(n), all
the suspicious links have not got eavesdropped successfully.
LM will work as a jammer, only by reducing the data rate
of suspicious link Rp(n), can LM successfully eavesdrop
the suspicious link. For the second suspicious links set €2,
Rg(n) > Rp(n), all the suspicious links have got eaves-
dropped successfully. LM will work as a relay to enhance the
performance of eavesdropping.

We assume that the message transmitted by the nth ST is
s(n), and the corresponding signal of LM is x(n), so after LM
jamming the suspicious links at 21, the signal received by SR
via nth suspicious link is

yp1(n) = v/p(mh(m)s(n) + v/ q(m)hy (mx(n) + np1(n), (3)
the message eavesdropped by LM is

yE1(1) = \/p(M)hgp(n)s(n) + nsy(n) + ng1(n), 4

As for the suspicious links set €25, the signals receives by
SR via nth suspicious link after LM forwarding message to
SR is

yp2(n) = /p(mh(n)s(n) + /q(m)h; (n)x(n) + np2(n), (5)
the message eavesdropped by LM is

ye2(n) = /p(mhg(n)s(n) + ng;(n) + nea(n), (6)

where np;(n)|i=12 and ngi(n)|;=1,2 with zero mean and
variances o2(n) denote the additive white Gaussian
noises (AWGNs) at SR and eavesdropping antenna of
LM, respectively. ng;(n) denotes the SI of LM, which is
assumed to be perfectly canceled by using advanced analog
and digital self-interference cancellation schemes similar
to [7]. B(n) denotes the amplification of LM as B(n) =

q(n) ;

Sz m) LX) o Bes.ld.es, d(n) e [0, '1] dGI'IOteS
the signal splitting ratio that divides the signal into signal
for the AF relay and signal for eavesdropping. Accordingly,
we can get the signal-to-interference-plus-noise ratio (SINR)

at SR and the eavesdropping antenna of LM

Vo1(n) = gmp(n) —
_ kg
YeE1(n) = GZ—(n)’
() = BB ISEEI () + g()pln)
(BX gy (m) + p(n) + Do (m) * (g
oy = (L= P8 (mp(n)
2 — ¢(m)o3(n)

accordingly, we can get the data rate of the suspicious link
and eavesdropping link based on Shannon formula as

i=1,2, ©)
i=1,2. (10)

Rpi(n) = loga(1 + ypi(n)),
Rgi(n) = loga(1 + yEi(n)),

VOLUME 6, 2018

We introduce an indicator function to denote LM has
eavesdropped successfully or has not:

() = L, if VE(H? > yp(n), (11
0, otherwise.

For the suspicious links at €21 with yg1(n) < vp1(n)lg@m)=0,
we denote the achievable eavesdropping rate after jamming
this suspicious link as 1 (). For the suspicious links at €2,
with yg2(n) > yp2(n)lgm)=0,¢(n)=0, We denote the achievable
eavesdropping rate of this suspicious link as 74,2 (n).

For multiple suspicious links include eavesdropped links
and non-eavesdropped links, we not only jam suspicious
links to enable successfully eavesdropping but also forward
for suspicious receiver to acquire higher eavesdropping rate.
Therefore, the eavesdropping rate is

Reav =Y amreai() + Y reaa(m).  (12)

neg; ne2y

We introduce the system EEE for multiple suspicious
links to evaluate the above performance, which is defined as
follows

Reav - Rg(;)v
n= (13)
Zn:l q(n)
which implies the improved system eavesdropping rate per
unit power of LM. Ry = Y,cq RO)(n) is the initial
eavesdropping rate of suspicious links at €2, before relay.

For the multiple suspicious links communication system,
we study the allocation of jamming and relay power to max-
imize EEE and guarantee a reliable eavesdropping ratio as
well. We form the problem of maximizing system EEE as
follows

(P1): max n
N

s.t. Za(n)q(n) <Q, (14)
n=1

Rp(n) > Rp(n), Vn. (15)

where (14) is to guarantee the power constraint of the
monitor, (15) is the eavesdropping ratio constraint which
ensures all the eavesdropping links being eavesdropped, since
larger number of eavesdropped suspicious links means higher
eavesdropping ratio of legitimate monitor. To solve the prob-
lem (P1), we first check the feasibility of of the problem (P1).
We have a theorem of successfully eavesdropping a single
suspicious link as follows

Theorem 1: The maximum eavesdropping rate of eaves-
dropping a single suspicious link 7 is obtained if and only if
Rp(n) = Rg(n), the eavesdropping rate r.,,(n) = Rp(n). For
suspicious links at 21, the optimal jamming power ¢*(n) is
the power consumed to reduce Rp(n) to Rg(n).

q*(n)

2
L (gmom _ neQ. (16)

_ 2
= ool e O @)
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Proof: The eavesdropping rate of suspicious link at
Qq is Rp(n),n € i if and only if Rg(n) > Rp(n),
n € €21, or the eavesdropping rate is 0. When the jam-
ming power g(n) > q*(n),n € i, the eavesdropping
rate Rp(n), n € 2 starts to reduce. For the eavesdropping
rate of suspicious links at €5, Rg(n) > Rp(n),n € .
There exists a peak of the eavesdropping rate when Rg(n) =
Rp(n),n € €2, since Rp(n),n € €2 is increasing and
Re(n),n € 2 is decreasing during the relay from LM to
SR. So that the maximum eavesdropping rate of eavesdrop-
ping a single suspicious link n is obtained if and only if
Rp(n) = Rg(n),n € Q21 U Q. |

Generally, the monitor is an energy constraint node. The
finite jamming power is hoped to produce more eavesdrop-
ping rate. According to theorem 2.1, the LM cannot stop
jamming SR until ygi(n) = ypi(n), then the suspicious
information can be eavesdropped. We denote the achiev-
able eavesdropping rate after jamming this suspicious link
as regy1(n) = Rpi(n). For the suspicious links at €2, with
vE2(n) > ypa(n)|4=0,4=0, the relay power and signal splitting
ratio should be also adjusted until yg1(n) = ypi1(n), which
means the peak of the eavesdropping rate. Then we denote
the achievable eavesdropping rate of this suspicious link as
Fea2(n) = Rpp(n).

For our proposed optimization problem, when the power
of LM is enough for jamming all the suspicious links at
to get eavesdropped, the LM will jam the non-eavesdropped
suspicious links preferentially. According to theorem 2.1,
we denote the jamming power that just meets the requirement
of eavesdropping all the suspicious links at 2 as Q; =
Y nea . g*(n). When Q > (y, the problem (P1) is feasible,
i.e. all the suspicious links will get eavesdropped with a
jamming power consumption Q; of LM. Then LM will utilize
the extra power to improve the performance of relay to reach
higher eavesdropping rate, which is the main study task and
contribution of this paper.

When QO < 0y, the problem (P1) is infeasible, which
means the power of LM cannot afford to eavesdrop all the
non-eavesdropped suspicious links. In this case, LM will
tend to eavesdrop as many suspicious links as possible
for the constraint (15) and try to achieve higher EEE
as well.

To further analyze the problem (P1), we study the power
allocation of LM according to the power constraint Q and
solve the MINLP problem (P1) by utilizing the theorem 2.1 of
successfully eavesdropping a suspicious link, which is the
characteristic of proactive eavesdropping.

IIl. THE SOLUTION OF LEGITIMATE MONITOR

WITH ENOUGH POWER

In this section, LM has enough power to eavesdrop all the sus-
picious links, our task is to obtain the highest EEE. Since all
the non-eavesdropped suspicious links can get eavesdropped,
which means a(n) = 1,n € i, problem (P1) can be
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expanded as

Z Teav1(n) + Z Teav2 (1) _Rgg)v

ne2; ne
P2):
P2 S amt Y qm
0=¢(m)=1 ne neQ,
sty g+ Y g < Q) (17)
nes ney
(15).

Next, we start to solve the problem (P2) under different
transmission strategies of ST, which are fixed power trans-
mission and adaptive power transmission.

A. FIXED POWER TRANSMISSION

For the fixed power transmission, the transmit power of ST
is constant, i.e. p(n) = pcons- Then the adjustment of trade-
off between the whole eavesdropping rate and EEE depends
entirely on the power allocation of LM.

Since all the suspicious links have got eavesdropped
successfully, which means the eavesdropping rate for the
suspicious links at €2; achieves the peak and remain con-
stant, we denote the eavesdropping rate of eavesdropping
suspicious links at €21 as Znegl Teavl M p=peons = Reavl-
Besides, the jamming power allocated to eavesdrop the non-
eavesdropped suspicious links is also a constant value Q;.
Accordingly, we can transform problem (P2) as

0
Z Teav2(n) + Reav1 — Rga)v

P2.1): max ne
w20 q(n)=0 Q1+ Y qn)
0<p(n=<1 nests
sty g+ 0/ <0
ney
(15). (18)

By introducing an auxiliary variable y;, the problem (P2.1)
can be expressed as follows and can be solved by Lagrangian
multiplier method.

(P2.2): max y

q(n)=0
0=<p(n)<1

s.t. (15) and (18)
Z Teav2(n) + Reayvl — Rg()z)v

nEQz

—y(Q+ ) qm)=0 (19

VLEQZ
The Lagrangian function of problem (P2.2) is denoted as
L(g(n), $n), y1, A1, 1, i@y

=y — A\ ( Zneﬂz Feav2() + Reavl — Rs;)v

[+ Znegz Cl(n)])
+ Ml(ZnGQZ q(n)+ Q1 — Q)

3 e - ypm) (20)
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oL —A1 8E (n)Uz(n)pcons

Ip(n)

In2[(1 — ¢()(ge(MP + 0%(n)) + o 2(M)][(1 — p(n))o2(n) + o2(n)]
ge(M)gs (Mq(m)o () (ge(M)Ppeons + 302(n))

_ _ g2 2
vi()(— o (mgn) + [(G0DZEMpeoms + 02(0) + 2B T SEMe ), 1)
L ge()g (M) (n)

—_— = 2 —1 — A1Vl — U1, 22
aam U T G e peoms + 02 + 0%y T 22
2
S(n) = (Vl(n)gEz(”)gl(n) Aiyr — pn1)o“(n) ' 23)

2v1(n)ge(n)gr(m)a?(n) + (u1 — MyYD@EMPeons + 02(n))’
oy = L= 90 EE®) — g)o>) — &> ][ 910D GEWpeons + () + 7*()] o

ge(mgy(Mp1(m)(o2(m) + 1) — 1]

where A1, (1, {1)1(n)}£lvz1 > ( are Lagrange multipliers, then
the gradient of £(x) and the optimal solution g(n) and ¢(n)
are gave in (21)-(24), as shown at the top of this page.

B. ADAPTIVE POWER TRANSMISSION
We have studied the eavesdropping scheme of LM when
ST transmits with a constant transmit power. In this part,
we will focus on a more practical problem that ST will adjust
its transmit power of each suspicious link, i.e. increases the
transmit power after being assisted by LM and decreases the
transmit power after being jammed by LM.

To achieve the highest data rate, the ST applies this adap-
tive power transmission strategy, which can be denoted as

(P3): max Z Rpi(m)+ Y Rpa(n)
qn ne
s.t. (2)
where Rpi(n) = log,(1 + W}?(ﬂ)), n € 21 and
Rpa(n) = logy(1 4 U=2EE® 0y e Q). We classify

a2(n)
the two formulas into one formulas as Rp(n) = log,(l +

y(n)p(n)), since we only focus on optimizing the variable
p(n). y(n) is the unit SNR of the suspicious link, which
denotes as

g(n)

g (m)g*(n) + o 2(n)’
1 —¢n)ge(n)

o2(n)
The problem (P3) can be transformed into a concave opti-
mization as

nEQl

Y1) =
Yo(n) =

y(n) = (25)

692

’

(P3.1): max > logy(1 + y(m)p(n)
Pmz0 o U
s.t. (2)

For solving the problem (P3.1), we employ Lagrangian
function with multiplier ¢ > 0 to solve it as

Lo),pQ2), - pm), ) = Y logy(1 +y(mp(n)
HEQIUQZ
—¢( > pm=P) (26)
neQIUQz
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Thus, we get the optimal transmit power of ST by setting
dL/dp(n) =0 as

1

—_—— = — Q
1 1 T2 ~ = e
P = —— — —— = 71 @7)
¢In2  y(n) L~ aeQ
tn2 ~ = ’ 2
Vo (n)
where v = is the water level, which is associated with

{ln2
the power constraint Znte U pn) =
can get the water level v as

P+ Z 10 35 + Z 0%, 3

ne2

P at ST, so that we

(28)

v =
N

Accordingly, the optimal transmit power can be trans-
formed as

g1 (Wg*+o2(m) o)
P+nEZQ] O Z T=6m)ge ™
pi(m)=
n)g*(n o%(n
) _ 81(mg*(n) + ()’ neQ
pm)= gm
(mq*+04(n) o~(n
A P+n€ZQl et Z a= ¢<n>)z,35(n)
p2(n)= N
o?(n) Q
A A— € Q
(I — ¢(n))ge(n)

(29)

The adaptive power transmission of ST will influence the
power policy of LM. Different from the fixed power trans-
mission, adaptive power transmission promotes the power
allocation of LM becomes a more complex problem, which
we will study below.

Same as the solution for fixed power transmission, we still
solve the problem at two cases according to the power con-
straint Q of LM.

When Q > (y, in this case, all the suspicious links get
eavesdropped successfully. The EEE of LM is

9(q(n), p(n)) — Ron,
> g

ne J Q2

n(g(n), p(n)) =

(30)
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where p(q(n), ¢(n)) =3 log,(vy 1 (M)+ 3 logy(VY,(n)),
ne ney
accordingly, we transform the problem (P1) as

(P4):  max  n(q(n), ¢(n))
q(n)=>0
0=¢(m=1
s.t. (1) and (15).
To solve the above fractional programming, we intro-
duce an auxiliary variable y,, the problem (P4) is
equivalently as

P4.1): ma
(P4.1) q(n)zxo 2

0=p(m=1

st p(qn), () —y2 Y q(n) = 0

l’lEQz
(1) and (15)

We employ Lagrange multipliers A>, o, {vz(n)}fyzl > (0to
solve the concave optimization problem (P4.1), the Lagrange
function is

L(q(n), p(n), y2, A2, w2, (2 ))

= y2 =20, g —y2 Y q(m)

nEQz
+M2( D am— Q)
neQ21UQ),
+ 3 namEm) — o) (1)

the solution are gave in (32)-(34), as shown at the bottom of
this page.

IV. THE SOLUTION OF LEGITIMATE MONITOR

WITHOUT ENOUGH POWER

As we have introduced in section II, In this section, we study
the infeasible case of the problem (P1). When Q0 < 0Oy,
there is not enough power for LM to guarantee constraint
(15), which means LM cannot guarantee to eavesdrop all the
non-eavesdropped suspicious links. However, it is a practical
problem we must solve: how to allocate the limited power of

LM to guarantee a highest eavesdropped ratio with a higher
EEE. So it is significant to develop a scheme, which decides
the non-eavesdropped suspicious links get eavesdropped first
efficiently.

A. FIXED POWER TRANSMISSION

For the case that transmit power of ST is fixed as we ana-
lyzed above, we proposed a heuristic algorithm to solve the
infeasible case of problem (P1).

Since we differentiate suspicious links as non-
eavesdropped suspicious links and eavesdropped links.
We can also divide the EEE into two parts, which are jamming
energy efficiency (JEE) 1y and relay energy efficiency (REE)
ng as follows

Z a(n)reav1 (n)

_ }’LEQI
TS alngn G
MEQI
Z Teav2(n) — Rg(c)l)v
_ ne2y
R = S a0 (36)
ne

We first maximize these two energy efficiencies
respectively, and then decide the power allocation of
LM by heuristic algorithm to make a trade-off between
whole eavesdropping rate, successfully eavesdropping ratio
and EEE.

For JEE, LM takes a strategy to eavesdrop the non-
eavesdropped suspicious, which guarantees to eavesdrop as
many non-eavesdropped suspicious links as possible and
obtain the highest JEE simultaneously. As we have already
analyzed in theorem 2.1, the jamming power requested by
each non-eavesdropped suspicious links to get eavesdropped
is fixed as ¢*(n),n € R, we denote the JEE of a single
suspicious link z as
i) = r(—;()”) e (37)

With the JEE of each suspicious link at €2, we can sort
them from highest to the lowest and constitute a task table
for LM.

For the REE of eavesdropped suspicious links at €,
we can easily employ Lagrange multipliers method to obtain
the optimal power g(n) and ¢(n) like (P2.1).

L —h2 gE(MP2(n)a2(n) + (02(n) + o 2(n) /(1 — p(m))(1/N — Do (n)

0p(n) — I 2[(1 — p)GEMP2(n) + 02(m) + o2 W] — p(n)o2(n) + o2(n)]

ge(n)gr(n)gn)o*(n)(ge(mpa(n) + 302(n))

2 2
(= e+ e r ) £ o) + TP SEMT ). G2
AL ge(n)gy(n)o?(n)
I 2 —1 — A — , 33
pam ) b + o) + o2 P2 T2 53
sy — L1 900 = g0() — g ] [$)e o)+ () + 0] a
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After solving the two sub-problems of optimizing JEE and
REE, we back to analyze the heuristic algorithm of the infea-
sible case of the primal problem (P1). For the influence of
constraint (15), the most important task of LM is successfully
eavesdropping suspicious links, we focus on contributing to
eavesdrop as many suspicious links as possible and main-
tain the highest EEE as well under this circumstance. The
heuristic algorithm is described at algorithm 1.

Algorithm 1 Heuristic Algorithm for LM When Q < O
1: SetL={1,2,...,N},n=1toN.

2: foralln=1toN do

3:  if yr(n) < yp(n) then

4: ne

5. else

6: ne

7. end if

8: end for

9: resort 21 in descending order of 7;(n)

10: for all nin ;| do
11:  if O > ¢*(n) then

12: update Q = Q — g*(n)

13: eavesdrop nth suspicious link
14: n=n+1

15:  else

16: Break

17.  end if

18: end for

19: for all n in 27 do

20:  Update Rp(n) with g(n) and ¢(n) via (23) and (24)
21: end for

22: return result

B. ADAPTIVE POWER TRANSMISSION

The power allocation scheme of ST has been studied
at section III, we have already got the optimal trans-
mit power p(n). The transmit power is influenced by the
jamming power g(n). As we have studied above, for the
case that the problem (P1) is infeasible in this case when
Q0 < (@, LM cannot eavesdrop all the suspicious links,
LM will take the strategy that eavesdrops as many sus-
picious links as possible and try to reach a higher EEE
simultaneously. Accordingly, the LM will utilize all the
limited power Q to jam the non-eavesdropped suspi-
cious links at ;. Thus we can denote the problem as
follows

R — RE),

(P5): max
g(n)=0 0
st ) a(mq(n) < Q) (38)
nte
a(n) € {0, 1} (39)
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where «(n)g(n) is the jamming power that LM jams
the nth suspicious link, R = Y o a(n)log,

1+ %) + Ypeq, logy (1 + %&f)")) is the
eavesdropping rate after the power allocation scheme.

The problem (P5) is a MINLP problem, we redefine
a(n) € [0, 1]. Then the objective function is jointly convex
in {a(n), g(n)Y's, we can solve it by employing Lagrange
multiplies A3, u3(n), {1)3(11)}2’:1 > 0. The Lagrange
function is

L(gn)., a(n), 23, 3 = (RRY)) /0
+23(2, o, @Mam—0Q)

3 e - 1)

(40)
Thus we can obtain the optimal solution is

o Q) g
an) = (1 - —) ~ 3
N7 QIn2g(n)(1 + 23) \ g(m)p1(n) + o=(n)
_ge(m) ) @)
ge(mp1(n) + o*(n)
q(n) = a(mq*(n). (42)

V. NUMERICAL RESULTS

The performance of our proposed eavesdropping scheme is
evaluated by a series of numerical experiments. Consider a
multiple suspicious links communication system, where the
number of suspicious links is N = 50 unless otherwise stated.
In addition, the channel coefficients of ST to SR A(n), ST to
LM hg(n) and LM to SR hy(n) are independent circularly
symmetric complex Gaussian (CSCG) random variables with
mean value 0.5. Meanwhile, we set the fixed transmit power
at ST of each suspicious link to be p(n) = 20dB. For the
fairness of results, we set the transmit power constraint of ST
as P = 37dB for both two transmission strategies of ST. Here,
the transmit power are normalized over the receiver noise
power such that we can set the noise power to be 02 = 1.
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FIGURE 2. Eavesdropping energy efficiency and eavesdropping ratio
versus the power constraint of legitimate monitor.

Fig. 2 shows the EEE 1 and eavesdropping ratio of three
eavesdropping scheme versus the power constraint Q of LM,
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which are our proposed eavesdropping scheme, proactive
jamming scheme (LM only interferes the non-eavesdropped
suspicious links for eavesdropping) and average power
eavesdropping scheme (LM allocates the energy to inter-
fere or assist each of the suspicious links equally). We can
observe that EEE 1 of LM will decrease through eavesdrop-
ping more non-eavesdropped suspicious links when Q is not
enough, i.e. O < 20dB. When all the non-eavesdropped
suspicious links are eavesdropped, which means the eaves-
dropping ratio is 1, the EEE will increase with the rise of Q
in the eavesdropping scheme we proposed. This is the advan-
tage of assisting the eavesdropped suspicious links. Our pro-
posed eavesdropping scheme can achieve much higher EEE
than proactive jamming scheme and average-power eaves-
dropping scheme. Furthermore, our proposed eavesdropping
scheme owns the same eavesdropping ratio as proactive jam-
ming scheme and has higher EEE. The observation shows
that our proposed scheme can not only guarantee a high
eavesdropping ratio by jamming the suspicious links but
also further increase the eavesdropping rate by assisting the
suspicious links.
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FIGURE 3. Eavesdropping energy efficiency and improved eavesdropping
rate versus the power constraint of legitimate monitor.

Next, Fig. 3 shows the EEE 7 and the improved eavesdrop-
ping rate versus the power constraint Q of legitimate moni-
tor. We can observe that compared with proactive jamming
scheme and average-power eavesdropping scheme, LM can
not only obtain the highest improvement of eavesdropping
rate but also have the highest EEE by utilizing our proposed
eavesdropping scheme. Moreover, the power constraint of
legitimate monitor is low, the improvement of our proposed
scheme on eavesdropping rate is little compared to proactive
jamming, since the vast majority of energy is utilized to jam
for eavesdropping non-eavesdropped suspicious links, only
litter energy is allocated to assiat eavesdropped suspicious
links. This is designed for achieving higher eavesdropping
ratio.

According to theorem 2.1, we can obtain the power thresh-
old Q; of LM. When Q > @y, which means LM has enough
power to eavesdrop all the suspicious links, Fig.4 shows EEE
of LM with N = 40 and N = 60 when ST employs
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FIGURE 4. Eavesdropping energy efficiency of Legitimate monitor under
fixed power transmission and adaptive power transmission with N = 40
and N =60, Q > Q.

fixed power transmission and adaptive power transmission.
Our proposed eavesdropping scheme can improve EEE of
LM by parlaying the adaptive power transmission of ST, since
the assistance to eavesdropped suspicious link from LM will
lead to the rise of adaptive transmission power p(n), which
can lead to a higher eavesdropping rate and EEE of LM.
We can also see that the improvement of EEE is higher
when there exists more suspicious links, which means more
eavesdropped suspicious links.

1
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FIGURE 5. Eavesdropping energy efficiency of Legitimate monitor under
fixed power transmission and adaptive power transmission in our
proposed eavesdropping scheme and average-power eavesdropping
scheme. Q < Q;.

Finally, Fig.5 shows EEE of LM with insufficient power
in our proposed eavesdropping scheme and average-power
eavesdropping scheme when ST employs fixed power trans-
mission and adaptive power transmission. We can see that
when Q < @, which means LM cannot eavesdrop all the
suspicious links, the adaptive power transmission of ST will
influence EEE of LM, since jamming a suspicious link will
lead to a decrease of the transmit power p(n), which directly
causes the decrease of eavesdropping rate and EEE. We can
observe that our proposed eavesdropping scheme can handle
the above concern and the gap of EEE between the two
transmission method is closing with the increase of Q.
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VI. CONCLUSION

In this paper, we study EEE of multiple suspicious links com-
munication system, which is a novel objective. We consider
there exists eavesdropped and non-eavesdropped suspicious
links in the eavesdropping range of LM. The main task of
our work is to maximize EEE of LM and maintain a high
eavesdropping ratio and eavesdropping rate which is cov-
ered in the constraints of our model. The finite power of
LM is used for jamming the non-eavesdropped suspicious to
eavesdrop it successfully and relaying for the eavesdropped
suspicious links to improve EEE. In addition, we consider the
fixed power transmission and adaptive power transmission of
ST for practicality. We propose eavesdropping schemes for
both two transmission methods of ST. The optimization prob-
lem we proposed is a MINLP problem, which is intractable.
We solve the problem by utilizing the theorem of proactive
eavesdropping and simplify it to a fractional programming
problem by analyzing the energy constraint of LM. Then we
utilize Lagrange method to solve it, since we can transform
the problem to a concave optimization problem by introduc-
ing an auxiliary variable. Numerical results show that our
proposed eavesdropping schemes can achieve higher EEE
and eavesdropping rate versus proactive jamming scheme and
average-power eavesdropping. Furthermore, our proposed
schemes are trade-offs between EEE, eavesdropping rate and
eavesdropping ratio.
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