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ABSTRACT Mobile social networks (MSNs) enable users to discover and share contents with each
other, especially at ephemeral events such as exhibitions and conferences where users could be strangers.
Nevertheless, the incentive of users to actively share their contents in MSNs may be lacking if the
corresponding cost is high. Besides, as users in MSN share contents in an impromptu way as they move,
it makes them vulnerable to malicious users who may want to disseminate false contents. This is because
users may not have knowledge about the peers they are socially connecting with in the network. In this
paper, we propose MCoST, a mechanism that motivates content sharing in MSN and ensures that only
trustworthy contents are shared. The mechanism is built on users’ collective bidding, content cost sharing,
and trust evaluation while guaranteeing individual rationality. MCoST enables content providers to share
contents with multiple users simultaneously by utilizing the broadcast nature of wireless transmission.
The cost of the content is collectively compensated by the content receivers through the content bidding
mechanism in MCoST. In ensuring that users can establish the trustworthiness of their encounters’ contents,
MCoST incorporates a robust trust evaluation framework that guarantees that content reviews are immutable
and tamper-proof, resistive to sybil, and rejection attacks, and that users cannot have multiple and fake
identities in the network or reject negative reviews about their contents. This is achieved by integrating a
distributed cryptographic hash-chained content review mechanism in the design of MCoST. Performance
evaluation shows that the proposed mechanism efficiently evaluates contents’ trustworthiness by detecting
and discriminating review-chains under sybil or rejection attacks and reduces the time and cost to collect the
desired contents by 86% and 40%, respectively, and improves network utilization by 50%.

INDEX TERMS Collective bidding, content reputation, content sharing, hash-chained review, incentives,
trust inference, mobile social networks.

I. INTRODUCTION
As smart mobile devices and phones becomemore ubiquitous
and pervasive with wide array of sensors and communication
techniques, we can develop mobile social network (MSN)
apps that enable these devices to automatically create virtual
communities where contents can be shared implicitly. For
instance, your smartphone could assist you have a productive
encounter with other MSN users by informing you about
their interests and valuable contents that they may share with
you. Example of such application is Whozthat [1] which uses
MSN to enrich offline social interaction among strangers by

suggesting topics of common interest. An exhaustive discus-
sion on structure and design of MSN, and its applications can
be found in [2] and [3].

In this paper, we examine the design of MSN to enrich
attendees’ experience at a large scale exhibition. Exhibi-
tion attendees always want to gain insights of new develop-
ments in domains of their interests, and to interact with the
exhibitors and fellow attendees.Most attendeeswouldwish to
visit all the stands and to participate in most activities which
fall within their interests. However, as exhibitions run for a
short duration (typically 3 − 5 days) with many exhibitors,
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these attendees may not be able to visit all the relevant
stands whose contents they may be interested in. Besides,
it may be costly to individually visit all the stands to assess
if their contents are of interest. Nevertheless, we observe that
the attendees may wish to discover and connect with their
encounters whom they share with similar interests. Also, they
may wish to record these offline contacts and transfer them to
online social networks such as Facebook for future connec-
tions and interactions. This motivates us to utilize the short
but frequent encounters at the exhibition to create an MSN as
a platform for users to share and exchange their contacts and
contents. Such an approach potentially boosts the speed and
significantly reduces the cost of content collection.

Notably, MSN users are mostly strangers who wish to
discover peers of similar interests and to share contents and
contacts in an impromptu way as they move. However, this is
at a risk for the MSN users since they may not have knowl-
edge about peers whom they socially connect with.Moreover,
MSNs lack central authority, so called trusted third party,
who can identify and block malicious users from sharing
false contents or malware [4], [5]. Therefore, in enabling
impromptu social networking in MSN, there is a need for
a mechanism to evaluate trust of unknown users and their
contents and to ensure that only trustworthy contents are
shared in the network. Trust evaluation in MSN is distributed
as each user individually computes trust value of other users
and their contents and may share it in the form of content
review, so called rating [6]. Thus, a review can be viewed as
encounter’s opinion of or experience with the user’s content
and can be used by others to establish the reputation of the
content [7], [8]. As MSN lacks trusted authority, content
reviews are stored by the content provider who shares them
with her encounters who may be interested in the content and
thus would wish to infer the content’s trustworthiness [9].
This makes reviews susceptible to self-reviews, multiple and
fake reviews, and modifications by the content provider.
Exhibition Illustration: Let us consider that user A,B and

C are interested in photography and that they have met at
stand 9 that is exhibiting on cameras. Further, consider that
A is looking for some information on camera deals and offers,
while B is looking for cameras that auto-connect to social
network apps. Also, consider that C has been to stands 2, 3
and 6 where he collected some contents on drone-cameras
and camera deals from company Z . Notably, C has contents
that could be relevant to A and thus Amay consider to collect
them from him during their co-location at stand 9. This way,
A saves time that would otherwise have been spent to collect
these contents from their respective stands. Nevertheless,
C may not have intrinsic motivation to share these contents
with A due to the cost he incurred to generate them or the
value he attaches to them among others reasons. The cost
here refers to the phone resources used to collect and store
the content such as energy and memory, and the time and
effort involved in collecting the content. Besides, as A and
C are most likely strangers who are meeting for the first time
during this exhibition, Amay need a mechanism to determine

if C’s content is trustworthy. Unless A is able to establish that
C is not a malicious user and that his content is genuine, he
may be reluctant to collect content from him. We desire to
design a system that can motivate users such as C to share
their valuable contents with their encounters who may be
interested in them while ensuring that his encounters such
as A can establish the trustworthiness of the content being
shared.

While motivating contents sharing and dissemination in
MSN network is preeminent due to the cost incurred to gen-
erate contents [10]–[12], it is notable that users may not wish
to collect harmful and malicious contents from the network
as this would jeopardize their privacy and security. Hence,
unless a user can establish that the content being shared is
genuine and that the content provider is not malicious, he
may not be motivated to collect the content. We first notice
that in MSN, both the cost to generate the content and the
cost of sharing the content are not known to the content
provider’s encounters who may be interested in the content.
Thus, they may not be able to determine the sufficient com-
pensation that could motivate the content provider to share
the content. In addition, the content provider may not know
his encounter’s valuation of the content that he hosts and
hence might not be able to figure out howmuch the encounter
would be willing to pay so as to adjust his price accord-
ingly. Nonetheless, the content can be shared only when
the proposed payment by the encounter(s) can sufficiently
compensate the cost of sharing the content. We observed
that with multiple instances of sharing, the surplus from the
sharing transactions could compensate the cost to generate
the content. Thus, to increase the sharing rate, we propose a
collective content bidding mechanism that motivates users to
share their contents with their co-located encounters using a
single auction.

During the exhibition, an attendee may be reluctant to use
his personal public-private key to sign reviews as this may
imperil his privacy since any user in the network who has
used his public key to validate his signed review can also
use the same key to decrypt his personal contents when they
encounter each other. To address this challenge, we consider
that exhibition attendees register with the exhibition organizer
prior to attending the exhibition. During the registration,
the organizer assigns them unique secret codes that they use to
generate their individual public-private key pair to use while
at the exhibition. This way, only the contents signed using
this private key can be decrypted by the user’s encounters
who have his public key. The reviews are hash-chained to
each other and digitally signed by the reviewers using their
private keys. This ensures that reviews are undeletable, their
integrity is verifiable, and also mitigates the effects of sybil
attacks as multiple and fake identities, and self-reviews are
easily detectable. In the proposed mechanism, users also
share their review history with their co-located encounters
which enable them to identify rejection attacks in review-
chains of contents that their future encounters may want to
share. Thus, in this paper, we propose MCoST, a mechanism

28340 VOLUME 6, 2018



F. M. Awuor et al.: Motivating Content Sharing and Trustworthiness in MSNs

to motivate users to share contents in the MSN network and
ensures that the shared contents meet acceptable threshold
of trustworthiness. MCoST is built on users’ collective bid-
ding, content cost sharing and trust evaluation while ensur-
ing users’ individual rationalities. MCoST enables content
provider to share content with multiple users simultaneously
by utilizing the broadcast nature of wireless transmission. The
cost of the content is collectively compensated by the content
receivers through the content bidding mechanism in MCoST.
In ensuring that users can establish the trustworthiness of
their encounters’ contents,MCoST incorporates a robust trust
evaluation framework that guarantees that content reviews are
immutable and tamper-proof, resistive to sybil and rejection
attacks, and that users cannot havemultiple and fake identities
in the network or reject negative reviews about their contents.
This is achieved by integrating a distributed cryptographic
hash-chained content review mechanism in the design of
MCoST. The contributions of this paper can be summarized
as follows:
• We formulate and model content sharing problem in
MSN networks that ensures that the contents shared in
the network meets acceptable threshold of trustworthi-
ness. Using game theory, we establish a content sharing
framework that ensures that users have sufficient incen-
tive to share their valuable contents with their co-located
encounters. We then derive the optimal content bidding
strategy that considers the content’s trustworthiness.

• The proposedmechanism incorporates a distributed con-
tent trust evaluation mechanism based on cryptographic
hash-chained content reviews that is able to detect and be
resilient to sybil and rejection attacks. This also ensures
that the content reviews are undeletable and resistive to
modifications.

• Using simulations, we show that the proposed mecha-
nism efficiently evaluates contents’ trustworthiness by
detecting and discriminating review-chains under sybil
and rejection attacks. We also show that the proposed
mechanism could also reduce the time and cost to collect
the desired contents in the network by 86% and 40%
respectively, and improves network utilization by 50%.

This work is an extension of our initial strategy presented
in [13] that focused on incentivizing content sharing in MSN
without consideration to the content’s trustworthiness. The
rest of this paper is organized as follows: Section II reviews
related literature, Section III presents the systemmodel while
analysis is discussed in Section IV. Trust evaluation frame-
work and performance evaluation are presented in Sections V
and VI respectively. Finally, we draw our conclusion in
Section VII.

II. RELATED WORK
A. MOTIVATING CONTENT SHARING IN MSN
References [10], [14], and [15] propose incentive schemes
for content dissemination in MSN built on virtual rewards
and checks that are paid to users who participate in ensuring
that the content is delivered to the target receiver. In [11],

contents are disseminated in the network if they are expected
to yield high utility in the future. In these schemes [10], [11],
[14], [15], the content providers are intrinsically motivated to
share and disseminate their contents, for instance adverts in
the network. Thus, these schemes are designed to incentivize
MSN users to assist the content providers to disseminate their
contents to the target recipients. However, in MSNs such as
at conferences or exhibitions where users incur costs to gen-
erate their valuable contents, the challenge is to motivate the
content providers to share their contents with their encounters
who may be interested in them. This is one of the problems
that we address in this paper.

Generally speaking, MSNs are opportunistic networks
built on peer-to-peer (P2P) architecture [2], [10] where users
generate contents and share them with their homophylic
encounters. This, nonetheless, comes with free-rider problem
as most users would want to download much more than
they contribute to the network. Besides, users may not be
willing to share their contents owing to the values that they
may attach to them. Also, sharing contents may make users
vulnerable to privacy and security breaches [2]. The mecha-
nism in [16] illustrates that pricing scheme discourages free-
riding in opportunistic P2P networks. Service differentiation
strategy proposed by [12] and [17] ensures that the amount
of content a user can access in the network is proportional
to her contribution thus guaranteeing user fairness in the
network. Though MSN has close similarity to P2P network,
the strategies used in P2P may not be directly applicable to
MSN due to their inherent differences. For instance, MSNs
are built strictly on selective connection among homophylic
encounters. Also, MSNs have ephemeral property as they
are formed spontaneously for temporary but specific events.
However, since the transmissions in MSN are mostly wire-
less which can potentially perform multicast, we exploit this
property to share the cost of the content among the multiple
co-located encounters who are interested in the content.

Considering that MSN is built on smartphones’ ability
to implicitly generate and share contents, it is noticeable
that MSN is similar to participatory mobile-phone sensing.
In both, users desire to acquire only contents that meet their
preferences from the participants or from their encounters.
However, the objective in participatory sensing is to minimize
cost of compensating participants [18], [19] such that the
proposed payment motivates their participation. In addition,
only cost information is private in participatory sensing [19]
whereas in MSN, both the content cost and content value
are private information. This implies that incentive design
mechanisms in participatory sensing may not be directly
applicable to promoting content sharing in MSN.

B. CONTENT TRUSTWORTHINESS IN MSN
In [20], social trust framework that limits the maximum
number of sybil attacks independent of the network size
is proposed. The mechanism is built on user’s familiarity
with their surrounding peers measured by accumulated time
of being in their proximity, and user’s similarity with the
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encounters. It uses friend ties to build a graph of paired users
so as to keep track of user’s encounters. Trustworthy service
evaluation in MSN is proposed by [8] where service provider
independently collects and stores the user reviews about his
service and makes these reviews available to users who are
interested in his service. This mechanism considers that to
submit reviews, users join and register themselves with some
groups where the group authority issues them with a bunch of
pseudonym secret keys. They use these keys to verify reviews
availed by the service provider and to sign their reviews.
However, this strategy does not illustrate how these groups
are formed or how the group authority is determined, and
assumes that the group leader can always be trusted. Thus,
should the integrity of the leader be compromised or should
he collude with the service provider, the users may never
detect. In addition, it also assumes that MSN users are intrin-
sically motivated to cooperate such that users can submit
their reviews through their neighbours in the group which
makes this mechanism vulnerable to attacks on trust such
as blackhole attack. Moreover, a malicious group leader can
submit multiple and fake reviews using the pseudonym secret
keys that he stores or give these pseudonym secret keys to the
service provider to self review his own service. This could
allow the service provider and the group leader to posses mul-
tiple fake identities such that their fake reviews would always
be disguised as genuine. Besides, the reviews submitted by
different groups are not chained or linked together and thus a
user may not detect if all the reviews from the previous groups
are incorporated in the reviews provided to him. These are
among the problems that we address in our proposed trust
evaluation mechanism, so called MCoST. In [21], fuzzy trust
inference mechanism in MSN is proposed. The mechanism
derives user’s trustworthiness based on her prestige, famil-
iarity, similarity and risk of trust metrics where prestige is
defined as the number of the user’s total encounters in the
network in comparison to the network size. However, this
mechanism does not consider any form of attack on trust. Dif-
ferent from these mechanisms, we propose a cryptographic
hash-chained review based trust inference framework that
ensures that users cannot have multiple and fake identities
in the network and that reviews are immutable, non-deletable
and resilient to sybil and rejection attacks.

Due to its one-way and collision resistive property, hash
function has been used in security and authentication pro-
tocols such as one time password and for authentica-
tion between a server and users [22], and to authenticate
queries and contents from outsourced databases [23] or web
servers [24], [25]. Notably, these mechanisms [22]–[25] are
designed for fully connected server based network which is
not available in opportunistic ephemeral MSNs that we con-
sider. Thus, these mechanisms may not be applicable to our
problem due to the inherent differences in the networks con-
sidered. We propose a mechanism that uses a cryptographic
hash function to generate hash values to link content’s review
records so as to produce hash review-chain. The reviewers
generate cryptographic signatures on their respective reviews

that can be used by the public to verify the origin, authenticity
and integrity of the signed reviews.

While the problem of content trustworthiness in MSNmay
appear to be an ideal candidate for a typical blockchain algo-
rithm [26]–[30], we notice that the structure and operation
of MSN being opportunistic and ephemeral does not permit
direct application of blockchain. For instance, blockchain
is built on premise of fully connected network [26]–[30]
which is missing in MSN as at any given time, users could
be connected with co-located peers and thus forming many
local but disconnected groups [31] which makes it impossi-
ble to validate transactions using the consensus concept in
blockchain. Besides, in blockchain networks all the records
among users are expected to be similar [26]–[30] such that a
user hosting a record that is different from others is assumed
to be compromised and untrustworthy. On contrary, same
content collected from the same source by different users
in MSN are likely to have different review-chains as their
encounters will be different [11], [31] and since the network is
not fully connected, there is no way each reviewer can report
to the whole network when he submits a review to the content
host.

Normally, in social networks users opinions and experi-
ences are used by others to deduce the usefulness or quality
of a service, product or content offered by a user [7], [8],
[32], [33]. These opinions are expressed as reviews or rat-
ings. As these reviews could inform others’ decisions about
a content or service, it is only essential that they are reli-
able and trustable. Due to lack of centralized controller in
MSN, reviews are susceptible to self-reviews, modifications,
and multiple and fake reviewing which could compromise
the integrity of reviews and their usefulness in determin-
ing the content’s quality or trustworthiness. Besides, MSN
connections are temporal, spatial-based and users are not
fully connected which makes identification of self-reviews or
modified reviews difficult. Thus, we propose a mechanism to
mitigate trust attacks on content reviews and then derive an
algorithm to determine the content’s trustworthiness. While
security and user privacy in MSN are concerns as shown in
[4], [6], and [32], in this study we focus on incentivizing con-
tent sharing and guaranteeing that only trustworthy contents
are shared in the network. We hope that in our future work,
we can leverage our proposed mechanism to address security
and privacy issues in MSN.

III. SYSTEM MODEL
A. NETWORK MODEL
We consider an MSN at an exhibition with N users, so called
attendees, who collect and share contents with their homo-
phylic co-located encounters. Among these users, we define
users who have collected some contents that they would
consider sharing with their encounters as agents while users
who wish to download contents hosted by agents as prin-
cipals. During an encounter, agents share the metadata
of the contents they wish to share. A content’s metadata
contains its description and signed reviews from users who
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have experienced it. These reviews are hash-chained to form a
review-chain to ensure that they are non-modifiable and non-
deletable. Exhibition attendees normally form small groups
around an exhibit as they listen to the exhibitor and we exploit
this co-location to share and disseminate contents among
these users. The contact duration during such a co-location
is shown in [34]–[36] to be at least 2 minutes but can range
to more than half an hour at exhibitions and conferences.
Thus, we assume that the contact duration when an encounter
occurs is sufficient to exchange content’smetadata, determine
the content’s trustworthiness and pricing, and to share the
content. The metadata also contains the review history of the
agent and those of his previous encounters. A review history
is a summary of contents that a user has reviewed in the
network and IDs of their providers. A user’s review history is
the same for all the content review-chains that he hosts. Even
if an encounter is not interested in the content whose meta-
data has been shared, he will incorporate the peer’s review
history into his. This way, he can validate the reliability of a
content shared by his future encounter by checking whether
the content’s review-chain recorded the reviews that some
users reported to have made about the content. This assists in
mitigating effects of rejection attacks where content providers
would reject negative reviews.

Prior to attending the exhibition, the attendees register with
the exhibition organizer who assigns them unique registration
codes which the attendees use to generate public-private key
to be used to sign reviews while at the exhibition. This way,
users sign their reviews using their private keys and make
their public keys available in their signed review records to
be used by the public to verify the integrity of their reviews
and their identities. Though users may have multiple devices
while at the exhibition, they all have to be registered using
this public-private key pair if they are to be used to col-
lect or review contents in the network. Principal user inter-
ested in a content establishes the content’s reputation from
its reviews in the review-chain which coupled with similarity
and familiarity metrics enables the user to infer the content’s
trustworthiness.

We assume that there are K contents in the exhibition and
that users can be agents on some contents and principals
on other contents. We propose a content sharing frame-
work where users may choose to become agents or princi-
pals of certain contents. The decision will depend on their
trust evaluation of the content, the cost of the content, and
expected profit from the content. We then propose content
bidding mechanism, an auction-based strategy that incen-
tivizes agents to share their contents with principals. This is
the source of surplus that an agent may collect from principals
in the proposed framework. Then lastly, we propose a content
evaluation mechanism to assist principals to establish the
trustworthiness of the agents’ contents.

B. CONTENT SHARING FRAMEWORK
We first describe the content sharing framework. Normally,
at a themed exhibition, attendees are interested in collecting

TABLE 1. Notations and definition.

contents that are trustworthy. As MSN has no central author-
ity that can provide reference in regard to trustworthiness
of agents and their contents, any principal interested in an
agent’s content has to evaluate the trustworthiness of the con-
tent by himself. The principal may then share his evaluation
as a content review on the content’s metadata to assist the
agent’s future principals to evaluate trustworthiness of his
content. Let us consider that during an encounter, agent j
wishes to share content k with principal i and that i evaluates
the trustworthiness of this content to be τi,kj . Then we can
define i’s preference for j’s content k as

χi,k =

{
τi,kj , if τi,kj > γ,

0 Otherwise.
(1)

where γ is the minimum desirable trustworthiness in a
content that can be determined empirically as illustrated
in Section VI. The derivation of τi,kj is discussed later in
Section V. (For easy of reference, summary of notations used
are defined in Table 1.) If we consider that while at the
exhibition, user i is a principal forKi contents, i.e., he collects
Ki contents through his homophylic encounters, then we can
derive his utility as

uprci =
∑
k∈Ki

(
χi,k − pi,k

)
(2)

where pi,k is i’s payment for content k .

C. CONTENT BIDDING MECHANISM
Typically, users may encounter their homophylic peers at
stands that are exhibiting on topics of common interest. Thus,
we leverage these users’ co-located peers at the stands for
content sharing. Specifically, we consider that a user with
content to share broadcasts the content’s metadata to her
1-hop neighbors during their co-location at a stand. Users
interested in the content respond to the agent within the
broadcast’s validity period specified in the metadata. The
agent then establishes the number of potential principals
interested in the content. This number is broadcasted to the
users who responded to the broadcast to assist them establish
their optimal bidding strategy. We now assume that a set of
principals N t

i,k are interested in agent i’s content k at time t .

VOLUME 6, 2018 28343



F. M. Awuor et al.: Motivating Content Sharing and Trustworthiness in MSNs

Given their interests and willingness to share the cost to get
the content, these principals bid for the content simultane-
ously. So based on the received bids, agent i decides whether
to sell the content to the principals. If agent i decides to sell
the content, she broadcasts the content to all the principals in
the set N t

i,k and collects the bid from each of them. Similarly,
in event that only one user is interested in the content, that is,
|N t

i,k | = 1, the principal determines his bid accordingly and
submits it to agent i who decides whether to sell the content
to him.

Assume that principal j ∈ N t
i,k is interested in content k

and proposes to agent i some payment (bid) ptj,k so as to
acquire the content. Let us define cDk as the cost to share the
content with the interested principals in the set N t

i,k . Hence,
as cDk is the cost to broadcast the content to the principals
in the set N t

i,k , it can be shared among the |N t
i,k | principals

interested in the content. Thus, i shares her content k with
|N t

i,k | principals only if
∑
j∈N t

i,k

ptj,k ≥ cDk . This way, agent

i ensures that the payment received is at least sufficient to
deliver the content to the interested principal(s). Given that
MSN is characterized by short but frequent opportunistic
encounters, we consider that agent i is able to share content
k in T encounters or transactions. Hence we can define the
surplus from these sharing transactions of k as∑

t∈T

(
−cDk +

∑
ptj,k

)
Then considering that i shares a set Ki of contents, we can
derive his utility as follow

uagti =
∑
k∈Ki

−ck +∑
t∈T

−cDk + ∑
j∈N t

i,k

ptj,k


 (3)

where ck is the cost incurred by i to generate content k .
Next, we discuss the best response of a user - in regards

to being an agent or a principal for certain contents - when
encounter happens. Let us consider that at time t , user i
encounters jwho has content k from stand s, and that it would
cost cti,s for i to get to stand s from its current location. Then
we can define π ti,k , the probability that i would be a principal
for agent j’s content k at time t as

π ti,k =


1 if pti,k < ψ t

i +
∑
κ∈K t

i

∑
z∈N

pz,κ <
(
ck + cti,s

)
,

0 Otherwise.
(4)

where pti,k is i’s bid for j’s content k at time t , ψ t
i is i’s

available resource such as phone energy at time t , K t
i is i’s

total content collected by time t , and pz,κ is payment made
to i by some principal z who bought his content κ . In (4),
user i becomes a principal for content k at time t only if it
is cheaper to collect the content from the encounter j than
to go to the source stand s and if i has sufficient resource to
cater for its bidding strategy, i.e., the proposed payment, pti,k .
Similar to [11] and [37], let us assume that users’ encounters

for content sharing follow a Poisson process. Thus, we define
contact probability, αij, between i and j as αij = 1 − e−λi,jτi
where λi,j is contact rate between i and j and τi is the total
time i spends in the network. Then i’s expected utility can be
expressed as

ui =
τi∑
t=1

αij
[
π ti,kuprci +

(
1− π ti,k

)
uagti

]
(5)

Then we can formulate network utilization as

� =

N∑
i=1

(
τi∑
t=1

αij
[
π ti,kuprci +

(
1− π ti,k

)
uagti

])
(6)

However, for a user i, her goal is to maximize her expected
utility. That is,

u∗i := max E
[
ui
(
p∗i,k , p

∗
j,k

)]
(7a)

subject to

ψi +
∑
k∈Ki

∑
t∈T

∑
j 6=i,j∈N t

i,k

ptj,k ≥
∑
k∈Ki

pi,k (7b)

pi,k , pj,k ≥ 0 (7c)

where ψi is i’s resource when joining the network such as
available time, phone energy etc. The constraint (7b) ensures
that users’ spendings are within their available resources.

IV. ANALYSIS ON CONTENT SHARING
We now analyze the behaviors of MSN users in the proposed
content sharing framework. Given that users in the exhibi-
tions are real human and should act rationally to maximize
their utility in the framework, we propose to use game theory
to analyze their expected behaviors. Let us define a game
Gk =

〈
N ,
(
Ai,k

)
i∈N , (ui)i∈N

〉
with N players where Ai,k is the

set of available actions for player i and ai,k ∈ Ai,k is i’s action
considering content k while ui is payoff function of i. Thus,
we define the actions of principal i as to bid or not to bidder
for content k .
Definition 1 (Nash Equilibrium): a∗ :=

(
a∗1, a

∗

2, . . .
)
is

a (pure strategy) Nash equilibrium iff ui
(
a∗i,k , a

∗
−i,k

)
≥

ui
(
ai,k , a∗−i,k

)
∀ai,k ∈ Ai,k .

Considering that p∗ :=
(
p∗1,k , p

∗

2,k , . . . , p
∗
n,k

)
is a Nash

equilibrium strategy profile, p∗i,k ∈ p∗ is principal i’s
best response if p∗i,k

(
χi,k

)
maximizes her expected payoff

E
[
ui
(
p∗i,k

)]
given u−i

(
p∗
−i,k

)
.

The decision of whether to be a principal or an agent for
some content k depends on the potential return a user i can get
from the content bidding mechanism. Therefore, we need to
analyze the bidding strategy of principals in the mechanism.
In other words, we need to determine p∗i,k that maximizes i’s
expected utility in (7a). Let us consider that n ⊆ N principals
have preference χ =

{
χ1,k , χ2,k , . . . , χn,k

}
for agent j’s con-

tent k . χ is private information known only by the individual
principals and assumed to follow a known distribution that
is a common knowledge, i.e. χ ∼ H = H1 × H2 × . . .Hn.
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Principal i’s bidding strategy pi,k
(
χi,k

)
is a function thatmaps

principal i’s true value χi,k to a non-negative payment (or
bid) pi,k . We consider that pi,k

(
χi,k

)
is strictly increasing and

differentiable, and that pi,k
(
χi,k

)
≤ χi,k for all χi,k . (For ease

of notation, we drop k and simply write pi,k
(
χi,k

)
as pi (χi)

to mean principal i’s proposed bid to agent j for its content k .)
Let us assume that i’s valuation χi ∼ U (0, 1). This implies
that pi ∼ U (0, 1− a) where a ∈ [0, 1]. The objective of
principal i is to maximize its expected utilityE

[
uprci (pi) |χi

]
,

that is,

max Pr (i obtains content k) × (χi − pi)

= max Pr

∑
i∈N t

j,k

pi ≥ cDk

(χi − pi) (8)

1) CASE THAT |Nt
j,k | = 1

That is, only 1 co-located encounter is interested in agent
i’s content k . This implies that

∑
i∈N t

j,k

pi = pi and thus (8) is

equivalent to

max Pr
(
cDk ≤ pi

)
(χi − pi)

However,

Pr
(
cDk ≤ pi

)
= 1− Pr

(
cDk > pi

)
= 1−

[
1− Pr

(
cDk < pi

)]
Considering that cDk is distributed according to U [0, 1],
1−

[
1− Pr

(
cDk < pi

)]
can be simplified to 1− [1− pi] = pi.

Thus, (8) can be expressed as

max pi (χi − pi)

Differentiating pi (χi − pi) w.r.t pi and setting to 0 gives

p∗i =
1
2
χi (9)

Hence (9) is the optimal bidding strategy that maximizes the
expected utility in (8) when |N t

j,k | = 1.

2) CASE THAT |Nt
j,k | > 1

Letting |N t
j,k | = n, we can write (8) as

max Pr

(∑
m∈n

pm ≥ cDk

)
(χi − pi)

= max Pr

(
n−1∑
m=1

pm ≥ cDk − pi

)
(χi − pi) (10)

Let us define a random variable Y =
n−1∑
m=1

pm. Then by

definition, Y is Irwin-Hall (uniform sum) distributed with pdf

fY (y; n− 1) =
1

ã (n− 2)!

⌊ y
ã

⌋∑
m=0

(−1)m
(
n− 1
m

)( y
ã
− m

)n−2
where ã = 1− a.

Thus,

Pr
(
Y ≥cDk −pi

)
=

∫
∞

cDk −pi
fY (y; n− 1) ∂y

= 1− Pr
(
Y < cDk − pi

)
= 1−

1
(n−1)!

brc∑
m=0

(−1)m
(
n−1
m

)
(r − m)n−1

where r =
cDk −pi
ã .

Let

z =
brc∑
m=0

(−1)m
(
n− 1
m

)
(r − m)

then i’s expected utility in (10) can be written as follows(
1−

1
(n− 1)!

zn−1
)
(χi − pi)

Taking first order derivative w.r.t. pi and setting to 0,

∂

∂pi

((
1−

1
(n− 1)!

zn−1
)
(χi − pi)

)
= 0

and

(χi − pi) =
ã (n− 2)!
zn−2

−
ãz

n− 1

Hence i’s optimal bidding strategy, p∗i , that maximizes the
expected utility in (8) when |N t

j,k | > 1 is

p∗i = χi − f (pi) (11)

where f (pi) =
ã(n−1)!−ãzn−1

(n−1)zn−2
.

Recall that χi ∼ U (0, 1) and pi ∼ U (0, 1− a), thus,
χi − pi = 1 − (1− a) and hence χi − pi = a. Combining
this argument with χi− pi = f (pi) derived in (11), it follows
that f (pi) = a. However, (11) is not in closed form and
thus we employ numerical approximations to estimate the
range of values of variables in f (pi). In these simulations,
we search for the values of f (pi) such that for different
values of a, cDk and n, f (pi) is approximately equal to a.
We then use these estimations to determine the user’s opti-
mal bidding strategy. The results are shown in Fig 1. From
the numerical approximations, the range of these variables
are: 0 ≤ pi ≤ (1− a), f (pi) ∼= a, 0.1 ≤ cDk ≤ 1.0
and

a =


0.5 if n = 2,
0.55, . . . , 0.57 if n = 3, 4, . . . , 50,
0.58 Otherwise.

(12)

To this end, we derive the collective content bidding and
cost sharing mechanism in Algorithm 1. The main outline
of the algorithm is that users in the network explore the
exhibition by visiting exactly one stand in each timeslot.
Besides, they can only visit stands whose contents they have
not collected or accessed.While at the stands, users are able to
collect contents from both the exhibitor and their co-located
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FIGURE 1. Bidding strategy.

Algorithm 1 Content Sharing Mechanism Using MCoST
1: ngb (i): Set of i’s 1-hop neighbors
2: ngbk (i) = {}: Set of i’s 1-hop neighbors interested in his

content k
3: princk = 0; sumbidk = 0: Counters
4: procedure Content Sharing
5: if i wishes to share his content k then
6: i broadcasts k’s metadata to ngb (i) at the stand;
7: while broadcast is valid do
8: for j = 1 to |ngb (i) | do
9: j decides to collect k from i based on (1) and (4);
10: if

((
π tj,k > 0

)
&&

(
χj,k > 0

))
then

11: j ∈ ngb (i) sends WANT message to i;
12: princk+ = 1;
13: ngbk (i) = ngbk (i) ∪ j;
14: end if; end for; end while
15: if (princk > 0) then i broadcasts princk to ngbk (i)
16: for j = 1 to |ngbk (i) | do
17: if (princk == 1) then
18: j ∈ ngbk (i) determines pj,k according to (9);
19: else j ∈ ngbk (i) determines pj,k using (11);
20: end if
21: j submits its bid, pj,k , to i;
22: sumbidk+ = pj,k ;
23: end for; end if
24: if

(
sumbidk ≥ cDk

)
then

25: i broadcasts content k to ngbk (i);
26: j ∈ ngbk (i) submits payment pj,k to i;
27: end if; end if
28: end procedure

encounters. Users who wish to share their contents broadcast
the metadata of these contents to their 1-hop neighbors co-
located at the stand. Users decide to request for contents
whose metadata are shared based on (1) and (4). The content
owner, so called agent, then broadcasts the number of users
interested in his content to his co-located peers who had
responded to the broadcast of the content’s metadata. This
assists these principals to determine their bids for the content
which they then submit to the agent. The agent broadcasts

the content to these principals if the sum received bids is
at least sufficient to meet the cost of content sharing. The
principals thenmake their payments once the agent has shared
the content.

V. CONTENT TRUSTWORTHINESS
We now discuss how we establish and evaluate the trustwor-
thiness of contents in the proposed framework. Recall that
the utility of a user depends on his content’s trustworthy and
that user’s encounters evaluate the content’s trustworthiness
individually due to lack of trusted authority that can be used
to provide central reference to the user’s content. But since
user’s encounters share their experience of the content in form
of content reviews, we can leverage these reviews to establish
the content’s reputation which combined with other metrics
such as similarity and familiarity can assist user’s future
encounters to evaluate the content’s trustworthiness during
the exhibition. However, reviews are vulnerable to sybil and
rejection attacks and thus we propose to use a cryptographic
hash-chained approach that makes reviews non-deletable and
resistive to modifications.

Content’s metadata contains the content provider’s review
history and the hash-chained reviews of the content from
users who have experienced it. The first record stores the
review history (rh) while the second record stores the identity,
so called public key, of the content provider and the descrip-
tion of the content. The subsequent records in the metadata
contain the reviews. The rh record is linked to the second
record while the second record and all the subsequent records
are hash-chained to each other. Basically, rh record stores
the ID of all contents reviewed by the user and his previ-
ous encounters, and the content providers of those contents.
These details are captured in the reviewer ID (RID), content
ID (CID) and content provider ID (CPID) fields. (For the
sake of clarity, we also refer to metadata as review-chain.)
All contents’ metadata from a user have the same rh infor-
mation. During the opportunistic encounters, users share the
metadata of contents they wish to share with their co-located
peers. They then update their own rh records with the new
rh information from these encounters. For instance, consider
that user 1 and 2 have collected and reviewed contents x and c
provided by user 7 and 9 respectively.When user 1 encounters
user 2, they will share and update their rh records accordingly
and both will have rh record as in Fig. 2. Consequently, when
a user is interested in a content whose metadata is shared,
he first checks if the content’s review is detailed in his rh
record. If it exists, he checks that all the reviews about this
content captured in his rh record to have been submitted to
this content provider are all present in the content’s review-
chain. If any of the reviews is missing then it implies that this
content provider rejected the review probably because it was a
negative review that would discredit the content’s reputation.
Such a review-chain is considered as not reliable as it is under
rejection attack.

Besides the rh record, all other records in the review-chain
contain five fields, that is; the review record number, reviewer
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FIGURE 2. Review history.

FIGURE 3. Content description.

identity, review entry, signed hash value and previous review
record’s hash value as shown in Fig. 3. The review record
number shows the index of the record. The reviewer identity
captures the public key of the reviewer and the time-stamp
when the review record was signed. The review is stored in
the review entry field. The signed hash value contains the
signed review record’s hash value while the previous hash
value field contains the hash value of the previous review
record and it is chained to the current review record. Let us
define the review record message as the review entry and
previous review record’s hash value. So the content reviewer
digitally signs the review record’s message using his private
key to generate the review record’s signed hash value. This
automatically captures the reviewer’s public key and the time-
stamp when the review message is signed. It also creates
a new and empty review record that is hash chained to the
current review record. Subsequent review is submitted using
this empty review record as illustrated in Fig. 3. That is, user
i registers with the exhibition organiser and is assigned a
unique code regi that he uses to generate its public-private
key pair (pki, pti) to use to encrypt and decrypt his reviews
while at the exhibition. He uses the private key pti to sign
his reviews and avails his public key pki in the review to be
used by the public to verify his signature. In other words,
i generates the hash value for a review message as hi =
signpti (review_message) while any user can verify i’s signa-
ture using h′i = verifypki (review_message) and can conclude
that the review is compromised if h′i 6= hi.
Let us consider Figs. 3 and 4 to illustrate the opera-

tion of MCoST. The review-chain record indexed 0000 is
the rh record of this content provider while the second
record, so called genesis record, indexed 0001 stores the con-
tent’s description and the public key of the content provider,
i.e., 5a00df , which can be used to verify its signed hash value.
The reviewer identity field also contains the time-stamp

FIGURE 4. Review-chain with 1 review.

when the review record was signed, i.e., 170615090300 -
15th June 2017 at 9.03 am. The moment this review record
is signed by the content provider, an empty review record
indexed 0002 is automatically created that is hash chained
to this genesis review record. So this becomes the content’s
metadata that the content provider shares with his co-located
peer who may be interested in the content. Let us consider
that some user identity public key 940cbf is interested in this
content. First, user 940cbf updates his rh record with entries
in that of 5a00df . Next, 940cbf checks if there is any review
entry in his rh record that other users reported to have sub-
mitted to 5a00df about this content. If there is, then 940cbf
checks if the review is captured in the review-chain shared by
5a00df . User 940cbf concludes that 5a00df ’s review-chain
is unreliable if any review entry about this content recorded in
940cbf ’s rh record to have been submitted to 5a00df is omit-
ted in 5a00df ’s review-chain. Otherwise, 940cbf performs
the next step which is to verify that all review records in the
shared review-chain are signed, and that no malicious user
has made any multiple reviews in it. 940cbf also verifies that
there are no self-reviews from 5a00df in the review-chain by
searching for any review record which has 5a00df ’s public
key besides the genesis record. Finally, 940cbf then computes
the trustworthiness of the content (as derived later in (16)) and
decides to bid for the content if its trust inference is acceptable
as defined in (1).

Assume that 940cbf gives this content a rating of 8. He then
generates the cryptographic hash value of the review record
message. Next, he digitally signs this hash value using his
private key to generate the review record’s signed hash value
which in effect captures his public key and the time-stamp
of the record signing. This also generates a review record
indexed 0003 which is hash chained to this current review
record 0002 as illustrated in Fig. 4. This becomes the con-
tent’s new review-chain which 940cbf sends to the content
provider 5a00df to replace the review-chain he previously
held. Both 5a00df and 940cbf shares this new review-chain
with their subsequent encounters who may be interested in
this content. If we consider that 5a00df later encounters and
shares this content with fbc954 who gives the content a rating
of 4, then 5a00df ’s review-chain would look like Fig. 5.

A. DETECTING SYBIL AND REJECTION ATTACKS
The review-chain needs to ensure that it is resistive to the
effects of sybil attacks since MSN lacks trusted authority
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FIGURE 5. Review-chain with 2 reviews.

FIGURE 6. Sybil attack.

to keep track of updates on contents’ review-chains or to
authenticate users in the network so as to identify and block
malicious users. Similar to [8] and [20], we define the follow-
ing potential attacks on reviews:
Sybil attack 1: Multiple reviews that occur when mali-

cious content providers collude with their cronies to sub-
mit multiple positive reviews to promote the reputation of
their contents. This attack also occurs when malicious users
intentionally submit multiple negative reviews to discredit the
reputation of their foes’ contents.
Sybil attack 2: Self-reviews where content providers mod-

ify negative reviews in their own contents’ review-chains to
positive reviews so as to boost the reputation of their contents.
Rejection attack: This occurs when a user submits a nega-

tive review and the content provider silently rejects or drops
it. Normally, the content provider would update the pre-
viously held review-chain with the new one containing
the encounter’s review. However, in this case, the content
provider fails to update his previously held review-chain to
avoid having reviews that could lower the reputation of his
content. In MSN where user encounters are opportunistic,
future encounters of this content provider may never know
that he rejected a negative review submitted to his content’s
review-chain.

These attacks compromise the integrity and reliability of
content reviews and thus mislead users about the reputa-
tion of a content such that malicious contents may be per-
ceived as trustworthy while genuine contents perceived as
untrustworthy.

In designing MCoST, we assume that users acquire only
contents that they have not collected from the network and
submit one reviews for each content collected. Thus, a user
who submits multiple reviews in the same review-chain is
considered malicious. Let us consider that a malicious user
decides to change the review entry of review record index
0002 from 8 to 1. This will change the signed hash value
of review record 0002 and the hash values of all the subse-
quent review records in the review-chain as shown in Fig. 6.
Any user who receives this review-chain can verify that
its integrity has been compromised as the public key of
the reviewers in the review records 0002, 0003 and the
subsequent records would not match their respective signa-
tures in the signed hash value. This makes this review-chain
invalid. Nonetheless, a content provider may consider reject-
ing a review-chain with negative review from his encounter.
To illustrate how MCoST mitigates this form of attack, let
us consider that user 2 in Fig. 2 is not interested in content
x shared by user 1 but nonetheless updates his rh record
with that of user 1 as discussed earlier. Assume that user 2
soon after encounters user 3 who updates his rh record with
that of user 2. Later, user 3 encounters user 7 whom user 3
is interested in his content x. However, from user 3’s rh
record, he knows that user 1 had reviewed content x provided
by user 7. So user 3 verifies if user 1’s review is captured
in content x’s review-chain shared by user 7. If user 7 had
rejected user 1’s review, user 3 will notice that it is missing in
the review-chain and this would imply that this review-chain
is under rejection attack and thus not reliable.

28348 VOLUME 6, 2018



F. M. Awuor et al.: Motivating Content Sharing and Trustworthiness in MSNs

Algorithm 2 Reputation of a Content’s Review-Chain
1: l: length of content k’s review-chain
2: contk : provider of content k
3: rh: review history of a user interested in content k
4: status = 1; validity of content’s review-chain
5: procedure ContentReputation
6: if k > 2 then
7: if content k’s entry exist in rh under contk then
8: Identify the reviewers of content k in rh
9: if any reviewer is missing in content k’s review-chain

then
10: status = 0; \\rejection attack exists
11: break; end if; end if
12: for i = 3 to l do
13: if record(i) is NOT signed then
14: status = 0; \\review is tampered with
15: break; end if
16: message=[review(i),previous_hash_value(i]);
17: temp_message=[verify(public_key(i),

hash_value(i))]
18: if message != temp_message then
19: status = 0; \\integrity of review compromised
20: break; end if
21: if revieweridentity(2)==revieweridentity(i) then
22: status = 0; \\self-reviewing exist
23: break; end if
24: for j = 2 to k do
25: if revieweridentity(i)==revieweridentity(j) then
26: status = 0; \\multiple reviews exist
27: break; end if; end for
28: end for; end if
29: if status == 1 then
30: Content’s review-chain is valid
31: Determine reputation score according to (13)
32: else
33: Reputation score = 0
34: end if
35: end procedure

B. ESTABLISHING REPUTATION AND TRUSTWORTHINESS
OF A CONTENT
A review-chain is considered reputable if it is void of both
sybil and rejection attacks. Using Algorithm 2, a user’s
encounters are able to verify the integrity of his con-
tent’s reviews and to determine its reputation. Algorithm 2
detects review-chains whose integrity are compromised due
to sybil or rejection attacks and classifies them as non-
reputable, and assigns them 0 score in regard to reputability.
Given that users wish to collect only contents whose review-
chains are reputable, we need to establish a mechanism to
determine the reputation score of such contents. Define tm as
the time when a user encounters content provider of content
m and tk as the time when review record k in m’s review-
chain was signed. Then the age of k at the time of encounter

FIGURE 7. User encounter.

is tm − tk . Consider that a content reviewer gives a rating r ,
where r ∈ [rmin, rmax] and 0 ≤ rmin ≤ rmax . Also, let
reviewer’s rating for the content captured in record k be rk .
Then we can compute the reputation score, RSm, of content
m from its review-chain as follows

RSm =
1
κ

κ∑
k=1

rk
rmax

(
1− e−

1
tm−tk

)
(13)

where κ is total reviews in m’s review-chain. In (13),(
1− e−

1
tm−tk

)
has the property of inverse sigmoid function

to ensure that reviews are weighted based on their ages
in the review-chain. This effects the time decay property
of trust. rmax normalizes the expected reputation score to
0 ≤ RSm ≤ 1.
In social networks, users who tend to interact often can

be considered to trust each other as they are assumed to
be familiar with each other [20], [21], [32], [38]. In con-
sideration to MSN, we can explore users’ previous content
sharing interactions to determine their familiarity. Consider
a weighted and directed content sharing interaction graph in
MSN defined as G = (V ,E) where V is the set of users
and E denotes edges defined as interactions between users
and weighted by the number of content sharing interactions
as shown in Fig. 7. Specifically, each content sharing is
considered as an encounter and thus the weights on inbound
edges are the number of interactions where the user acquired
content from the given content provider. Define NG (k) =
{v ∈ VG|v, k ∈ EG} as the set of k’s neighbours that k has
acquired contents from at least once, then we can derive k’s
familiarity score for its encounter v as follows

FS(k, v) =


EG (v, k)∑

i∈NG(k) EG (i, k)
if v ∈ NG (k),

0 Otherwise.
(14)

where EG (v, k) is weight of inbound edge from v to k , and
0 ≤ FS(k, v) ≤ 1. For instance, in Fig. 7, FS(z, y) =

EG(y,z)
EG(k,z)+EG(u,z)+EG(y,z)

=
4

3+3+4 = 0.4. Eq. (14) captures
the view that users give much consideration to contents from
encounters whom they have previously collected most con-
tents from.

Generally speaking, in social networks users tend to trust
their peers who are similar to them [3], [20], [21] and
in consideration to MSN, this implies that users can trust
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their encounters if they have similar user profiles or inter-
ests [31], or if they have common encounters. Thus, let us
consider that k would wish to acquire content m from his
encounter v. So he examines if he has interacted and acquired
content from any of the reviewers in content m’s review-
chain. Let us define Rm (v) as the set of users who have
reviewed v’s content m that k is interested in, then we can
derive similarity score based on common encounters, SC ,
using Jaccard similarity coefficient [3] as

SC(k, v) =
|NG (k) ∩ Rm (v)|
|NG (k) ∪ Rm (v)|

This enables k to determine the fraction of his encounters who
have acquired content m which generally measures content
m’s trustworthiness within k’s trusted encounters. Next, let
us also consider that a user’s profile vector is constructed
from the keywords that she uses to describe her profile and
interests. Then we can use cosine metrics [3], [39] to distin-
guish how similar a user’s profile vector is to another. Let
Esk =

(
s1k , s

2
k , . . .

)
be a vector describing user k’s profile

and interests and Esv =
(
s1v, s

2
v, . . .

)
describe that of content

provider v whose content user k is interested in. Then the
similarity of k and v, sim (k, v), can be derived using cosine
metrics as follows

sim(k, v) =
Esk . Esv

‖ Esk ‖2‖ Esv ‖2
where −1 ≤ sim(k, v) ≤ 1. sim(k, v) = −1 means that k
and v are exactly opposite, sim(k, v) = 1 means that they
are exactly the same and 0 implies that they are decorrelated.
Hence we can derive similarity score based on profile and
interests, SP, as

SP(k, v) =

{
sim(k, v) if sim(k, v) > 0,
0 Otherwise.

(15)

The argument presented in (15) is that since users tend to trust
their friends and normally friends tend to have similar inter-
ests and profiles, then it follows that contents from encounters
with similar profiles or interests to the user can as well be
trusted by the user. Finally, the similarity score between k
and v, SS(k, v), can be formulated as

SS(k, v) = λSP (k, v)+ (1− λ) SC (k, v)

where 0 ≤ λ ≤ 1 and λ is system parameter that can be
determined empirically. Setting λ close to 1 enables the user
to give more attention to contents from peers with similar
profile or interests to hers while setting λ close to 0 enables
her to focus on contents that are trusted by her previous
encounters.

To this end, user k can infer the trustworthiness of con-
tent m provided by user v using (16)

τk,mv=αRSm+(1−α) [βSS(k, v)+(1− β)FS(k, v)] (16)

where α and β are system parameters associated with MSN
application and 0 ≤ α, β ≤ 1. In (16), significant con-
tribution is assigned to the content’s reputation to ensure

FIGURE 8. Effect of α on trust inference.

TABLE 2. Simulation parameters.

that contents whose review-chains are compromised cannot
be disguised as genuine. Thus, setting α close to 1 enables
a user to focus on collecting contents that are considered
reputable as is illustrated in Fig. 8. The choice of β allows
the user to decide whether to give more attention to contents
from familiar or similar peers. For instance, setting β close
to 0 enables the user to focus on contents from familiar users.
k can then use τk,mv to determine his preference for content
m as described earlier in (1).

VI. PERFORMANCE EVALUATION
A. SIMULATION SETUP
For simulation, we consider an exhibition area
of 250m− by− 250m with 200 exhibition attendees that are
uniformly deployed in the area. In every timeslot, attendees
are assumed to visit stands whose contents they have not
collected or accessed. While at a stand, users share contents
with their co-located 1-hop neighbors. The contact duration
(that is, length of each timeslot) is set to 3 minutes [34]–[36].
The probability that a user is a principal for a certain content
while at the stand is either 0 or 1 according to (4) while the
contact rate is set to 0.33 similar to [37]. Users’ mobility
are considered to follow random waypoint model where
users move in random destinations at a speed uniformly
distributed in [0.5, 1.5] m/s. Other simulation parameters are
set according to (12) as shown in Table 2.

The reviews on content, so called ratings, are assumed to
be uniformly distributed in [rmin = 1, rmax = 10]. We con-
sider that users describe their profiles a prior to joining the
network using a set of predefined keywords. The pool of
keywords consist of 25 different keywords and a user can
select a maximum of 5 keywords that closely describes his
interests or profile. Then we use these keywords to build
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user’s profile vector. We consider that users are interested in
both the contents trusted by their previous encounters and
contents provided by users similar to them. Hence we set
λ = 0.5.We also consider that users are interested in contents
from encounters whom they are both similar and familiar
with, and thus we set β = 0.5. In view of (16), setting α
close to 0 makes contents whose review-chains are under
attack indistinguishable from those with genuine review-
chains. However, this enables the user to give more attention
to contents from encounters whom she is both similar and
familiar with. Conversely, setting α close to 1 enables the user
to give more attention to content’s reputation and less con-
sideration to her similarity or familiarity with the content’s
provider. This trade-off is illustrated in Fig. 8. Thus in this
simulation, we set α = 0.5 so as to pay equal attention to both
the content’s reputation, and user’s familiarity and similarity
with the content’s provider.

To illustrate the performance ofMCoST under sybil attack,
we consider three forms of sybil attacks. That is, sybil attack 1
where content provider colludes with his cronies in the net-
work to submit multiple and fake high ratings about his con-
tent so as to promote the content’s reputation; sybil attack 2
where foes of the content provider make multiple and fake
reviews with low ratings to discredit his content’s reputation;
and sybil attack 3 where the content provider self reviews his
content bymodifying low ratings to high ratings so as to boost
the reputation of the content. We consider that under sybil
attack 1 and 2, content provider’s cronies and foes submit
multiple and fake reviews of rating rmax and rmin respectively.
Under sybil attack 3, the content providermodifies all reviews
which are below rths to rmax where rths = 1

2 (rmin + rmax).
In the case of rejection attack, we consider that the content
provider rejects all reviews which are less than rths.
For comparison, we define two baseline algorithms,

i.e., Single-1 and Group-3. In Single-1, exhibition attendees
collect contents by physically visiting all the stands. This way,
the attendee is compelled to individually visit each stand,
examine the relevance of its content and then decide whether
to collect the content. Thereafter, the attendee moves to the
next stand till all the stands are visited. Group-3 considers
the case that users attend the exhibition in groups such that
each member in the group collects contents from specific
section or focus of the exhibition. In Group-3, a group has
three members and they divide the exhibition into three
sections such that each section is assigned to an individual
member. Each group member operates in a similar manner as
Single-1 but within a section of the exhibition.

We also compare the performance of the algorithm with
incentive and service differentiation proposed in [17], Mov-
iFuzzyTrust algorithm proposed by [21] and sybil-resisted
trustworthy service evaluation (SrTSE) mechanism in [8].
In service differentiation (ServDiff) mechanism, users in the
network are allowed to download contents from their peers
just as much as they have shared with others (or contributed to
the network). It is a form of tit-for-tat approach where a user
is expected to share his contents with his peers and download

contents amounting to the much that he has shared.While this
approach has been shown to ensure fairness in the network as
users are forced to contribute to the network so that they too
can download contents from their peers, this approach does
not consider that users may contribute fake or low quality
contents to the network to appear to be contributing to the
network so as to be able to download contents of interests
from the network. MobiFuzzyTrust (MFT) is a semantical
trust inference algorithm in MSN that takes into account
users’ mobile context such as prestige of users, location, time
and user’s social context so as to evaluate trust between two
mobile users. Given the user’s context, MFT determines the
user’s prestige or reputation score, familiarity and similarity
scores from the user’s social interactions which together with
risk of trust are used to compute trust value. MFT incorpo-
rates no mechanism of detecting if the user’s reviews to be
used to infer his reputation are under sybil or rejection attacks
discussed earlier in Section V-A. SrTSE is anMSN trust eval-
uation mechanismwhere users encrypt their reviews or verify
reviews using pseudonym secret keys assigned to them by
the local group leader. The group reviews are then aggregated
and submitted together to the service provider by the group
leader. As group formation or group leader selection in SrTSE
is not discusses in [8], we assume that in a time slot, users
within 10m of the service provider form a group and one
user in the group is randomly selected to be the group leader.
We assume that a user belongs to only one group in each time
slot. Users in a group are assumed to cooperate [8] such that
they forward each other’s reviews to the group leader without
dropping any review. We consider that a malicious group
leader can generate pseudonym secret keys and use them to
sign multiple reviews and aggregate them into the group’s
reviews to be submitted to the service provider. We also
consider that a malicious group leader can collude with mali-
cious service provider so as to issue him with pseudonym
secret keys. This enables the malicious service provider to
generate multiple and fake identities so as to self-review his
service. Thus, the aggregated group review from the group
leader incorporates some random multiple reviews from the
group leader while the reviews from the service provider
presented to the users contain some random self-reviews from
the service provider. So we evaluate the ability of the users
to detect these kinds of attacks using SrTSE compared to
MCoST. We use (16) to determine trust score of reviews in
SrTSE since SrTSE has no formulation to determine trust
value. We use time delay and cost incurred to get contents
of interest, and network utility together with ability to detect
attacks on trust as metrics to evaluate the performance of the
proposed scheme.

B. RESULTS
1) MOTIVATING CONTENT SHARING
First, we evaluate the time spent by users to collect their
desired contents in the exhibition. As shown in Fig. 9,MCoST
reduces user’s delay in collecting the contents of interest
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FIGURE 9. Time delay.

FIGURE 10. Cost.

by 50%, 75% and 86% compared to Group-3, ServDiff and
Single-1 respectively. This is because MCoST enables users
to collect contents through their encounters and thus they
do not have to physically visit all the exhibiting stands to
acquire their contents. This way, users get to collect contents
of interest in a short time.

Next, we evaluate the cost incurred by users to collect
all the contents of interest in the network. This is shown
in Fig. 10. We observe that MCoST significantly reduces
the cost of content collection. Cost incurred by MCoST is
25%, 35% and 40% lower compared to ServDiff, Group-3
and Single-1 respectively. This is attributed to the collec-
tive bidding and cost sharing among the content’s principals
incorporated in MCoST. Besides, content’s principals also
cut down on the cost that would have been incurred to visit,
asses and collect contents from each stand as significant
amount of contents are collected through encounters. Lastly,
Fig. 11, shows network utilization of the proposed algorithm.
Compared to both Single-1, ServDiff and Group-3, MCoST
improves network utility by 50%. This is because besides the
value and benefit that a user gets in acquiring the desired
content, he also receives payments for the content when he
shares it. Hence this strategy motivates content sharing while
improving network utility.

FIGURE 11. Network utility.

FIGURE 12. Sybil attack detection.

2) CONTENT TRUSTWORTHINESS
First, we consider that review-chain is affected by self-review
andmultiple review andwewish to establishwhetherMCoST
can detect these attacks. This is shown in Fig. 12. The self-
reviews and multi-reviews are plots of self-review and multi-
ple review attacks in the review-chain whereas the other plots
indicate the ability of MCoST, SrTSE and MFT to detect
these attacks. Notably, MCoST detects all the sybil attacks
whereas SrTSE detects some of the attacks and MFT detects
none. This is because MCoST ensures that users cannot have
multiple and fake identities in the network. In MCoST, a user
can only have one public-private key pair generated from the
unique registration codes that are assigned to them by the
exhibition organizer. In addition, each review record captures
the reviewer’s ID, i.e., public key, and thus it is easy to estab-
lish if multiple and fake reviews have been submitted by any
reviewer in the review-chain. This implies that a review-chain
whose reputation and integrity are compromised due to sybil
attack cannot disguise as genuine. MFT does not incorporate
any mechanism to detect sybil or rejection attacks and thus
not able to identify self-reviews, multiple reviews and mod-
ifications in a content’s review-chain. While SrTSE ensures
that users encrypt their reviews and that a group’s reviews
are aggregated and submitted together, it has no mechanism
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FIGURE 13. Resilience to attacks.

of mitigating or detecting when the group leader becomes
malicious and submits multiple and fake reviews as it is the
custodian of pseudonym secret keys to be used by the group.
Besides, in SrTSE, the service provider can collude with the
group leader so as to be issued with the group’s pseudonym
secret keys. He can use these keys to generate fake identities
and to make self-reviews that may be disguised as genuine
reviews. Such attacks are not identifiable by SrTSE which
explains its low performance.

Then in Fig. 13, we show the content’s reputation score
when its review-chain is under sybil or rejection attack with
and without MCoST, and its reputation score if otherwise
its review-chain is not under any attack. Without MCoST,
sybil attacks 1 and 3, and rejection attack make the content
to appear 36%, 35% and 31% more reputable than it actu-
ally is while sybil attack 2 reduces the content’s reputation
by 33%. This shows the extent to which sybil and rejection
attacks can affect the reputation of a content if reviews under
these attacks are not detected. With MCoST, the reputa-
tion of contents whose reviews are under sybil or rejection
attacks are assumed compromised and non-reputable, and
thus assigned 0 score. MCoST easily achieves this because
it ensures that all reviews in the review-chain are digitally
signed by their respective reviewers and that these reviews
can accurately be committed to their reviewers. Moreover,
in MCoST users share their review history with their peers
during their opportunistic encounters which these peers use
to validate reliability of review-chains shared by their future
encounters. This way, a user can identify rejection attack
on a review-chain that he has some of its review history.
That is, if any review recorded in the user’s rh record
to have been made on this encounter’s review-chain about
this content is omitted in the review-chain shared by the
encounter.

Finally, we show the trust inference using the pro-
posed mechanism considering a content’s review-chain under
sybil and rejection attacks and when without these attack.
As shown in Fig. 14, using MCoST we can discriminate
review-chains under sybil and rejection attacks as their trust

FIGURE 14. Trust inference.

inferences are significantly low. This is because MCoST
assigns zero to reputation score of review-chains detected to
be under sybil or rejection attack as shown in Fig. 13. Thus,
irrespective of the extent to which the content provider is
familiar and similar to the user, the similarity and familiarity
scores may not be sufficient to elevate the reputation of his
content to be perceived as trustworthy by his encounter so
long as the content is under sybil or rejection attack. Notably,
MFT is built on familiarity, similarity and prestige with no
attention to content’s reputation or vulnerability to attacks on
content reviews such as sybil or rejection. This makes MFT
unable to discriminate reviews under attack. It is observable
in Fig. 14 that SrTSE has low ability to discriminate untrust-
worthy contents from genuine contents. This is because
SrTSE is not able to identify self-reviews, and multiple and
fake reviewswhen the group leader becomesmalicious or col-
ludes with the service provider. Besides, SrTSE is only able
to detect multiple reviews when submitted in the same time
slot which deteriorates its performance in opportunistic MSN
such as during exhibitions where multiple reviews may be
submitted in different time slots. In view of (1), we observe
that in setting γ below trust inference of 0.3 in Fig. 14,
all contents in the network would be considered trustworthy
(including the ones whose review-chains are compromised).
However, in setting γ above trust inference of 0.55, some
genuine contents whose review-chains are void of sybil and
rejection attacks would be considered untrustworthy. This
implies that in this case considered, γ ∈ [0.3, 0.55]. Thus,
setting γ at equidistant of 0.3 and 0.55 would sufficiently
discriminate untrustworthy contents whose review-chains are
compromised from the genuine contents.

VII. CONCLUSION
We propose a novel mechanism that motivates content shar-
ing and trustworthiness in mobile social network events such
as an exhibition. The mechanism is built on collective bid-
ding and cost sharing, and distributed cryptographic hash-
chained content reviews that makes it resilient to sybil and
rejection attacks. Users propose payments for contents based
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on the contents’ trustworthiness while content owners share
their contents only if the proposed payment can compen-
sate the costs of sharing their contents with users who are
interested in them. This guarantees user’s individual ratio-
nality and thus promotes content sharing in the network
and also ensures that the shared contents are trustworthy.
Since the reviews are hash-chained, they are undeletable and
resistive to modifications as modifying a review in effect
changes the review record’s hash value and the hash values
of all the subsequent review records in the review-chain.
This makes such review records invalid as their signed hash
values would not match their respective public keys. In addi-
tion, users share their review history with their peers dur-
ing the opportunistic encounters which these peers use to
establish the integrity of review-chains shared by their future
encounters. Simulation results show that the proposed mech-
anism reduces the time and cost to collect the contents of
interest in the network and significantly improves network
utilization. Moreover, it efficiently evaluates content’s trust-
worthiness by detecting and discriminating review-chains
whose reputation are compromised due to sybil or rejection
attack.
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