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ABSTRACT Location-based services (LBSs) have been becoming more common due to the prevalence of
GPS-enabled devices. While LBSs bring many benefits for our daily lives, location information may reveal
private information, rendering an important problem of protecting location privacy of users. To anonymize
the locations of users, we focus on dummy-based approaches that generate dummies and their locations
are sent along with the actual location of a user to an LBS provider. Although several existing studies
developed dummy-based techniques, they assume unrealistic user mobility, e.g., users keep moving and
do not stop or follow a pre-defined movement plan precisely. In this paper, we remove the unrealistic
assumptions and require much easier input with respect to user movement, i.e., only a set of visiting
points. Under the assumption, we propose a dummy generation method, estimation-based dummy trajectory
generation (Edge). Based on the given visiting points, Edge estimates a user-movement plan and designs
trajectories of dummies so that the adversaries cannot distinguish the user from dummies. We conduct
extensive experiments using real map information, and the results show the efficiency and effectiveness
of Edge.

INDEX TERMS Location-based services, location privacy.

I. INTRODUCTION
Location based services (LBSs) have been becoming more
common due to the prevalence of GPS-enabled devices. Local
searches [3], [16], location searches [1], [2], [6], and route
planning [33] are the representatives of LBSs. While LBSs
bring many benefits for our daily lives, location information
may reveal private information [31]. An LBS provider, for
example, may be able to identify the addresses of users’
homes and their schools/working places, which is actually
warned by Krumm [21]. His experiments have confirmed
that it is possible to estimate the location of a user’s home
within a range of 60 meters by only using the last location
he/she used that day. The situation is more serious when users
continuously utilize LBSs, such as searching nearby points
of interests (PoIs) while visiting a city. If LBSs accumulate
location histories of users, private locations may be easily
mined, and some untrusted LBSs (adversaries) may release
private information on users. To avoid this, in LBS usage
scenarios, protecting location privacy of users is an important

problem. Note that location privacy is defined as the ability
to prevent other parties from learning one’s current or past
location [5].

Numerous approaches so far have been developed to pre-
serve user location privacy. Among them, a representative
approach is to generate dummy trajectories [14], [17], [18],
[20], [24]–[28], [32], [34]. When a user utilizes a LBS,
dummy locations are also sent to the LBS provider. This
approach holds the following good properties [15]. (i) Closed
system: a dummy-based system is able to be executed on
mobile devices held by users, preventing location information
leak. (ii) Not disrupting benefits to users: users can receive the
service without sacrificing QoS.

Trajectories of dummies have to follow constraints in a real
environment so that adversaries who have the map informa-
tion cannot distinguish the locations of users from those of
dummies. For instance, if a dummy moves very fast or is
generated at a lake, it is easy to identify that it is a dummy.
Although dummy-based approaches have been receiving
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significant research attention, existing works [20], [25] do not
take into account the above important constraint. To address
this problem, literatures [14], [17], [18], [32] proposed some
dummy-based location anonymization techniques. However,
these techniques have a critical drawback. They assume
that users keep moving and do not stop [14], [32], and
user-movements are precisely known in advance [17], [18].
It is obvious that the above assumptions are hard to hold in
practice.

In this paper, we remove the unrealistic assumptions and
require much easier input w.r.t. user-movement, i.e., only a
set of visiting points. Under the assumption, we propose a
dummy generation method, Edge (Estimation-based dummy
trajectory generation). To protect location privacy of users,
it is important to (i) avoid the situation that adversaries can
trace the user-trajectory and (ii) distribute dummies widely
to make the user-existing area uncertain. However, designing
dummies that can satisfy the above requirements is challeng-
ing, since we do not know the actual (future) user-movement
when we generate dummies. Edge overcomes this challenge
based on the following approaches. Edge firstly estimates
the user’s visiting order of the given visiting points (user-
movement plan) with the traveling salesman problem. Here,
we can consider an approach that generates dummy trajecto-
ries based on the whole user-movement plan (the estimated
user trajectory from the first visiting point to the last one).
This however may not make sense, since the estimated user-
movement planmay be incorrect. To address this problem and
efficiently adapt to the actual user-movement, every time the
user arrives at a visiting point, Edge estimates candidates of
the next visiting point and designs trajectories of dummies.
For each candidate of the next visiting point, trajectories of
some dummies are designed so that they intersect with the
estimated user-trajectory. The others are designed so that
the user and the dummies exist in a wide area, by a greedy
approach.

A. CONTRIBUTIONS
The contribution of this paper is twofold. (i) We remove the
unrealistic assumptions of existing studies and require only a
set of visiting points w.r.t. user-movement. We propose Edge,
which generates trajectories of dummies under this situation.
Edge can anonymize the user-positions effectively, as well as
reduce the burden of a user because it is not necessary to input
the details of his/her movement plan. (ii) We conduct sim-
ulation experiments using real map information to validate
the effectiveness of Edge. The experimental results show that
Edge outperforms the existing work.

B. ROAD-MAP
The rest of this paper is organized as follows. In Section II,
we review related work, and we provide preliminary infor-
mation for designing our method in Section III. Section IV
describes Edge. We conduct simulation experiments in
Section V, and Section VI concludes this paper.

II. RELATED WORK
There are numerous studies on protecting location pri-
vacy. We can categorize them into four approaches:
(i) k-anonymity, (ii) Mix Zone, (iii) Obfuscation, and
(iv) Dummy generation.

A. k-ANONYMITY
This approach guarantees that the location of a user is mixed
with at least k candidates, i.e., the location of a user cannot be
identified over the probability of 1

k [9], [12], [13], [22], [23].
This approach collects the locations of k users and sends the
minimum region including these k users to an LBS server as a
query instead of the exact location of the user. This approach
basically needs to pool the locations of users, thus the above
literatures assume a trusted third-party server to mediate
interactions between the users and the LBS server [13], or uti-
lize peer-to-peer collaboration between mobile users [9].
It is however difficult in practice to deploy a completely safe
third-party server. In addition, mobile peer-to-peer collabora-
tion suffers from the same problem of location privacy, since
users have to share their location information with others they
do not know. Another main drawback of this approach is that
anonymizing the location of a user results in failure if the
number of users around him/her is insufficient.

B. MIX ZONE
Literatures [5], [11], [29] employing Mix Zone assume that
users utilize LBSs consecutively in a short time. In such
an environment, adversaries may be able to track the user-
trajectory by connecting the locations submitted by the user.
That is, if the location of the user is identified once, the adver-
saries can easily track the user by the above approach. A Mix
Zone is an area in which users cannot utilize LBSs. Given
users existing in aMix Zone, the third-party server exchanges
identifiers (or names) of the users so that the adversaries
cannot trace users, even if the locations of the users have been
identified at a certain timing. If the size of Mix Zone is large,
location privacy of users can be easily protected. However,
users cannot utilize LBSs in a long term, if they exist in a
large Mix Zone, which degrades QoS. The third-party server
in addition has to be trusted, thus this approach is also difficult
to be deployed in practice.

C. OBFUSCATION
This approach replaces the location of a user with a nearby
intersection or building to obscure his/her real location [4],
[7], [10]. However, if there are no appropriate targets around
the user, the substitute location is far from that of the user,
which also degrades QoS. Literature [19] employs Hilbert
curves to transform the location of a user and sends the
transformed location to the LBS provider. The transformation
is one-way, thereby the LBS provider cannot decode the
location of the user. The disadvantage of this approach is that
it also needs LBS providers to transform all their location data
(such as locations of shops), which is not a trivial effort in
maintaining services.
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FIGURE 1. Example of dummy-based approach.

D. DUMMY GENERATION
This section introduces existing dummy-based approaches.
As described in Section I, this approach generates dummies
and sends their locations along with the actual location of a
user to an LBS server. For example, Fig. 1 illustrates that a
user sends its current location with some dummy-locations
to retrieve the nearest restaurant while protecting its location
privacy. The LBS provider then returns a list of restaurants
that are the nearest to each location of the user and dummies.
The user finds the nearest restaurant from the list by ordering
the results based on the distances from his/her location.

Literatures [14], [32] generate dummies around the user in
a grid pattern while considering physical constraints in a real
environment. However, this technique holds an unrealistic
assumption that users keep moving without stops. Litera-
tures [17], [18] assume that users move while stopping at
some locations, and generates dummies to anonymize user-
positions. In this method, users are required to input their
movement plans (e.g., trajectory, pause-time, pause-position)
before using LBSs, and precisely follow the plan. In other
words, the user-movements are known in advance. Trajec-
tories of dummies are designed so that they are widely dis-
tributed periodically while considering intersections with the
user. The assumption described above (i.e. user-movements
are precisely known in advance) is however unrealistic
because the actual user-movements are usually different from
the registered plan. For example, a user changes the order
of visiting points and/or walks more slowly due to the
crowdedness.

Edge does not require the unrealistic assumption and
requires much easier input, which is an advantage over
the existing methods. Furthermore, our experimental results
show that Edge outperforms the existing work [17], although
we do not know the exact user-movement plan. Some works
also propose dummy generation methods, but they consider
either shapshot case (i.e., non-consecutive queries) [31] or
ad-hoc measurement [24], [26], which are different from our
work.

III. PRELIMINARY
In this section, we first describe the assumption w.r.t. LBSs in
Section III-A, and present the requirements to protect location
privacy in Section III-B.

A. ASSUMPTION
1) LBS USAGE
Users hold devices (e.g., smartphones) that have installed
map information. We assume that users utilize LBSs and

service requests are sent consecutively. Users register a set of
their visiting points before utilizing LBSs. When a user uti-
lizes LBSs, his/her device sends his/her location information
along with the locations of dummies.

2) MOBILITY MODEL
Users move and stop at some locations. More specifically,
they walk to some visiting points through the shortest
route or a route approaching the destination at random speed
of [vmin,vmax] and stop for a random time of [tmin,tmax]. Users
are sure to visit each of all the registered points once. A hybrid
mobility model, e.g., users walk and take buses and trains,
is out of scope of this paper and remains as a future work.
Note that the initial trajectories of dummies are generated
when users have arrived at the first visiting points.

3) ADVERSARY MODEL
Adversaries aim at tracking a particular user to obtain his/her
private information (e.g., home address). That is, the adver-
saries try mining the trajectory of the user and eliminating
dummies. In this paper, we consider that LBS providers are
untrusted thus may be adversaries. Besides, adversaries may
know the mobility model and map information.

B. REQUIREMENTS TO PROTECT LOCATION PRIVACY
For location privacy protection, we consider the following
requirements: (i) consistency of movement, (ii) traceability,
and (iii) anonymous area.

1) CONSISTENCY OF MOVEMENT
It is trivial that when generating a location of a dummy,
the location has to be reachable from the previous location.
Besides, we should consider the actual road networks when
calculating the distance between two locations, rather than
the Euclidean distance. We also need to exclude areas where
people normally do not inhabit, such as seas and forests,
as locations for dummies. For example, it is obviously a
dummy if it is moving from a pedestrian sidewalk to the
center of a highway, although the moving distance is accept-
able in terms of its moving speed. We determine locations of
dummies by taking into account the actual map information
to satisfy these conditions.

2) TRACEABILITY
We should take the traceability of user locations into account
when the user utilizes LBSs consecutively in a short period.
The trajectories of a user may be estimated from the location
history that has been accumulated at an LBS provider. In this
paper, traceability means the ability to identify the trajectory
of a user by combining consecutive locations during a certain
period. The traceability problem becomes particularly serious
when the location of the user is accidentally identified, e.g.,
the user involuntarily uploaded a photo showing where he/she
is to a social networking service. If the locations of the user
are traceable, all the previous (and possibly future) loca-
tions also become obvious. The trajectory of the user is, for
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FIGURE 2. Traceability. (a) An adversary can trace the user because
his/her reachable area includes only him/her. (b) Traceability decreases
when the trajectory of a dummy intersects with that of the user.

example, easily distinguished from those of dummies when
the locations of the user are traceable, as Fig. 2a illustrates.
This is because all the reachable areas include only the user.
A simple but effective solution to lower the traceability is
to design trajectories of dummies so as to intersect with the
trajectory of the user [34]. Fig. 2b illustrates such a situation.
In Fig. 2b, the locations of a user and dummy are in the same
reachable area, thereby it is difficult for adversaries to trace
the trajectory of the user.

Here, each queried location i has a probability of being
the user location ρi. If the user is accidentally identified
(suppose its location is j), ρj = 1. Now we are given two
locations x and y, whose probabilities of being the user
location are respectively ρx and ρy. Assume two entities
(a user or dummy) exist at x and y, respectively. Assume
further that their next positions (locations) are in the same
reachable area, then their locations have the ρx+ρy

2 user loca-
tion probability. Based on this idea, we define mean time to
confusion (MTC) according to [30].
Definition 1 (Mean Time to Confusion): Every time a

service request is issued, we calculate the entropy of the
probability of it being the location of the user by

H = −
∑
i∈D

ρi log ρi,

where ρi is the probability of location i being the location of
the user and D is the set of all locations corresponding to the
user and all dummies.We assume that the LBS provider would
sometimes leak the location of the user in our evaluation.
Mean time to confusion (MTC) is the mean time period from
the time when H becomes zero (when the location of the user
is revealed) to the time when H exceeds one (when we can
regard the location of the user as being anonymized).

To summarize, MTC is the mean time that is necessary to
anonymize the location of a user from an accidental disclo-
sure by an LBS provider, and smaller MTC means lower user
traceability.

3) ANONYMOUS AREA
Based on [25], we define the anonymous area to measure the
anonymity of the location of a user as a criterion to evaluate
how secure a user is.

FIGURE 3. Anonymous area. (a) Low anonymity. (b) High anonymity.

Definition 2 (Anonymous Area): Given the current loca-
tions of a user and dummies, the anonymous area is the
convex hull of the set of the locations.

Fig. 3b has better location anonymity than Fig. 3a, i.e., the
anonymous area in Fig. 3b is larger than that in Fig. 3a.
It is intuitively known that the appropriate size for an anony-
mous area depends on the situation. We hence allow users
(or applications) to specify the size of the anonymous area,
and location anonymization techniques attempt to satisfy the
specified size.

IV. EDGE
A. OVERVIEW
Assuming a continuous use of an LBS in a short period,
it is important that the trajectory of a user is not traceable.
Therefore, Edge first generates trajectories of dummies to
decrease MTC, and then generates trajectories of dummies
for enlarging the anonymous area. Under the situation that
the input w.r.t. the user-movement plan is only a set of visiting
points, the user moving position is unknown. Edge hence esti-
mates the candidates of user moving positions. Specifically,
by solving the traveling salesman problem, we obtain a list
of visiting orders of the user’s visiting points.1 (Assume that
the user inputs n visiting points.) For example, each entry
in the list is described as vp1 → · · · → vpn−1 → vpn,
meaning that the user travels the visiting points in the order
of vp1, . . . , vpn−1, vpn. Note that each entry has its traveling
distance, and the list is sorted in ascending order of the travel
distance. Informally, Edge picks α entries with the shortest
distance. Assume that the user has just arrived at the ith
visiting point, and let 〈vpα

′

i+1, vp
α′

i+2〉 be an ordered pair of the
(i + 1)th and the (i + 2)th visiting points of the α′(≤ α)th
entry. Edge firstly generates trajectories of α dummies so
that they visit vp1i+1, . . . , vp

α′

i+1, . . . , and vp
α
i+1, respectively.

Its intuitive idea is that, as long as the user goes toward
one of the α points, one of the α dummies will intersect
with the user. Recall Definition 1, and to decrease MTC,
short intersection interval is important. Edge hence generates
additional α dummies so that they visit vp1i+2, . . . , vp

α′

i+2, . . . ,

and vpαi+2, respectively. That is, Edge firstly generates 2α
dummies to (i) lower the traceability (decrease MTC) and

1Edge is orthogonal to any prediction models. If we know the user-
movement model, Edge can simply employ it to predict the next visiting
points.
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(ii) deal with some possible (and promising) visiting orders.
Note that users can specify the parameter α. If α is large,
the estimation accuracy would be high but communication
cost increases (the number of dummies increases). If α is
small, on the other hand, the estimation accuracy may not be
high. However, our empirical study shows that even when α is
small, e.g., α = 2, Edge outperforms the existing work which
knows the exact user-movement plan.

Besides, Edge further generates β dummies (β is also an
parameter that users can specify). Its objective is to enlarge
the anonymous area and eliminate a hint for identifying the
user. Assume that a method generates 2α dummies based on
the above approach and β dummies only for wide anonymous
area. In this method, an entity, which frequently intersects
with the other entities,2 is probably the user, which may
become a hint. To avoid this, in Edge, trajectories of some
of β dummies are generated so that they intersect with other
dummies.

Based on the above approaches, m dummy trajectories
are generated every time the user has arrived at a visiting
point (m = 2α + β). Since Edge incrementally generates
trajectories of dummies, it is probable to adapt the actual user-
movement flexibly.

1) I/O OF EDGE
The input is represented by {α, β, r,VP}. To easily specify
anonymous area size, users can assume that the area is square.
Then, r is the length of one side of the square, i.e., the area
size is r2. VP = {vp1, vp2, · · · , vp|VP|} is a set of visiting
points vpi of a user. The output is a set of trajectories of m
dummies. Let di be the ith dummy. The trajectory of di is a
set Si of tuples 〈p, t〉, where p is a location (e.g., a visiting
point or an intersection point) and t is the time when the
dummy arrives at p. Given two sequential tuples 〈pa, ta〉 and
〈pb, tb〉, the dummy moves from pa to pb at a random speed
∈ [vmin, vmax]. In addition, if the dummy stays p, its staying
time is randomly chosen from [tmin, tmax].

2) FRAMEWORK
Algorithm 1 shows the framework of Edge. The user inputs α,
β, r , and VP, and starts using an LBS. After the user specified
the inputs, based on VP, Edge obtains a list L of visiting
orders by solving the traveling salesman problem, where the
starting points are the first visiting point (line 2). Note that
each element (visiting order) in L is sorted in ascending order
of the total travel distance.

Every time user has arrived at a visiting point vpi, Edge
estimates α candidates of the next visiting positions and
movement plans (line 4). It then designs the trajectories of α
dummies to intersect with the user (line 5). Next, according
to the number of intersections with the entities (line 6), trajec-
tories of λ dummies are generated for intersection with other
dummies (line 7). Also, trajectories of the other dummies are
generated to enlarge the anonymous area size (line 8).

2This holds if one can exactly count the intersection.

Algorithm 1 Edge
Input: α, β, r , VP

1 case User has specified the parameters
2 L ← Traveling-salesman(VP)
3 case User has arrived at vpi
4 Est-user-movement-plan(α,L)
5 Gen-dummy-intersection-with-user(α)
6 λ← Dummy-assignment-calculation(β)
7 Gen-dummy-intersection-with-dummy(S ′, λ)

//S ′ is a set of trajectories of dummies for
intersection with other dummies

8 Gen-dummy-area-enlargement(Se) //S is a set
of trajectories of dummies for anonymous area
enlargement

9 case User sends its location information to the LBS
provider

10 Check difference between the actual and the
estimated user movement plans

11 Adjust the arrival time of dummies for intersection
with the user

Thereafter, to intersect with the user and the dummy cer-
tainly, we need to adjust the arrival time to the intersection
point with the user of the dummy. To this end, we judge
whether the estimated user-movement plan is different from
the actual one or not. If different, we re-estimate the arrival
time. According to this, the trajectory of the dummy is
updated (line 11). We elaborate each operation in the follow-
ing subsections.

B. ESTIMATION OF USER-MOVEMENT PLAN
When the user has arrived at a visiting point vp, Edge esti-
mates α next visiting points and movement plans from L.
Below, we describe how to estimate the visiting orders
(corresponding to the α next points) and each element in
the user-movement plans (i.e., moving route, pause-time, and
moving speed).

1) VISITING ORDER
Assume that vp is the actual ith visiting point of the user.
Firstly, Edge deletes all entries (visiting orders), from L,
whose ith visiting point is not vp. Edge then picks the first
α entries so that their (i + 1)th visiting points are distinct.
(In other words, if the (i+1)th visiting point of a given entity
is the same as ones with higher ranks, the entry is ignored.)
As a result, Edge estimates that the (i + 1)th points in the
entries are the next visiting points.

For example, Table 1 illustrate an example of L where
VP = {A,B,C,D,E,F,G} and the first visiting point is A.
Assume that the user has just arrived B and B is the second
visiting point. In this case, the 4th and the last entries are
removed from L, and Edge focuses only on the 1st, 2nd,
3rd, and 5th entries (omitted entries are also assumed to be
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TABLE 1. An example of L where where VP = {A,B,C,D,E, F ,G} and the
first visiting point is A.

removed). Assume further that α = 2. Since the 2nd entry
has the same 3rd visiting point as the 1st entry (i.e., D),
the 2nd entry is ignored. Consequently, Edge estimates that
the next visiting point is D (in the 1st entry) or C (in the
3rd entry).

2) MOVING ROUTE
Weestimate that themoving route is the shortest path between
two sequential visiting points.

3) PAUSE-TIME
The pause time at each vp is assumed to be a uniformly
distributed random time in [tmin, tmax].

4) MOVING SPEED
The moving speed between visiting points is also assumed to
be a uniformly distributed random time in [vmin, vmax].

C. GENERATING TRAJECTORIES OF DUMMIES
We describe how to generate trajectories of dummies
towards each objective, i.e., (i) intersection with the user,
(ii) intersection between dummies, and (iii) anonymous area
enlargement. Recall that, for (i), Edge generates trajectories
of 2α dummies, and trajectories of β dummies are generated
for (ii) and (iii).

1) INTERSECTION WITH USER
As described in Section IV-A, by solving the traveling sales-
man problem, we have α visiting orders. Assume that the
user has just arrived at the ith visiting point. Edge generates
trajectories of 2α dummies so that they intersect with the user
at the (i+ 1)th and the (i+ 2)th points in the α orders. (That
is, if the next visiting point of the user is one of the (i+ 1)th
points in the α orders, a dummy will intersect with the user.)

Algorithm 2 illustrates how to generate the trajectories of
dummies to intersect with the user. Let S be the set of m
trajectories. We sort each trajectory in S in ascending order
of the number of intersections with the user (line 2). Note
that, during the user-traveling, for each dummy, we count the
number of intersections with the user. Let 〈pα

′

i′ , t
α′

i′ 〉 be a tuple
of the estimated i′th vp and arrival time of the user in the α′th
visiting order. In the sorting order, we scan the trajectories
of dummies (line 6), and let 〈p, t〉 be the last generated tuple

Algorithm 2 Gen-Dummy-Intersection-With-User(α)
Input: α

1 S ← {S1, S2, · · · , Sm}
2 Sort S in ascending order of the number of intersections
with the user

3 for i′ = i+ 1 to i+ 2 do
4 for α′ = 1 to α do
5 〈pα

′

i′ , t
α′

i′ 〉 ← a tuple of the estimated i′th vp and
arrival time of the user in the α′th entry of the
visiting order

6 for ∀Sj ∈ S do
7 〈p, t〉 ← a tuple of the last generated

position and arrival time in Sj
8 if Reachable(〈pα

′

i′ , t
α′

i′ 〉, 〈p, t〉) then
9 Trajectory-design(Sj, 〈pα

′

i′ , t
α′

i′ 〉)
10 S ← S\{Sj}
11 break

in Sj. If pα
′

i′ is reachable from p while taking into account tα
′

i′

and t (line 8), we design the trajectory of dj from p to pα
′

i′

(line 9). Note that we consider that pα
′

i′ is reachable from p,
based on the following definition.

2) DEFINITION 3 (REACHABLE AREA)
If 〈pi, ti〉 and 〈pj, tj〉 are within the reachable area, they satisfy

dist(pi, pj) ≤ vmax · (tj − ti), ti < tj,

where dist(pi, pj) is the distance between pi and pj on themap.
Furthermore, Trajectory-design(Sj, 〈p′, t ′〉) is a function

that generates dj’s trajectory from p to p′, where p is the
last generated point. In a nutshell, this function considers the
shortest path between p and p′, and finds some intersection
points and PoIs on the path. Let pi be a location on the path
and ti be a time when dj arrives at pi. If pi is reachable from
p, 〈pi, ti〉 is added to Sj. (The moving speed between p and pi
and the time staying pi are decided accordingly.) By repeating
this operation, dj’s trajectory is generated.

3) HOW TO DECIDE λ
Recall that Edge generates trajectories of λ dummies for
intersection between dummies and those of (β − λ) dum-
mies for enlarging anonymous area (see Algorithm 1). Now
we explain how to decide λ for each time when the user
arrives at a visiting point. Assume that Edge will generate
trajectories of d1–dβ (i.e., the trajectories of dβ+1–dm have
been generated for intersection with the user). The idea here
is that to make it hard to identify which entity is a dummy,
dummies should evenly intersect with the entities. Based on
this, d1–dβ are sorted in the ascending order of the number
of intersections with the entities. We use dummies within
[1, bm2 c] ranks for intersection with dummies, and use the
other dummies for enlarging anonymous area.
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Algorithm 3 Gen-Dummy-Intersection-With-Dummy
(S ′, λ)
Input: S ′ //S ′ (|S ′| = λ) is a set of trajectories of

dummies for intersection with other dummies.
1 for ∀Si ∈ S ′ do
2 〈p, t〉 ← a tuple of the last generated position and

arrival time of di
3 for ∀Sj ∈ S ′\Si do
4 〈p′, t ′〉 ← a tuple of the last generated position

and arrival time of dj
5 pg← a random point on the segment between p

and p′

6 ζ ← a random value ∈ [0, 1]
7 p∗← argmaxpm∈Pdist(p, pm)+ dist(p

′, pm)
where pm is a point which is movable both from
p and p′

8
−→wh ←

ζ ·min(dist(p∗,p),dist(p∗,p′))
|
−→wdi+
−→wdj |

(−→wd1 +
−→wd2 ) //

−→wdi

(−→wdj ) is a vector consisting of moving direction
of di (dj) starting at pg

9 ps← the nearest PoI of −→wh
10 ts← the estimated arrival time to the next vp of

user
11 if Reachable(〈p, t〉, 〈ps, ts〉)∧

Reachable(〈p′, t ′〉, 〈ps, ts〉) then
12 Trajectory-design(Si, 〈ps, ts〉)
13 Trajectory-design(Sj, 〈ps, ts〉)
14 S ′← S ′\{Si, Sj}
15 break

16 if |S ′| = 1 then
17 Let Se be the set of trajectories of dummies for

anonymous area enlargement
18 Se← Se ∪ S ′

4) INTERSECTION BETWEEN DUMMIES
If dummies intersect only with the user, it becomes eas-
ier to identify that they are dummies. To avoid this, Edge
generates trajectories of λ dummies for intersecting with
other dummies, which is described in Algorithm 3. In short,
Algorithm 3 finds a pair of dummies di and dj which can
share a position. Let p and p′ be the last generated points
of di and dj, respectively (lines 2 and 4). Now we have a
segment between p and p′, and we randomly pick a point
on the segment, denoted by pg. We next make a vector −→wh
starting at pg, and its direction is −→wdi +

−→wdj (line 8). Also,
its size is obtained based on |−→wdi |, |

−→wdj |, a random variable
∈ [0, 1], and the common moving area of di and dj. The
detail is described at lines 6–8, and an intuitive example
is illustrated in Fig. 4a. After that, we obtain the near-
est PoI of −→wh, ps. If both di and dj are reachable to ps,
Edge designs trajectories of di and dj from p and p′ to ps
(lines 12–13). The above operation is repeated until no more
pair is generated.

FIGURE 4. How to decide dummy-moving position. (a) Intersection with
another dummy. (b) How to decide dummy-moving position to enlarge
the anonymous area.

5) ANONYMOUS AREA ENLARGEMENT
Lastly, Edge generates trajectories of dummies for enlarg-
ing the anonymous area. Our approach greedily enlarges
the anonymous area to satisfy r2 size. Algorithm 4 shows
its detail. Let Se be the set of trajectories of dummies for
anonymous area enlargement. In addition, let p be the last
generated position of S ∈ Se. Given S, Edge calculates the
size of the anonymous area consisting of the last generated
positions of dummies in S\Se, and vpi (recall that vpi is
the current user-location). If the size is less than r2, Edge
considers a position of d so that the size becomes r2 as
much as possible. (Otherwise, the trajectory of d is gener-
ated so that d is not far from the dummies in S\Se, see
lines 15–17.) Edge computes a rhomboid centered at p and
its length is

√
2l, where l is the maximum distance w.r.t. the

movable area from p. Fig. 4b illustrates an example. Edge
considers eight points, i.e., the vertices of the rhomboid and
the mid-points of its edges, as shown in Fig. 4b. Then, Edge
calculates the anonymous area size by considering the case
where d is at one of the eight points (line 9). Edge selects the
point p∗, from the eight points, such that the anonymous area
size is close to r2 the most. Let p′ be the nearest PoI of p∗,
and the trajectory of d from p to p′ is generated (line 13).
Note that p∗ satisfies dist(p∗, pc) ≤ γ · r , where pc is the

centroid of the set of the last generated positions of dummies
in S\Se and γ is a constant. Without this constraint, p∗ may
be very far from the other dummies, which can be a hint to
identify that it is a dummy. Besides, due to this constraint,
dummies are not distributed wastefully, thereby Edge can
design dummies so that both small MTC and appropriate
anonymous area size hold.

D. ARRIVAL TIME ADJUSTMENT
Because Edge estimates each user-movement plan, it may be
incorrect. Thus, whenever the user issues a service request
(i.e., sends the current location information), Edge compares
each estimated user-movement and the actual one. If they are
different, Edge re-estimates the user-movement and adjusts
the time when the dummy d arrives at vp. In other words,
the trajectory of d , which plans to intersect with the user at vp,
is updated so that they intersect with each other. We describe
the detail below.
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Algorithm 4 Gen-Dummy-Area-Enlargement(Se)
Input: Se (Se is the set of trajectories of dummies for

anonymous area enlargement)
1 for ∀S ∈ Se do
2 P← a list of the last generated positions of

dummies in this term and vpi
3 p← the last generated position of S
4 h← the size of the convex hull obtained from

P ∪ {p}
5 t ′← the estimated time when the user arrives at the

next vp
6 l← the maximum distance w.r.t. movable area from

p
7 if h < r2 then
8 Generate a rhomboid, whose length is

√
2l,

centred at p
9 ãĂĂ C ← {〈p1, h1〉, · · · , 〈p8, h8〉} //pj is a

vertex or the mid-point on an edge of the
rhomboid and hj is the size of the convex hull
obtained from P ∪ {pj}

10 pc← the centroid of P
11 p∗← argminpj∈C,γ ·r≤dist(pj,pc) |r

2
− hj|

12 p′← the nearest PoI of p∗

13 Trajectory-design(S, 〈p′, t ′〉)
14 else
15 pn← the nearest position of p in P
16 p′← a PoI existing in close to the segment

between pn and p
17 Trajectory-design(S, 〈p′, t ′〉)

1) HOW TO JUDGE THE DIFFERENCE
As mentioned above, based on the actual user-movement,
the difference from each estimated one is obtained. The
representative differences are moving route, pause-time, and
moving speed. Below, we present how to re-estimate the user-
movement for each case.

• Moving route. When the user is located at a different
route from the estimated location, the time to take to the
visiting point vp will become different. Edge therefore
re-estimates the time and assumes that the user moves to
vp through the shortest path. Based on this, the arrival
time is estimated.

• Pause-time. Assume that the user is now moving
(or stays at a visiting point) in the estimated plan. When
the user sends its location information, it turns out to
be that he/she is staying the visiting point (or moving).
In this case, we consider that the pause-time increased
(or decreased), then estimate that the time when he/she
arrives at each visiting point is delayed (or becomes
earlier).

• Moving speed. Consider a case that the user is located
at the estimated path but the actual location is different
from the estimated one. In this case, Edge calculates

FIGURE 5. Adjustment of the time when the dummy arrives at pi+1.

the moving speed based on the previous and the current
positions. Then Edge assumes that the user moves at the
speed, and estimates the time when the user arrives at
the next visiting point accordingly.

2) HOW TO UPDATE THE DUMMY TRAJECTORY
If there is a difference as described above, Edge updates the
trajectory of the dummy d which plans to intersect with the
user. This is important to decrease MTC. Let1 be the differ-
ence w.r.t. the previously estimated time when the user arrives
at the next visiting point vp and the newly estimated time.
Edge updates the part of the trajectory of d , i.e., 〈vp, t〉 ∈ S.
Specifically, 〈vp, t〉 ∈ S is updated to 〈vp, t + 1〉. To this
end, w.r.t. d , the pause-time at each point, the moving speed
between sequential points, and the moving route are updated.

Fig. 5 illustrates an example. Assume that the dummy,
which plans to intersect with the user, stays pi and the next
point is pi+1. Given 1 > 0, Edge adjusts the time when
d arrives at pi+1 by varying the pause-time at pi. If this
variation δ is less than 1 (e.g., as in Fig. 5), Edge adjusts the
moving speed so that the arrival time delays for1 as much as
possible. If this is not enough, Edge searches another moving
route to pi+1 so that the total variation becomes (or is close
to) 1. Note that if the user is moving, Edge adjusts moving
speed of the dummy, and the same approaches are executed.

E. DISCUSSION
In this paper, we assume that adversaries have no back-
ground information, although some existing studies assume
that querying probabilities of users in a given area [28] and
visiting orders based on PoI semantics [8] are known. This
is because as long as users use Edge, such background infor-
mation is hardly obtained (due to entity intersections). If we
assume that adversaries know such information, it is possible
to extend Edge so that dummies visit plausible PoIs by taking
into account query probabilities in a given area and/or PoI
semantics. However, optimizing the extension is beyond the
scope of this paper, and is considered to be a future work.

V. EXPERIMENTS
To investigate the performance of Edge, we conducted
simulation experiments. The objective of experiments is
to evaluate the robustness of Edge from the quantitative
perspective.
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TABLE 2. Configuration of parameters (bolds are default).

FIGURE 6. User behavior models. (a) Synthetic-low. (b) Synthetic-mid.
(c) Synthetic-high. (d) Real.

A. SETTING
We conducted experiments using a map of Tokyo 23 wards
(map area: 1,689.6 [km2], number of visiting points:
2,729,587, number of intersections: 325,946). We allocated
the Venue using the Foursquare API3 to the visiting points,
and reproduced the distribution of the actual visiting points
on the map. The parameters used in our experiments are
described in Table 2, and the default values are described in
bold.

We generated three synthetic datasets, Synthetic-low,
Synthetic-mid, and Synthetic-high to investigate the impact
of an accuracy of user-movement plan. Besides, a real dataset,
denoted by Real, is used. The real dataset is the Foursqueare
check-in dataset [35]. Given VP, there are (|VP| − 1)! vis-
iting orders, and we rank each order based on the travel
distance. Fig. 6 illustrates how often users follow the ith rank
order (normalized frequency) for each dataset. For example,
in Synthetic-low, users often do not follow good visiting
orders w.r.t. travel distance (Fig. 6a), while in Synthetic-
high, users usually do (Fig. 6c). We see that, in Synthetic-
low (Synthetic-high), the estimation accuracy of next visiting
points in Edge may be low (high). In addition, Real is similar

3https://developer.foursquare.com

to Synthetic-mid. Note that |VP| is fixed to be 7, and for each
user trajectory model, we used 50 trajectories.

B. CRITERIA
We used MTC and Anonymous area achieving Ratio-Size
(AR-Size) as evaluation criteria. They respectively measure a
satisfaction rate of a traceability and a requested anonymous
area.

1) MTC
MTC is the value defined by Definition 1. Note that we
do not lower the probability of a location being the user’s
if dummies (and the user) encountered one another from
opposite directions on a road and approximately go straight.
As with [17], we employ 30◦ to judge whether we hold this
case or not.4 That is, if the intersection angle of two entities is
less than or equal to 30◦, we do not allocate user probabilities
to the entities.

2) AR-SIZE (ANONYMOUS AREA ACHIEVING RATIO-SIZE)
This is defined as follows.
Definition 4 (Anonymous Area Achieving Ratio-Size)

Whenever the user requests an LBS, we calculate the anony-
mous area size at that time. Let h and c be the sum of the
calculated size and the total number of service requests of
the user, respectively. Anonymous area achieving Ratio-Size
(AR-Size in short) is h

c .
If AR-Size is larger than 1, we can regard that a given

method is able to obscure the entities’ positions more than
the user’s request on average.

It is worth noting that, even when m = 15 (α = 4 and
β = 7), the average computation time for generating tra-
jectories of dummies is 27.59 [sec].5 This suggests that the
computation time is small enough in practice (since users
normally stay a visiting point longer than the time). Thus we
focus on the above two criteria.

C. EVALUATED METHOD
In this experiment, we evaluated the performances of the
following three methods.
• Dum-P-Cycle [17]. This method generates trajectories
of dummies based on the assumption that the user-
movement plan is precisely known in advance. (The
trajectory of each dummy is generated by considering
the user trajectory which passes through all the specified
visiting points.) To make this method function, we pro-
vide this method with the exact user-movement plan,
i.e., this method cannot be present in practice, just for
reference.

• E-Dum-P-Cycle (Estimation-based Dum-P-Cycle).
This method has the same assumption as Edge,

4The angle for the judging is dependent on applications and situations,
thus addressing how to specify an appropriate value is beyond the scope of
this paper.

5All experiments were conducted on a PC with 3.2GHz Intel Xeon
E5-2667 v4 processor.
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FIGURE 7. MTC and AR-Size vs. Accuracy of user-movement plan. (a) MTC.
(b) AR-Size.

i.e., the input w.r.t. user-movement is only VP. This
method estimates that the user-movement plan is the
optimal solution of the traveling salesman problem,
and generates trajectories of dummies by employing
Dum-P-Cycle. To be fair, E-Dum-P-Cycle also employs
the same trajectory update approach as Edge (described
in Section IV-D).

• Edge. The method proposed in this paper.

Note that each method generates the same number of
dummies.

D. RESULT
1) IMPACT OF THE ACCURACY OF USER-MOVEMENT PLAN
First, to investigate the impact of estimation accu-
racy, we conducted an experiment using the three syn-
thetic datasets, and Fig. 7a shows it result. (Recall that
Dum-P-Cycle knows the exact trajectory in advance, i.e., it
does not use estimation, and is employed for comparison
here.) From Fig. 6a, we see that the MTC of E-Dum-P-Cycle
and Edge decreases when the accuracy increases. This is
because each entity (user and dummies) can easily intersect
with the target ones (i.e., their distance can be small) when the
accuracy is high. It is important to note that the MTC of Edge
is small even in the case of Synthetic-low. Edge estimates
multiple points as the next visiting points, which enables
entity intersections effectively. We see from Fig. 7b that the
estimation accuracy affects the AR-Size of eachmethod little.
Each method distributes dummies so that the anonymous area
size is satisfied, which is independent on user-movement,
there by this result is obtained.

We next show the results of experiments performed by
varying r , α, and β. (We fixed γ as 1.1. Note that we
also investigated the impact of γ , and we confirmed that
as γ increases, the MTC and AR-Size of Edge increases.)
We observed that the tendency of each method on Synthetic-
mid and Synthetic-high is similar to that on Real, which can
be intuitively seen from Figs. 6 and 7. We therefore omit
the results on Synthetic-mid and Synthetic-high to keep this
paper concise.

2) VARYING r
We first investigate the impact of r , and Fig. 8 shows
the result. The first observation is that the MTC of Edge

FIGURE 8. MTC and AR-Size vs. r . (a) MTC (Real). (b) MTC (Synthetic-low).
(c) AR-Size (Real). (d) AR-Size (Synthetic-low).

is the smallest among the three methods, which is shown
in Figs. 8a–8b. Recall that when the user has arrived at the
ith visiting point, Edge generates trajectories of dummies
so that they intersect with the user at the (i + 1)th and the
(i + 2)th visiting points. The other methods do not con-
sider such a short interval of intersections, although it is
important to decrease MTC. Furthermore, Edge outperforms
Dum-P-Cycle even in Synthetic, low estimation accuracy
model, as shown in Fig. 8b, though Dum-P-Cycle knows the
exact user-movement plan. Edge generates 2α dummies for
intersection with the user, and this effectively functions for
lowering traceability. Besides, the result of E-Dum-P-Cycle
shows that generating the whole trajectories of dummies
based on estimation is not effective. Edge is superior to
E-Dum-P-Cycle, since Edge generates trajectories of dum-
mies incrementally to adapt to the actual user-movement.
The second observation is that as r increases, the MTC
of all the methods increases. Large r means that the user
requires large anonymous area. To satisfy this, dummies are
distributed widely, so the distance between each entity tends
to be long. In this case, to intersect with the user, it takes
longer time, resulting in longer MTC.

Figs. 8c–8d show the AR-Size for each r . We can see
that the AR-Size of Edge is approximately 1, meaning
that Edge (mostly) satisfies the user-requirement. Note that
larger AR-Size does not necessarily mean better performance
(if AR-Size is not less than 1), since the user-requirement
is r2 sized anonymous area. That is, the results shown
in Figs. 8c–8d do not suggest that Dum-P-Cycle and
E-Dum-P-Cycle outperform Edge.

3) VARYING α

We next study the impact of α. Fig. 9 shows the result.
As α increases, MTC of all the methods decreases,

VOLUME 6, 2018 22967



S. Hayashida et al.: Dummy Generation Based on User-Movement Estimation for Location Privacy Protection

FIGURE 9. MTC and AR-Size vs. α. (a) MTC (Real). (b) MTC (Synthetic-low).
(c) AR-Size (Real). (d) AR-Size (Synthetic-low).

FIGURE 10. MTC and AR-Size vs. β. (a) MTC (Real). (b) MTC
(Synthetic-low). (c) AR-Size (Real). (d) AR-Size (Synthetic-low).

as shown in Figs. 9a–9b. This is reasonable, since as
α increases, the number of dummies also increases, thus
the probability of intersecting with the user becomes
larger. We can see from Fig. 9b that large α particularly
functions in Synthetic, and Edge effectively lowers the
traceability.

Figs. 9c–9d show the result of AR-Size. The AR-Size of
all the methods increases as α increases. This is because,
as the number of dummies increases, the entities tend to be
distributed over a wide area.

4) VARYING β

We finally investigate the impact of β, and the result is shown
in Fig. 10. Recall that in Edge, as β increases, the num-
ber of dummies for intersecting between dummies and
enlarging anonymous area increases. Therefore, as illustrated
in Figs. 10a–10b, β does not affect theMTC of Edge somuch.
It is important to note that Edge keeps outperforming the other
methods even in the case where the number of dummies is
large.

As noted, β affects the anonymous area size, and
Figs. 10c–10d confirm this. The results are similar to those
in Figs. 9c–9d, since the tendency appearing in the result is
derived from the number of dummies.

VI. CONCLUSION
We studied the important problem of location anonymization
in LBS usages and focused on a dummy based approach.
Existing studies have unrealistic assumptions, i.e., users keep
moving without stops [14], [32] and user-movement plan
is known in advance and the user precisely follows the
plan [17], [18]. In this paper, we removed the unrealistic
assumptions, and users need to input only a set of visiting
points w.r.t. their movement. We proposed Edge that can
lower the traceability and keep the user-required anonymous
area size under the practical assumption. Edge utilizes the
traveling salesman problem to estimate the user-movement
and designs trajectories of dummies so that they intersect
with the user effectively and enlarge the anonymous area size
appropriately.

We conducted simulation experiments using real map
information. The experimental results show that Edge can
lower the traceability more compared with the existing meth-
ods. Also, if the number of dummies is sufficient, Edge can
satisfy the required anonymous area size.

In this paper, we studied the performances of Edge w.r.t.
MTC and AR-Size. It is also important to investigate whether
the dummies generated by Edge can be identified by visual
observation or not. We therefore plan to conduct a user exper-
iment to evaluate the robustness of Edge against humans.
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