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ABSTRACT The establishment of convenient and reliable cryptographic keys is not always feasible,
especially in low-powered wireless devices where a complex key management infrastructure is unaffordable.
Physical layer-based key generation approaches, on the other hand, allow two legitimate users to establish
a common secret key by exploiting the parameters of the wireless channel, such as the underlying impulse
response. In this paper, a fundamental bound on the maximum achievable key generation rate (KGR) over
wireless fading channels with asymmetric additive white Gaussian noise (AWGN) is derived. A Nakagami-
m fading channel is considered, and the effect of non-reciprocity on the forward and reverse channels
correlation is demonstrated. We validate the theoretical platform through simulations using a key generation
protocol based on the level crossing rate (LCR) of the fading process. The proposed LCR protocol models
the Nakagami channel by utilizing the sum-of-sinusoids approach, where Doppler shift, fading severity, and
number-of-paths are taken into account. The proposed protocol also incorporates a two-level quantizer to
extract keys, where the channel estimates between a wireless transmitter and receiver can be used as the
basis. Besides providing an upper bound on the KGR, the analytical and simulation results intertwine the
effect of channel reciprocity with the key generation process.

INDEX TERMS Information-theoretic security, key generation rate (KGR), level-crossing rate (LCR),

Nakagami-m fading, physical layer security (PLS), reciprocity, wireless channel.

I. INTRODUCTION

The ever-growing demand for designing intelligent wireless
devices and network protocols to alleviate the impact of
eavesdropping has been a recent major challenge [1]-[3].
Numerous encryption techniques were proposed to tackle
the problematic attacks launched by adversaries aiming to
sniff and/or alter active communications among two or more
legitimate users. Such attacks endanger information integrity
and increase network vulnerability. The most predominant
yet computationally expensive approaches are the one-key
(i.e., Data Encryption Standard (DES)) [4] and two-key pub-
lic key cryptography (PKC) [5]. Nevertheless, such tech-
niques require secret key distribution and protection; needless
to mention the significance overhead that results in an added

mention the significant overhead that results in an added
energy consumption. Quantum cryptography eliminates the
dependence on public keys at the expense of cost [6]—[8].
On the other hand, information-theoretic or physical layer
security (PLS) uses the physical properties of the wireless
channel to establish a higher level of security. Although
information-theoretic security is often used interchangeably
with PLS, the former addresses security performance under
certain strict conditions (e.g., long key lengths as Shannon
suggested in [9]). While with PLS, the practical aspect is
of a greater significance as the security problem is inves-
tigated from the system design viewpoint. PLS techniques
try to provide the best effort information secrecy through
utilizing the unpredictable and time-varying channel random
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characteristics along with signal processing techniques. The
first work that addressed the practical aspect of information-
theoretic secrecy was presented by Wyner [10]. Unlike what
Shannon presented in [9], where it was assumed that the
legitimate receiver and the eavesdropper observe the same
channel conditions, Wyner relaxed such assumption. Wyner
suggested that the partial or total stochastic independence of
the main channel (from Alice to Bob) and the wiretapper
channel (from Alice to Eve) can be exploited to introduce
perfect secrecy. In other words, the inherent noise in the main
channel is independent of that in the wiretapper channel,
which is a more reasonable assumption due to the stochastic
nature of many communication channels. Based on the wire-
tap model, carefully designed error-control codes have been
shown to provide a level of information-theoretic secrecy
without the need for shared secret keys, by which the amount
of information leaked to a wiretapper may be controlled.
Accordingly, the use of error-control codes has been the core
to develop PLS research [11], [12], and references therein.

Another import direction in PLS research is the generation
of secret keys from wireless channel measurements. Two
legitimate users, Alice and Bob, generate keys at each end
from a set of common channel parameters [13], [14]. Conse-
quently, no key distribution platform is required, presenting
an alternative to PKC. Since mobility and the associated
fading result in a spatial uncorrelation (i.e., a signal received
at adequately distant receivers is affected differently), a key
established between a pair of wireless devices using channel
measurements is confidential to a third uncorrelated party
(i.e., eavesdropper). Thus, the resulting keys are secure and
have an advantage over crypto keys whose security strength
depends on the intractability of certain mathematical setups.
Earliest efforts on PHY-layer secret key generation were
reported in [15]-[17]. To facilitate the key establishment,
mutual information was considered as a metric to assess the
overall performance. In addition, fundamental bounds on the
key generation rate (KGR) were studied. The results showed
that the KGR is upper bounded by the mutual information
between the signal envelopes detected at Alice and Bob.

It is well-known that wireless channels are described as
multipath environment with the following properties:
Reciprocity: At a given time instance, channel characteristics
(e.g., amplitude, phase difference, and delays) are identical at
both directions of the link [18].

Spatial variations: Radiometric properties with respect to a
given location are distinctive. In other words, each legitimate
party experiences unique characteristics, implying that an
eavesdropper at a distance greater than half a wavelength
from an authentic user practices uncorrelated measurements.
Temporal variations: Fading is random over time due to
the movements of entities and communicating parties them-
selves. The randomness caused by such an unpredictable
movement can be used as a source for secrecy if the legit-
imate parties have correlated estimates of the channel. It is
paramount to point out that fading at two time points is
independent if the interval between their channel estimation
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is larger than the channel coherence time. Furthermore, if the
forward and reverse channels are not reciprocal, correlation
of estimations at two parties could be affected.

By exploiting such properties, multipath channels were
utilized as a source of randomness to generate reliable secret
keys with reasonable computational overhead and rapid bits
extraction [19]-[36]. In such studies, the statistics of a wire-
less channel (e.g., propagating signals amplitude and phase)
were used to extract secret bits between node pairs. Received
signal strength (RSS), for example, is the most widely used
parameter due to the feasibility such a radiometric offers even
with the traditional off-the-shelf wireless devices. Most of
the reported PLS techniques in literature, however, assumed
channel reciprocity between legitimate pairs [14, and ref-
erences therein]. Nevertheless, such assumption does not
hold in practice as the channel additive noise is asymmet-
ric, especially in dynamic environments. Moreover, most of
the wireless devices operate in a half-duplex mode. There-
fore, legitimate users measure the channel at different time
instants. Also, hardware noises are independent and cannot
be avoided. Hence, received signals at each node are not
identically affected [13].

In this paper, a theoretical bound on the KGR in a setup
that utilizes fading level crossings to generate secret keys is
derived and supported by a simulation platform. Our deriva-
tion is based on the level crossing rate (LCR) in Nakagami-
m fading environment where reciprocity is not assumed.
To facilitate the analysis, we build a protocol to extract secret
keys between two nodes communicating over a wireless
channel that incurs multipath fading as well as asymmetric
additive white Gaussian noise (AWGN). The fading effect is
generated according to Nakagami-m fading model developed
based on the sum-of-sinusoids approach [37]. The rest of
the paper is organized as follows: In Section II, previous
efforts are summarized and discussed; whereas in Section III,
theoretical derivation of the reciprocity degree under asym-
metric AWGN is demonstrated. In Section IV, Nakagami-m
and system simulation models, as well as the protocol used
to extract secret keys between two end users are illustrated.
Finally, conclusions are given in Section VI.

Il. RELATED WORK

PLS research has three main directions: 1) Keyless infor-
mation hiding using error-control codes [12, and refer-
ences therein], 2) PHY-key generation [13, and references
therein], and 3) PHY-authentication [38]—[41]. In this section,
related work in the area of PHY-key generation is discussed.
A scheme for generating secret bits from correlated observa-
tions of deep fades by two users communicating via a time
division duplex (TDD) link was proposed in [19]. However,
a proper quantification of the KGR versus the parameters
adjoined with the fading process or involved within the sug-
gested algorithm was not provided. The concept of deep
fades was also applied in [20] and [21], in which a two-
level quantizer was utilized to generate a shared key between
two communicating nodes. Nonetheless, a low KGR was
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obtained due to discarding measurements not complying with
the binary quantization levels as well as the limited LCR
of the adopted Rayleigh fading channel model. Enhanced
RSS-based KGR by applying antenna diversity was investi-
gated in [30]. Two nodes, A and B, were assumed to have three
transmitting/receiving antennas Ap, A2, A3 and B, By, B3,
respectively. As a result of this arrangement, nine uncor-
related sets of RSS measurements; due to data exchange
between antenna sets (A;Bi,A1B», ..., A3B3) enhanced the
channel randomness. Moreover, according to the available
mutual information (entropy taken as a measure), multi-
level quantization was adopted to enhance the KGR four
times as compared to a single antenna scenario. In [33],
Patwari et al. studied the effect of non-simultaneous chan-
nel measuring (i.e., reciprocity is no longer maintained),
and applied fractional interpolation to recover reciprocity.
In the proposed interpolation technique, nodes sample the
channel at a rate higher than the Nyquist frequency to esti-
mate what measurements one would get if they were mea-
sured simultaneously. Consequently, data-sets obtained by
each node were highly correlated due to the virtually high
measurements rate, and a discrete Karhunen-Loeve trans-
form (KLT) was applied to remove the resulting correlation.
Then, multiple-bit adaptive quantization was incorporated
by uniformly dividing the RSS range into quantization bins
based on the distribution of the measurements to improve
key randomness and rate. Premnath et al. [35] proposed
adaptive bit quantization at which RSS measurements were
divided into smaller blocks each with its own thresholds +g.
RSS above +¢q or below —g were directly considered in
bits extraction, whereas dropped measurements were given
indices. The two endpoints exchange their list of dropped
RSS estimates and keep those they both decide not to drop.
The authors also investigated different real-time measured
communication scenarios and showed how each scenario
affects the reciprocity and inherent entropy. Secret key extrac-
tion in a more challenging wireless link (i.e., vehicular envi-
ronment) was firstly proposed in [31]. To cope with the
increased noise level produced by the continuously moving
nodes, weighted sliding window smoothing was adopted.
The different weights were optimized considering maximiz-
ing the correlation coefficient of the resulting bit sequences
(gathered after level-crossing quantization at the two nodes).
Correlation maximization was solved by adopting a canonical
correlation analysis [42]. Then, a Markov chain was utilized
to model the dependency of the quantized bits and used
to estimate the entropy [43]. RSS-based collaborative key
extraction algorithms for a group of wireless devices were
proposed in [27]. Two connectivity topologies; specifically,
star and chain, were investigated. The sole of such algo-
rithms was to share the measurements of a specific two-node
link between all nodes to extract the same key. However,
the KGR significantly decreases with the increase of the
network size as all participating nodes should measure RSS
data within the coherence time of the channel. In [44]-[46],
the effectiveness of using highly reconfigurable antennas was
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studied to generate varying channel fadings which were used
to establish secret keys. In [47], a framework was introduced
where fully-autonomous low-power nodes were placed upon
the human body for RSS-based secret key generation between
two moving legitimate parties in the presence of a stationary
eavesdropper. The quality of the key was validated based on
indoor and outdoor measurements. Correlation, entropy and
mutual information of RSS streams were used to analyze the
key generation process. In [48], a system that incorporates the
moving average techniques before the quantization process
was proposed to improve adaptability to the low variation
of RSS, and modify the level crossing algorithm to improve
KGR value. However, the resulting key disagreement rate
was high. For a recent survey on PHY-key generation works,
we refer the reader to [13, and references therein].

As mentioned earlier in Section I, most of the reported
PHY-key generation techniques assumed channel reciprocity
between legitimate pairs, an assumption that does not hold in
practice. Channel non-reciprocity, in general, can be quanti-
fied by estimating the asymmetric impairments added to the
signal at the legitimate nodes (e.g., using cross-correlation
analysis). Once such impairments are quantified, reciprocity
calibration can be realized [33], [49]-[52]. However, in this
contribution, we introduce a thorough probabilistic reci-
procity analysis based on an information-theoretic approach,
giving rise to a rigorous mathematical treatment. The pro-
posed approach can be adopted whether the association
between two random signals is linear (as in the case of
cross-correlation) or non-linear. Moreover, our information-
theoretic-driven analysis allows for modeling the channel
reciprocity even if the instantaneous channel state informa-
tion (CSI) at Alice and Bob is unavailable. Our theoretical
platform is derived under practical assumptions, and unlike
previous works which used mutual information as a bound
on the KGR, the proposed analysis adopts the LCR in a
Nakagami-m fading environment.

Ill. RECIPROCITY DEGREE AND KGR DERIVATION

In this section, a mathematical framework for reciprocity
degree in a Nakagami-m fading channel model and asym-
metric AWGN is derived. Reciprocity degree and LCR are
then used to characterize the KGR. For an added convenience,
the key symbols and their corresponding notations are sum-
marized in Table 3 (Appendix A).

Based on the nature of the propagation environment, var-
ious statistical models are used to characterize the random
behavior of the multipath fading channel (e.g., Rayleigh,
Rician, Hoyt, and Nakagami-m) [53]. The Nakagami-m
fading model is considered as the most comprehensive
model [54]. According to this model, the probability density
function (PDF) of a received signal envelope is described as:

fr) = Pl fry=0 (1)
= — e , fory>
Y T (m)me y
where m is the Nakagami parameter that characterizes fading
severity, ['(m) is the Gamma function, and Q = E [y2]
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is the average power. This gamma distribution-based PDF
was proposed to describe experimental data as compared
to the Rayleigh fading model that fails to accurately
predict wireless environments where long distance and
high-frequency transmissions exist. It was later shown by
independent experimental studies [55], [56] that Nakagami-m
model provides better characterization for less and more
severe fading conditions than Rayleigh and Rician models
and provides a better fit to the mobile communication data
channel in diverse multipath propagation [57], [58]. As a
result, it finds applications in many software and hardware
fading channel simulators [59], [60]. It is also of interest
to remark that Nakagami-m fading model is featured with
universality in classifying wireless channels based on fading
severity (represented by m) [37], [54], [61]. That is, it explic-
itly includes other distributions as special cases. For example,
a one-sided Gaussian distribution (the most severe fading
scenario) corresponds to m = 1/2, whereas m = 1 represents
a Rayleigh distribution, and a one-to-one mapping between
the Rician factor k and m is obtained for m > 1, which
allows a close approximate of the Rician distribution. Such
facts have motivated us to use Nakagami-m model as the basis
for our mathematical and simulation analysis.

The received signal in a multipath environment at the
channel output can be represented as:

y=hu+n=x+n 2)

where u{+1, —1} is the input signal, n is AWGN with zero
mean and variance o2, and & expresses the fading gain of
the channel. Reciprocity can be derived by calculating the
conditional probability density function:

FOlw) = [[paf Cclu)f (lx, w)/pw)]dx = [f x|u)f (lx, u)dx
where f(y|x, u) = f(y|x) due to the fact that u, x, and y form
a Markov chain, while p(u) denotes the probability of the
occurrence of u. Since uh = x:

2m™ 2m—1
fexlu) = %ue_msz(ux) (3a)
where U(.) is the unit step function. Furthermore, we have:
1 _o=0?
frylx) = T e 2° (3b)
To
Hence:
00 mex2m—l 5 1 _Qz—x)2
u=1)= / e "™ e 22 dx
St o Tm NGz
2
2m'™e 22 0 o2 Y
- Jzﬁ—er()/ LT e (o)
mol'(m) Jo

where @ = (m + 1/20°2), by applying the integral solution
provided in [62, eq.(3.462.1)], fy (y|u = 1) is found as:

D= mF(Zm)eza
frOlu=1)= ( ) ol"—(m)
_ 2
x [e(”é’a’ D_om( jg_z )] (4a)
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Here, D_,(z) is the parabolic cylinder function of order v and
argument z defined in [62, eq. (9.240)]. Similarly:

2
X \/7 mF(Zm)ehf
SrOolu=-1)= () oT(m)

o/ H? y/o? i|
X |e 3¢ D_pgp(—— (4b)
[ (L)
From (4a) and (4b), fy (y|u) in a Nakagami-m fading channel

can be expressed as:
/o2 —uy/o?
D (T

2
Y ﬁml"(Zm)eZT2
fYO’W)—[( ) “ToTm) Ner
(5

For the case of a Rayleigh fading channel (m = 1):

2 _My/o_z )}

2022
V2 (1 + 202)[ V2(1 +1/2a2)

From [62, eq. (9.254.2)], D_»(z) is given by:

o/a2?
e 8(1+1/2a2) D_z(

Srlw) =

Doa() = e ¥ — Vamze 1 0() ©)
where Q(.) is the tail of the Gaussian distribution. Then:
7))2 (0)7'2)2 ujf
2027 sa+-L | sav-L)
|u) = — e 202 ] 20 2
Fr V27 (1 + 202)
L2 2
~/ V2muy/o s<1+ 2’Q( —uy/o )]
«/ 1+ 26 V14202
) 2 -
202" |: 4<1+/202)( —u)
«/ 7(l +202)
,/ 2 —
L Y20 T )Q(—y/a )} )
V14202 V14202

It can be seen that fy(y|u) obtained in (7) complies with
the results in [63], where a Rayleigh fading model was used.
To maintain reciprocity over a Nakagami-m fading channel,

Sy (yaplupa) must equal fy (ypa|uap). That is:

2 (24B y2 UBAYAB
_ YA 2 — =00
Qapa)™ 37 S i
- e BA | e 3*BA D_p, ( )
OBA ~20pa
9 m (2BA Y2 __ UABYBA
aap)” M —LB4 "AB 2
f— %6 2”,%3 e 8up D_ OAB 8
2m
OAB 204p

which leads to the following reciprocity conditions (refer to
Appendix B for proof):

(Bag/ode)™  (Bea/og)™
OAB OBA
I —2Bap+ (8m— Duig 1 —2Bpa+ Bm— Dug,

4O'I§BﬂAB 4O’I§AIBBA

(9a)

(9b)
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where 8;; = 2mcrl-2- + 1. Thus, it can be concluded from (9a)
and (9b) that channel reciprocity is a function of the Gaussian
noise variance o> and the fading strength m. This is to say;
perfect reciprocity is not maintained if the noise variances
of the forward channel O‘XB and reverse channel Ung are
not identical (assuming the same fading severity in both
directions). Hence, we characterize such a remark in the
reciprocity degree R as follows:

R(%) = 100 (1 — r) (10a)

where r € (0, 1) is a function of (9a, 9b) and is given by:

L ’(ﬂAB/o/%B)—m  (Bealog) ™"

OAB OBA

N ‘ 1 —2Bap + (8m — Dy
403313AB
1 —2Bpa + (8m — Dud,
4U§A.BBA

Reciprocity degree R is analytically depicted in Fig. 1, as a
function of the Nakagami fading parameter m for various
asymmetric additive noise conditions. As can be noticed,
reciprocity degrades as the difference between o4p and opa

becomes larger; whereas higher values of m (i.e., less fading
severity) has a positive impact on reciprocity.

(10b)

Reciprocity Degree (%)

40 | | | | | | |

0 0.5 1 1.5 2 25 3 35 4
Nakagami Fading Parameter m

FIGURE 1. Reciprocity degree R as a function of the fading parameter m
for asymmetric forward/reverse noise variance.

The Nakagami parameter m can also be written as a func-
tion of the separation distance d between Alice and Bob
[64, Table 3]:

m = —0.69In(d) + 4.3 (11)

Hence, for a given scenario, the effect of the separation
distance d on channel reciprocity can be obtained. As shown
in Fig. 2, as d increases, reciprocity decreases mainly due to
the increase of the fading gain.

As mentioned earlier, since fading at Bob’s and Alice’s
locations decorrelates at Eve’s who is at a distance in the order
of half a wavelength, Bob and Alice can rely on the common-
alities introduced by level crossings as a source of secrecy.
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—+— 0,,=20,,
100 | g UAB: 405/\

0,5= 60y,
—%— 0,5= 805,

(%)

Reciprocity Degree

25 125 225 325 425 525
Separation Distance (d)

FIGURE 2. Reciprocity degree as a function of d separating A and B based
on experimental data provided in [64, Table 3].

Therefore, a bound on the KGR based on the randomness
of the fading level is derived using the LCR. The LCR for
a Nakagami-m fading process is given as [65]:

=172 )
LCR = V27 fy—— p¥" L™
I'(m)
where p is the threshold level normalized to the root mean
square signal level and f;, represents the maximum Doppler
shift, which equals to [66]:

\/Vtz‘i‘V% Ve
W2 a2

vy and v, are the transmitter and receiver velocities mag-
nitudes, respectively, and A is the wavelength. Given that
Alice’s and Bob’s observations of identical level crossing
excursions are affected by how much the channel is recip-
rocal, an upper bound on KGR can then be calculated as:

(12a)

Jm = (12b)

mm—l /2 )
KGR < \V27fu(1 — r)———p>"~le=me
L'(m)

If the channel is reciprocal (i.e., r = 0) and p = 1, it can
be inferred that the maximum key size will not exceed the
maximum Doppler shift f;,,. In other words, it is not possible to
obtain key bits per second larger than f;,, even with optimally

designed key generation protocol.

(12¢)

IV. SIMULATION MODEL

To evaluate the effect of non-reciprocity on the KGR, sim-
ulations are performed based on the system model shown
in Fig. 3. Two communication parties, Alice and Bob, try

h Mg

forward channel N
X Yas[  Bob
/e u

™ reverse channel

FIGURE 3. Wireless channel model.
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to generate secret keys over a wireless channel that incurs
multipath fading as well as asymmetric AWGN. Here, £ is
a stochastic process that represents a time-varying channel
parameter. Asymmetric AWGN in the forward and reverse
channels is represented by nap(t), npa(t), respectively.

Alice and Bob generate keys by estimating the channel
coefficient 4 through exchanging known probes u within
a time frame smaller than the channel coherence time T,.
To simulate the channel coefficient A, various approaches
are used in the literature. The most commonly used one
is the filtering white Gaussian variables method [20], [21],
[63], [67]-[72]. However, this method does not take into
account the variation of the number of paths or Doppler
shift, which are important parameters to characterize various
fading conditions. In this paper, instead, we use the sum-of-
sinusoids method for its flexibility and parametric inclusivity
in characterizing various fading conditions [73]-[76]. The
adopted method allows the approximation of multipath fading
through the superposition of a finite number of weighted
harmonic components. Each component represents one path
and is described by amplitude, frequency, and phase values
related to the Doppler frequency f;,.

A. SUM-OF-SINUSOIDS NAKAGAMI-M MODEL

While a fair amount of attention has been given to the
Nakagami-m distribution, relatively less work has addressed
the issue of Nakagami-m channel model simulation. This can
be attributed to the fact that such a model was not speci-
fied when Nakagami-m distribution was first proposed [77].
Directly generating a Nakagami-m envelope is difficult and,
therefore, mostly indirect approaches are used. According
to [37], a Nakagami envelope can be generated from Rayleigh
and Rician envelopes as follows:

Ryak = RRaye' ™ + Rpic (1 — '™ (13)

To this end, Rayleigh and Rician models are implemented
individually and then combined together to introduce a
Nakagami-m multipath model. The random process of
Rayleigh fading with N paths can be simulated with the sum-
of-sinusoid method described as [76] and [77]:

Gt) =Y, (t) +jY () (14a)

Y. (1) = f Z cos[wp t cos( ) + ¢,] (14b)

~|—6’n

Yi(t) = Z sin[wpy, t cos( )+ ¢ul (14c)

n=1

f

where N is the total number of the paths. 6, (angle of
arrival) and ¢, (phase delay) are statistically independent and
uniformly distributed random variables over [—r, w].The
maximum angular Doppler shift is denoted by w,,. The pre-
sentation of [76] and [77] can also be extended to establish
a Rician fading model. Given that a dominant line-of-sight
(LOS) component exists, the normalized Rician fading pro-
cess of an improved sum-of-sinusoids statistical simulation
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model is described as:

Z(t) = Zc(1) + jZs(1) (15a)

Zo(t) = [Ye(t) + v/'Ncos(wmtcosby + ¢o)l /1 + k
(15b)

Zs(1) = [Yy(t) + v/Nsin(wntcosby + ¢o)l/~1+ k
(15¢)

where Y () and Y,(¢) are the non-line-of-sight (NLOS) rays
that can be obtained from (14b,c). 6p= 7 /4 is the angle of
arrival of the LOS component [75], [76]. The Rician factor
k represents the ratio of the specular to scattered power, and
has the one-to-one mapping with m as [61]:
2
k= _ym —m (16)
m—m?—m

A validation of the fading model is carried out through
Monte-Carlo simulation by sending a binary phase-shift-
keying (BPSK) signal over the multipath fading channel.
Simulation parameters are set in Table 1.

TABLE 1. Simulation parameters.

Parameter Quantity
Samples generated 10°
Sampling period 0.0001sec
N 100
fm 100H =z
On, dn U(_ﬂ'v 77)
%o /4
m 1,4
1.8
Simulated Nakagami-m=4
— —  Theoretical Nakagami-m=4
1.6 /’\ Simulated Nakagami-m=1 |
/ \\ — —  Theoretical Rayleigh
141 ! i
/ i
/ )
12 | i
% / |
& 1 | |
2 i i
= \ b i
gos WW MW A
S I? I ! JW \
= V¥ N
06 v W,
J)&V [ W
f] :
04 My
/ / i
f 4 i,
02 ’y / Ay,
/ // Yy N
Wy .
[ 7 O e DU

I I I
0 0.5 1 1.5 2 25 3

FIGURE 4. Simulated versus analytical PDFs of Nakagami-m fading
envelopes with m = 1 (Rayleigh) and m = 4.

Fig. 4 shows the simulated PDF of the signal envelope con-
sidering two fading parameter m values; specifically, m = 4,
m = 1 (Rayleigh), compared to the theoretical distributions.
The close agreement between both simulated and analytical
PDF:s justifies the use of the sum-of-sinusoids method in the
channel implementation.
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B. LCR QUANTIZER

Fig. 5 shows the fundamental process for extracting
PHY-based secret keys from level crossings [20]. Such a pro-
cess incorporates three main stages: probing, quantization,
and converting excursions to bits. In this paper, each stage
is elaborated in greater details.

Probing j—)[ Quantization j—)[ Excursions/to BitJ—} 0101...

FIGURE 5. LCR-based key extraction stages.

Probing: In the system model given in Fig. 3, two commu-
nicating parties, Alice and Bob, exchange probing signals u
(known to each other) within a certain time frame to gather
RSS values affected, naturally, by small-scale fading and
AWGN. Theoretically, and based on the reciprocity concept,
RSS values measured at Bob (by sensing Alice’s transmit-
ted probes) match the ones measured at Alice (by sensing
Bob’s transmitted probes). This, however, is not the case in
practice due to 1) asymmetric additive noise, 2) transmit-
ter/receiver hardware differences, and 3) non-simultaneous
measuring attempts because of the half-duplex nature in most
wireless networks. The context of this work is devoted for
addressing the first effect on reciprocity; i.e., asymmetric
additive noise. In our system model, Alice and Bob exchange
their probes across a multipath environment characterized
by Nakagami-m fading model. Therefore, received signals at
both parties:

(17a)
(17b)

yap = u(t)h(t) + nap(t)
yBa = u()h(t) + npa(r)

where Alice receives yps and Bob receives y4p. During each
probe exchange, each party can use the received signal y along
with the probe signal u to compute one channel estimate h.
Since Alice and Bob know the original probe signal u, they
both can estimate a version of the channel coefficient h(t)
scaled by additive noise Z(¢) [78]:

hap = h(t) + Zap(t) (18a)
hpa = h(t) + Zpa(t) (18b)

where Alice estimates ﬁBA and Bob estimates szB; whereas
Zpa(t) and Zp(t) are asymmetric additive noise processes
at Alice and Bob, respectively. By repeatedly exchanging
probes over the channel, Alice and Bob can generate a
sequence of channel estimates E. That is, Bob generates
I:IAB = [ﬁAB(l), szB(2), s szB(E)], while Alice generates
I:IBA = [ﬁBA(l), szA(2), s EBA(E)]. Since asymmetric vari-
ations could be added at Alice’s and Bob’s sides, reciprocity
cannot be maintained and, therefore, the correlation between
Hpa and Hpp could be affected. In [20], [21], and [48],
in order to mitigate the non-simultaneous measurements lim-
itation of half-duplex transceivers and achieve high corre-
lation between I:IBA and I:IAB, it was assumed that Alice
and Bob exchange their probes at a faster rate. However,
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a decorrelation between I:IBA and fIAB could result from the
asymmetric additive noise, as will be discussed later.
Quantization: After Alice and Bob collect their estimations
of the channel coefficients, they use a two-level quantizer to
detect excursions that exceed a threshold, +¢. We define an
excursion as a channel estimate in I:IBA or I:IAB that exceeds
the threshold =£¢. This quantization approach was originally
proposed in [20] and was also adopted in [21] and [48].
The quantizer threshold depends on the channel statistics
(i.e, mean puy and standard deviation oy of the channel
estimates) as follows:

(19a)
(19b)

+qa = MilBA(i) a3 UilBA(i)
4B = Wiy T & iy

where g4 and +gp are the quantizer threshold levels at
Alice and Bob, respectively,i = 1, 2, ..., E, and £ is a tuning
parameter that takes any value between {0.1 — 0.8}. A high &
gives a strict quantizer that results in a smaller key size, but
at the same time, reduces the chance of Eve having similar
excursions, and vice versa.

Once Alice and Bob determine such a threshold, Alice
searches Hpy to obtain the locations of existing excursions,
and put them in a vector Ly. To increase the probability of
having identical sequences of bits, later, generated at the two
parties, Alice considers the location of an excursion only if
that excursion occurs S, successive times. S, is a tuning
parameter that takes integer values between {2 — 5}, and
has two main benefits: 1) it functions analogous to repeti-
tion codes (i.e., sending a message repeatedly to reduce the
error probability through majority decoding [79]), and 2) it
guarantees that only one key bit is generated from a subset
of successive channel estimates that exceed £¢. Accordingly,
Alice searches H A to find subsets with exactly S, successive
similar excursions, where an entire subset is used to generate
only one key bit. While the LCR quantizer reported in [20]
enables Alice to adopt subsets that have S,, or more succes-
sive excursions, ours enforces Alice to search I:IBA and find
subsets that have exactly S, successive excursions. Our use
of a more realistic fading model justifies this modification.
Furthermore, in [20], it was assumed that the fading process
h(t) is a Gaussian random variable, which does not accurately
model the correlation between successive estimates in real-
istic scenarios. However, in a more realistic fading model
where temporal variation between these estimates exists,
decorrelation between different subsets of channel estimates
exist and is dictated by the channel coherence time 7. For
example, a channel with f,, = 100 Hz has a coherence time
T. of 423 x 1073 seconds. Therefore, within one T, period
and a probing rate of 1Kprobe/s, Alice and Bob have enough
window to exchange two probes each, as shown in Fig. 6.
As such, every two successive channel estimates have a high
correlation in this window. Therefore, setting S, = 2 is more
practical than S, > 2.

Excursions-to-Bits Extraction: Alice sends Bob a vec-
tor L4, which has the excursions locations, over the
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FIGURE 6. Probes exchange between Alice and Bob in a channel with
coherence time of 4.23 ms and probing rate of 1Kprobe/s.

public channel. In the same way, Bob determines the locations
of the excursions, at his side, from ﬁAB and compares his
excursions locations against Alice’s L4. Bob indicates the
matching indices in a new updated vector Lp and sends it
back to Alice. Eve’s observations of L4 p will not provide
any useful information about I:IBA’ AB» as Ly p only have the
excursions locations. A pseudocode for the LCR quantizer is
given as follows:

excursion is greater than +¢; whereas a binary 0 is generated
if the value of an excursion is less than —q. In other words:

0 for h(i)<—q

,i=1, 2..., length(L 20
L forhi)>ta gth(Lp) (20)

plh()] = {

C. SIMULATION RESULTS

Simulations are performed based on the system model
shown in Fig. 3, where the effect of asymmetric AWGN
(i.e., non-reciprocity) on the KGR is demonstrated. The
design parameters are subdivided into two main categories:
1) channel parameters; specifically, the fading parameter m,
maximum Doppler frequency f,, number of paths N, and
the variance (i.e., power) of the additive noise 02,2) LCR
quantizer parameters; specifically, the tuning parameter &
(that controls *+¢g), and S,,. Simulations are performed in
five different scenarios, and the KGR is measured over a
period of 50 sec. Simulation parameters for all scenarios
are summarized in Table 2. It is worth mentioning that the
number of paths N and the rate at which Alice and Bob probe
each other are fixed at 100 and 1Kprobe/sec, respectively.

TABLE 2. Simulation parameters.

Algorithm 1 Alice LCR Quantizer Channel LCR Quantizer
m fm(Hz) SNR(dB) 3 Sm
count =1 . Fig.7 4 200 10 0.5,0.6,0.7,08 2
while count < length(Hpa) — Sm + 1 do Fig8 12345 100 10 0.8 2
if  [Hpa(count : count + Sy = 1)] = +q4 0r < —qa gi:?o 1 100, igg, T 08 2
then Fig.11 4 100 0,3,5,10 0.8 2
Lo =[La saveindex]
count = count + Sy, As mentioned earlier, reciprocity degrades when there is
else a difference between O‘IZB and crl% 4 and/or a high fading gain.
La =1[La returng] To validate the former effect on the KGR, the variance of the
count = count + 1 AWAGN in the forward channel (i.e., GXB) is set to 1; whereas
end if the variance of the reverse channel (i.e., O'L%A) is changed by
end while varying oga in the range {1—5}. fi,, m, and the signal-to-noise
Send Ls to Bob ratio (SNR) are set to 200 Hz, 4, and 10 dB, respectively. Such

Algorithm 2 Bob LCR Quantizer
count =1
while count < length(Hyg) — Sy + 1 do
if go[H;B(count scount + S, — 1)] = +gpor < —qp

then
Lg =[Lp saveindex]
count = count + Sy,
else
Lp = [Lp returny)
count = count + 1
end if
end while

Compare Lp with Ly,Send Lp to Alice

Finally, given the vector Lp at both sides, and based on
the threshold +¢, a binary 1 is generated if the value of an
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values are chosen under the assumption that two vehicular
nodes are communicating at 2.4 GHz carrier frequency. The
LCR quantizer parameters are set to £ = 0.5,0.6,0.7,0.8
and S, = 2.

Fig. 7 shows that a larger difference between O‘XB and ‘7}%,4
induces a noticeable decrease in the KGR due to the decrease
in reciprocity degree. Specifically, each unit increase in opy
reduces the KGR by 14%. Furthermore, it can be seen that
smaller key sizes are obtained for higher & values as fewer
excursions are considered due to the larger =g magnitudes.

KGR analysis under different fading gains is illustrated by
varying m in the range {1 — 5}, while fixing f;, to 100 Hz
and SNR to 10 dB. The LCR quantizer parameters are set to
& = 0.8 and S, = 2. Fig. 8 shows that higher values of m
(i.e., less fading severity) result in a higher KGR. This can
be attributed to the fact that higher m values result in a better
channel reciprocity degree R.

It is paramount to point out that a simple two-level quan-
tizer design could result in a high mismatch rate (i.e., Alice
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FIGURE 7. KGR vs og, for§ =0.5,0.6,0.7, and 0.8.
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FIGURE 8. KGR vs og, form=1,2,3,4 and 5.

and Bob may agree on index values with excursions lying
in opposite directions). Such a mismatch is overcome by
using key distillation and privacy amplification techniques
[80], [81] which are beyond the scope of this paper. Nonethe-
less, as discussed in Section IV.B, the mismatch rate can be
reduced by considering S, successive (rather than single)
excursions. However, S, can be increased to a certain limit
as having similar excursions will also become less frequent
due to the temporal variation between successive estimations.
With a probing rate of 1Kprobe/s and a channel coherence
time 7, of 4.23ms, Alice and Bob have enough window to
exchange two probes each. In this case, higher S,, values
(i.e., Sy > 2), as shown in Fig. 9, result in a lower KGR.

Fig. 10 shows the effect of the Doppler frequency f,, on
the KGR. Higher f;, values (i.e., increased nodes’ velocity)
increases the KGR as the likelihood of having more excur-
sions increases. However, as predicted by (12c), the KGR
is capped by f,, (simulation parameters are set to m = 4,
SNR = 10dB, & = 0.8, and S,, = 2). Finally, Fig. 11
shows a proportional relation between the SNR and the KGR,
as higher SNR values impose low noise power (i.e. higher
reciprocity).
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FIGURE 11. KGR vs og4 for SNR =0, 3, 5, and 10dB.

V. CONCLUSION
We derived and validated a PLS scheme to assess the
maximum achievable KGR under practical assumptions.
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A theoretical bound on the KGR in a setup that utilizes level
crossings to generate secret keys is derived and validated by
simulations. Our derivation can characterize the effect of non-
perfect reciprocity due to asymmetric AWGN on the KGR.
Unlike many previous works that used the mutual information
as a bound, the LCR in a fading environment characterized by
Nakagami-m fading model is adopted, where reciprocity is
not assumed. Since Nakagami-m fading model demonstrates
better approximations to realistic wireless channels as well
as the universality it offers in characterizing these channels,
based on fading severity, the proposed analytical and simula-
tion frameworks enable a practical PLS scheme. To facilitate
the analysis of non-perfect reciprocity of the channel on
the KGR, secret keys between two nodes communicating
over a wireless channel that incurs multipath and asymmet-
ric AWGN are extracted. The Nakagami-m fading process
is generated using the sum-of-sinusoids approach to pro-
vide a flexibility in characterizing various fading conditions,
through varying the number of paths as well as the maximum
Doppler frequency. Analytical and simulation results show
that differences in noise power between the forward/reverse
channels decreases the KGR as channel reciprocity is not
maintained. While, higher m values (i.e., less fading severity)
result in a higher KGR as channel reciprocity is improved.

APPENDIX A

TABLE 3. Symbols & notations [ ] | Sec. Il [ ] | Sec. I1I, IV [ ] | Sec. IV.

Symbol Notation

u Input signal to the channel (e.g. probe signal)
T Faded signal

n Additive white Gaussian noise (AWGN)

g

h

Noise variance

Channel impulse response

Y Received signal

fy (y[u) Conditional PDF of y given the observation of u

p(u) Probability of the occurrence of u
U(.) Unit step function

Q) Tail of the Gaussian distribution
() Gamma function

Q Average power

D_,(z) Parabolic cylinder function of order v and argument z
Reciprocity degree
LCR  Level Crossing Rate

m Nakagami parameter

fm Doppler Shift

KGR  Key Generation Rate

nij AWGN between node; and node;

a7 Noise variance between node; and node;

Ui j Signal (e.g. Probe) sent from node; to node;

Yij Received signal sent from node; to node;

hij Channel response between node; and node;

hij Estimated noisy channel response between node; and node;
Hij; A vector of the channel estimates between node; and node;

Rpnqr  Nakagami fading envelope
RRay  Rayleigh fading envelope
Ric Rician fading envelope
G(t) Rayleigh fading envelope in complex form

Z(t) Rician fading envelope in complex form

k Rician factor: Ratio of the specular to scattered power
&, Sm Protocol tuning parameters

+q; Quantization threshold at node;

L; Vector of excursions indices extracted at node;

Te Channel coherence time
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APPENDIX B
Considering the LHS of (8):

0.2
2054 8app D72m I:—BA:I

~/2apa

2 UBAYAB
_ h) 22 UBAJAB
(o)™ —AzB[ AB/opa)"
—e e

OBA

., 1-4oRiapa _ UBAYAB
_ (2aga) me%YABD_Qm[ o4 ]
OBA v/ 2apa
(ﬂ%)_m 1-26p4 2 __ UBAYAB
_ % 40, ppa” AP [ OBA
= ——=—e¢"mn D_pp| ———— (B-)
OBA "L /Pea
where B; = 2mo; + 1. Furthermore, we also have the
following approximation:
v/2 ,—2 /4 115,
D,(z) =2 /"U| — EV’ X z (B-1I)

U(a, b, 7) is defined as the confluent hypergeometric function
of the first kind:

= (@
— (b k!

where (n); is the Pochhammer symbol. Considering the first
two terms of (B.III) and (B.II) in (B.I) yields to:

Ula,b,z) = (B-II)

(Bany=m 12y

2 2
LHS = 27maBA—e 403, BBA yAB(l + 2muBA yAB)
2
UBAIBBA

OBA
Utilizing the approximation 1 + x = ¢* leads to:

— 2 2 2
(ﬁgA) m I*ZﬁBA’”BA 5 2muBA YBA

LHS =27 %84, 4opupa P ojafa
OBA
(ﬁﬁ)*m 1-2ppp+Bm—1ud, o
“m % 402, 8 Yan
=2 e APBA
OBA
Beay—m
2
—om 9BA
OBA
Bea—m
_ _ 12 (539
N |:2m1 2Bpa + (8m — Dup, “oZ, y}xs]
4U§AﬁBA OBA

Finally, applying reciprocity condition to (8), i.e., LHS =
RHS to (8) we obtain:

Gy (Lgy 2
olg oig 1 —2Bap + (8m — Duyg »

+ y
OAB OAB 402 ,Bap BA
Beay—m  (Beay-—m
2™ ()™ 1 2B + Bm— 1,
= + 3 YAB
OBA OBA 4oz, Bpa

Thus, for fy (yaslua) = fr (ypaluag):

(Bag/oip)™  (Bea/opy)™"
OAB OBA
1—2Bap+@m—Duiy 1 —2Bpa+@m—Duj,

4023,3AB 4O‘§AIBBA

QED
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