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ABSTRACT Information hiding aims to embed secret data into the multimedia, such as image, audio,
video, and text. In this paper, two new quantum information hiding approaches are put forward. A quantum
steganography approach is proposed to hide a quantum secret image into a quantum cover image. The quan-
tum secret image is encrypted first using a controlled-NOT gate to demonstrate the security of the embedded
data. The encrypted secret image is embedded into the quantum cover image using the two most and least
significant qubits. In addition, a quantum image watermarking approach is presented to hide a quantum
watermark gray image into a quantum carrier image. The quantum watermark image, which is scrambled
by utilizing Arnold’s cat map, is then embedded into the quantum carrier image using the two least and
most significant qubits. Only the watermarked image and the key are sufficient to extract the embedded
quantum watermark image. The proposed novelty has been illustrated using a scenario of sharing medical
imagery between two remote hospitals. The simulation and analysis demonstrate that the two newly proposed
approaches have excellent visual quality and high embedding capacity and security.

INDEX TERMS Medical images, quantum image processing, steganography, watermarking.

I. INTRODUCTION
Quantum information processing is a hot topic for researchers
because information processing in quantum mechanics is
more secure and efficient than that in classical information
processing [1], [2]. Thus, it provides great technological con-
tribution in communication, computation, cryptography, and
image processing.

Quantum information is applied in image processing,
wherein quantum parallelism is used to accelerate many
image processing tasks such as quantum image steganogra-
phy [3]–[7], quantum image encryption [8]–[10], and quan-
tum watermarking [11]–[15]. The classical digital image
should initially be transformed to quantum state using one
of the quantum image representations to be operated by
the quantum processing method. Various quantum repre-
sentation models for digital images, such as Entangled

Image [17], Qubit Lattice [18], flexible representation of
quantum images [19], and novel enhanced quantum represen-
tation (NEQR) [20], have been presented in the literature [16].
Among the two proposed quantum data hiding approaches,
the NEQR [20] representation model is utilized because it is
extremely similar to classical image representation.

A. QUANTUM IMAGE STEGANOGRAPHY
Quantum image steganography is a concept that benefits from
themerit of quantum image processing and that emerges from
traditional steganography. Quantum steganography systems
were originally presented by using the quantum information
feature [3]. However, the proposed quantum steganography
systems have the same security as the classical steganography
system. The first model of quantum steganography, defined
by extending the classical steganography, was proposed by
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Natori [4]. Quantum steganography models can strictly be
secured compared with the classical model.

In the quantum image steganography process, the quan-
tum state of the obtained image is first encrypted, and then
the encrypted version is embedded into the quantum cover
image. Zhang et al. [6] proposed a quantum scheme based
on the least significant qubit (LSQb) by utilizing the quan-
tum Arnold image scrambling method during the encryption
process before the quantum image is embedded into the
quantum cover image. The proposed method has a payload
capacity of 2-bit/8-bit. Miyake and Nakamae [14] scram-
bled the secret image by using the controlled SWAP gate
in the encryption process at a payload capacity of 2-bit/8-bit.
Naseri et al. [15] scrambled the secret image in the encryp-
tion process, where the LSQb and the most significant qubit
(MSQb) are used in the data hiding process. Heidari and
Farzadnia [7] employed the quantum Hilbert image scram-
bling technique to encrypt the quantum image. They adopted
the Gray code during the embedding process. In [7] and [15],
high PSNR value instead of the embedding capacity was
pursued.

B. QUANTUM IMAGE WATERMARKING
Quantum watermarking utilizes quantum mechanical effects
to realize quantum or classical information hiding tasks.
Quantum watermarking based on image processing tech-
niques uses a quantum image as carrier to hide quantum
copyright information.

In 2013, Song et al. [11] designed a quantum image
watermarking scheme based on quantum wavelet transfor-
mation. In the same year, Zhang et al. [12] presented a
quantum watermarking scheme based on quantum Fourier
transformation. A year later, Song et al. [13] presented
another quantum image watermarking scheme based on
Hadamard transformation. This scheme [11] utilizes a binary
key to control Hadamard transform. In 2016, Miyake and
Nakamae [14] presented the controlled-NOT operation-based
quantum watermarking algorithm for the carrier and water-
mark images. This scheme was composed of three phases.
The first phase is used to expand the watermark image with
8-bit and 2n−1×2n−1 size to an image with 2-bit and 2n×2n

size. The second phase is utilized to embed the expanded
image by performing the controlled-NOT operation to the two
LSQb of two images. The third phase is employed to extract
the watermark with the original carrier image. The drawback
of this scheme is evident in the third phase, where the extrac-
tion procedure requires the watermarked image, in addition to
the original carrier image. In the same year, Zhang et al. [6]
presented a quantum steganography scheme using the two
LSQb to embed a 2n−1 × 2n−1 secret image in an image
measuring 2n × 2n.
In 2017, Naseri et al. [15] presented the LSB-based quan-

tum image watermarking scheme that utilizes the XORing
technique put forward by Kekre et al. [21]. Naseri et al. [15]
aimed to embed a 2n−1 × 2n−1 watermark image in a car-
rier image measuring 2n × 2n with the LSQb and MSQb.

Naseri’s scheme uses the following two keys: the first one
consists of the four MSQb of the watermark image, and the
other one is generated during the embedding procedure. Thus,
the proposed scheme embeds exactly half of the watermark
image and not the total watermark; the other half becomes
a key. The actual embedding capacity of Naseri’s scheme
is 1-bit per pixel, which differs from the suggested capacity
of 2-bit per pixel.

C. CONTRIBUTION AND ORGANIZATION
Two efficient quantum information hiding schemes are
proposed. A highly secure quantum image steganography
scheme is proposed based on the logistic chaotic map.
The classical image is first transformed into the quantum
state using NEQR representation [20]. Results and analyses
demonstrate that the presented quantum image steganogra-
phy approach has good visual quality and high embedding
capacity and security.

A quantum watermarking approach is also presented to
hide a quantum gray image into a carrier image using two
MSQb and three LSQb XORing techniques. The proposed
scheme utilizes NEQR for quantum representation and quan-
tum Arnold’s cat map for simple representation to increase
the security and capacity of the presented approach.

The remainder of this paper is organized as follows. A brief
background on the Arnold image scrambling and the NEQR
representation are provided in Section 2. The framework of
the presented quantum hiding technique is illustrated using a
scenario of securely sharing healthcare media in Section 3.
The proposed quantum steganography approach is presented
in Section 4. The proposed quantum watermarking approach
is introduced in Section 5. The analysis and simulation results
in terms of the payload capacity and visual quality of the
proposed quantum steganography andwatermarking schemes
are presented in Sections 6 and 7, respectively. Finally,
Section 8 draws the conclusions.

II. PRELIMINARY KNOWLEDGE
A. NEQR REPRESENTATION MODEL
The transformation process of an image from classical into
quantum form is the first step in the quantum image process-
ing. The gray-scale image can be represented in the quantum
state by several models such as NEQR representation [20],
which contains the color and corresponding position informa-
tion of every pixel in the image. The representative expression
of the NEQR model for a 2n × 2n image can be expressed as
follows:

|I 〉 =
1
2n

22n−1∑
i=0

|ci〉 ⊗ |i〉, |ci〉 = |c
q−1
i ....c1i c

0
i 〉, c

k
i ∈ {0, 1},

(1)

where |ci〉 is the color value, and |i〉 is the information about
the corresponding position. More information on NEQR rep-
resentation is presented in [20].
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B. LOGISTIC MAP
Chaotic maps play an important role in image encryption.
Various chaotic maps, such as the logistic map, are available
and can be defined as follows:

hi+1 = δhi (1-hi) , (2)

where h0 ∈ (0, 1) and δ ∈ (0, 4) are the control parameters
of the logistic map.

C. ARNOLD IMAGE SCRAMBLING
The scrambling technique aims to transform an image from
an intelligible into an unintelligible form through permutation
of the positions of the pixels into new positions. One of the
most widely used scrambling techniques is Arnold image
scrambling, which can be defined as follows:(

x
′

y
′

)
=

(
1 1
1 2

)(
x
y

)
(mod N ), (3)

where N is the size of the image. The input includes x and
y (position data of the pixels in the original image), and
the output is the new position. The inverse of Arnold image
scrambling can be defined as follows:(

x
y

)
=

(
2 −1
−1 1

)(
x
′

y
′

)
(mod N ). (4)

III. HIGH-LEVEL FRAMEWORK OF THE PROPOSED
QUANTUM HIDING OF HEALTHCARE MEDIA
Data protection for healthcare systems is a vital
task [10], [22]–[25]. Figure 1 presents a framework for hiding
quantum data for healthcare media in a smart city context.
The framework is a scenario of sharing medical imagery
between two remote hospitals in a smart city. Patients and
healthcare staff from one place hide important medical
Information (e.g. images) through the proposed quantum
hiding technique and send public cover images to the cloud.
The healthcare staff in another place accesses the images from
the cloud, thereby recovering the content via the proposed
detection/extraction procedures. The proposed quantum hid-
ing technique ensures high confidentiality and security for
patients and users of the healthcare system.

FIGURE 1. Proposed framework for hiding healthcare images.

IV. PROPOSED QUANTUM IMAGE
STEGANOGRAPHY APPROACH
In this section, we illustrate how to embed a quantum
secret image into a quantum image. During a pre-processing
phase, each source secret image with 8-bit and 2n−1 × 2n−1

size is first expanded to an image with 2-bit and 2n × 2n

size. The expanded image is then encrypted using quantum
controlled-NOT gate controlled by a logistic map. The quan-
tum encrypted image is embedded within the cover image
that utilizes the two LSQb and MSQb for the quantum cover
image. We assume that the 2n−1 × 2n−1 secret image is
expanded to 2n × 2n size, and the size of the cover image
is |C〉 is 2n×2n. The embedding procedures of the presented
approach are illustrated in Figure 2 and given by the following
steps.

FIGURE 2. Extracting and embedding procedures of the proposed
quantum steganography approach.

Step 1: The secret gray-scale image with 8-bit and size
of 2n−1 × 2n−1 is expanded to the image with 2-bit and size
of 2n × 2n.
Step 2: The cover image and the expanded secret image are

transformed into quantum states as follows:

|C〉 =
1
2n

22n−1∑
i=0

|ci〉 ⊗ |i〉,

|ci〉 = |c
q−1
i ....c1i c

0
i 〉, c

k
i ∈ {0, 1}; (5)

|J〉 =
1
2n

22n−1∑
j=0

|cj〉 ⊗ |j〉,

|cj〉 = |c1j c
0
j 〉, c

k
j ∈ {0, 1}. (6)

Step 3: Values for the control parameters hi and δ are
selected, where h0 ∈ (0, 1); 3.85 ≤ δ ≤ 4 to run the Logistic
map, and hi+1 = δhi (1-hi),

where I = 0, 1,. . . , 22n, (22nis the image size).
Step 4: The generated sequence {hi} is transformed into an

integer sequence as follows:

h∗i = |fix((hi − fix(hi))× 108)|mod 3. (7)
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Step 5: The sequences {x∗i } are transformed into the
quantum state as quantum controlled-NOT image |L〉.

|L〉 =
1
2n

22n−1∑
j=0

|cj〉 ⊗ |j〉,

|cj〉 = |c1j c
0
j 〉, c

k
j ∈ {0, 1}. (8)

Step 6: The quantum secret image |J〉 is encrypted by per-
forming the quantum controlled-NOT gate controlled by |L〉,
as shown in Fig. 3.

FIGURE 3. Quantum circuit for the encryption process.

Step 7: The first two MSQb and the first three LSQb
XORing techniques are utilized to embed the encrypted quan-
tum secret image |JEnc〉 into the quantum cover image |C〉,
and a key |K 〉 is generated from the embedding process,
as illustrated in the following algorithm.

V. PROPOSED QUANTUM IMAGE
WATERMARKING APPROACH
Here, we present the proposed quantum image watermarking
approach. This scheme utilizes the Arnold’s cat map to create
confusion in the expanded watermark image |W 〉. The pro-
cedure of the embedding processes of the proposed scheme
is based on the two LSQb and MSQb of the cover image.
Assume that the carrier image |C〉with the size of 2n×2n and
watermark image with the size of 2n−1 × 2n−1 are expanded
to |W 〉with the size of 2n×2n. The embedding and extracting
processes of the proposed scheme are shown in Figure 4 and
given as follows.

FIGURE 4. Embedding and extracting processes of the presented
quantum watermarking approach.

A. EMBEDDING PROCEDURES
The embedding procedures of the presented quantum image
watermarking approach consist of three phases, as follows.

Algorithm 1 Embedding Algorithm for the Proposed
Quantum Image Steganography Scheme
Input:|C〉 and |JEnc〉
Output: |Stego〉 and |K 〉
—————————————————-
|Stego〉 = |C〉
for j=0 to 22n − 1
if |C7

j 〉 = |JEnc
0
j 〉 then |k

0
j 〉 = |1〉

else if |C0
j 〉 ⊕ |C

2
j 〉 = |1〉 then

if |JEnc0j 〉 = |0〉then |Stego
0
j 〉 =

[
0 1
1 0

]
|C0

j 〉 end if

else if |C0
j 〉 ⊕ |C

2
j 〉 = |0〉 then

if |JEnc0j 〉 = |1〉 then |Stego
0
j 〉 =

[
0 1
1 0

]
|C0

j 〉

end if
end if
if |C6

j 〉 = |JEnc
1
j 〉 then |k

1
j 〉 = |1〉

else if |C1
j 〉 ⊕ |C

2
j 〉 = |1〉 then

if |JEnc1j 〉 = |0〉 then |Stego
1
j 〉 =

[
0 1
1 0

]
|C1

j 〉end if

else if |C1
j 〉 ⊕ |C

2
j 〉 = |0〉 then

if |JEnc1j 〉 = |1〉 then |Stego
1
j 〉 =

[
0 1
1 0

]
|C1

j 〉

end if
end if

end for

Phase 1 (Expanding the Watermark Image):
Step 1: The watermark image with 8-bit and size of 2n−1×

2n−1 is expanded to the image with 2-bit and size of 2n × 2n.
Step 2: The watermark image is presented after expanding

the carrier image in the corresponding quantum states by the
NEQR representations as follows:

|C〉 =
1
2n

22n−1∑
i=0

|ci〉 ⊗ |i〉,

|ci〉 = |c
q−1
i ....c1i c

0
i 〉, c

k
i ∈ {0, 1}; (9)

|W 〉 =
1
2n

22n−1∑
j=0

|cj〉 ⊗ |j〉,

|cj〉 = |c1j c
0
j 〉, c

k
j ∈ {0, 1}. (10)

Phase 2 (Quantum Watermark Image Scrambling |W 〉):
The quantum watermark image |W 〉 is scrambled by the

Arnold’s cat map as follows:

|WS〉 = Sc(|W 〉) =
1
2n

22n−1∑
j=0

|cj〉 ⊗ Sc(|j〉). (11)

Sc(|i〉) can be defined according to Eq. (3) as follows:

Sc(|i〉) = Sc(|y〉|x〉) = Sc(|y〉)Sc(|x〉)
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where

Sc(|y〉) = |2y+ x〉mod N

Sc(|x〉) = |y+ x〉mod N .

Phase 3 (Embedding Scrambled Image|WS〉 into carrier
image |C〉):
The quantum scrambled image |WS〉 is embedded into

the quantum carrier image |C〉 by utilizing the first three
LSQb XORing techniques and the first two MSQb. A key
|K 〉 is generated from the embedding process. The embedding
procedure can be driven as the following algorithm.

Algorithm 2 Embedding Algorithm for the Proposed
Quantum Image Watermarking Scheme
Input:|C〉 and |WS〉.
Output:|CW 〉 and |K 〉.
——————————————————–

|K 〉 = 1
2n

22n−1∑
j=0
|00〉 ⊗ |j〉

|CW 〉 = |C〉
for j = 0 to 22n − 1
if |C7

j 〉 = |Ws
0
j 〉 then |k

0
j 〉 = |1〉

else if |C0
j 〉 ⊕ |C

2
j 〉 = |1〉 then

if |Ws0j 〉 = |0〉then|CW
0
j 〉 =

[
0 1
1 0

]
|C0

j 〉

end if
else if |C0

j 〉 ⊕ |C
2
j 〉 = |0〉 then

if |Ws0j 〉 = |1〉 then |CW
0
j 〉 =

[
0 1
1 0

]
|C0

j 〉

end if
end if

if |C6
j 〉 = |Ws

1
j 〉 then |k

1
j 〉 = |1〉

else if |C1
j 〉 ⊕ |C

2
j 〉 = |1〉 then

if |Ws1j 〉 = |0〉 then |CW
1
j 〉 =

[
0 1
1 0

]
|C1

j 〉

end if
else if |C1

j 〉 ⊕ |C
2
j 〉 = |0〉 then

if |Ws1j 〉 = |1〉 then |CW
1
j 〉 =

[
0 1
1 0

]
|C1

j 〉

end if
end if

end for

B. EXTRACTION PROCEDURES
The extraction procedures of the presented quantum image
watermarking approach consist of the following three
phases.
Phase 1 (Extracting Quantum Scrambled Image |Ws

′

〉

from watermarked image |CW 〉):
The quantum scrambled image |W

′

S〉 can be extracted
from the quantum watermarked image |CW 〉 by using only
|CW 〉 and the same key |K 〉 generated during the embed-
ding process. The extracting algorithm can be driven as
follows.

Algorithm 3 The Extracting Algorithm for the Proposed
Quantum Image Watermarking Scheme
Input:|CW 〉 and |K 〉.
Output:|W

′

S〉

————————————————————

|Ws
′

〉 =
1
2n

22n−1∑
j=0
|00〉 ⊗ |j〉

for j = 0 to 22n − 1
if |k0j 〉 = |1〉 then |Ws

0
j 〉 = |CW

7
j 〉

else if |CW 0
j 〉 ⊕ |CW

2
j 〉 = |1〉 then |Ws

0
j 〉 = |1〉

else if |CW 0
j 〉 ⊕ |CW

2
j 〉 = |0〉 then |Ws

0
j 〉 = |0〉

if |k1j 〉 = |1〉 then |Ws
1
j 〉 = |CW

6
j 〉

end if
else if |CW 1

j 〉 ⊕ |CW
2
j 〉 = |1〉 then |Ws

1
j 〉 = |1〉

else if |CW 1
j 〉 ⊕ |CW

2
j 〉 = |0〉 then |Ws

1
j 〉 = |0〉

end if
end for

FIGURE 5. Cover and secret images for testing.

Phase 2 (Quantum Image |Ws
′

〉 descrambling):
The quantum image |Ws

′

〉 is descrambled as follows:

|W
′

〉 = Dc(|Ws
′

〉) =
1
2n

22n−1∑
j=0

|cj〉 ⊗ Dc(|j〉). (12)

Dc(|j〉) can be defined according to Eq. (4) as follows:

Ds(|j〉) = Ds(|y〉|x〉) = Ds(|y〉)Ds(|x〉)

where

Ds(|y〉) = |y− x〉mod N

Ds(|x〉) = |2x− y〉mod N

Phase 3(Measurement and Transformation of Quantum
Watermark Image):

The transformation process of the extracted watermark
image can be presented as follows:
Step 1:Quantum image |W

′

〉 is measured to obtain a digital
image with 2-bit and size of 2n × 2n.
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FIGURE 6. Visual effects of the proposed steganography scheme.

Step 2: The image with a size of 2n × 2n and 2-bit is
converted into the image with 8-bit and size of 2n−1 × 2n−1.

VI. SIMULATION ANALYSIS OF THE PROPOSED
QUANTUM IMAGE STEGANOGRAPHY SCHEME
To analyze the proposed approaches, a laptop with 6 GB
RAM and Intel core i5-2450M CPU 2.50 GHz equipped with
MATLAB R2017a (ver. 9.2.0.538062) is utilized to perform
quantum operations on quantum images. IMG01, IMG02,
and IMG03 images with the size of (256 × 256) are used as
cover images, and IMG04, IMG05, and IMG06 images with
the size of (128× 128) as secret images (see Figure 5).

TABLE 1. PSNR (in dB) values for different images.

TABLE 2. Comparison with related schemes.

A. VISUAL QUALITY
The essential tool to evaluate the efficiency of the visual
quality for any image steganography scheme is peak-signal-
to-noise ratio (PSNR), which can be defined for two m × n
images cover and stego as follows:

PSNR = 20 log10(
MAXCover
√
MSE

),

MSE =
1
mn

m−1∑
x=0

n−1∑
y=0

[Cover(x, y)− Stego(x, y)]2. (13)
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FIGURE 7. Carrier and watermark images for testing.

where MAXCover is the maximum pixel value of the cover
image. The simulating results of the proposed scheme are
shown in Figure 6 and Table 1 for the different images.
The difference between the cover and stego images cannot
be detected through the naked eye.

B. PAYLOAD CAPACITY
Embedding capacity is the proportion between the numbers
of embedded bits to the number of cover bits. It can be
represented as follows:

C =
number of embedded bits

number of cover image pixels
=

2× n× n bits
n× n pixel

= 2-bit/pixel. (14)

The capacity of the presented quantum image steganog-
raphy approach is 2-bit/pixel, which is sufficiently
high.

C. SECURITY ANALYSIS
In our proposed scheme, we used two types of keys. The first
one includes the control parameters (ho, δ) to run the logistic
map. The other one is the key matrix generated from the
embedding process, whose size is equivalent to the size of
the secret image. The approaches presented in [7] and [15]
require secure communications to transmit the key matrix to
demonstrate the security. However, in our scheme, the key
matrix is used to increase visual quality, and the secret
image is not secured. Table 2 shows that the presented quan-
tum image steganography scheme has higher security than
the other related quantum schemes with high capacity and
acceptable visual quality.

VII. SIMULATION ANALYSIS OF THE PROPOSED
QUANTUM IMAGE WATERMARKING SCHEME
IMG01, IMG02, IMG03, IMG04, IMG05, IMG06, and
IMG07 images with the size of (256 × 256) are used as

FIGURE 8. Visual effects of the proposed watermarking scheme.

carrier images, and IMG08 and IMG09 images with the size
of (128× 128) as watermark images (see Figure 7).

A. PAYLOAD CAPACITY
Watermarking embedding capacity is the proportion between
the numbers of embedded bits to the numbers of
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TABLE 3. Visual effects of the proposed scheme.

carrier pixels. The capacity of the presented approach is as
follows:

C =
number of embedded bits

number of carrier image pixels
=

2× n× n bits
n× n pixel

= 2-bit/pixel (15)

The capacity of the proposed quantum watermarking
approach is 2-bit per pixel, which reveals the efficacy of the
proposed approach.

B. VISUAL QUALITY
Figure 8 shows the simulation results of our scheme for
different images, and the PSNR values between the water-
marked and carrier images of the proposed scheme are shown
in Table 3. As shown in Figure 8, the difference between the
watermarked and carrier images cannot be detected by the
naked eye. Table 3 demonstrates that the presented approach
has sufficiently high PSNR values and height embedding
capacity.

VIII. CONCLUSION
Two new and efficient information hiding approaches are pre-
sented based on MSQb and LSQb. A highly secure quantum
image steganography approach is also shown. The security
of the presented protocol lies on the encryption of the secret
image with the controlled-‘‘NOT’’ image, generated from the
logistic map. The key matrix generated from the embedding
process is used to increase the security in addition to its
essential role to increase the visual quality. In the extraction
process, control parameters are required to run the logistic
map in addition to the key matrix. To provide the security,
more keys or any information about the cover image or the
secret image is required. In addition, the proposed quantum
image steganography approach has high embedding capacity
and acceptable visual quality.

A new quantum image watermarking approach is also
introduced using the two MSQb and the XORing technique
between the three LSQb. The proposed scheme utilizes the
Arnold’s cat map to create an incomprehensible watermark
image before embedding it in the carrier image. The advan-

tages of the presented approach include the following: only
the watermarked image and the key are required to extract
the watermark from the watermarked image, and the original
carrier image is not required. Finally, the proposed scheme
has excellent visibility and high embedding capacity.
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