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ABSTRACT Instant messaging (IM) systems can be considered the most frequently used applications in
mobile social networks. Nowadays, people are becoming increasingly concerned about data security and
privacy protection with IM applications. Therefore, a comprehensive enhanced secure IM scheme was
proposed in this paper, which is based on the elliptic curve cryptosystem and the advanced encryption
standard algorithm. An offline key agreement process between users was designed under the computational
Diffie-Hellman (CDH) assumption by updating the ephemeral key periodically. The proposed scheme
supports denial of replaying attack and denial of forgery attack by utilizing timestamps and the elliptic
curve digital signature algorithm. It supports multiple types of messages (such as document and multimedia
messages) and prevents privacy leakage by storing sent and received messages with ciphertext. We proved
the security of the proposed scheme under the elliptic curve discrete logarithm assumption and the CDH
assumption. The comparison results of the proposed scheme with other schemes and the results of an

experiment show that it is a comprehensive secure scheme with high security and good practicability.

INDEX TERMS
agreement.

I. INTRODUCTION

Instant Messaging (IM) systems have been used more fre-
quently in recent years due to the development of mobile
social networks and smartphones. By utilizing IM applica-
tions, people can communicate with friends or workmates
conveniently and even exchange trade secrets with cooper-
ation partners. Researchers and companies focused initially
on functions and convenience when they designed IM sys-
tems in the early years [1]. The data that were transferred
in IM systems were plaintext for almost all applications.
Therefore, attackers on the Internet and illegal users of the
applications could eavesdrop or intercept the plaintext easily
through software such as Wireshark and even falsify the
plaintext to deceive the message recipient. Nowadays, most
IM applications have payment functions and users often
exchange private and secret data with others, such as private
photos, bank account information and trade secrets, through
IM applications. Thus, people have become concerned about

Instant messaging, signature, elliptic curve cryptosystem, privacy protection, key

data security and privacy protection with IM applications.
Hence, researchers have turned their attention to the secu-
rity of IM systems, such as authentication between user and
server, encryption of data that are transferred over mobile
social networks, verification of when a message reaches the
recipient, storage security of data that are received from a
sender through IM systems for smartphones, and anonymity
among users in IM systems [2]—[7].

Il. RELATED WORKS

To solve the aforementioned issues for IM systems on social
networks, some approaches and secure protocols have been
proposed by researchers in related fields. Kungpisdan S et al.
proposed a secure IM session key generation and distribution
protocol that is based on data that are stored in advance on
the client server, which can be applied in the scenario that
users are sometimes offline [8]. Luo er al. [9] designed a
secure IM scheme for protecting the confidentiality, integrity
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and authentication of IMs that utilizes certificateless sign-
cryption based on bilinear pairings, which reduces the
communication and computational complexities compared
with the sign-then-encrypt method. Yusof ez al. [10] applied a
hash algorithm in a secure module of an IM system to encrypt
and convert the data into hash values, which can ensure that
unauthorized persons cannot view the original data through
the network. However, it is not sufficiently secure for IM
system to use only a hash algorithm in a secure module .
For instant text messaging in mobile devices, Pozo er al. [11]
proposed a new symmetric encryption mechanism, which has
lower complexity, higher performance and stronger robust-
ness compared with the DES and AES encryption algorithms
in text messaging. Wang et al. [12] designed a secure IM
system by using identity-based cryptosystems, which consists
of a group of private key generators. Although it incurs a
huge computational cost, it avoids the key escrow problem
by generating the master key according to a secure distributed
key generation protocol.

Wanda P and Hantono proposed an efficient authentication
method for mobile IM systems that is based on the Hyper
Elliptic Curve Cryptosystem (HECC) algorithm [13], which
is a novel approach in IM authentication for elevating the
security level of the data. However, it is difficult to imple-
ment it because of the difficulty of converting the point (ux,
uy) of a Hyper Elliptic Curve into a plaintext message.
Loukas A et al. designed a secure and privacy-preserving
IM system for mobile social networks by using Public Key
Infrastructure (PKI) and the AES algorithm [14]. In this
scheme, to protect the user’s privacy, each time the user logs
into the server, he or she needs set his or her pseudonym.
One can obtain a user’s location only after acquiring the
user’s permission. To improve the security level of IM appli-
cations, Wanda P er al. proposed a P2P secure mobile IM
model that is based on a virtual network [15]. Messages must
be delivered over the virtual network in this secure model.
Tung et al. [16] designed an enhanced self-destructing-
message IM architecture for mobile devices, in which the
messages are encrypted by ephemeral keys and when the
messages’ constraints are satisfied, the ephemeral key that
is used for encryption is deleted. Thus, the encrypted mes-
sages become unrecoverable. In addition, this scheme can
be applied in the scenario in which the message recipient is
sometimes offline. Eldefrawy et al. [17] proposed a secure IM
protocol for a centralized communication group that is based
on the ElGamal cryptosystem, RSA algorithm, and Chinese
Remainder Theorem (CRT). It is suitable for enterprises,
but cannot be applied to general IM applications such as
WhatsApp and WeChat.

A. Ruiz-Martinez and Inmaculada Marin-Loépez [18] pro-
posed a lightweight mobile signature service that is based
on PKI and the Session Initiation Protocol (SIP), which can
generate an electronic signature with a mobile device for a
user to sign an electronic document. IT can guarantee the
integrity, authenticity and nonrepudiation of the document
that is exchanged in the system. Karabey I er al. designed
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and applied a cryptographic IM application that is based on
the PKI and AES algorithms [19]. However, it’s an online
chat-room application and is not suitable for mainstream IM
systems. Chen H C et al. proposed a secure mobile IM scheme
that utilizes Pseudo One Time Pad encryption and the Diffie-
Hellman key exchange protocol [20]. This scheme takes the
small memory and low processor speed of mobile devices
into consideration. However, it’s only suitable for encrypting
text messages and cannot be applied to multimedia messages.
Qin and Xu [21] designed a secure IM approach by adding a
secure hardware module into the device. It has a high security
level and is realizable by the government and military, but dif-
ficult for general persons. For sharing copyrighted or private
multimedia content among users, Feng et al. [22] proposed
an authorization delegation scheme that is based on proxy re-
encryption and bilinear maps, which achieved fine-grained
authorization delegation.

In addition to those encryption approaches, researchers
have focused their attentions on detecting and filtering sen-
sitive or spam messages in IM systems, especially in enter-
prise IM systems [23]-[26]. In summary, the aforementioned
approaches are partially secure IM schemes for mobile social
networks. That is, there is no comprehensive secure approach
that considers encryption, signature, message authentication
and the low processor speeds of mobile devices. Thus, in this
paper, we designed a secure IM scheme that not only consid-
ers these features, but also meet the requirements of protect-
ing the received data on devices and denial of replay attacks
on the system. Details and an analysis of the scheme will be
presented in the following section.

IIl. PRELIMINARIES
Some definitions and difficult mathematical problems for
elliptic curve described as follows:

A. DEFINITION OF ELLIPTIC CURVE

An elliptic curve E defined over F), is a set of points P =
(Xn, yn) where x, and y, are elements of F), that satisfy a
certain equation, if p is an odd prime and p > 3, then a and
b shall satisfy 4a®> + 27b> # 0 (mod p), and every point
P = (x,, yn) on E (other than the point 2) shall satisfy the
equation in Fj: y? = x3 4 ax + b. All the points that satisfy
the equation and the point Oco at infinity together constitute
an elliptic curve.

All the points that satisfy the equation and the point Qoo at
infinity together constitute an elliptic curve, which is denoted
as E(F)). For a secure cryptosystem, E(F),) should satisfy the
following conditions [27]:

a) A field size p that defines the underlying finite field F),,
where p > 3 should be a prime.

b) If the elliptic curve was randomly generated, a bit string
SEED with length at least 160 bits is needed (this is the
Optional parameters).

c) Two field parameters a and b in F), which is used
to define the equation of the elliptic curve E: y> =
X3 +ax +b.
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d) A point G = (xg, yg) of prime order on E, where G # 0
is a must condition.

e) The order n of the point G, should be satisfied n >
and n > 4p1/ 2;

f) The cofactor i = #E(F),)/n is an optional parameter.

2160

B. DEFINITION OF THE ADD OPERATION

ON AN ELLIPTIC CURVE

Supposing that P and Q are two arbitrary points on E(F),) and
P # Q, draw a straight line L through the two points and L
will intersect with E(F),) at point M. Draw a straight line L’
that is parallel to the Y-axis and L’ will intersect with E(F, p)at
point N. Then, the add operation on the elliptic curve can be
defined as P + Q = N, where point M is called the negative
element of point N and is denoted as —N.

C. DEFINITION OF THE MULTIPLE POINT

OPERATION ON AN ELLIPTIC CURVE

Refer to the definition of the add operation on an elliptic
curve and if P = Q, draw a tangent line L through point P
and find point N in the same way as with the add operation.
Then, the multiple point operation on the elliptic curve can
be defined as P4+ P =2P = N.

D. ELLIPTIC CURVE DISCRETE LOGARITHM

PROBLEM (ECDL)

Given two points on E(F),) and Q = n-P, where nis unknown
andn € Z;, it is difficult to calculate n with polynomial-time
algorithms.

E. COMPUTATIONAL DIFFIE-HELLMAN PROBLEM (CDH)
Given three points P,m - P and n - P, where m and n are
unknown and m, n € Zq*, it is difficult to calculate m - n - P
with polynomial-time algorithms.

IV. PROPOSED ENHANCED SECURE IM SCHEME FOR
MOBILE SOCIAL NETWORKS

A. REQUIREMENTS OF THE ENHANCED

SECURE IM SCHEME

From the aforementioned research, we can confirm that
the enhanced secure IM scheme should meet the following
requirements:

1) Confidentiality. Messages that are transferred on the
Internet must be encrypted so that only the specified recipient
can decrypt the messages and obtain the correct plaintext.

2) Integrity. A client on the device must be able to deter-
mine whether the received message has been falsified by an
attacker.

3) Authentication. A client on the device must be able to
verify whether the received message was sent by the specified
sender.

4) Denial of Replay Attack. A client on the device must
be able to perform duplicate message elimination. Otherwise,
attackers can replay the captured legal messages to disturb the
normal functioning of the IM system.
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5) The scheme supports various message types, including
text, document, picture, audio and video.

6) The key for encrypting messages should change between
sessions in case the key becomes corrupted and is applied to
decrypt massive numbers of messages.

7) The scheme supports sending encrypted messages when
the specified recipient is offline.

8) The messages that are stored in the device must be
encrypted in case the device is lost to prevent leakage of the
user’s private data.

Public Paf
Public/ Py

O - ™ O
Client|[ Shared Session Key | Client
e ) X
_ﬂ Smart Phone Smart Phone "_
User A UserB

FIGURE 1. Instance of an application scenario for the proposed scheme.

B. ARCHITECTURE OF THE PROPOSED ENCHANCED
SECURE IM SCHEME
To achieve mutual authentication between a user and the IM
server, as well as between users, an asymmetric cryptographic
algorithm is essential for the proposed scheme. Since PKI
cryptography suffers from issues of certificate management
and withdrawal, we use an identity-based cryptosystem in
this paper. The identity-based cryptosystem utilizes a user’s
unique identifier as the user’s public key, such as an ID
card number or E-mail address. When a user signs up for
an IM account, the account must be bound to the user’s
email address or phone number. The IM server authenticates
the user by sending a verification code to the mailbox or
phone number bound to the IM account and prevents the user
from maliciously registering. An instance of an application
scenario for the scheme that is proposed in this paper shown
in Fig. 1, which has three modules: Key Generation Cen-
ter (KGC), IM server and IM client.

The functions of these modules are described in detail as
follows:

1) KGC
The KGC selects appropriate system parameters to ensure
the security of the public-key cryptographic algorithm. Then,
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the KGC makes some system parameters known to the public.
In addition, the KGC generates a public/private key for each
user based on the user’s unique identifier and sends the private
key to the user in a secure way.

2) IM SERVER

Anyone who uses the IM system must register an account for
himself or herself in the system. The IM server stores all of the
users’ accounts, hash values of login passwords, individual
information, and so on. The IM server acts as a transfer station
during message transmission, which means that all of the
messages that are transferred in the system pass through the
IM server. If the recipient of the message is online, the server
will transmit the message immediately; otherwise, will store
the message in a database until the recipient is online, when it
will retransmit the message to the recipient and delete it from
database.

3) IM CLIENT

Users send and receive messages with an IM client in encryp-
tion mode. With an IM client, users can obtain session keys
that are shared with others, which are used as encryption keys
of the symmetric encryption algorithm to encrypt messages
that are transferred in the system. With an electronic signature
algorithm and an identity-based cryptosystem, the IM client
can detect if the message was sent by the specified sender
and falsified or replayed by attackers. In addition, the IM
client can protect the sent and received messages in the
database and store them with encryption, in case the device is
lost.

C. SETUP OF AN IDENTITY-BASED PUBLIC

KEY CRYPTOSYSTEM

The implementation of an identity-based cryptosystem has
been generally based on Elliptic curve Cryptography (ECC)
since it was proposed.

1) SETUP OF KGC
The setup of KGC for an identity-based cryptosystem is as
follows:

a) KGC select a suitable elliptic curve E(F),) that satisfies
the security requirements.

b) Select a point P on E(F),) as a generator, where the order
of point P is a prime number, which is denoted as g. Then,
KGC can obtain an additive cyclic group G that is generated
by point P, such that the order of group G is also g.

¢) Select a number X; € Z; randomly as the master private
key of KGC and store it in secret. Then, calculate the public
key of KGC as Pyy; = X - P.

d) Select three cryptography hash functions that satisfy the
following:

Hy: {0, 1}* —>Z(;k
Hy:(0,1]* x G — Z}
Hy: {0, 1] x{0, 1} xGx G x GxG— {0,1}* (1)

VOLUME 6, 2018

e) Finally, KGC makes parameters {E(F)), G, q, P, Py,
H;, H>} known to the public.

2) EXTRACT PRIVATE KEY FOR USER

The unique identity of an arbitrary user A is denoted as IDg4.
KGC chooses a number r4 € Z; randomly and calculates
Ry = rg - Pand hy = H;(ID4, Ry). The public key of A is
P = Ry + hy - Pyy,. Then, it makes R4 and ID4 known to
the public. After that, KGC calculates the private key Q4 =
ra + hya - X, of user A and sends Q4 to A in a secure channel.
User A can verify Qg by Q4 - P = Ra + Hj(IDy, Ry) - Pyys.

D. LOGIN AND KEY AGREEMENT BETWEEN

USER AND SERVER

For the IM scheme that is proposed in this paper, a session
between a user and a server is defined as the period of
time between when the user logs in and goes offline (due to
logout or network loss). In this period of time, the user may
search for friends or change the user’s individual information
through the server, and the server may push some useful
system information to the user. For a secure IM scheme, these
messages should be encrypted during transmission and the
server must verify the user’s identity.

1) LOGIN AND KEY AGREEMENT PROCESS

In this scheme, user login and key agreement between user
and server are combined into one process to save time.
In addition, we use the ECDSA algorithm to sign and ver-
ify these messages. Details of the process are described as
follows:

a) User A calculates the public key of the IM server
as Pserver = Rserver + HI(IDservery Rserver) : Psys- Rserver
was packaged in the software of the IM client when it was
released.

b) User A selects a number e4 € Z; randomly such that
0 < e4 < g and calculates T4 = eg4 - P.

c) Take T4 as the key seed and obtain the key of the AES
algorithm by utilizing function AESi., = f(Ta).

d) Encrypt the login password and obtain the encrypted
data d = Encryptpgg(password, AESey).

e) Calculate R = e4 - Psrver and obtain the cur-
rent timestamp Typ,.. Then, calculate the number m =
Ho(Tiime| IDAlIRAIld||R).

f) Select a number k € Z; randomly such that 0 < k < ¢
and calculate R;(xg, yg) = k - P. Then, set r = xg.

g) Calculate the number s by the user’s private key Q4 with
function s = (m — Q4 - r)k~! mod g.

h) Check r and s. If r = O or s = 0, repeat the process from
step f.

i) Organize the message <Tyime, ID4, R4, d, R, r, s> into
JSON format. Then, send the message to the server.

When the server has received the message, the server will
process it as follows:

a) The server calculates the number m = Ho(Tyjpe||IDAl|
R4||d]|R) and the public key P4 of user A such that Py =
Ra + Hj(IDa, Ry) - nys~
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b) Calculate the point U(U,, Uy) = sTim - P —r - Py).
If U, = r, store P4 and proceed to the next step; otherwise,
refuse the user’s request to log into the server (Ux # r means
that the message has been falsified).

¢) The server calculates key seed T4 of the AES algorithm
such that T4 = Qge]rver - R, where Qgerer is the private key of
the server.

d) The server maintains a list L<User, Timestamp> in
the database. Search for the tuple <ID4,* > in L. If a tuple
<IDa, T/, > is found and Ty > T); ., update the tuple

time time’

<IDy, Ty, > by <IDy, Tiime> in L and proceed to the next
step (the user has logged in successfully); otherwise, refuse
the request of the user to log into the server (it is a replay
attack).

e) Obtain the key of the AES algorithm by utilizing func-
tion AESiey = f(T4) and obtain the password pwd =
Decryptags(d, AESgey). Obtain the user’s password pwd’
from the database of the IM server and verify SHA1(pwd) =
pwd’ (the password of user was stored as a hash value in the
database for security). If it satisfies the equation, proceed to
the next step; otherwise, refuse the request of the user to log
into the server.

f) The server chooses a number eg € Zq* and0 < es < ¢q
randomly and calculates the point Ts = eg - P.

g) Select a number k € Z; and 0 < k < ¢
randomly and calculate R(xg,yg) = k - P. Then mark
r = XR.

h) obtain the current timestamp Ty, and calculate the
number m = Ho(Tyime||IDserver||Ts). Then calculate the
number s by server’s private key Qgerer With function s =
(m — Oserver - T) k~! mod q.

1) Check r and s, if » = 0 or s = 0, then repeat the process
from step f.

j) Organize the message <Time, IDServer, IS, 7, 5> in
JSON format and send the message to the user.

When the user has received the message, the user will
process it as follows:

a) The user calculates the number m = Ho(Tyime || IDserver ||
Ts) and the point U(Uy, Uy) = s '(m - P — 1 - Pserver)-
If U, = r, proceed to the next step; otherwise, refuse the key
agreement with the server (Ux # r means that the message
has been falsified).

b) The user maintains a list L<User, Timestamp> in the
client. Search for the tuple <IDsgper,™ > in L. If a tuple

<IDgerver, T},,,> is found and Ty, > T}, update the
tuple <IDserver, Tt/im o> by <IDsepver, Ttime> in L and pro-

ceed to the next step (the user has accepted it); otherwise,
refuse the key agreement with the server (it is a replay
attack).

Finally, user A will calculate two shared secrets K¢
and KjS and the final session key SK4s.

KA]S = Qa-Ts + (Qa + ea) - Pserver
Kf%s =ey-Tg
SKas = Ho(IDa, IDserver, Ta, Ts, Kis, Kis) — (2)
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The IM server will calculate two shared secrets K;A
and K. SZA and the final session key SKsy.

KSlA = QServer -Ta + (QServer + eS) - Py
ngA =e5-Ty
SKsa = Ho(IDserver, IDa, Ts, Ta, Kop, K3)  (3)

As the group G is an additive cyclic group, we can obtain
the following equations:

K/ls = Q04 - Ts 4+ (Qa + €a) - Pserver
= 04 -Ts + (04 + ea) - (Rserver
+ H(IDserver» Rserver) - Psys)
= Q04 - Ts + (Qa + ea) - (rserver + hserver - Xs) - P
= Q04 -Ts + Qa - Oserver - P+ ea - Oserver - P
= Q4 Ts + Qa - Oserver * P+ Oserver - Ta
= 04 Ts + 04 - Oserver + P+ Oserver - Ta “4)

In the same way:

KslA = QOserver * Ta + (Oserver + €s) - Pa
= QServer -Th + QServer ' QA P+ QA -Ts (5)

Therefore, K le = KS]A.
KXSZCA'Ts=€A'es~P=TA~€S=KSZA (6)

Hence, SKqs = SKsa, which means that user A and the
server have the same session key.

2) SEND AND RECEIVE MESSAGES BETWEEN

USER AND SERVER

After that, but before the user is offline, the session key
SK4s will be used to encrypt messages between the user and
the server (not between users) with the AES algorithm. For
example, suppose the user wants send plaintext M to the
server. The process consists of the following steps:

a) Obtain ciphertext C = Encryptypg(M, SKas).

b) Obtain the current timestamp T, and calculate number
m = Ho(Tiime||IDA]|C).

c) Select a number k € Z; randomly such that 0 < k < g
and calculate R(xg, yg) = k - P. Then, mark r = xg.

d) Calculate the number s by the user’s private key Q4 with
function s = (m — Q4 - r)k~! mod g.

e) Check r and s. If r = 0 or s = 0, repeat the process from
step f.

f) Organize the message <Tyime, IDa, C, 1, s> in JSON
format and send the message to the server.

When the server has received the message, the server will
process it as follows:

a) The server calculates number m = Hy(Tjjme||ID4]|C)
and point U (Uy, Uy) = sl m-P—r-Py). U, =r, proceed
to the next step; otherwise, refuse to accept the message
(Ux # r means that the message has been falsified).

b) Search for the tuple <ID4,*> in L. If a tuple
<IDy, T/, > is found such that Ty, > T/, , update the

time time’

tuple <IDg4, Tt/im o> by <IDy, Tiime> in L and proceed to the
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next step (the server has accepted the message); otherwise,
refuse to accept the message (it is a replay attack).

c¢) Calculate the plaintext M’ by M’ = Decryptags
(C, SKsa). For SKsa = SKjus, the server will obtain the
plaintext M = M’.

E. PROCESSES SUPPORT FOR OFFLINE KEY AGREEMENT
AND MESSAGE ENCRYPTION BETWEEN USERS

For the IM scheme that is proposed in this paper, suppose that
the message recipient is offline when the message sender is
sending the message and only allows friends to send messages
to each other. If user A wants to chat with user B, user A
should request to be user B’s friend.

1) REQUEST PROCESS FOR ADDING CONTACTS
The process for adding contacts in the proposed IM system is
described in detail as follows:

a) User A obtains Rp from the IM server by searching IDp
of user B and calculates the public key Pp of user B by Pp =
Rp + H;(IDg, Rp) - Psys.

b) User A chooses a number e4 € Z; randomly such that
0 < eq < g and calculates Ty = ey4 - P.

c) Take T4 as the key seed and obtain the key of the AES
algorithm by utilizing function AES ey = f(Ta).

d) Encrypt the plaintext request information M and obtain
ciphertext C = Encryptapg(M, AESkey).

e) Calculate R = ey4 - Pp and obtain the current timestamp
Ttime- Then, calculate number m = Ho(Tyime||ID4|IR4||C||R).

f) Sign number m by carrying out steps c to e of the client
in section “Send and receive messages between user and
server’” and obtain signature values r and s.

g) Organize the message <Tyime, IDA, Ra, C, R, 1, s> in
JSON format and send the message to the server. The server
will transfer the message to user B when user B is online.

When user B is online and has received the message from
the server, user B will process it as follows:

a) User B calculates number m = Ho(Tyime|[ID4||R4]|C|IR)
and the public key P4 of user A such that P4 = Ry +
Hi(ID, Rp) - Psys~

b) Verify the message by carrying out steps a) and b) of the
server in section “Send and receive messages between user
and server”. If verification is successful, proceed to the next
step.

c) User B calculates key seed T4 of the AES algorithm such
that T4 = QE] -R. Then, obtain the key of the AES algorithm
by utilizing function AESy.y = f(T4) and obtain the plaintext
request information M by M = Decryptapg(C, AESiey).
If the request is approved, proceed to the next step.

d) User B chooses a number eg € Z;‘ randomly such that
0 < ep < g and calculates point Tp = ep - P.

e) Obtain the current timestamp 7%, and calculate number
m = Ho(Ttimel|IDp||T g). Sign number m by carrying out
steps ¢ e of the client in section “Send and receive messages
between user and server’” and obtain signature values r and s.

f) Organize the message <Ttime, IDp, T, ¥, s> in JSON
format and send the message to the server. The server
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will transfer the message to user A when user A is
online.

g) Inform the server that users A and B have become
friends with each other.

When user A is online and has received the message from
the server, user A will process it by carrying out steps a and b
of the server in section “Send and receive messages between
user and server”.

2) KEY AGREEMENT BETWEEN USERS

If verification is successful, normally, the session key should
be calculated in the same way as the key agreement between
user and server. However, consider the worst-case scenario
that the sender and the recipient are never online at the same
time. Therefore, it is difficult to clearly identify the beginning
and end of a session. In this case, a scheme in which the
ephemeral key is updated periodically is proposed in this
section.

In this scheme, the IM client maintains lists L; <IDy, Ttime,
ea, Ta> and Ly <ID., Ttime s+, Ta, Tx, SK a5> for user A. For
every recipient, the IM client will keep two tuples at most,
to cover the case in which user A has just updated the
ephemeral key e4 and the new T4 = ey - P has not been trans-
ferred to the recipient. If the recipient wants to send a message
to user A at this moment, the recipient will use session key
SK .4, which was generated by the old Ty4, to encrypt the
plaintext. If user A keeps only one tuple <ID.., Tyime, s, Ta>
in L; for the recipient, the old tuple will be replaced by the
new tuple and user A will not be able to calculate the correct
SK x4 for decrypting the message and obtaining the correct
plaintext.

For any contact in the IM client to user A, there
is a tuple <IDy, Tiime,€a, Ta> in L; and a tuple
<IDy, Ttime %, Ta, Tx, SKax> in Lp; refer to the section
“Request process for adding contacts”. Suppose that the
sender is user A, the recipient is user B and the time period for
updating the ephemeral key is Pype. Then, the f process for
key agreement between users is described in detail as follows:

a) Search a tuple in L; by <IDg,*,*,*,* >, which
has a larger value of Ty, and is denoted as tuple
<IDg, Tiime_B> Ta, Tp, SK Ap>.

b) Input the timestamp 77;, , (which is obtained from the
following section, namely, ‘“Message encryption between
users’’) and search tuples in L; by <IDp,* >. If two tuples
are obtained, go to step e; otherwise, determine whether
T t’ime — Ttime > Prime 18 satisfied (the tuple of the search result
is <[DB, Ttimev éa, TA>).

¢) If T),,, — Tiime > Pirime, user A chooses a number
ea] € Z; randomly such that 0 < e4; < ¢ and calculates
Ta; = eag - P. Then, calculate the new session key SK 4p; as
follows:

Kip = Oa-Tp+(Qa +ea1) - Pp
KAZB =ep; - I
SK ap1 = H2(ID4, IDp, Tas, Tp, Kip, K3g) (7
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Add the tuple <IDg, T}, ., Ta;, Tp, SK op1> into L, and
add the tuple <IDp, Tt’ime, ear, Tx;> into L;. Go to step h.

d) If Tt/im o — Ttime < Ptime, the session key is SK 4p in the
tuple <IDg, Tiime B, Ta, T, SK aAp>, which was found from
L; in step a. Go to step h.

e) User A finds two tuples from L; in step b and selects
the tuple <IDp, Ttime, €a, To> that has a bigger T4, which
is denoted as <IDg, Tiime_pig, €a2, Ta2>. The other tuple is
denoted as <IDg, Ttime_small> €A3, Ta3>.

D If T, — Tiime_big < Prime, the session key is SK 4p in the
tuple <IDp, Ttime B, Ta, Tp, SK ap>, which was found from
L in step a. Go to step h.

g If T . — Timepig > Piime, delete the tuple
<IDg, Ttime_smail, €a3, Ta3> from L; and delete tuples
<IDp,* , Tp3,* ,* > from L,. Then, repeat step c.

h) At this time, user A obtains tuple <IDg, Time B, Ta, TB,
SK ap> or <IDp, Tt/ime’ Ta1, Tg, SK op1 >, which is denoted
as <IDp, Ttime, Ta, Tp, SK ap>. SK op Will be used as a key
to encrypt messages in the next section.

3) MESSAGE ENCRYPTION BETWEEN USERS

The scheme supports various message types, including text,
document, picture, audio and video. Before the message
encryption, the IM client will obtain the current timestamp
T/, to obtain the tuple <IDg, Tyime, Ta, T, SK ap>.

For text messages, the IM client will obtain the encrypted
chipertext M = Encrypt(text, SK sp).

For messages of other types, the IM client will obtain
the encrypted file Eng. = Encrypt(file, SKap). Then,
upload Eng to the IM server and obtain the down-
load URL in the server. Organize the plaintext fext =
<filename, SHA1(Eny;,), URL> in JSON format and obtain
the encrypted chipertext M = Encrypt(text, SK op).

After that, the IM client calculates the number m =
Ho(Ttime’ |1 IDA T 4||T g||lmessage_type||M). Then, sign the
number m by carrying out steps c to e of the client in section
“Send and receive messages between user and server”’ and
obtain signature values r ands.

Finally, organize message <Tt’im o IDA, Ta, T,
message_type, r, s> in JSON format and send the message
to the server. The server will transfer the message to user B
when user B is online.

4) MESSAGE DECRYPTION BETWEEN USERS
When user B is online and has received the message from the
server, user B will process it as follows:

a) User B calculates number m = Ho(Tiime |ID4]T 4
|IT glImessage_type||M).

b) Verify the message by carrying out steps a) and b) of the
server in section ‘““Send and receive messages between user
and server”. If verification is successful, proceed to the next
step.

c¢) Search for tuple <IDy, Tiime, Ta, Tp, SK pa> in L, by
<IDp,*, Ty, Tp,* >. If it is found, obtain the key SKpa
for decrypting M and go to step e; otherwise, go to
step d.
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d) Search for tuple <IDg4, Ttime, €8, Tp> in L; by
<IDy,* * , Tg>. Then, calculate the new session key SK pg
as follows:

Kjpy = Op-Ta+(Qp +e) - Pa
Kjy = ep - Ta
SK s = Hy(IDg, IDs, Ta, Tp, Kpr, K20 ®)

Add tuple <IDjy, Tt/ime’ Tg, T4, SK ga> into L;.

e) Obtain the message type from message_type. If it is
a text message, obtain the plaintext fext = Decryptagg
(M, SK g4) and show the text to user B.

f) Otherwise, obtain plaintext text<filename, hash_value,
URL >= Decryptyps(M, SKps) and show the filename to
user B. After that, download file Eng, through URL and
obtain hash_value’ = SHA1(Enge).

) If hash_value = hash_value', obtain the original file by
file = Decryptags(Enfi, SKpa) and open the original file
for user B. Otherwise, notify user B that Eng;, is not a correct
file.

5) MESSAGE PROTECTION IN DEVICE

To satisfy the requirements of historic message reviewing
and privacy protection, the chat messages and the system
messages will be encrypted and stored in the device. In this
paper, we use the AES algorithm to encrypt these mes-
sages and the encryption key is generated by AESj., =
fUDy, Qu, Devicep). IDy is the unique identifier of the
user, Qp is the private key of the user, which is generated
in section “‘Setup of the identity-based public key cryptosys-
tem’’, and Devicejp is the unique identifier of the device, such
as its IMEIL

For a message that is sent by the user, the IM client will
encrypt the plaintext message and store it directly. For the
message to be accepted by the user, the IM client will first
obtain the plaintext message with session key SK and show
the plaintext to the user. Then, the IM client will encrypt the
plaintext message by AESy.y, = f(IDy, Qu, Device;p) and
store it.

Text messages can be organized as structured data and will
be stored in the database in the device. However, other types
of messages, such as photos, videos and documents, cannot
be stored in the database directly; these encrypted files will be
stored in a fixed folder in the storage of device and the original
filename and path of each encrypted file will be organized as
structured data and stored in the database in the device.

V. SECURITY AND ANALYSIS OF THE PROPOSED
ENCHANCED SECURE IM SCHEME
A. LOGIN SECURITY BETWEEN USER AND SERVER

Theorem 1: The login process between user and server is
secure under the ECDL assumption.

Proof: Assume that KGC has generated private keys for

user U and the IM server, and the adversary is denoted as E.
According to the login process in the previous section, we can
prove the security as follows:
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a) User U chooses a number e4 randomly, calculates T4 =
es - P, and utilizes T4 as a key seed to encrypt the login
password.

b) Calculate R = e - Pserver and obtain the current
timestamp Ty, Finally, sign the message with the user’s
private key Qy by ECDSA and send the organized message
to the server.

¢) When the server has received the message, it will verify
the signature and T¥;,,e. Then, the server will obtain a key seed
with the server’s private key QOserver by T4 = Qgelrm -R.
Since R = ea - Pserver TA = Q.Eelrver "R = Q.;e]rver' and
en - Pserver = Qgoryor - €+ Oserver - P = ea - P = Ty Finally,
the server will obtain the login password by the key seed.

Adversary E can only obtain R and Pgeer- In this case,
he cannot obtain key seed T to obtain the login password
because calculating T4 without e4 or Qgerver is an ECDL
problem. If adversary E resends the message or resends
the message after falsifying Ty, the server will detect the
forgery attack and replay attack according to the login process
in the previous section.

Thus, the login process between user and server is secure
under the ECDL assumption.

B. KEY AGREEMENT SECURITY BETWEEN USERS OR
BETWEEN USER AND SERVER

For the key agreement processes between users and between
user and server, the same equations are utilized to generate
the session key with the ephemeral and private keys. Hence,
although the ephemeral key is generated at the beginning of a
session between a user and the server, whereas it is generated
and updated periodically for processes between users, we can
prove the security of key agreement between users or between
a user and the server in the same way.

Theorem 2: The key agreement process is secure under the
ECDL assumption and the CDH assumption.

Proof: Assume that KGC has generated private keys for
user A and user B, and the adversary is denoted as E. Accord-
ing to the key agreement process in the previous section,
we can prove the security as follows:

a) User A chooses a number e4 randomly and calculates
T4 = es - P. Then, obtain the current timestamp Ty and
sign the message with the user’s private key Q4 by ECDSA
and send the organized message to user B.

b) When user B has received the message, he will verify
the signature and Tyy.. Then, user B chooses a number ep
randomly, calculates Tp = ep - P and obtains the current
timestamp Ty;,.. Finally, sign the message with the user’s
private key Op by ECDSA and send the organized message
to user A.

¢) When user A has received the message and verified the
signature and Ty,e, he will obtain the shared session key
SK ap with user B as follows:

Kip = Qa-Tp+(Qa+ea)-Pp
K/%B =ep-TB
SK ap = Hx(IDa, IDg, Ta, Tp, Kip, K3p) )
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Adversary E can only obtain T4, T, P4 and Pp. In this
case, obtaining K j p without Q4 and e4 should solve the
ECDL problem and obtaining KXB with T4 and Tp should
solve the CDH problem. In addition, users A and B can detect
forgery and replay attacks by ECDSA and Tye.

Thus, the key agreement process between users or between
user and server is secure under the ECDL assumption and the
CDH assumption.

C. COMPARISON OF THE PROPOSED SCHEME

WITH OTHERS

In this section, we compare the proposed enhanced IM
scheme with others in terms of applicability and security,
such as denial of replaying attack, denial of forgery attack,
support for offline key agreement and privacy protection on
the device. We present comparison results in Table 1.

TABLE 1. Results of comparison of the proposed scheme with others.

Our
Ref. [9] Ref. [11] Ref. [16] scheme
Deplal of « J o N
replaying attack
Denial of
forgery attack v * v v
Offline key « « N N
agreement
Privacy
protection on x x v \
device
Multimedia & Not Not
document . x . \
mentioned mentioned
message

The comparison results in Table 1 show that the enhanced
secure IM scheme that is proposed in this paper is a compre-
hensive secure scheme with high security and practicability.

D. PERFORMANCE EFFICIENCY AND

EXPERIMENTAL ANALYSIS

By analyzing the newly proposed IM scheme, we can obtain
that the computationally heavy operations in the scheme are
session key updating, message encryption, signature, mes-
sage decryption, and signature verification. To explain the
performance efficiency of the new scheme more intuitively,
we conduct some experiments on a laptop and an android
smart phone based on Java Developer’s Kit (JDK) and Java
Pairing Based Cryptography Library (JPBC) [28]. The laptop
has an Intel CPU at 2.4 GHz, 12 GB memory and Windows 7.
The android smart phone is Huawei Honor 8 with an 8-core
processor, 3 GB memory, and Android 7.0.

Fig. 2 shows the computational overhead of the AES algo-
rithm for encryption on an android smart phone, as we chose
the AES symmetric key encryption algorithm to encrypt mes-
sages in the new scheme. The average encryption speed for
AES on the test phone is approximately 7.32 Kb/ms. The IM
scheme is a short message exchange scheme. Therefore, for
a text message in the IM scheme, the size of the message
content rarely exceeds 1 Kb. Hence, the encryption time

13713



IEEE Access

Z. Wang et al.: Enhanced Instant Message Security and Privacy Protection Scheme for Mobile Social Network Systems

=]

[=]

S
|

—#—AES algorithm

[=2] ~
o o
S &
L I

w1

o

S
L

3342,431.25

w

(=]

=]
L

1978,225.25

Encrypting Time (Millisecond)
o s
o [w]
o o

1006,131.75

10?53%49.75

) 1,000 2,000 3,000 4000 5000 6000 7,000
File Size (Kbyte)

=

o

=]
I

o

FIGURE 2. AES algorithm computational overhead for encryption on a
mobile device.

for the text message rarely exceeds 0.14 ms. However, for
multimedia and document messages, the time that it takes to
encrypt a message depends on the file size.

TABLE 2. Computational overhead for different operations of elliptic
curves on a laptop and a mobile device.

d(159) d(201) d(224)
Pairing computation onmobile 1495 9. 1045 7ms 1517.2ms
device
Pairing computation on laptop 25.25ms 32.43ms 35.15ms
Exponentiation computation on 37 3ms 53.05ms 62.43ms
mobile device
Exponentiation computation on 2.43ms 3.78ms 4.68ms
laptop
Multiplication computation on 42.9ms 52.15ms 57 38ms
mobile device
Multiplication computation on 2.35ms 3 7ms 4.73ms

laptop

Table 2 shows the computational overheads for different
elliptic curve operations on the laptop and the android smart
phone, as the session key agreement protocol and signature
algorithm are designed based on elliptic curves. We use the
d(n)-type elliptic curve group, which is good for cryptosys-
tems when group elements must be as short as possible.
In each case, the curve group has a 160-bit group order and
d(n) denotes that the base field size is n bits [29]. According
to Table 2, the computational overhead of the exponentiation
operation is equivalent to that of the multiplication operation,
but the overhead of the pairing operation is much larger than
those of the exponentiation and multiplication operations,
especially on the mobile device. Although n=159 for the
elliptic curve group, a pairing operation will take 1095.9 ms.
Thus, the pairing operation is not friendly for mobile
devices.

Assume that we use an elliptic curve group such that d(159)
and the IM user has calculated and stored the public keys of
his or her friend. The session key agreement process in the
new scheme has 4 multiplication operations, which will take
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approximately 171.6 ms in total. For the signature algorithm,
the signature process has 1 multiplication operation and will
take approximately 42.9 ms, while the signature verification
process has 2 multiplication operations and will take approx-
imately 85.8 ms.

In summary, the experimental results show that we should
not use pairing operations in mobile social networks due to
the large computational overhead. For a text message in the
new scheme, the process overhead depends mainly on the sig-
nature, as the encryption overhead can be ignored compared
with the signature overhead. However, for multimedia and
document messages, the process overhead depends mainly on
the file size and signature.

VI. CONCLUSIONS

To overcome the data security and privacy protection prob-
lems of mobile social networks, an enhanced secure Instant
Messaging system that is based on the Elliptic Curve Cryp-
tosystem was proposed in this paper. The proposed scheme
supports offline key agreement between users and data pri-
vacy protection on device. In addition, the scheme utilizes
timestamps to deny replaying attacks and utilizes ECDSA
to sign and verify the messages that are transferred in the
IM system. The comparison results of the proposed scheme
with others and the results of an experiment show that it is
a comprehensive secure scheme with high security and good
practicability.
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