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ABSTRACT Deoxys is a third-round candidate of the CAESAR authenticated encryption competition.
In this paper, we present the first cryptanalysis of Deoxys in the single-key model. Specifically, we propose a
multiple impossible differentials attack of 8-round Deoxys-BC-256, which can reuse the plaintexts to sieve
subkeys, so that the sieving efficiency can be improved. Meanwhile, we improve the process of sieving
subkeys and utilize various techniques, including tweak schedule considerations, early abort technique,
the new early abort technique, and so on, which help to reduce the complexity. The time, memory, and
data complexities are 2!?3? memory accesses, 2°7% bytes, and 2!'7 chosen plaintexts, respectively.

INDEX TERMS Tweakable block cipher, multiple impossible differentials, Deoxys, TWEAKEY, new early

abort technique.

I. INTRODUCTION

Tweakable block cipher was proposed in 2002 by
Liskov et al. [1]. For the sequence of the 16-byte plaintexts,
in contrast to the encrypt process of traditional block cipher
C = Ejey(P), tweakable block cipher provides an additional
parameter called “tweak’ and the encrypt process can be
expressed as: C = Ejey(P, Tweak). This tweak is usually
public but can increase the variability.

To make the design more resistant to related-key attacks,
Jean et al. [8] presented the TWEAKEY framework at
ASIACRYPT 2014. Based on the TWEAKEY framework,
the design of Deoxys-BC follows AES, but both the
tweakey schedule and the number of rounds are different.
Deoxys-BC was submitted to the CAESAR competition and
was selected as one of the third-round candidates in 2016. The
designers’ analysis in [9] focused on linear and differential
cryptanalysis. Then Cid et al. provided the first independent
security analysis of Deoxys, and they presented boomerang
and rectangle attacks to Deoxys-BC in the related-tweakey
model [17], which need both non-zero key difference and
non-zero tweak difference.

Since Deoxys is an AES-type cipher with an improved
tweakey schedule, the designers claimed that the secu-
rity bound of Deoxys-BC against most of attacks matches
the bounds of AES, and they “encourage to investigate
attack vectors that rely on some additional property of the

TABLE 1. Summary of the attacks on 7-round AES-128 in the single-key
model.

Type Time Data Ref.
Collisions 2128—e¢ 232 [5]
Partial sum 2120 9128—e 13]

Meet-in-the-middle 2123 280 [10]
Meet-in-the-middle 299 297 [11]
Impossible differential 2U17.2MA 9112.2 6]
Impossible differential 2110.2 2106.2 7]

MA: memory accesses

AES key schedule of Deoxys-BC, for instance impossible
differential attacks’ [9]. Table I summaries some attacks of
AES-128 and the best-performing attacks are meet-in-the-
middle and impossible differential cryptanalysis on 7-round
AES-128. We want to find a stronger cryptanalysis in the
single-model than these.

A. OUR RESULTS

We first provide security analysis of Deoxys in the single-key
model. Specifically, we first propose an impossible differen-
tial attack on 8-round Deoxys-BC-256, which is one round
more than the best result of AES-128. Only 1-byte non-zero
tweak difference is needed. In order to ensure that there exits
the non-zero tweak difference, we provide the loose con-
straint that the key size should be less than 240 bits (key size
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of Deoxys-BC-256 can be greater than or equal to 128 bits).
Utilizing the idea that non-zero tweak difference input will
cancel a difference in the attack trail [16], we construct three
attack trails and present a multiple impossible differentials
attack. Different from the scenario in [4], we improve the
process in sieving subkeys. More precisely, we first fix the
common subkey bits of the three attack trails, and then sieve
other 7-byte subkeys. If all the 7-byte subkeys are wrong,
the current common subkey is wrong, so it is unnecessary to
be sieved again in another attack trail. Therefore, the sieving
efficiency can be improved. Furthermore, we also utilize
additional techniques, including tweak schedule considera-
tions, the new early abort [12], early abort [15] etc., which
help to reduce the complexity. We obtain the best result of
Deoxys-BC-256 in the single-key model so far.

B. ORGANIZATION

The rest of the paper is organized as follows: Section II briefly
describes Deoxys-BC and provides the notations used in this
paper. Section III proposes 4-round impossible differentials
of Deoxys. Section IV presents a multiple impossible dif-
ferentials attack on 8-round Deoxys-BC-256 and performs a
complexity analysis on our attack. Section V concludes this

paper.

Il. PRELIMINARIES

A. A BRIEF DESCRIPTION OF DEOXYS-BC

Deoxys, an AES-like tweakable block cipher with SPN struc-
ture, supports the key and the tweak with the sizes of 256 and
384 bits. The numbers of rounds for the two variants are
14 and 16, respectively. The plaintext, the ciphertext and the
internal state of Deoxys are treated as a 4 x 4 matrix over the
finite field GF(2®). Similar to AES, round function of Deoxys
applies four operations as follows:

(1) AddRoundTweakey(ART): This operation includes an
XOR with the round subtweakeys which are derived from the
master tweakey.

(2) SubBytes(SB): This operation applies the AES S-box
on each byte of the state.

(3) ShiftRows(SR): This operation is a linear transforma-
tion, which rotates the j-th row of the 4 x 4 matrix to the left
by j bytes forj =0, 1, 2, 3.

(4) MixColumns(MC): Another linear transformation is a
multiplication by the MDS matrix of AES.

After the last round, an extra AddRoundTweakey ART
operation is applied to produce the ciphertext.

Fig. 1 describes the tweakey schedule algorithm of
Deoxys-BC-256. Designers denote the concatenation of the
key K and the tweak T as KT, i.e. KT = K||T. The key size
can be greater than or equal to 128 bits. The tweakey state
is divided into two 128-bit words, with the first and second
words of KT being W1 and W,. In order to obtain other round
tweakeys, the following tweakey schedule is adopted:

TK},, = h(TK}), TK} = Wi;
TK7| = h(LFSRy(TK}?)), TKj = W;
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FIGURE 1. The TWEAKEY framework for Deoxys-BC-256.

where LFSR, is the applications of LFSR on each byte of
tweakey words. The byte permutation 4 is given as follows:

012 345 6 789 101112 13 14 15
1611125101509 14 3 4 13 2 7 8

The i-th round subtweakey is defined as: STK; = TKI.1 ®
TK? ® RC;, where RC; are constants.
For more details, please refer to [9].

B. NOTATIONS
Some notations are given as follows:

pP/C/T: Plaintext/Ciphertext/Tweak
lSﬁ/SR/ %C/ ART: The intermediate values of the p’h, cee

r' bytes after the SB/ SR/MC /ART
of Round i

xl{ —_ The input values of the p”, - - - , r'"
bytes of Round i

Ax: The difference of x and x’

kip,... 11t the values of p™, - - -, r' subkey bytes
of Round i

Xi,col(j): The j-th column of x;,j =0, 1,2, 3

SRIki coi(l: The j-th column of k; through the SR

operation,j =0, 1,2, 3

In this paper, we denote the whitening tweakey as k.

Ill. IMPOSSIBLE DIFFERENTIAL DISTINGUISHERS

OF DEOXYS

In this section, we will present three impossible differen-
tial distinguishers with same input difference. We utilize
the tweak input difference with a single active byte Tp [14]
(i.e. ATo14) # 0, and other bytes difference are zero).
In order to ensure ATy 147 # O, the key size must be less
than 240 bits in this paper. Based on the tweakey schedule,
we can get AT3 1] # 0, ATy 6] = 0 and AT5 [15] # 0.

We construct three distinguishers with the consideration of
non-zero tweak difference. More precisely, given the third
round input difference that Axg’[()] # 0 and other bytes are
zero, then after 4 rounds we cannot get the output difference
that Axg’lfo’w] # 0 and other bytes are zero. Another two
positions of non-zero output difference are Axg)lfo’zﬁ] and
Angfl’m]. Fig. 2 shows one sample of distinguishers.
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FIGURE 2. One sample of the 4-round impossible differential
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FIGURE 3. One of 8-round impossible differential attack trails.

IV. MULTIPLE IMPOSSIBLE DIFFERENTIAL ATTACK ON
8-ROUND DEOXYS-BC-256
We construct three attack trails and present a 8-round multiple
impossible differentials attack. Fig. 3 shows one of 8-round
attack trails, and we can see that the non-zero tweak differ-
ence T 7] will cancel the difference xﬁ’ff] in the state at first
round.

We denote the key size as 128 + x bits (x < 112), so the
tweak size is 128 — x bits. For STKy = TK} & TK; @ RCo,

we define ATy (tweak) equal to the final [ 128 — x |-byte TKg
XOR RCy, and AKp (key) equal to the first [x]-byte TKg
XOR 7K/, so STKy = AKo @ ATy. Using the tweakey
schedule algorithm of Deoxys-BC-256, we can obtain AT7,
AK7, ATg and AKg. As shown in Fig. 3, we swap the order
of AT and MC operations of 7-th and 8-th round. Then we
can get the equivalent round subkey k = MC ~1[k;]. Note
that AK~!, AT~!, SB~!, SR~ and MC ! are denoted as the
reversion of AK, AT, SB, SR and MC, respectively.

A. THE PROCESS OF 8-ROUND ATTACK ON

DEOXYS-BC-256

In this section, the process can be divided into three phases:
Precomputation Phase: In order to reduce the complexity,

we precompute tables H, Q and A;,i = 1,2, 3.
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Table H: Let S denote the 8-bit S-box of Deoxys, Ajy,
and A, denote the input and output difference of S-box.
When A, and A,,; are non-zero bytes, the equation S(x) ® S
(x® Ajn) = A,y has one solution on average. We construct a
table H, and then store the calculated x in the table H indexed
by 216 possible values of (A, Aour)-

Table Q: We guess all possible values of Tp [14]. Based
on the tweakey schedule algorithm, we calculate 2% values
of 4-byte T'1 |71| T6,811T7,1911T3,[14], and store them in the table
Q indexed by 28 possible values of Ty [14].

Table A : For all possible non-zero values of Angl[cz’ 3 cal-
culate the values of Axg’]i 0l(0)° Choose the values of Axg"[[gﬁ]
whose corresponding difference Axéﬁol(o) is zero in byte
0 or 1 or 2 (i.e. it satisfies the output difference of three
distinguishers). Store the remaining 2!6 x 3 x 278 ~ 2%6
values of Axg”’[g, 3] in the table A;.

Table A;: For all possible non-zero values of Angl[%’z], cal-
culate the values of Axg’lz 0l(0)° Choose the values of Axg"l[%)z]

whose corresponding difference satisfies the output differ-
ence of three distinguishers. Store the remaining 2% values
of Axé"vf[%’z] in the table A».

Table A3: For all possible non-zero values of Ang’[cl 2 cal-
culate the values of Ang, 0l(0)° Choose the values of Axé‘f’lcl’z]

whose corresponding difference satisfies the output differ-
ence of three distinguishers. Store the remaining 2% values
of Axé"vf[cl’z] in the table As3.

We prepare tables A;, i = 1, 2, 3 for extracting the equiv-
alent subkeys of k7. (7.101° k3 [0.10) and k;k,[lo,13]’ respectively.

Data Collecting Phase: Considering the non-zero tweak
difference ATy [7) and ATg [14), which can be obtained from
the table Q, the data collecting phase is divided into three
steps:

(1) Select 232 plaintexts that take all possible values in
the 4 bytes at position [3,4,9,14] and other bytes remain
constant. Meanwhile, select 28 tweaks that differ only in
one tweak byte Ty [14). Then we take this 240 plaintext-
tweak inputs (P, T') as a structrue and get the corresponding
ciphertexts. For the 240 ciphertexts, calculate Ax‘é‘fol(o’l,z) =
Mc-Yc Acol(0,1,2)]. Using the plaintext pair sieve method
based on quicksort algorithm [14], select 240439 x 2=48 = 231
pairs of plaintext-tweak-ciphertext (P, T, C; P', T’, C’) with
A)5534,1[(0,3,6,7,9,10] =0.

(2) For the 23! remaining ciphertext pairs, consider-
ing the corresponding ATg [14], calculate Ax‘g‘fom) =
MC_I[ACCOI(_?,) @ ATg [141] and select 231 x 216 = oI5
pairs with Axél[{lz’m = 0. 2 pairs of (P, T; P, T') and
(xg‘K , x’gK) can be obtained.

(3) Because the non-zero tweak difference AT (7
will cancel the difference in the state at first round,
Aty 4014 = SR'MCT'[ATy 7)]] can be obtained.
For the pair of (P, T;P',T’), calculate Axélg 4014 =
AP[3,4,9,14]@ ATI3,4,9, 14]. Then xg¥], 5 1, can be

obtained by accessing the table H, and we calculate
k =P DT D xRT St
0,(3,4,9,14] (3,4,9,14] 0,[3,4,9,14] KD X0, [3.4,9,14]+ DtOr€
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215 corresponding pairs of (7,T’) and (xg"IS(R[ml(LZ)],
x’?ﬁmwl(l’z)]) in table ©1, which are indexed by 232 subkeys
ko,13,4,9,14]. There remains 215 2232 = 21 o average for
each ko (3,4,9,14]-

We take 2" structures and store 2"t15 pairs of
(T 1 K neorct 2 T'1X'8 Skicot1,2) in the table Q. There
remains 2"~ on average for each ko 34,9 14). For
other two attack trails, using the similar Data Col-
lecting steps, we also store corresponding 2"t13 pairs

AK 11,1AK AK
of (T1x5 sricorc0,2)1 T 1X'8.5R1c010,2)) AN (T'1Xg g1 o 2,31
T'\X48Ricaie.3) in the table 2 and Qs
respectively.

Online Attack Phase: The online attack phase can be
summarized in the following steps. Utilizing the early
abort technique [15], step 1 and step 2 select the pairs
which satisfy the expected attack trail of 7-th and 8-th
rounds. Using the early abort [6], [15] and new early
abort [12], step 3 discards wrong subkeys efficiently. Uti-
lizing other two impossible differential trails, step 4-5
fix the common 8-byte subkey ko,[3,4,9,14]|k§‘,[2’5’8,15]
and sieve other 7-byte subkeys k;‘,[o,s, 10]|k§,[0,7,10,13] and
k7 18.10.1311K8.3.6.9.12)> Tespectively. In step 6, we can get
ko’[3,4,9,14]|k;"[0’7’8’10’13]|k§‘. Using the tweakey schedule
algorithm, first, we sieve the candidate subkeys. Then the
remaining candidates can be tested by brute force until the
correct key is obtained.

The specific steps of online phase are:

1) For current ko,[3,4,9,141, attack kg cpr012))-
Accessing the table €, obtain 27=17T yalues of
Axgﬁ ol(2) through the SR™! operation. For each
Axgsﬁ ol(2)> guess all possible values of Axél[(s,w] and
obtain 2'° values of Ax%col(z) through the MC opera—
tion. For current (79,[14], T, [141), the value of AT: 7 9]
can be obtained by accessing the table Q. Based on
216 pairs of (Ax?{ol(z), Axgli 01(2)) access the table H
and calculate k8 SR[col(2)] such  that k8 SRlcol?)] =
AK
X3 SRicol(2)] P xs SR[col(2)]
Therefore, 2"~17+16 = 27=1 yalues of kék,SR[col(Z)]
can be obtained. Then store the correspondlng pairs of
JAK
(T|x8 SRlcol(1)]® T'|x'g SR[col(l)]) and (x7 (8,10 X 7.18,10)
in the table R indexed by kg SRIcol(2)]" There remains
o=l 2932 — pn=33 oy average for each kék%SR[ ol )]
2) For current ko [3,4,9,14] |k8’SR[wl(2)], attack k&SR[Col(l)].
Accessing the table R;, obtain 27777 values of
Axgli ol(l) through the SR~! operation. For each
Ax8 col( g guess all possible values of Ax‘?’ﬁ] and
obtain 2° values of Ax?fol(l) through the MC and AT
operations. Based on 28 pairs of (Axé‘fal(]), Axgsliol(l)),
access the table H and calculate kg‘ SRlcol(1y) Such that
kg SR[col(D] = xs SR[col(l)] & xés SR[col(1)]*
Therefore, 277338 = 27-25 values of kg SRicol(1)]
can be obtained. Then store the correspondlng pairs
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3)

4)

of (T1¥4K 5 1o T'1¥'717.8.107) in the table R; indexed
by kg sricoi1y- There remains 2125 232 = =57 op
average for each kg SRcol(1)]-

For current ko [3.4,9,14] |k§,SR[col(l,2)]’ attack k7 5 ¢ 11

7 pairs of (T, T)
!and SR™!

Accessing the table R, obtain on=5
and values of Ax§ﬁ2’3’8] through the AK~
operations.

For each Ax?ﬁg], the pair of (Te 8], T6,[8]) can be
obtained by accessing the table Q for the correspond-
ing (T0[14 T0[14) Because the tweak difference
ATe 81 = Ax6 , the pair of (x7 X ‘79{?[8]) can be
obtained by accessmg the table H. Then calculate k7 (8]

such that k;k,[S] = x7 18] @ x7 [8]°

For each Ax;qlfz 3)> ccess the table A and obtain 296

values of Axé’fg 3] through the ART operation Then
access the table H and obtain 2°¢ values of x7 [7.10]

through the SR operation. Calculate k7 17.10] such that

k7 (7,101 = x7 [7,10] @x7 [7,10]"

Construct a table M which has 22* addresses indexed by
3-byte equivalent subkey k;"’ (7.8.10]- FOr each address,
store 0 or 1 and the initial value is 0. Then we set
a counter by variable Flag with initial value 0. For
each pair in the table R,, discard 2% wrong equivalent
subkeys k;‘ (7.8.10]- We check if the value at correspond-
ing address of k7 (7.8.107 18 0 in the table M. If so,
update the location to 1 and increase the value of Flag
by 1. If Flag = 2%, we judge that current subkey
ko,[3,4,9,14] |k§k,SR[col(1,2)] is wrong. Then check the next
subkey.

If Flag < 2%* after checking all the remaining pairs
in the table R, we search out all equivalent sub-
keys k;(,[7,8,10] with M, [k;ﬂ,[7,8,10]] = 0. We con-
clude that corresponding subkeys k¢ [3,4,9,14] |k* (7.8.10]
|k 8 SRicol(1,2) are candidates and store k7
|k 8 SRlcol(1)] in the table S.

After sieving all 7-byte subkeys k3 7.8, 10]Iké"’ SRcol(1)]’
if the table S; is empty, we conclude that the current
subkey ko,[3,4,9,14] |k§"SR[w[(2)] is Wrong .and check the
next subkey, or store all the candidates in the table S
and proceed to the next step.

For current ko [3 4,9, 1;” kg SRlcol(2))> Use the second trail

7,17,8,10]

to attack k7 1o g 1011k, srrcor(0)1° »

—17 i AK
(1) 27 pairs of (T1xg sgicor 0.2 T '8, 5R1c01(0,2)))
can be obtained by accessing the current ko [3,4,9,14]
in the table €. Utilizing the step very simi-
lar to step 1, 27—l values of kg’SR[ml(z)] can be

obtained. Then store the corresponding pe)‘irs of
AK K
(T|x8 skicolo)> T’ g 8 SR[col(O) P and (7 15 101, X7 s, 10])
in the table R3 indexed by kg SRIcol(2)]" There remains
2733 on average for each kg SRIcol(2)]"

(4.2) Utilizing the step similar to step 2, 2”2 values of
k{; SRlcol(0y) SN be obtained. Then store the correspond-

ing pairs of (T|x4K) ¢ . T'|x4) g 10)) in the table Ry
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indexed by kg SR[col(0)] L here remains 2"=37 on average
for each k; SRLcol(O)]" o
(4.3) Utilizing the step similar to step 3, attack 3-
byte subkeys k7 (0.8.10]- Store the candidate subkeys
k3 10.8.10118. sRie o101 in the :able S. After sieving all
7—byte subkeys k7’[018,10] kg SRIcol(0)]° if the table 5?2
is empty, the current subkey ko,[3 4,9, 14]kg SRlcol(2)] 18
wrong and check the next subkey, or store all the can-
didates in the table S> and proceed to the next step.

5) For current ko,[3,4,9,141|kg SRlcol(2)]> USE the third trail to
attack k7 1s 10, 1311K§. sricor3)1 o
Use the step similar to step 4. After sieving all 7-byte
subkeys k;,[8,10,13] |k§k,SR[col(3)]’ if the table' S3 is empty,
the current subkey ko, [3,4.9,14] |k§,SR[cul(3)] is wrong and
check the next subkey, or store all the candidates in the
table S3 and proceed to the next step.

6) Fgr current kg,[3,4,9,14] |k§"SR[ml(2)], t.he values of
k7’[0’7’8, 10.13] Ik&SR[ml(O’ 1.3y can be obtained by access-

ing tables S1, S> and S3. The key size is 128 + x bits
(x <112).

(6.1) We discard candidates ko [3 4,9, 14] |k§*‘ [0.7.8.10,13] kg

in case of mismatch of 2-byte subkeys k;[&m]. The
pass rate is 2732,

(6.2) Guessing all possible values of the first x-bit TKZ,
the values of TK81 and TK82 can be obtained. Using
the tweakey schedule, discard candidates in case of
mismatch of 9-byte subkeys kO’[3,4,9,14]“‘;[0,7,8,10,13]'
The pass rate is 2772

(6.3) The remaining candidates can be checked by brute
force until the right key is obtained.

B. COMPLEXITY ANALYSIS

The complexity of Precomputation Phase can be neglected
compared with other two phases. Data Collecting Phase
requires 3 x 2" x 24010g,240 & 27469 comparisons,
and 3 x 215 x 2 x (16 + 8) =~ 2"t222 pytes of
memory.

The complexities of Online Attack Phase are composed of

the following steps:

1) Step 1 requires 232 x 2"~17 x 216 = 27+31 memory
access (MA) and 271 x 2 x (16 + 4 4+ 2) ~ 245
bytes of memory.

2) Step 2 requires 2% x 27733 x 28 = 27139 pA and
2725 % 2 x (16 4 3) ~ 2"~198 bytes of memory.

3) In step 3, a wrong subkey can pass one test
with a probability Py = 1 — 27144 and the
probability that 224 wrong subkeys k;‘,[7,8,10] can-
not pass the test of 2'%* pairs of paintexts is
[n—a _2_14.4)21444]224 ~ 6_22471,4425. If all the
3-byte subkey k;*’”’&w] cannot pass the test, we con-
clude that the corresponding subkey ko [3,4,9,14]
|k§" SRIcol(1,2)] Cannot pass the test. So the probability
that a wrong subkey ko,[3.4,9,14] |k§‘,SR[ml(l,2)] can pass
the test of 2!44d pairs but cannot pass the test of
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2144(d + 1) pairs is [1 — (1 — 2~ 1442 @+ _
[1— (1 — - l4apitap? 22D

24-1.4425d . .
e 2 . Thus, the mathematical expectation of d

is ~
E(d)= > d(e
d=1

So step 3 requires 23% x 204 x 2144+41 = 21145 pra
Similarly, if all 7-byte subkeys k;k,[7,8,10]|k§,SR[col(l)]
are wrong, the current common 8-byte subkey
ko,(3,4,9,14] |k§" SRIcol(2)] is wrong, so the probability that

commom subkeys can pass the test of step 3 is Py =

_ n—57 .~56 ~56—1.4425x20— 1.4
1_[1_(1_214.4)2 ]2 %1—62 ,

and the number of the remaining common subkeys is
204 P>.

4) The complexity of step 4.1 is the same as the complex-
ity of step 1. The time complexities of step 4.2 and
4.3 are 23 x P, and 2!'4 x P,, respectively.

5) The complexity of step 5.1 is the same as the complex-
ity of step 1. The time complexities of step 5.2 and
5.3 are 2"139 x (Py)? and 21142 x (P,)?, respectively.

6) Take n = 77, and then obtain P; ~ 277 and P, ~
2714 The number of the remaining candidates is & =
264 5 2714x3 = 222 The time complexity of step 6.1 is
222 MA and 2%* x 2732 = 2710 candidates remain.
Because we guess all possible values of the first x-bit
TK82 (x < 112), the time complexity of step 6.2 is
2° MA and 2* x 2772 = 2772 candidates remain.
So the time complexity of step 6.3 is 2~7? 8-round
encryptions.

_24-1.4425x(d+1) _24-1.4425xd
—e

)~ 24

All in all, our attack needs 2"t40 = 2117 chosen plaintexts.
The time complexity is dominated by Data Collecting Phase,
so the time complexity of our attack is 271469 = 21239
memory access. The memory complexity is decided by Data
Collecting Phase, which requires 2"+222 = 292 bytes.

V. CONCLUSION

In this paper, the first impossible differential cryptanalysis
of Deoxys-BC-256 is proposed in the single-key model.
We choose the input tweak difference with a single active
byte Tp,[14], thus obtaining a loose constraint (i.e. the key
size should be less than 240 bits). Using the idea that tweak
input allows to cancel a difference in the trail, we construct
three 8-round impossible differential trails which are one
more round than the best result of AES-128. Furthermore,
combined various additional techniques (e.g. tweak schedule
considerations), we improve the procedures of sieving sub-
keys, so as to improve the sieving efficiency and the com-
plexities can be reduced. To the best of our knowledge, this
is the best result of Deoxys-BC-256 in the single-key model
so far.
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