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ABSTRACT High transmission rate and secure communication have been identified as the key targets that
need to be effectively addressed by fifth generation wireless systems. In this context, the concept of physical-
layer security becomes attractive, as it can establish perfect security using only the characteristics of wireless
medium. Nonetheless, to further increase the spectral efficiency, an emerging concept, termed physical-
layer service integration (PHY-SI), has been recognized as an effective means. Its basic idea is to combine
multiple coexisting services, i.e., multicast/broadcast service and confidential service, into one integral
service for one-time transmission at the transmitter side. This article first provides a tutorial on typical PHY-
SI models. Furthermore, we propose some state-of-the-art solutions to improve the overall performance of
PHY-SI in certain important communication scenarios. In particular, we highlight the extension of several
concepts borrowed from conventional single-service communications, such as artificial noise, eigenmode
transmission, to the scenario of PHY-SI. These techniques are shown to be effective in the design of reliable
and robust PHY-SI schemes. Finally, several potential research directions are identified for future work.

INDEX TERMS 5G, artificial noise, broadcast channel, eigenmode transmission, energy efficiency,

physical-layer service integration, secrecy capacity region.

I. INTRODUCTION
In the last few years or so, streaming video services have
played prominent roles in modern daily life. The global
communications industry has been designing effective digi-
tal broadcast systems that cater to users’ great demand for
high spectral efficiency, driven by the massive deployment of
mobile video services on modern large-screen devices. The
goal of achieving high spectral efficiency has been considered
as one of the key targets in fifth generation (5G) wireless sys-
tems. In fact, significant progress has been witnessed toward
this goal since third generation (3G) wireless communication
systems. In the 3rd Generation Partnership Project (3GPP)
Release 9 standards, multimedia broadcast/multicast service
(MBMS) has evolved to achieve improved performance with
higher speed and more flexible service configuration, named
as evolved MBMS (eMBMS) [1]. In addition, the MBMS
was also indispensable in Worldwide Interoperability for
Microwave Acess (commonly known as WiMax) [2].
Recently, the advent of multi-user multiple-input multiple-
output (MU-MIMO) technique leads to a further increase in

spectral efficiency. MU-MIMO combines the high capacity
with the benefits of space-division multiple access, which is
able to support 1000x data rate in 5G [3]. MU-MIMO can
overcome the bottleneck of receive degrees of freedom (d.o.f)
in single-user MIMO. The capacity region for the MU-MIMO
broadcast channel has been well analyzed using the dirty
paper coding (DPC) techniques [4]. However, the main draw-
back of DPC lies in its prohibitively high operational com-
plexity at both the transmitter and receiver. A more physically
realizable solution to the multi-user transmission is based
on linear processing, which assumes that the transmitted
signal is generated by a linear combination of data symbols.
An excellent overview of this solution is given in [5]. Besides
transmitting private messages in MU-MIMO, the delivery of
common message to multiple users, i.e., multicast service,
is also widely needed when providing the services like video
and audio. The multicast capacity for a general MU-MIMO
channel can be obtained via convex optimization if ignoring
the rank constraints. However, this results in high decoding
complexity at each receiver. To seek an efficient transmit
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solution, many works have paid attention to the single-stream
beamforming design in multiple-input single-output (MISO)
channels; see, for example, [6]—[8].

On the other hand, the emerging application scenarios
with mass data, such as e-banking, e-commerce, and medical
information transfer, often pose various security threats to
the traffic data. For instance, the service providers tend to
offer fee-based services due to the copyright law. Apparently,
the paid service data should be kept perfectly secure from the
unauthorized users. Traditionally, the system designers often
resorted to upper-layer protocols, typically, the cryptography
technique to guarantee the overall security. Unfortunately,
the large-scale use of the cryptography technique is unreal-
istic in e.g., mobile or ad-hoc networks due to the following
reasons.

1) Most cryptographic methods used today, like RSA,
though rely on the difficulty of certain problems, offer
no guarantee against clever attacks with new algorithms
in the future.

2) RSA and other public-key cryptographic methods can
be broken by any eavesdropper intercepting transmis-
sion given sufficient time and computational power [9].

3) Cryptography requires a secure channel for exchange
of private keys. While in mobile or ad-hoc networks,
it is a difficult task to provide a reliably secure channel,
which may lead to security hole in the distribution of
the keys.

In view of these limitations, there have been other efforts at
seeking new secure methods of communication. The concept
of physical-layer security emerges in this context. Wyner’s
pioneering work [10] lays the foundation for the technique
of physical-layer security. Intuitively speaking, the idea of
physical-layer security is to establish an SNR advantage at the
legitimate receiver relative to the SNR of potential eavesdrop-
pers. Physical-layer security avoids the heavy dependence on
complicated upper-layer-based encryption by only exploiting
the physical characteristics of wireless channels, which is
particularly desired in resource-limited application scenarios.
In practice, physical-layer security can serve as a promising
complement to the conventional cryptographic techniques.
For more detailed introduction to physical-layer security,
readers are referred to the existing overviews [11]-[15] and
the references therein.

The remarkable progress in the development of MBMS and
physical-layer security leaves us an interesting question: Is it
possible to combine these two concepts together to simulta-
neously achieve high spectral efficiency and high-level secu-
rity? Specifically, it is necessary to investigate an efficient
integration of multiple services (i.e., broadcast/multicast ser-
vice and confidential service) at the physical layer. One can
envision that the physical-layer service integration (PHY-SI)
could find a wide range of applications in the commercial and
military areas. Many commercial applications, e.g., adver-
tisement, digital television, and so on, are supposed to provide
personalized service customization. As a consequence, con-
fidential (fee-based) service and broadcast/multicast (free)
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service are collectively provided, and different user groups
subscribe to one service according to their preferences. In bat-
tlefield scenarios, it is essential to propagate commands with
different security levels to the frontline. The public informa-
tion should be distributed to all soldiers, while the confiden-
tial information can only be accessed by specific soldiers.

Owing to the special characteristics of PHY-SI, several

interesting questions arise. For example, how to allocate
resources between confidential messages and public mes-
sages? How to tackle the mutual interference between the two
types of messages? What is the proper decoding scheme at the
receivers? The answers to these questions cannot be found in
existing papers on physical-layer security, which necessitates
a systematic study on PHY-SI. Before proceeding, hereon
we specially highlight some remarkable differences between
physical-layer security and PHY-SI, which are summarized
as below.

1) Differences in transmitted signal. In physical-layer
security, each transmitted message is confidential and
subject to strict secrecy constraints. Any unauthorized
receiver has no access to the transmitted signal. How-
ever, PHY-SI generalizes physical-layer security by
enabling simultaneous confidential and public infor-
mation transfer. At the transmitter side, the transmitted
signal is obtained by superposition of the confidential
messages and the public messages. Note that there is no
secrecy constraint imposed upon the public messages,
and thus, even the unauthorized receivers have partial
access to the transmitted signal.

2) Differences in design objective. In physical-layer secu-
rity, there only exists a single secrecy rate, and the
associated design objective is simply to maximize the
secrecy rate. While in PHY-SI, each type of services
would result in one specific transmit rate. All of the
achievable rate tuples form a secrecy capacity region.
As such, the primary design objective in PHY-SI is to
seek a Pareto optimal transmit scheme, such that the
boundary of the secrecy capacity region can be attained
or approached.

3) Differences in optimal transmit strategy. Depending
on the encoding order, the confidential message may
play a role of interference to the public messages. The
conventional strategy aiming for secrecy rate maxi-
mization is thus not optimal in this sense. Most of
the widely adopted transmit strategies in physical-layer
security, e.g., artificial noise-aided transmission, gen-
eralized eigenvalue decomposition (GSVD)-based pre-
coding, etc., should be reformulated (not necessarily
abandoned) to accommodate the superimposed public
messages, which is not a trivial issue.

4) Differences in coding. Besides the aforementioned dif-
ferences, PHY-SI is also distinct from physical-layer
security in terms of encoding and decoding schemes.
Generally, the superposition coding is exploited at the
transmitter side, and the receivers perform the succes-
sive interference cancellation to obtain their intended
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messages. Based on different scenarios, the opti-
mal codebook for the transmitted messages are also
different.

Actually, there have been some research activities that
analyze the topic of PHY-SI, but most of them tackle this
problem from an information-theoretic point of view. The
fundamental aim of these works is to obtain capacity results
or to characterize coding strategies that lead to certain rate
regions [16]. Generally, the rate regions are given by a union
over all possible transmit covariance matrices satisfying
certain power constraints. To bridge the gap between the
previous information-theoretic results and practical imple-
mentation, there is growing interest in analyzing PHY-SI
from a signal processing point of view recently. In particular,
optimal or complexity-efficient transmit strategies have to
be characterized, so that the achieved performance could
reach/approach the boundary of the secrecy capacity region.
Such strategies are usually given by optimization problems,
which generally turn out to be nonconvex.

This article first introduces some typical models of PHY-SI
developed in the information-theoretic literature in Section II.
We also mention how to derive the capacity-achieving trans-
mit design using different approaches. Considering that the
traditional approach used in information-theoretic literature
is time-consuming and inflexible, we introduce an alterna-
tive time-efficient approach proposed in our previous papers.
In Section II, based on a typical model of PHY-SI, we intro-
duce some state-of-the-art approaches in the field of PHY-SI
so far. These approaches aim to fulfill the requirements aris-
ing from different application scenarios. Some approaches
are borrowed from the traditional single-service communi-
cations. Our main purpose is to show that by judiciously
reformulating these approaches, they are still able to yield
satisfactory performance in a PHY-SI framework, in spite
of the existence of public messages. Based on this fact,
some new insights into the transmit design in PHY-SI can be
drawn. Finally, this article points out where further studies
are needed.

II. EXISTING PHY-SI MODELS

In this section, we intend to introduce how the existing
PHY-SI models allow the efficient integration of public ser-
vice and confidential service. To highlight the key ideas and
insights, we restrict the discussion to the simplest possible
scenario in each model. Nonetheless, the general insights are
also valuable and relevant for a more complicated model.

A. INTEGRATION OF MULTICAST AND

CONFIDENTIAL UNICASTING

This type of integration was first proposed in
Csiszar and Korner’s seminal work [17] under an
information-theoretic name of Gaussian MIMO wiretap
channel with common message. As shown in Fig. 1, in a
basic model of this integration, a transmitter sends a common
message Wy to two receivers, and simultaneously, sends a
confidential message W, intended only for receiver 1 and kept
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FIGURE 1. PHY-SI of multicast and confidential unicasting.

perfectly secure from receiver 2. We hereinafter name the
intended (resp. unintended) receiver of the confidential mes-
sage as an authorized (resp. unauthorized) receiver. Under
discrete memoryless broadcast channel (DMBC) setup,
Csiszdr and Korner deduced the maximum rate region that
can be applied reliably under the secrecy constraint (i.e.,
secrecy capacity region). Both the confidential message and
the multicast message are encoded by using a standard Gaus-
sian codebook. To achieve the secrecy capacity region, both
receivers first decode their multicast message by treating the
confidential message as noise. Then receiver 1 acquires a
clean link for the transmission of its exclusive confidential
message, without interference from the multicast message.
In [18], the authors extended the results in [17] to the
MIMO case by judiciously adopting a channel-enhancement
argument.

This PHY-SI model is much more involved than the basic
wiretap channel. In fact, it subsumes the basic wiretap model
as a special case. This special case can be easily obtained
from this PHY-SI model by disabling the multicast message.
The optimal transmit design for the basic wiretap channel
has been given in [19] and [20], for MISO and MIMO case
respectively. However, it seems to be more difficult to obtain
the optimal transmit design for PHY-SI. The key problem of
PHY-SI lies in how to integrate the two services as efficiently
as possible to allow for large secrecy capacity region. Note
that the two different service messages are coupled in the
transmission. Along with this comes the unsatisfying fact that
the existing approaches for secrecy rate maximization may
not be applicable to PHY-SI. This is because the increase in
the secrecy rate might lead to the performance degradation
of the multicast service. Likewise, a strategy of pursuit in
exclusive high multicast rate risks increasing the information
leakage to the unauthorized receiver. It is thus of paramount
importance to characterize the best tradeoff between these
two services by appropriately designing the resource alloca-
tion and signal processing schemes.

B. INTEGRATION OF MULTICAST AND

CONFIDENTIAL BROADCASTING

In the last subsection, it is assumed that only one user orders
the confidential service. To fully exploit the potential of
MU-MIMOQO, it is also possible to enable both receivers to
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order their own confidential service. To put it into context,
in this subsection, we will introduce a more general inte-
gration scheme in which three messages Wy, Wi and W
are delivered by the transmitter simultaneously, as shown
in Fig. 2. Besides the multicast message Wy intended for both
users, W (W) denotes the first (second) user’s confidential
message needing to be kept hidden from the second (first)
user. We call the corresponding PHY-SI model as an integra-
tion of multicast and confidential broadcasting.

TI177

@O»} Receiver 1| W W, W,
W, Wi, W,
R —
Transmitter ? ? ? ? ?
Receiver 2 W, V\({, W,

FIGURE 2. PHY-SI of multicast and confidential broadcasting.

Note that the topic of confidential broadcasting itself has
been studied in lots of literature. In information-theoretical
works, confidential broadcasting is named as Gaussian
MIMO broadcast channel with confidential messages. The
secrecy capacity of confidential broadcasting was first estab-
lished in [21]. The Gaussian codebook with the secrecy
DPC (S-DPC) scheme was shown to be the optimal coding
scheme [21]. In the special case of single receive antenna,
the capacity-achieving transmit covariance matrices are both
rank-one, which can be computed by the generalized eigen-
value decomposition. However, as for the general MIMO
case, the capacity-achieving transmit covariance matrices can
only be found by using an exhaustive search over a set of
positive semidefinite matrices [21], which is prohibitively
complex. To circumvent the difficulty, several works pro-
pose some heuristic numeric optimization algorithms, say the
block coordinate descent (BCD) algorithm in [22], to obtain
a lower bound on the secrecy capacity region. In addition,
as an alternative to the optimal secret DPC scheme, a low-
complexity linear precoding scheme was proposed in [23].
It was shown in [23] that linear precoding can be optimal if
a specific condition is satisfied. All of the aforementioned
literature restricts the number of users to two for analytical
tractability. Actually, the secrecy capacity region for the gen-
eral K-user case is still an open problem. The authors in [24]
deduced a conservative lower bound on the secrecy capacity
region for this general case, and proposed a linear precoding
scheme to maximize the sum secrecy rate.

The work [25] and [26] obtained the secrecy capacity
region for this PHY-SI model almost at the same time.
To achieve the secrecy capacity region, the multicast message
should be encoded by using a standard Gaussian codebook,
and the two confidential messages need to be encoded by
using the S-DPC scheme developed in [21]. The two receivers
still first decode the multicast message by treating the
confidential messages as noise, and then each user decodes
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the confidential message intended to itself. Relying on the
encoding order used in S-DPC, one of the users acquires
a clean link for the transmission of its own confidential
message, where there is no interference from the other user’s
confidential message. It is worth mentioning that the secrecy
capacity region is proved to be invariant with respect to the
encoding order used in S-DPC [25]. To address the issue of
transmit design arising from this PHY-SI model, we are still
confronted with the problem of how to efficiently superim-
pose the messages with proper power levels and precoding
schemes. With the multicast message, the generalized eigen-
value decomposition may not be optimal for the confidential
information transfer in this model.

C. PHY-SI IN BIDIRECTIONAL RELAY NETWORKS

In secure wireless networks, relay cooperation has been
shown to be capable of extending network coverage and
providing spatial diversity and secrecy gain, and thus has
drawn much attention in the literature. Depending on the role
of the relays, there are generally three kinds of relay-assisted
designs in traditional physical-layer security, i.e., coopera-
tive relaying, cooperative jamming, and hybrid relaying and
jamming [27], [28]. In the first case, the relays forward the
information from the source to the legitimate receiver to
strengthen the quality of the legitimate link. In cooperative
jamming, relays cooperatively emit jamming signal to jam
the eavesdroppers. By generalizing the above two designs,
some papers put forth the hybrid relaying and jamming
scheme, in which the relays are able to simultaneously for-
ward information and emit jamming signal. Additionally,
attention has also been paid to untrusted relay networks,
in which the source-destination pair also wishes to keep
the information confidential from the relays. Pioneering
studies [29], [30] have shown that the security performance
can still be improved by cooperating with untrusted nodes.
Among various relay-aided models, bidirectional (two-way)
relaying is becoming increasingly attractive recently due to
its potential in further advancement of performance and cov-
erage in wireless networks. By leveraging the property of
bidirectional communication, bidirectional relaying is able to
compensate the inherent loss in spectral efficiency induced by
half-duplex relays [31].

The previous work [32] pointed out that it is feasible to
implement PHY-SI in a bidirectional relay network. To show
this, let us take a three-node bidirectional relay network
as an example, where a half-duplex relay node establishes
a bidirectional communication between two other nodes
using a decode-and-forward protocol, as shown in Fig.3.
The relay transmissions are divided into two phases. In the
initial multiple access (MAC) phase, two nodes send their
messages Wi and W to the relay node and then the relay
node decodes them. In the succeeding bidirectional broadcast
(BBC) phase, the relay re-encodes and forwards Wy and W to
the two receiving nodes. To realize PHY-SI, the relay further
integrates a common message Wy for both receivers and a
confidential message W, for receiver 1 only, of which
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FIGURE 3. PHY-SI in bidirectional relay networks.

receiver 2 should be kept ignorant. As seen, this PHY-SI
model manages to integrate private, common, and confiden-
tial messages at PHY.

Here we should specially mention some properties of this
PHY-SI model. First of all, it is possible for the receiving
nodes to decode the other’s message in the BBC phase using
their own message from the MAC phase as side information.
Specifically, for each node, the information transmitted by
itself in the first phase performs as self-interference during
the second phase. Since each node has partial knowledge
about the transmitted signal from the relay, it is able to
subtract its own message from the received signal to cancel
the self-interference. After that, it can detect the informa-
tion from the other node. To distinguish this process from
the traditional broadcasting, the second phase is named as
BBC phase by literature. Moreover, by following the network
coding idea, the secrecy capacity region can be achieved
by only transmitting a single data stream that combines
both private messages at the relay side. In addition, the side
information at the receivers allows us to use a rate-splitting
approach between the common rate and the individual rates.
Consequently, only two transmit covariance matrices, i.e., the
covariance matrices of the confidential message and the pub-
lic messages, are involved in the secrecy capacity region in
this case.

D. COMPUTATION OF OPTIMAL TRANSMIT COVARIANCES
It is always desirable to obtain a transmission scheme whose
performance attains the boundary of the secrecy capacity
regions, since, otherwise, the achievable rates of some of
the services can be further improved. Hence, to determine
the optimal transmission scheme, it is required to seek the
boundary points of the secrecy capacity regions. To obtain
the associated transmit covariance matrices, an optimiza-
tion problem, termed secrecy capacity region maximization
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(SCRM) problem, has to be solved, which contains multiple
objectives and is generally nonconvex.

There exist several typical approaches to finding the
boundary points of a secrecy capacity region. The first
approach is referred to as re-parameterization [16], which is
extensively exploited in the information-theoretic works. Its
basic idea is to introduce an auxiliary variable and a weight
vector to reexpress the achievable rate of each message. This
approach is able to yield all boundary points by varying
the weights and solving a convex feasibility problem. Even
so, the computational complexity of such an approach is
rather high since solving a feasibility problem requires a
bisection search. Besides, this re-parameterizing approach is
only applicable to a simple two-user MISO case; it would
become intractable or prohibitively time-consuming to use
this approach if the number of users and/or receive antenna
increases.

To address the limitation, an alternative approach was pro-
posed recently in [33] and [34]. Specifically, this approach
directly attacks the SCRM problem through the convex opti-
mization techniques. As is known, a standard technique
for dealing with the multi-objective optimization problem
is scalarization, by which the Pareto optimal solutions can
be found. One feasible method of scalarization is to move
some of the objectives to the set of constraints and constrain
each of them by some constants. Then, by varying the con-
stants, tradeoffs between different objectives can be struck.
In our previous works [33], [34], it has been shown that
this method can significantly reduce the computational com-
plexity compared to the re-parameterizing method. Another
possible method of scalarization is to maximize the weighted
sum of different objectives. By varying the weight vector
and maximizing the corresponding weighted sum, one can
acquire different Pareto optimal points. However, this method
relies critically on the convexity of the rate region. Unless the
rate region is strictly convex, this method can only yield a
portion of all Pareto optimal points.

IIl. STATE-OF-THE-ART TECHNIQUES FOR PHY-SI
PHY-SI faces a variety of challenging issues, the centerpiece
of which is how to guarantee the quality of the confidential
service while not compromising that of the public services.
So, it is possible and necessary to adopt some physical-
layer security techniques to enhance the overall performance
of PHY-SI. Nonetheless, different from traditional physical-
layer security techniques, the techniques designed for PHY-SI
concentrate not only on the confidential service, but also the
other services. We hereinafter introduce several state-of-the-
art techniques for efficient realization of PHY-SI. Unless oth-
erwise specified, the integration of multicast and confidential
unicasting will be used as a basic model in this section.

A. ARTIFICIAL NOISE

Goel and Negi first coined the term artificial noise (AN) [35].
In AN-aided transmission, the transmitter sends artificially
generated noise to interfere the eavesdroppers deliberately.
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This active scheme has been demonstrated as an effective
means to safeguard the overall network in multi-antenna
systems. In previous papers, it has been revealed that the way
of generating AN in fact depends critically on several factors
detailed as below.

1) First, the number of eavesdroppers. For the special case
with a single eavesdropper, transmit design without
AN has sufficed to achieve the secrecy capacity [19],
[20]. Howeyver, in the general case with multiple eaves-
droppers, the AN-aided transmit design is capable of
offering significant secrecy gain over the no-AN one
[36], [37]. This is because AN can compensate the
transmit d.o.f. bottleneck at the transmitter.

2) Second, the availability of eavesdroppers’ CSL
As suggested by Goel and Negi, if only the statistics
of eavesdroppers’ CSI are known to the transmit-
ter, a relative SNR advantage could still be realized
by uniformly spreading AN in a subspace orthog-
onal to the main channel. To move a step further,
if the eavesdroppers’ CSl is partially known, additional
gains may be achieved by optimizing the AN transmit
covariance [36].

3) Third, the availability of eavesdroppers’ locations.
Though this factor could be regarded as a special case
of the last factor, it breeds a great number of effort
towards physical-layer security from the perspective of
stochastic geometry. In [38], the authors showed that
more power should be allocated to AN to achieve a
higher secrecy rate in dense eavesdropper scenarios,
given that the eavesdroppers’ locations follow Poisson
point process (PPP).

In PHY-SI, the AN technique can be implemented much
more effectively to cripple the reception of the unauthorized
receivers. This is because the unauthorized receivers are all
network users, which makes it possible to get their perfect
CSI using, for example, pilot-symbol aided modulation. With
perfect CSI on all links, there is a possibility for the trans-
mitter to generate spatially selective AN to further enhance
the performance of PHY-SI by optimizing the AN transmit
covariance. Nonetheless, we will show shortly that the way
of generating AN relies on a new factor, i.e., the multicast
rate in PHY-SI. As mentioned earlier, in PHY-SI, the quality
of public service should be further considered. It is evident
to see AN exerts a negative effect on the performance of
public services. Accordingly, AN is a double-edged sword
in PHY-SI: Excessive use of AN will degrade the quality of
public service at all receivers, while limited use of it cannot
attain the best security performance. Consequently, the key
in designing AN in PHY-SI is to adjust its transmit direction
in order to achieve a dual balance, i.e., the balance between
the interference to unauthorized receivers and that to the
authorized receiver, and the balance between the performance
of confidential service and that of public services.

Fig. 4 depicts a simple example of MISO PHY-SI sys-
tem in the presence of multiple unauthorized receivers. The
number of transmit antenna is N; = 2, the number of
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FIGURE 4. Secrecy rate regions with and without AN [34].

unauthorized receivers is K = 4, and the transmit SNR is
20dB. We show the achievable secrecy rate regions with and
without AN in Fig. 4. As seen, secrecy rates with AN are
mostly higher than those without AN. The striking gap indi-
cates that AN indeed enhances the security performance with-
out compromising the quality of multicast service (QoMS).
This is consistent with the previous observations in traditional
physical-layer security. In fact, even the TDMA-based service
integration! can provide better secrecy rate performance than
the PHY-SI without AN at low QoMS region. This phe-
nomenon can be interpreted from the transmit d.o.f.. The total
d.o.f. of the unauthorized receivers is K = 4, higher than the
transmit d.o.f. N; = 2. The lack of transmit d.o.f. to deal with
the unauthorized receivers is the reason for the unsatisfactory
security performance of PHY-SI without AN. Nonetheless,
with the increasing demand for QoMS, the gap between
the AN-aided PHY-SI and the no-AN PHY-SI is gradually
shortened to zero, which implies that AN is prohibitive at high
QoMS region. This phenomenon never occurs in traditional
physical-layer security and reveals a new insight that the use
of AN is strictly subject to the demand for QoMS in PHY-SI.
In addition, as expected, the AN-aided PHY-SI yields a sig-
nificantly larger secrecy rate region than the TDMA-based
service integration, which verifies that PHY-SI is able to offer
“integration gain’.

B. DECOUPLING OF SERVICE MESSAGES

Due to the coupling of service messages leading to high non-
convexity of optimization problems, it becomes intractable
to seek capacity-achieving transmit covariance matrices in
MIMO systems. It is a natural idea to decouple the ser-
vice messages in some domain if possible. This subsec-
tion will introduce an efficient “eigenmode’ transmission
scheme, i.e., GSVD-based precoding, which decouples the

IThe TDMA-based service integration decouples the confidential service
and multicast service by assigning them to two orthogonal time slots. Each
type of service exclusively occupies the given time slot to distribute its
message.
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FIGURE 5. Secrecy rate regions by message decoupling [41].

confidential message and multicast message in the spatial
domain. In eigenmode transmission, the transceiver design is
based on the SVD/GSVD of the MIMO channels. Through
the decomposition, the MIMO channels can be decoupled
into several parallel single-antenna channels, and the linear
precoding design is reduced to the power allocation over par-
allel channels. In [39], Telatar has shown that the eigenmode
transmission is capacity-achieving in single-user MIMO sys-
tems, and that the optimal power allocation is spatial water-
filling. Furthermore, in [20] and [40], the authors studied the
performance of eigenmode transmission in MIMO wiretap
channels. Interestingly, based on the GSVD of the main
and wiretap channels, the resulting transmission scheme was
shown to be optimal in the high SNR regime. But the optimal
power allocation is not in a water-filling form.

In GSVD-based MIMO PHY-SI, the communication links
are decomposed into parallel eigenchannels that can convey
either confidential message or multicast message. At the
output of each eigenchannel, it is easy for the receivers to
extract their desired signals by receive beamforming, as the
eigenchannels are perfectly noninterfering. Notice that this
GSVD-based PHY-SI scheme is a natural extension of the
conventional eigenmode transmission proposed in [20], [39]
and [40] to the case with multiple sorts of messages. Nonethe-
less, the resulting power allocation is significantly different in
nature compared with that in [20], [39], and [40]. Specifically,
due to the constraint on QoMS, the optimal power allocation
has no closed-form solution. More importantly, in addition
to the power allocation over parallel eigenchannels, a novel
eigenchannel-service association problem occurs—that is,
it is also required to associate each service message with an
appropriate eigenchannel [41]. To make the problem more
complicated, different demands on multicasting performance
may correspond to different eigenchannel-service associa-
tion, making this association dynamic. The resulting problem,
finally, turns out to be a mixed-integer nonlinear optimization
problem.

Fig.5 plots the secrecy rate regions achieved by the
GSVD-based PHY-SI scheme. The number of antennas at the
transmitter, authorized receiver and unauthorized receiver are
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N: = 5, N, = 4 and N, = 4, respectively. The transmit
SNR is 20dB. The secrecy capacity region is obtained from
exhaustive search, and serves as a reference indicating the
performance loss the GSVD-based scheme would inevitably
experience. One can notice that there exists a switching point
at the boundary of the GSVD secrecy rate region, which
signals the switch of the eigenchannel assignment strategy.
This switch results from the increasing demand for QoMS.
If the current eigenchannel assignment strategy cannot sus-
tain the demand for QoMS, the switch will occur, and the
current eigenchannel assignment strategy will be switched
to another one. One can also find that at low QoMS region,
the GSVD-based scheme has identical performance to the
exhaustive search. This is attributed to the near-optimality
of GSVD-based precoding at high SNR in the confidential
message transmission [20]. However, with the increase in
QoMS, the gap between these two regions gradually expands.
This performance degradation is due to the suboptimality
of GSVD-based precoding to the multicast message trans-
mission. Finally, it can be observed that the GSVD-based
scheme suffices to give much better performance than the
TDMA-based one.

C. ROBUST PHY-SI
In traditional physical-layer security, many reasons lead to
imperfection of CSI at communication nodes, such as the
following ones [42]:

1) No feedback from the eavesdroppers. If the eavesdrop-
per is a passive entity, it would be difficult to secure
its CSI or even location information. A widely adopted
assumption for this case is such that the transmitter
is aware of the distribution, first moment, and second
moment of the eavesdropper’s CSI.

2) Imperfect feedback links. If the feedback links are not
error-free, noise component may be added to the feed-
back information. On the other hand, if the feedback
links have a long delay, the CSI at the transmitter may
be outdated.

3) Channel estimation errors at the receivers. Since the
estimation of fading channels is in general not errorless,
the CSI feedback from the receivers is therefore imper-
fect. Besides, as the quantized CSI is fed back from the
receivers, the quantization error also has an impact on
the average rate.

Notice that PHY-SI guarantees that an unauthorized receiver
will report its CSI to the transmitter for acquiring the public
service, the issue in the first case can be resolved as a result.
However, the acquisition of perfect CSI is still subject to the
issues given in the last two cases. Thus, it is still a nontrivial
problem to design PHY-SI schemes with robustness.

A viable approach to modeling the channel uncertainty
in the literature is to bound the CSI estimation error in a
spherical set and optimize the worst-case performance of the
scheme. This approach isolates specific channel estimation
methods from the resource allocation algorithm design by
adjusting the size of the spherical set. Under this setup,
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the secrecy rate is limited by the worst channel to the
authorized receiver and the best channel to the unauthorized
receivers, while the multicast rate is limited by the worst
channel to all receivers. The resulting secrecy rate region
maximization problem is semi-infinite by nature due to the
presence of the continuous channel uncertainties. The use of
AN with imperfect CSI is also worth studying. It has been
revealed that incorporating AN can effectively combat the
performance degradation incurred by CSI imperfection in
physical-layer security [36]. At this point, a critical question
yet remains: is AN still beneficial in PHY-SI in consideration
of the channel estimation error.

Fig. 6 depicts the worst-case secrecy rate regions with and
without AN. All simulation parameters are consistent with
those in Fig. 4 except the CSI uncertainty level. To show the
superiority of the robust design, Fig. 6 also gives the worst-
case secrecy rate region achieved by a nonrobust design,
which utilizes the estimated CSI to optimize the precoder,
regardless of the estimation error. Compared to Fig. 4, we can
clearly observe that the existence of channel uncertainty dra-
matically diminishes the achievable secrecy rate regions. One
can also note the coincidence of the AN-aided scheme and
the no-AN scheme at high QoMS region. This reveals that
the use of AN still depends heavily on QoMS even though
CSIuncertainty is considered. Finally, it should be mentioned
that the robust PHY-SI scheme outperforms its nonrobust
counterpart over the whole range of multicast rate.

d —6— Worst—case robust PHY-SI w/ AN
=——&— Worst—case robust PHY—SI w/o AN
250 TDMA-based worst—case robust SI i
< ) —k— Worst—case nonrobust PHY—-SI w/ AN
=
5
S
~
L
|5
7~
§ 1.5
g
b3
Z
K4
=
0.5

0 1 2 3 4 5
Worst—case multicast rate Rl] (bps/Hz)

FIGURE 6. Worst-case secrecy rate regions with and without AN [34].

Besides the worst-case robust approach, there exist some
other design approaches for modeling the CSI error in
the literature. The second approach assumes a probabilis-
tic CSI error model and aims at good on-average perfor-
mance, as opposed to the good worst-case performance. The
third is the outage-based approach, whose design focus is
on constraining QoS outages still under a probabilistic CSI
error model. In contrast to the on-average performance, this
approach seeks to provide ‘““safe” performance, ensuring a
certain chance of success of QoS deliveries. The outage-
based approach is essential in delay-sensitive or low-latency
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applications. These two probability-based approaches often
amounts to solving stochastic optimization problems. It is
also interesting to study the performance of PHY-SI under
these two CSI error models in the future.

D. ENERGY-EFFICIENT PHY-SI

The requirement of dual or multiple high-rate transmis-
sion in PHY-SI significantly intensifies the need for energy
compared to the transmission of a single message. The per-
formance of PHY-SI is fundamentally constrained by the
limited energy. To address this issue, energy-efficient PHY-SI
scheme is a promising solution. In fact, energy efficiency
(EE), measured in bits-per-Joule, has emerged as a new
prominent figure of merit and has become one of the most
widely adopted design metrics for realizing green communi-
cation in 5G nowadays. Extensive works have paid attention
to the fundamental spectral-energy efficiency tradeoff, and
readers are referred to the survey papers [43]-[45] and the
references therein for more details. Notable results include
the utilization of d.o.f in different resource domains, say
time, space, power, bandwidth, and user, to balance EE and
spectral efficiency. Among the various EE-enhanced solu-
tions, here we specially mention the multi-antenna technique.
By leveraging the additional spatial d.o.f in multiple-antenna
system, the transmission rate can be significantly increased
without additional bandwidth. The optimal transmit covari-
ance matrices to achieve the fundamental limit of EE under
static/fast fading/slow fading MIMO channel condition have
been derived in [46]. It was shown in [46] that in static and fast
fading channels, the EE is maximized at ultra-low transmit
power. In practical systems, the circuit power consumption
should also be included for energy efficiency maximization.
The authors in [47] proposed a block-coordinate ascent algo-
rithm to find the fundamental limit of EE with circuit power
consumption under static MIMO channel condition. The pro-
posed algorithm admits a water-filling-based solution in each
iteration, and is guaranteed to converge to a globally optimal
solution.

Recently, many works have extended the concept of EE to
physical-layer security and put forth the concept of secrecy
EE, defined as the ratio of the achievable secrecy rate to
the total power consumption. The fundamental limit of SEE
in static and fast fading multi-antenna wiretap channels was
studied in [48] and [49], respectively. Due to the intractabil-
ity of the target problems, both papers exploited a com-
bination of fractional programming theory and sequential
optimization theory to solve the problems. This approach
gives an approximate solution with polynomial complexity.
The authors in [49] provides further insights into the use
of AN for secrecy EE maximization. Since using AN will
incur increased energy consumption due to digital signal
processing operations, the authors revealed that the use of AN
does not always improve the secrecy EE, which is in contrast
to secrecy rate optimization, as introduced in Section III-A.
Another branch of research activities focussed on the issue
of outage secrecy EE maximization [50], [51]. By outage
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secrecy EE we mean the ratio of the outage secrecy capacity
to the total consumed power. The outage-based secrecy EE
is considered when the channels experience slow fading or
when the transmitter can not obtain a reliable estimation of
CSL

While the topic of energy-efficient communications has
been extensively studied, its systematic investigation for
PHY-ST is still in its infancy. The energy-efficient transmis-
sion in PHY-SI takes on several new characteristics and can be
broadly classified into two categories. The first one is still the
conventional spectral-energy efficiency tradeoff. The associ-
ated scheme aims to satisfy the communication requirement
with the minimum energy expenditure on communication-
related functions, e.g., communication circuits, signal trans-
mission, etc. To this end, the problem can be formulated as
a secrecy EE maximization problem with a multicast rate
constraint. The other category of energy-efficient operation
aims to characterize the fundamental EE tradeoffs between
different services. This service-oriented EE tradeoff is some-
what novel and particularly beneficial in e.g., wireless sensor
networks, where sensor nodes may be required to propagate
different sorts of service message when concurrent events
happen. It is evident that an energy-efficient resource allo-
cation among these services would be helpful in prolong-
ing the battery life for the sensor nodes. To best describe
this novel service-oriented EE tradeoff, one first needs to
establish the associated EE region, and then, maximizes this
region through multi-objective optimization techniques [52],
as mentioned in Section II-D. The fundamental tools to solv-
ing the secrecy EE maximization problems in PHY-SI are
still the combination of fractional programming theory and
sequential optimization theory.

T T
—+— EE Region (SCRM)
—+&— EE Region (EERM) ||

Secrecy Energy Efficiency (bit/Joule)

0 0.2 0.4 0.6 0.8 1
Multicasting Energy Efficiency (bit/Joule)

FIGURE 7. EE regions in PHY-SI [52].

Fig. 7 illustrates the two-user EE regions achieved by dif-
ferent methods with different SNRs. Two strategies are con-
sidered and compared, i.e., SCRM strategy and EE region
maximization (EERM) strategy. Fig.7 shows that the EE
region achieved by EERM expands to its outermost boundary
and eventually saturates for increasing transmit power. The
reason for this phenomenon is that for high transmit power,
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the EERM strategy is not to transmit at full power. Con-
sequently, when the transmit power grows large, the actual
consumed power, however, does not grow large, but remains
constantly equal to the unique and finite maximizer of the
EE region. On the other hand, it can be observed that the
EE region achieved by SCRM is also increasing and iden-
tical to that achieved by EERM in the beginning. However,
when the transmit power is large, the former significantly
diminishes and becomes inferior to the latter. This is because
the SCRM strategy, unlike the EERM one, has to use up all
available power to expand the secrecy capacity region, which
undermines the EE performance accordingly in the high SNR
regime. Finally, it is worth mentioning that the observa-
tions above agree with the previous results in [48] and [49].
Thus, the two-dimensional EERM problem is in essence a
generalization of the traditional one-dimensional secrecy EE
problem tackled by, for example, [48] and [49].

IV. FUTURE DIRECTIONS

PHY-SI will be a critical research topic in 5G, and there are
a variety of challenging issues along which the developed
results in this article can be further investigated. In what fol-
lows, we list some future research directions on PHY-SI. Here
we remark that our focus in this section is on the application
of the following directions to PHY-SI, even the directions
themselves are not brand-new in wireless communications.
The marriage of PHY-SI and the following timely directions
may still provide some interesting and novel insights.

A. PHY-SI FOR MMWAVE LARGE-SCALE

ANTENNA ARRAYS

Our previous discussion on PHY-SI implicitly assumes that
the transmitter adopts a digital beamforming method to real-
ize PHY-SI. However, the fully digital beamforming methods
require one radio frequency (RF) chain per antenna element,
which makes it not economical for large-scale antenna arrays
due to the high cost and high power consumption of RF chain
components. To address this hardware limitation, existing
papers propose the concept of analog beamforming and of
hybrid analog and digital beamforming. The analog beam-
forming can be easily implemented with a single RF chain
by using cheap phase shifters. In the hybrid beamforming,
the beamformer is constructed by concatenation of a low-
dimensional digital beamformer and an analog beamformer.
It should be mentioned that even in the traditional physical-
layer security, the analog or hybrid beamforming design for
secrecy rate maximization is still an ongoing topic. In a
very recent paper [53], the authors concentrated on the ana-
log beamforming design to maximize the secrecy rate. The
authors proposed a low-complexity numerical optimization
approach to obtain an approximate solution of the analog
beamformer. It was shown in [53] that the obtained analog
beamformer is capable of approaching the performance of
a fully-digital scheme with much lower hardware complex-
ity. Nonetheless, this result was obtained without integrating
other types of services. If an additional multicast message is
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superimposed upon the confidential message, as highlighted
before, the confidential message would interfere with the
multicast message, and the QoMS constraint would further
complicate the target optimization problem. Since the beam-
former of the confidential message is involved not only in
the term of secrecy rate, but also in the term of multicast
rate, the approach proposed in [53] cannot be directly used
for PHY-SI with analog/hybrid beamforming. Notice that we
have not taken into account several other components yet,
such as AN, and the finite resolution of phase shifters. Thus,
it is still an unsolved issue to find an effective and efficient
signal-processing approach to enhance the performance of
PHY-SI in mmWave communications.

B. PHY-SI IN OFDM/OFDMA SYSTEM

The previous works on PHY-SI are restricted to the flat-fading
channels. However, PHY-SI is also expected to implement on
broadband channels with frequency selectivity. Orthogonal
frequency-division multiplexing (OFDM) is known to be
robust against frequency-selective fading. In OFDM, a large
number of closely spaced orthogonal sub-carrier signals are
used to carry data on several parallel subchannels. As such,
the crux of OFDM-based PHY-SI lies in how to appropri-
ately allocate the transmission power, rate, and beamforming
weight on a per-subcarrier basis. The achievable secrecy and
multicast rates are both characterized by the sum of the
achievable rate at each subchannel, which makes the SCRM
problem more difficult to tackle. More interestingly, the use
of OFDM provides a novel method to inject AN. To be spe-
cific, the AN can be added in the frequency domain and then
transformed to the time domain with the service messages
by inverse fast Fourier transform (IFFT). Alternatively, one
can directly add AN in the time domain. The basic merit of
time-domain AN lies in that even in a single-antenna network,
AN may still boost the secrecy rate region by exploiting
the temporal d.o.f. offered by the cyclic prefix in an OFDM
symbol [54]. Also note that as the time-domain AN will still
interfere with the multicast message, it can only strengthen
the secrecy rate in the low QoMS region.

Furthermore, orthogonal frequency-division multiple
access (OFDMA) can be exploited to realize the integration
of multicasting and confidential broadcasting, by allowing
dynamic assignment of subcarriers to different receivers.
In fact, a recent work [55] has considered a similar setting
and deduced an achievable secrecy rate region. However,
the work [55] failed to consider some practical aspects in
OFDMA. The authors merely focussed on the power allo-
cation problem under an assumption that all receivers have
an access to each subcarrier for analytical simplicity. This
general assumption also causes high operational complexity
at the transmitter, as all confidential messages and a single
multicast message should be superimposed at the input of
each subchannel. Actually, in practice, one subcarrier is
always allocated to at most one receiver, which imposes a
nontrivial constraint on the subcarrier assignment strategy.
By imposing such a constraint, the operational complexity
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at the transmitter can also be reduced, since at most two
messages, including one confidential message intended for
a specific receiver and one multicast message, need to be
combined at the input of each subchannel. However, there
is no free lunch. The joint power and subcarrier assignment
optimization problem turns out to be a mixed-integer non-
linear problem and become even more intractable to handle
in a PHY-SI framework. Finally, as the authors in [55] only
considered a single-antenna system setup, it is also interesting
to exploit the spatial d.o.f by equipping the transceivers with
multiple antennas.

C. PHY-SI IN UNMANNED AERIAL VEHICLE (UAV)
COMMUNICATIONS

UAV communications are expected to play a crucial role in
the forthcoming 5G wireless networks, thanks to its many
advantages such as low cost, high mobility, and on-demand
deployment. The mobility of UAV and the line-of-sight (LoS)
nature of air-to-ground channels also provide novel d.o.f.
to facilitate the implementation of PHY-SI. Assume that a
UAV plays a role of transmitter. To enhance the secrecy
rate, the high mobility of UAV can be exploited to proac-
tively establish stronger links with the authorized ground
nodes and/or degrade the channels of the unauthorized nodes,
by adjusting the distance between the UAV and the ground
nodes, via proper trajectory design. The mobility of UAV can
also be exploited to overcome the bottleneck-user issue aris-
ing from physical-layer multicasting. As is known, in a multi-
cast channel, the multicast capacity is fundamentally limited
by the user with the worst channel condition. If one user is
located much farther away from the transmitter than the oth-
ers, the multicast capacity will be fundamentally constrained
by this user. The UAV can resolve this issue by adjusting
its location over time to improve the wireless channels to
different users at different locations. As such, UAV should be
a promising candidate for PHY-SI to simultaneously enhance
the secrecy rate and the multicast rate. The UAV trajectory
design in PHY-SI should be heavily dependent on several
factors, e.g., the predetermined requirement on QoMS and
the location of the ground nodes.

To characterize this new type of secrecy capacity region
over a given flight duration, it is required to jointly optimize
the UAV trajectory and power/user rate allocation over time
subject to the UAV maximum speed and maximum trans-
mit power constraints. The secrecy capacity region in this
context has many different properties from its counterpart in
the traditional terrestrial communications with fixed trans-
mitter. In general, the two extreme points of the secrecy
capacity region correspond to different UAV trajectories. Due
to the maximum speed constraint, time sharing cannot be
performed between these two extreme points for any finite
UAV velocities. As a result, the secrecy capacity region is
a nonconvex region, which is significantly different from
the the one with a fixed transmitter. Moreover, the associ-
ated SCRM problem involves an infinite number of opti-
mization variables, i.e., the time-varying transmit power and
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location of UAV, making this problem very challenging to
solve.

D. OTHER POTENTIAL DIRECTIONS

Compared to its counterpart in one-way networks, PHY-SI in
two-way networks is less studied and hence may have greater
research potential. In recent years, full duplex has received
renewed interest with the advances of self-interference (SI)
cancellation techniques (see [31] for a detailed overview), and
has been regarded as a promising physical-layer technology
to meet the explosive data requirement for 5G. In bidirec-
tional relay networks, full duplex has the potential to double
the spectral efficiency by combining the MAC and BBC
phases over the same RF bands. Concomitantly, it is neces-
sary to explore the effects of SI in such a PHY-SI-enabled
system. At the relay side, a common approach to eliminating
Sl is zero forcing (ZF) precoding, provided that the relay is
equipped with multiple antennas and has perfect CSI of the
SI link. At the side of the receiving nodes, if the nodes are
equipped with a single antenna, the SI cannot be completely
eliminated owing to issues such as the large dynamic range
of the full-duplex SI [31], even though they have knowledge
of its own transmitted signals. As such, the presence of
residual SI will simultaneously undermine the performance
of different services. Besides, it brings new challenges to the
joint optimization of transmit beamformers to maximize the
secrecy rate region.

On the other hand, as mentioned, the performance of
PHY-SI is contingent on the available power in the network.
Since PHY-SI intensifies the demand for energy, the issue of
energy shortage is becoming increasingly prominent. Besides
the design of energy-efficient transmission scheme, an alter-
native solution to this issue is simultaneous wireless infor-
mation and power transfer (SWIPT), which explores a dual
use of microwave signals to transfer information jointly
with energy using the same waveform. To realize SWIPT in
practice, the received signal has to be split in two distinct
parts, one for energy harvesting and the other for infor-
mation decoding. The signal splitting can be performed in
different domains (time, power, antenna, and space), which
gives rise to different techniques, i.e., time switching, power
splitting, antenna switching and spatial switching [56]-[59].
In SWIPT-based PHY-SI system, one crucial problem lies
in the increasing operational complexity. The receiver needs
to perform successive information cancellation and energy
harvesting simultaneously, which leads to large overhead.
Consequently, the power splitting technique, which entails
a high-complexity hardware implementation, might not be
suitable for SWIPT-based PHY-SI. The other three techniques
seem to be more suitable to SWIPT-based PHY-SI, as they
decouple PHY-SI and energy harvesting and allow for a
simpler operation at the receiver. Even so, the associated
optimization problems are complicated and non-convexified
by the integration of multiple service messages as compared
to the case with single service, which is worth further studies
on it.
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V. CONCLUSION

This article introduced an emerging PHY-SI technique from
both theoretical and technical perspectives. First, we intro-
duced various PHY-SI schemes and revealed the central
issues of PHY-SI in various scenarios, i.e., the character-
ization of tradeoff among different services. The general
approaches to finding the capacity-achieving transmit covari-
ance matrices were also mentioned. Then we put forth several
state-of-the-art PHY-SI techniques. In particular, we intro-
duced the AN-aided transmission and eigenmode transmis-
sion, both in the sense of PHY-SI. PHY-SI with robustness
and energy efficiency was also discussed. It was shown that
some interesting issues, along with several new insights,
could emerge from these techniques. Finally, some potential
research directions were identified for future work. It is hoped
that this article could serve as a stepping-stone to the future
efforts in these directions.
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