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ABSTRACT Recently, the popularity of the Internet of Things (IoT) has led to a rapid development and
significant advancement of ubiquitous applications seamlessly integrated within our daily life. Owing to
the accompanying growth of the importance of privacy, a great deal of attention has focused on the issues
of secure management and robust access control of IoT devices. In this paper, we propose the design of
a blockchain connected gateway which adaptively and securely maintains user privacy preferences for
IoT devices in the blockchain network. Individual privacy leakage can be prevented because the gateway
effectively protects users’ sensitive data from being accessed without their consent. A robust digital signature
mechanism is proposed for the purposes of authentication and secure management of privacy preferences.
Furthermore, we adopt the blockchain network as the underlying architecture of data processing and
maintenance to resolve privacy disputes.

INDEX TERMS Blockchain, bluetooth low energy, Internet of Things (IoT), security, privacy.

I. INTRODUCTION

An increasing number of IoT objects are equipped
with electronics, such as passive Radio Frequency (RF)
tags or Bluetooth Low Engergy (BLE) modules, to provide
the objects themselves with identification, computing, and
communication capabilities to support versatile ubiquitous Sonans Shoes
service applications in the real world. For example, wearables

with biometric data retrieval and health management have
become more and more popular in our daily life (see Fig. 1).
BLE-based wearables can be used to automatically monitor
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FIGURE 1. Example of user with wearables.

the body condition of individuals and effectively track their
health status. However, privacy leakage may occur. From a
hardware stanpoint, this could happen at the wearable itself.
From a data transmission standpoint, the leakage could be
from the communication channel between the wearable and
the mobile gateway (or the smartphone). In another instance
(e.g., Fig. 2), in a so-called smart factory, every product’s
identity, history, and specifications are meticulously tracked
and documented. Each phase of production is monitored and
machines automatically collect data corresponding to the

production process. All of the collected data is forwarded to
the cloud cluster and analyzed to deliver a set of intelligent
functionalities for managers (or workers) to optimize the
production processes via appropriate resource-utilization.
Nevertheless, it is indispensable to embed an appropriate data
management mechanism into the system for organizational
privacy protection.

While the IoT promises new opportunities for innova-
tive service applications and business models through effec-
tive use of next-generation mobile devices, it also brings
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FIGURE 2. Example of a smart factory.

with it many challenges with respect to privacy issues.
In recent years, several governmental agencies, such as the
EU Article 29 Working Party and the American FTC (Federal
Trade Commission) [1]-[2], have recommended that IoT
application providers notify users of application privacy poli-
cies or even obtain user consent before personal data is
collected and processed. On the other hand, a move toward
a Privacy by Design (PbD) legal framework has been rec-
ommended [3], [4], in which seven major principles consti-
tute a fundamental framework for privacy-aware applications
(or audit services). These principles are: (1) proactive not
reactive, preventative not remedial (2) privacy as the default
(3) privacy embedded into design (4) full functionality — pos-
itive - sum, not zero - sum (5) end-to-end security - lifecycle
protection (6) visibility and transparency, and (7) respect for
user privacy. To follow the above 6™ and 7" principles, many
researchers have dedicated their efforts to allowing appli-
cation provider to negotiate with users to reach appropriate
privacy agreements [5]—[7], or to the design and implementa-
tion of privacy-aware IoT systems [8]-[10]. Although these
studies offer good practical privacy solutions, a fundamental
limitation exists in all of them. That is, significant modifition
of existing (or legacy) IoT devices may be required to support
the operation logic for privacy protection (or policy man-
agement) presented by the researchers [5]-[10]. Modifying
(or even replaceing) existing IoT devices to support any newly
proposed processes may entail a significant rise in cost.

In light of the foregoing, this study designs and proposes
a privacy-aware Blockchain Connected Gateway (BC gate-
way), where the blockchain network is adopted as the under-
lying architecture for management of privacy preferences.
That is, the proposed BC gateway uses blockchain technology
to protect and manage the maintained user preferences from
being tampered with. Therefore, the BC gateway enhances
user privacy protection while legacy IoT devices are in use.
In addition, the blockchain-based user preference manage-
ment scheme is useful for solving disputes between users and
IoT application providers when it comes to privacy practices.
The rest of this paper is organized as follows: In Section II,
we provide the operation scenario of the proposed
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BC gateway. Section III illustrates the detailed functions of
the proposed BC gateway, including the device binding pro-
cess, the proposed digital signature scheme and the procedure
for preserving privacy preferences. Next, we perform the
security analysis and perfromance evaluation in Section IV.
Finally, conclusions are drawn in Section V.
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FIGURE 3. An operation scenario.

Il. OPERATION SCENARIO: THE OVERVIEW

OF THE PROPOSED FRAMEWORK

In this section, we demonstrate a broad overview of the func-
tionalities of the proposed BC gateway, as shown in Fig. 3,
with a scenario provided to illustrate the functions of the
proposed scheme. In general, there are three main types
of participants in the scenario involving our proposed BC
gateway: (1) the owners or administrators of IoT devices,
(2) the BC gateway administrators, and (3) the end users.
Before a user can access an IoT device, the administra-
tor of the device can store device information and the
privacy policies of the device in the blockchain network.
In general, the device information includes a list consist-
ing of: (1) an unique device name (2) manufacture related
information (3) features of the device such as device type,
device model name and number, serial number and so on,
and (4) other attributes for management purposes, such as
list of device images, privacy policies, and services pro-
vided. On the other hand, privacy policy includes a pol-
icy identifier, and preference-related information (i.e. data
collector, access, and dispute). In this study, we define the
privacy policies in JSON-based machine readable format.
The Ethereum blockchain platform was chosen for this study
because of its ability to execute and enforce smart contracts. !

INote that there are other smart contract platforms like Hyperledger. This

study leaves implementing the proposed framework on other smart contract
platforms to future work.
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FIGURE 4. The architecture of a BC gateway.

Therefore, the administrator of an IoT device can create a
smart contract for the device and use the smart contract
to manage the device’s information and privacy policies
(Step 0Oa).

This study also defines the smart contract for a BC gateway.
The administrator of a BC gateway can create a smart contract
for the gateway (Step Ob). After connecting the gateway to
an IoT device physically, the gateway administrator will link
the smart contract of the device to the smart contract of the
gateway (Step Oc). When a user uses his/her smartphone to
connect to a BC gateway (Step 1), the user can obtain the
address of the gateway’s smart contract. Then, the user can
query the list of devices connected to the gateway from the
gateway’s smart contract (Step 2). Hereafter, the user can
retrieve the address of an IoT device’s smart contract and
fetch device information and privacy policies via the device’s
smart contract (Step 3).

After receiving the privacy policies of an IoT device, a user
can connect to the associated BC gateway and notify the
gateway that he/she accepts or declines the policies (Step 4).
In addition to storing the preference data in the gateway
(Step 5), the gateway further preserves the preference data
in the blockchain network (Step 6). Consequently, when the
user accesses the IoT device via the gateway (Step 7 and
Step 8), the gateway will process user requests based on the
preserved user preferences. In the above scenario, the BC
gateway will utilize the blockchain technology to protect
the user preferences and privacy policy, and thus eliminate
disputes involving privacy practices.

lll. THE PROPOSED BC GATEWAY
In this section, we depict the architecture of the BC gateway
as shown in Figure 4. The BC gateway identifies users and
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user preferences based on the accounts in the blockchain
network. Therefore, a user can use the same account to
connect to different BC gateways, rather than registering
for each gateway. As major smartphone platforms such as
Android and iOS have supported the BLE specification,
BLE has become the de facto standard for smartphones to
communicate with wearable devices and with nearby IoT
devices. This study focuses on the scenario wherein a user
accesses nearby BLE-based devices. In the current state
of the art, the BC gateways provide a REST-like interface
for users to access BLE-based devices with the following
commands:
o Lock /unlock a BLE device.
« Discover devices connected to the gateways and services
provided by the devices.
« Send read or write requests to a characteristic of a BLE
device.
« Request to receive notification or indication of a BLE
device’s characteristic.
The BC gateways will maintain connectivity to related IoT
devices. Therefore, the gateways can play the roles of medi-
ators to forward requests to specified devices and integrate
responses from the devices. Finally, the BC gateways pro-
vides interfaces for users to manage their privacy preferences
and determine whether personal data can be forwarded to an
IoT device based on the user’s preferences.

A. DEVICE BINDING

Fig. 5 demonstrates the process for a device administrator
to register a device with a BC gateway. Before creating a
smart contract of an IoT device, the device administrator
invokes transactions to store device information and associ-
ated privacy policies. Then, the administrator can create a
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FIGURE 5. The device registration process.

contract DeviceManager {
address administrator;
address public deviceInfo;
address public privacypolicy;
address public gateway:
string public devicelD
event deviceUpdated(devicelD);
event receiveBindingRequest(address _gateway);
function DeviceManager(string _devicelD, address _devicelnfo,
address _privacypolicy) {...... '
modier onlyCreator { ...}
function bindRequest(address addressGM) {...}
function acceptBindingRequest(string devicelD) onlyOwner {...}
function kill( ) onlyOwner { ...}
function updateDevicelnfo(address newinfo) onlyOwner {...}
function updatePrivacyPolicy(address newpolicy) onlyOwner {...}

FIGURE 6. Abstract of the DeviceManager smart contract.

DeviceManager corresponding to the device with the
addresses of the device information and privacy policies.
As illustrated in Fig. 6, users can obtain device information
and privacy policies of a device based on the associated public
variables of the device’s DeviceManager. In addition, users
can listen for events of device updating.

After creating a DeviceManager, the device administra-
tor can obtain the address of the smart contract. Then,
the device administrator can provide the address to a
gateway administrator. Therefore, the gateway administra-
tor can submit a request to bind the device to the Gate-
wayManager of a BC gateway with the address of the
DeviceManager.

Fig. 7 provides the abstract interface of a GatewayMan-
ager. Upon receiving a request to bind a device, a Gate-
wayManager will invoke the bindRequest method of the
associated DeviceManager. The DeviceManager then notifies
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contract GatewayManager {
address administrator;
AttachedDevice[] public devices;
uint public numDevices;
struct AttachedDevice {
address deviceManager;
string devicelD;

1
]

event deviceStatusUpdated(string devicelD, unit oldStatus,
unit newStatus);

modier onlyCreator { ...}

function kill( ) onlyOwner {

function GatewayManager( ) { ...... }

function bindDevice(string devicelD, address addressDM)
onlyOwner {...}

function unbindDevice(string devicelD) onlyOwner {...}

function requestAccepted(string devicelD) {...}

}

FIGURE 7. Abstract of the GatewayManager smart contract.

its administrator to decide whether to accept the request.
If the administrator accepts the request, the DeviceManager
smart contract records the address of the GatewayManager.
Therefore, a user can ensure that the device administrator has
confirmed the binding relationship between the device and
the gateway.

B. THE PROPOSED DIGITAL SIGNATURE SCHEME (PDSS)
This section presents our proposed signature scheme (here-
inafter PDSS). The security of the scheme is based on the
intractability of ECDLP and the robustness of bilinear pair-
ing. In general, the proposed signature scheme consists of six
phases, i.e. Setup, Set-Partial-Private-Key, Set-Secret-Value,
Set-Public-Key, Sign and Verify.
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1) SETUP

Let the notation E/E,, denote an elliptic curve E over a prime
finite field E),, defined by an equation: y? = x3+ax+b, where
a, b € F), are constants such that A = 4a3 + 272 #0A =
42327b? # 0. All points P; = (x;,y;) on E and the infinity
point O form a cyclic group G under the operation of point
addition R = P + Q defined based on the chord-and-tangent
rule. In addition, we define t-P = P+ P+...+ P (¢t times) as
scalar multiplication, where P is a generator of G with order n.
The Elliptic Curve Discrete Logarithm Problem (ECDLP) is
defined as follows: given a group G of elliptic curve points
with prime order n, a generator P of G and a point x - P,
it is computationally infeasible to derive x, where x € Z.
Moreover, Let G and G be the cyclic group with the same
prime order ¢ where G is an additive cyclic group and G»
is a multiplicative cyclic group. Let e : G| x G; — G; and
Va,b e Z;, VP, Q € Gy : e(aP, bQ) = e(P, o).

Given a secure parameter k, BC gateway(BCG) chooses
two groups G and G, with the same prime order ¢ and a
bilinear pairing e: G1 x G1 — G2, where P is a generator of
G1.Next, BCG chooses arandom number s € Z:; as its master
private key and then computes its corresponding master pub-
lic key PK pcGg = s - P. After that, BCG chooses three secure
hash functions, i.e. Hi: {0, 1}* x G; — Z*, Hy : {0, 1}* x
G xG| —> Z; and H3: {0, 1}*x G x G x G| — Z;. Finally,
BCG publishes Gy, Ga, q, ¢, P, PKpcg, H1, Ha, H3, e(P, P)
as public parameters.

2) SET-PARTIAL-PRIVATE-KEY

Given the public parameters, i.e. Params = {G1, G2, q, e, P,
PKpcg, Hi, Hy, H3, e(P, P), master private key s, and the
user U;’s identity ID;, BCG generates a random number
ri € Z; and calculates

R; = ri-P, hi = H\(ID;, R;, PKpcc),
s; = ri+h;-smodq, and o, =s;1~P

Then, BCG sends the partial private key (R;, o;,) back to
the user. Upon receiving (R;, 0;,) from BCG, the user U; ver-
ifies the validity of the incoming message via the following
equations:

Computeh; = H (ID;, R;, PK pcc),
and Check if
e (oi,, Ri + hi - PKpcg) = e(P, P)?

If the verification holds, the user U; believes that the partial
private key is valid. The correctness of the verification is

e (o3, Ri + hi - PK cG)
=e(s;' P, (r; P+hi-s-P))
e (it hi-s)™ P Gi i) - P)

e (P, P) (rithi-s) 1 x (rithi-s)

(ri+h;-s)

e(P, P)Uithi) = ¢(P, P)
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3) SET-SECRET-VALUE
Given Param, the user U; chooses a random number x; € Z;‘
as his/her secret value.

4) SET-PUBLIC-KEY
Given Params and x;, the user U; sets PK; = x; - P as his/her
public key.

5) SIGN
Given Params, (s;, R;), hi, x;, PK; and a message m, the user
U; computes
ki = Hy(ID;, PK;, R;, PK pcG, m)
and
oy = (ki - si +x;) " - P.

After that, the user returns (m, R;, o;,)to the verifier as the
signature of m.

6) VERIFY
Given Params, PK; and (m, R;, 0;,), the verifier computes

h; = H1(ID;, R;, PK pcG)
and
ki = Hy(ID;, PK;, R;, PK pcG, m).

Next, the verifier verifies the validity of the signature o;, via
the following equation:

Check if e (oi,, ki - (R; + hi - PKcg) + PK;) = e(P, P)?

If the aforementioned equation holds, the signature o;,is
valid. The correctness of the verification is

e (0iy, ki - (R; + hi - PK pcg) + PK)
=e<(ki'si~|—xi)_1 ‘P,ki-(ri~P+hi~S~P)+xi'P)

= e(tki - (ri + hi =) + 517" - P, [ki - (ri + hi - 8) + xi] - P)
=e(P P)[ki‘(ri+hi'5)+xi]7lX[ki'(ri"‘hi‘s)"‘xi]

(ki (ri+hi-s)+x;]
= e (P, P) ki Cithis)+x]

=e(P,P)

C. PRIVACY PREFERENCE PRESERVING

Since user preferences are stored in the blockchain network,
user privacy and data confidentiality should be considered.
Among different confidentiality and privacy preserving tech-
nologies for blockchains [11], this study lets the BC gateway
encrypt user preference on the user’s behalf and store the
encrypted user preference in the blockchain network.

Fig. 8 illustrates the process for a user to express his/her
privacy preference on an IoT device. A gateway has a root
key K to encrypt user preferences. As shown in Fig. §, when
the gateway receives a user U;’s privacy preference PP; on
a privacy policy P;, the gateway will generate a nonce N;
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FIGURE 9. Intelligent access control on loT devices.

and a key K = H (K| |N;| |PK;) by passing the values

of K, N;, PK to a hash function H(). After encrypting the
privacy preference along with the key KN’ , the gateway

stores the encrypted message EM = E N; (PP [|P;|IT; )
U
ir,
the blockchain network, where a tlmestamp T;j is maintained.

Hereafter, the gateway can obtain a transaction ID T1D;; for
the transaction that stores the message. Therefore, the gate-
way can provide the transaction ID to its smart contract.
Finally, the gateway transfers the transaction ID (i.e. TID;;)
and the key (i.e. KU ) to the user so that the user can

verify that his/her prlvacy preference is really stored in the
blockchain network.

D. INTELLIGENT ACCESS CONTROL ON

IoT DEVICES (e.g., Fig. 9)

Once the user U; would like to perform a service corre-
sponding to a set of IoT devices, U; produces a signa-
ture on the privacy preference PP;. That is, given Params,
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(si, R), hi, xi, PK; and PP;, the user U; computes k; =
H>(ID;, PK;, R;, PK pcG, PP)) and oij = (kijj - si + x,')_l
Note that R; = r; - P, h; = H{(ID;, R;, PKpcg), and s; =
ri + h; - s. After that, the user sends (PPj, R;, ojj)to the BCG
as the signature of PP;. After that, BCG computes h; =
H] (ID[, Ri, PKgcg) and kij = Hz(lDi, PK,', Rl’, PKgcg, PP]')
with a given dataset including Params, PK; and (PP}, R;, 0y)).
Next, BCG verifies the validity of the signature o;; via the fol-
lowing equation: if e (o3, kij - (R; + hi - PKcg) + PK;) =
e (P, P)? If the aforementioned equation holds, the signature
ojj is valid.

e (Uij’ kl] . (Rl + hi . PKBCG) =+ PK!)

- 6((k,-j~s,-+x,-)—1 'P’kij'(”i‘P+hi~S~P)+xi-P)

= ¢ (P, P)lkir Cithisytu] kg Githis)txil — o (p. p)
Upon successfully verifying o;;, BCG generates a random
number and computes r;; € Z; and calculates R;; = ry -

Pl = Hl(ID,,RU,O’U,PKBcg) sij = rj + L - s, and
OBCG = s L.p. Then, BCG sends (Rj;, opce) back to the user.

VOLUME 6, 2018
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Upon receiving (R;j, opcg) from BCG, the user U; verifies
the validity of the incoming message via the following com-
putations: (1) calculate [;; = Hy(ID;, R;;, 05, PK pcc), and
(2) check if e (O’BCG, Rij + 1 - PKBcg) = e(P, P)? If these
two verifications hold, the user U; believes that opcg is
valid.
e (oBca. Rij + lij - PK cg)
= e(si;l - P, (r,-j~P+ll~j-s-P))
— o (P, PV < Citis) — o(p, P)

Next, the user U; sends an access token, i.e. Token =

(PPj, R;, 0jj, Rij, opcc) to the corresponding smart devices Dy.

At each IoT-based device Dy side, Dy will verify o;; and
opcg to ensure whether the access behavior is valid or not.
A success acknowledgement will be sent to the user U; if the
verifications of 0;; and opcc are passed. Otherwaise, a Failure
result will be sent out by Dy.

IV. PERFORMANCE EVALUATION

In this section, we present the performance evaluation of
PDSS and smart contract management on the Ethereum
blockchain platform to examine the practicability of our pro-
posed BC gateway.

A. PERFORMANCE EVALUATION OF PDSS

We implement each security component of PDSS on a popu-
lar IoT-based testbed, i.e. Raspberry PI III Model B, and cal-
culate the corresponding computation cost. Table 1 presents
the implementation environment, where Raspberry PI III is
simulated as a smart device and all of the security components
are programmed via Oracle Java 8 and Eclipse 3.8. Based on
the experiment results, Table 2 shows the computation cost of
each security module adopted in PDSS.

TABLE 1. Implementation environment.

Broadcom BCM2837@1GHz Quad-Core ARM
Raspberry | Cortex-A53 64Bit Processor
PIIII 1GB DDR3 RAM
SanDisk 8GB Class 10 SD Card
Debian 8 (Raspbian 2016/10)
Oracle Java 8 for ARM
Eclipse 3.8

Software
Platform

TABLE 2. Computation cost of each security module in PDSS.

Security Module Cost
Random number generator (96 bits) 0.5ms
Hash function (SHA-512 with input 1000 bits) | 7ms

ECC Pairing (384 bits) 240ms
ECC point multiplication (384 bits) 4ms
ECC point addition (384 bits) 2ms

For each signature signing and verification in PDSS,
we require a one-way hash function (SHA-512 with input
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1000 bits) to be performed three times, ECC pairing (384 bits)
to be performed once, ECC point multiplication (384 bits) to
be performed four times, and ECC point addition (384 bits)
to be performed three times. The total computation cost of
PDSS is nearly 283 ms, which is practical and reasonable for
application development in real world.

B. IMPLEMENTATION OF THE PROPOSED BC GATEWAY
In this section, we implement a prototype system to
verify the practical potential of the proposed BC gate-
way. The experimental environment contains three entities,
i.e. the Ethereum network, the BC gateway and the client
application.

First, we construct a private Ethereum network, which
is executed on a desktop with Intel Core 17-3770 3.4GHz
CPU and 16GB RAM running Windows 10. In the
experiment, we fix the mining difficulty to 0x4000.
Second, the BC Gateway is simulated on the NVIDIA Shield
TV with NVIDIA®) Tegra® X1 processor and 3G RAM.
The NVIDIA Shield TV is not only a simple game con-
sole (or streaming device) but acts as a hub for the home
which can handle the requests and the responses of the
IoT devices. Third, the client application is implemented on
users’ smartphone, where an LG Nexus 5X with Android 8.0
(Oreo) is adopted. The interface of the client application
can be utilized for users to express (or input) their privacy
preferences. We summary all of the above detailed speci-
fications in Table 3. In the following, we demonstrate our
implementation and the corresponding screenshot as shown
in Figures 10-16. Note that in our experiment, the access
to the IoT device is strictly controlled based on the privacy
policy. Without the user’s consent, access is not allowed to
the IoT device.

TABLE 3. Experimental evironment.

System Oé);sr?;;lg Processor Storage
Desktop Intel Core
(Ethereum Windows 10 i7-3770 500 GB
Network) 3.4GHz
NVIDIA®
NVIDIA Shield . Tegra® X1
Android 7.0 processor with
vV 16GB
(Gateway) (Nougat) a 256-core
GPU and 3GB
RAM
LG Nexus 5X . 1.8GHz
(Client Anfgr)éi)&o hexa-core with 16GB
Application) 2GB RAM

The device administrator will first invoke a trans-
action to store device information and the associated
privacy policies. Then the administrator can create a Device-
Manager smart contract of the device with the addresses of
the device information and privacy policies. After getting the
address of the smart contract, the device administrator can
provide the address to a gateway administrator. Next, the
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Add User

0x02a49580ca2d29579eb27db110306513b1095fa0

FIGURE 10. The step for the device administrator to add the address of
the smart contract for the device.

‘You want to bind 0x02a49580ca2d2957%

b27db110306513b1095fa0 to the gateway
in 0x05ed83ed2bada3cc0245481af00al1c3
564f533eb?

CANCEL OK

FIGURE 11. The step for the device administrator to confirm the binding
relationship.

Add device
0x02a49580ca2d29579eb27db110306513b1095fa0
successfully!

FIGURE 12. The screenshot of the successful binding popup message.

gateway administrator keys in the address of the DeviceMan-
ager smart contract and invokes a request to bind the device to
the GatewayManager smart contract of a BC gateway, which
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L0 Devices

Temperature Sensor
0x02a49580ca2d29579eb27db11030 v

=
L= 6513b1095fa0
@ Setting - 7ddf2301-24c7-4af5-974¢-363370f
4c0c2
Name Temperature Sensor
Type Sensor

Manufacturer Name

Manifarturar |l

BRI R EIRAR

httn-llwnanar ntiet ado twe/hnma nhn

FIGURE 13. The device information provided by the BC gateway.

Policy 1
Provide temperature data in the room

Collector Name CollectorA
Collector Email ca@mail.ntust.edu.tw
Collector Phone 0987427888

Dispute Type Applicable Law

Dispute Organization NTUST
Access We do not collect identified data
Remedies Law

Purposel Type Research and Development

Purposel Description Improve service provided by our company.

Datal Type Other

FIGURE 14. The privacy policy of the device provided by the BC gateway.

0 @ 8 @ 401

Device Information

a0f83ebb-cd9b-49¢3-
afa6-fd5¢580dd6d6

Name Pulse Oximeter

UDN

Type Sensor
Manufacturer
Name
Manufacturer
url

Serial Number 3176927193

Pulse Oximeter, Blood
Oxygen Monitor
https://www.amazon
.com/Pulse-Oximeter
-Blood-Oxygen-Monitor
/dp/BOOHXX0332
Provide an affordable
yet accurate way for
spot-checking blood
oxygen saturation levels
and pulse rate

Location 25.013068,121.541651
UPC BOOHXX0332

Facelake

http://facelake.com/

Model Name

Model Url

Model
Description

FIGURE 15. Device information on user’s smartphone.

is showed in Figure 10. Then the device administrator will
receive this binding request and decide whether to accept,
which is illustrated in Figure 11. If the device administrator
accepts the request, the DeviceManager smart contract will
record the address of the GatewayManager and finish the
binding process. A successful binding will be launched as
shown in Figure 12. Now the users is able to ensure that the
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oK

< Report Information

Report DEVICE INFORMATION

Version 1.0

Description  Privacy report of the oximeter

We may collect data as follows.

Policy 1 Decline Agree
The service can get the -
pulse rate of the sensor.

Po"cy 2 Decline . Agree
The service can get the -

oxygen saturation of the
sensor.
Collector Name Chance
Collector Email hcc@gmail.com.tw
Collector Phone 0988415875
Dispute Type Applicable Law
Dispute Organization ECHR
Access Other Identified Data
Remedies Correct Law Money
Purpose1 Type Individual Analysis

We will analysis the data and
Purpose1 Description notify the related organizations
if it is necessary.
Health Information
The oxygen saturation.

Datal Type
Datal Description

FIGURE 16. The content and selection bars of the Privacy policies on
user’s smartphone.

device administrator has confirmed the binding relationship
between the device and the gateway.

Afterwards, the administrators can view the information
and privacy policies of the device connected to the BC
gateway, which are displayed in Figure 13 and Figure 14.
The format of the privacy policy is represented by Platform
for Privacy Preferences Project (P3P), which provides the
description for the collection and use of data. On the other
hand, the user can use his/her smartphone to connect to
the BC gateway and also view the information and privacy
policies of the device, which are depicted in Figure 15 and
Figure 16. Further, the user will utilize the application of the
smartphone showed in Figure 16 to decide whether or not to
agree with the privacy policies of an IoT device.

C. PERFORMANCE EVALUATION OF SMART

CONTRACT MANAGEMENT

To evaluate the performance of the operations of the smart
contract, we execute our experiment on a Asus ZenBook
UX430UQ with Intel Core™ i7-7500U processor, 16GB
2133MHz DDR4 RAM, and 1T SATA3 M.2 SSD. The
experiment is conducted as illustrated in Fig. 17, in which
three major components, i.e. client-side application, geth
node and backend application server, are designed. First, this
study implements a client-side application with JDK 8ul51,
and a server side Web application using JDK 8ul51 and
Java EE 7. In addition, we deploy the server side application
on a Tomcat 8.0.27 Web application server (listening on
port 8080). Finally, this study adopts Geth v1.7 to launch
a single node Ethereum private chain. The node listens to
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a®

(: p) 8080
Client Side @ o—] Application
Application ¢ -—-—----——, Server
/
rs
/
T ™\ ¥
? 8101
Geth node

FIGURE 17. The experiment conducted for performance evaluation of the
smart contract.

JSON-RPC requests on the 8101 port. This study embeds
a Geth wallet file in the client side application. Therefore,
we can obtain the public/private key pair and the associated
wallet address from the file. Similarly, this study embeds an
another Geth wallet file in the server side application. The
performance is measured via the following metrics T1 to TS.
Note that for each of the metrics, we perform the experiment
10 times and retrieve an average value as the experiment
results.

o Criterion T1 models the following processes. First,
the client sends its id, public key and a random number
rl to the application server. The server then exploits
the elliptic-curve Diffie-Hellman (ECDH) algorithm to
generate a shared key K with the client’s public key
and the server’s private key. Next, the server generates
a random number 12, and encrypts the random numbers
rl and r2 with K. Note that the encryption algorithm
is the Advanced Encryption Standard (AES). After that,
the server sends the encrypted message Ex (rl, r2) with
the server’s public key to the client. The above processes
are represented as criterion T1. Based on our experi-
ment, we obtain an average time of 28 ms for T1.

« For criterion T2, the client uses its private key and the
server’s public key to generate the shared key K via the
ECDH algorithm. Then, the client decrypts Eg(rl, r2)
and retrieves r2. Finally, the client computes Ex (r2) and
sends Eg(r2) to the server. Once the server decrypts
Ex(1r2) and verifies 12, the server will sends a success
(or failure) acknowledgement to the client based on the
verification result. The above processes are represented
as criterion T2. According to our experiment results,
we get an average time of 15 ms for T2.

o Criterion T3 models the client producing a digest and a
digital signature of an agreement, as shown in Fig. 18,
with a size of 2K bytes. In our experiment, the hash
function is the SHA-256 algorithm, and the digital sig-
nature scheme is the Elliptic Curve Digital Signature
Algorithm (ECDSA). An average time of 8 ms is cal-
culated for T3.

o Criterion T4 models the processes of uploading a smart
contract to the server, and then the storing of this smart
contract in the blockchain by the server. The computa-
tion time required for T4 is 15068 ms (around 15 secs)
on average.
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contract Agreement {
address owner;
string public datasig = "";
string public sigR ="";
string public sigS
function Agreement(string _ds, string _sigR, string _sigS) public {
owner = msg.sender;

datasig = _ds;
sigR = sigR;
sigS = _sigS;

3

modifier onlyOwner {
require(msg.sender==owner);

s

function kill( ) onlyOwner public {

selfdestruct(owner);
1

}
function getDataSig( ) public constant returns (string) {
return datasig;

H

function getR( ) public constant returns (string) {
return sigR;
B

function getS( ) public constant returns (string) {
return sigS;
¥

1
5

FIGURE 18. The agreement adopted in our experiments.

« Criterion TS represents the data query process for a
smart contract at the server side. The experiment results
show that retrieving a smart contract from the blockchain
requires 1399 ms, on average.

V. CONCLUSION

To enable 10T service providers to obtain user consent on
privacy policies without modifying (or replacing) legacy IoT
devices immediately, this study has proposed the Blockchain
Connected Gateway. The BC gateway plays the role of a
mediator between users and IoT devices: users can obtain
the device information and privacy policies of an IoT device
connected to a BC gateway and access the device via the BC
gateway rather than accessing the device directly. Therefore,
the BC gateway can prevent the device from obtaining sensi-
tive personal data unless users accept the privacy policies of
the device. Moreover, the BC gateway will store a user’s pref-
erence regarding privacy policies in the blockchain network.
Because data stored in the blockchain network are tamper-
resistant, user preference data stored in the blockchain net-
work can be utilized to resolve disputes between users and
10T service providers. Therfore, this paper can contribute to
improving user privacy and trust in IoT applications while
legacy IoT devices are still in use.
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