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ABSTRACT The cyber physical system (CPS) has gained considerable success in large-scale distributed
integration environment. In such systems, the sensor devices collect data which would be disseminated via
reliable manner to all interested co-operant entities from the physical world. However, highly unreliable
environment of CPS, for example, a number of limitations of existing network middle wares, makes secure
and reliable data distribution services a challenge issue. In this paper, we propose a new architecture called
secure pub-sub (SPS) without middle ware, i.e., blockchain-based fair payment with reputation. In SPS,
publishers publish a topic on the blockchain and subscribers specify an interest message by making a deposit
to subscribing the topic. Then, if the interest message matches the topic, the publisher transmits the encrypted
content of the topic to the blockchain such that the subscribers can decrypt the ciphertext to obtain the content,
and mark the publisher as its reputation. Finally, the publisher receives the payment from the subscriber. The
new proposal provides confidentiality and reliability of data, anonymity of subscribers and payment fairness
between the publishers and subscribers. Different from the traditional pub-sub services, no trusted third
party is involved in our system due to employing blockchain technique. The security of the proposed SPS
is analyzed as well. The implementation of the protocol on Ethereum of smart contract demonstrates the
validity of SPS.

INDEX TERMS Blockchain, fairness, reputation, anonymity, publish/subscribe, cyber physical systems.

I. INTRODUCTION
Cyber physical system (CPS) [1]–[4] has gained significant
success in large-scale distributed integration environment in
recent years. As claimed byNSF, CPS is a systemwhere phys-
ical and software components are deeply intertwined, each
operating on different spatial and temporal scales, exhibiting
multiple and distinct behavioral modalities, and interacting
with each other in a myriad of ways that change with context
[5]. In such systems, large amount of entities collaborate with
each other to achieve certain goals. They collect data with
sensors in physical world and feed the data to computing
resources. Then, cooperative entities in CPS can make a

decision with sharing data and knowledge. CPS makes the
communication between physical and computer components
more and more scalable and flexible, which has a variety
of applications in smart grid, medical monitoring, process
control systems, robotics systems etc. Other applications of
CPS include unmanned vehicle groups, vehicular networks
[6] and autonomous transportation systems that need large
amount of entities to collaborate with each other. Secure and
reliable data share services [7] is essential but difficult in
these applications. Due to various reasons, temporary failures
and noises in communication make the reliability of partici-
pating entities problematic. In addition, in existing network

VOLUME 6, 2018
2169-3536 
 2018 IEEE. Translations and content mining are permitted for academic research only.

Personal use is also permitted, but republication/redistribution requires IEEE permission.
See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.

12295

https://orcid.org/0000-0002-1023-6549


Y. Zhao et al.: Secure Pub-Sub: Blockchain-Based Fair Payment With Reputation for Reliable CPSs

middle ware cannot handle the case when providing such
services in CPS.

Pub-sub (publish/subscribe) services provide loose-
coupling property and inherent asynchronous communica-
tion. There are three types of pub-sub services, namely
topic-based, type-based and content-based. The topic-based
pub-sub service is that a publisher publishes a topic and a
subscriber matches the event of interest with this topic. The
type-based pub-sub service is filtering events according to
their type and the subscriber matches event type directly.
In content-based pub-sub services, a subscriber expresses the
event content with certain predicates andmatches only satisfy
such predicates. Wang et al. [8] and Esposito and Ciampi [9]
investigate the security issues and requirements of pub-sub
service including confidentiality, integrity, availability etc.
The primary threats in pub-sub system are confidentiality
and reliability of data and anonymity of subscribers. In fact,
the publisher submits the event of data and inspires provided
confidentiality that only the subscriber can know it. Similarly,
a subscriber wants to protect his privacy and anonymity
from his subscriptions. For example, on social network,
user’s subscription may leak his habit, hobby and even his
identity. For simplicity, we denote the publisher by P and the
subscriber by S. A number of solutions have been proposed
to solve the issues of confidentiality and anonymity between
P and S.

A. RELATED WORK
Tariq et al. [10] and [11] presented an approach to
offering confidentiality and authentication in broker-less
publish/subscribe service by using identity-based signcryp-
tion [12] to sign and encrypt the data. Additionally, this
approach brings fine-grained key management. The propos-
als in [13] and [14] follow this approach to constructing
secure publish/subscribe system by using fuzzy identity-
based encryption or hierarchical identity-based encryption
(HIBE). Anusree and Sreedhar [15] realized confidential-
ity in the broker-less publish/subscribe service along with
forward secrecy and unforgeability by using Elliptic Curve
identity based signcryption technique [16]. Malpure and
Deshmukh [17] suggested to utilize attribute-based encryp-
tion (ABE) to provide secrecy and authentication in broker-
less publish/subscribe services. Shitole and Gujar [19] used
the Elliptic Curve Cryptography (ECC) algorithm to reduce
the computational cost and the memory cost. Furthermore,
this system supports dynamic news in which the subscriber
can send updated requests and the publisher can validate
the update. Ion et al. [20] combined attribute-based encryp-
tion and searchable encryption to design and implement a
novel publish/subscribe system. It supports data confiden-
tiality and access control such that only authorised parties
can access it. Khoury et al. [21] proposed P3S, a novel sys-
tem architecture to protect confidentiality of published data
and the privacy of subscriptions. Yang et al. [22] proposed
attribute-keyword based data publish/subscribe (AKPS) to
protect the privacy of the published data by using a new

dual-policy framework supporting multiple publishers and
subscribers.

To protect subscriber’s anonymity in publish/subscribe ser-
vices, Daubert et al. [23] presented a new method called
Probabilistic Forwarding (PF) whose core is shell game
algorithm. Lee et al. [24] introduced the notion of anony-
mous subscription with conditional linkage, where the sub-
scriber can anonymously access to modern web services.
Yuen et al. [25] suggested a new security requirement called
publisher authenticity which requires only the authenti-
cated publisher can publish certain types of events, and
identity-based signatures were used to achieve publisher
authentication.

Bitcoin, a decentralized cryptocurrency, was proposed by
Nakamoto [27] in 2008. Blockchain, a hash-based data struc-
ture, is the core technology of bitcoin. Each block has a block
header, a hash pointer to the previous block and a Merkle
hash tree (MHT) that digests of transactions in the block in
an efficient way. A trusted third party is not needed but the
majority of peer nodes in this network are honest to resist 51%
attack. The decentralization of blockchain can benefit many
applications such as distributed storage systems [28], [29],
micropayment [30], secure multiparty computation [31]–[34]
etc.

Payment service is an integrant of some CPS systems
such as smart grid, autonomous transportation systems, med-
ical monitoring and automatic pilot avionics. Payment fair-
ness without a trusted third party while keeping content’s
confidentiality and user’s anonymity is highly needed in
these applications. In the payment scenario, the publisher P
receives payment from the subscriber S and S can receive the
content of interested subscriptions. However, P and S do not
trust each other in the payment system, which leads to a num-
ber of urgent and important issues including confidentiality of
the content, anonymity of subscriber, payment fairness to be
addressed.

B. CONTRIBUTIONS
To solve the aforementioned problems, in this paper, we pro-
pose a new protocol called secure pub-sub (SPS), blockchain-
based fair payment with reputation for reliable CPS. In SPS,
publishers take advantage of hybrid encryption to guarantee
the confidentiality of data, encrypt the data and transmit the
ciphertext to matching subscriber. Subscribers receive the
notification and decrypt the ciphertext to obtain the content.
Further, weak anonymity of the subscribers is guaranteed by
borrowing Bitcoin’s pseudonym system. As the publisher and
the subscriber do not trust each other, we take advantage of
blockchain to make sure that an honest publisher can get the
deposit of a malicious subscriber and an honest subscriber
can withdraw deposit for malicious publisher. We use the
reputation system such that a subscriber can evaluate the pub-
lished event and mark the publisher based on his reputation.
Finally, the smart contract validates our protocol, which can
be used to the CPS for secure data sharing in general payment
applications.
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C. PAPER ORGANIZATION
The remainder of this paper is organized as follows. We give
some preliminaries in Section 2, and present protocol model
in Section 3. The detailed SPS protocol is given in Section 4.
The security analysis and evaluation of the protocol are given
in Section 5. Finally, we conclude the paper in Section 6.

II. PRELIMINARIES
In this section, we review the publish/subscribe system, bit-
coin system, smart contract and ethereum that will be used
in this paper. Then, we describe the framework of reputation
system.

A. PUBLISH/SUBSCRIBE SYSTEM
As shown in Fig. 1, there are three participants in a traditional
publish/subscribe system namely the publisher, the subscriber
and the broker. The publisher publishes a message event
and the subscriber submits subscription that is a message
of interest. Then, the broker matches the subscription and
the event between the subscriber and the publisher. With the
help of the broker, the publish/subscribe network routes and
forwards the packets of the event to the matching subscriber.

FIGURE 1. Publish/subscribe system.

B. BITCOIN SYSTEM
We review two important tricks of bitcoin system called
address and transaction. Bitcoin system makes use of public
keys of a user rather than names as his/her pseudonyms,
and the address is the hash value of the user’s public key.
Each user has a key pair: a private key SK and a public
key PK . SK is used to sign a transaction and PK is used
to validate the signature of the transaction. If a subscriber S
wants to pay a publisher P d bitcoins, he makes a transaction
Tx = (Ty,PKP, d, t, SigS (Ty,PKP, d, t)) where Ty denotes
the previous transaction with the value at least d and no
double-spending. (Ty,PKP, d, t) denotes by body, and t is the
lock time. If the signature is correct, the transaction is valid.

In the real bitcoin system, the transaction is flexibly
defined by using the input-script and output-script. The
scripting language of bitcoin is a stack based language [35]
which is not turing-complete, with no loops. It supports the
operations of hash function and basic signature algorithm.
Table 1 illustrates a standard transaction.

In transaction Tx , Ty denotes the previous transaction.
In-script is the signature of subscriber S on body of [Tx].
Out-script denotes the verification statement and the value is
d bitcoins. Lock time indicates the transaction is valid only
after time t .

C. SMART CONTRACT AND ETHEREUM
Smart contract was proposed by Szabo [36], which has been
expanded to blockchain. It is self-executing programming
code with implementated digital contract in a secure environ-
ment. The ethereum [37] is a platform and a programming
language that makes developer build next-generation dis-
tributed applications. It runs exactly as programmed without
any possibility of downtime, censorship, fraud or third party
interference. Ethereum can be used for programming, scat-
tered, guarantee and trading anything such as vote, financial
exchanges, the company management, contract most of the
agreements and the intellectual property rights.

D. REPUTATION SYSTEM
Our protocol considers the behavior of a publisher and a
subscriber for the reliability of the data. If a publisher has
high reputation value, the subscriber can subscribe his topic.
This is an incentive mechanism and an effective approach
to monitoring the publisher. In our protocol, we set θ as the
threshold value of reputation. If a publisher’s reputation value
R is greater than θ , the publisher is believable. We utilize the
method which is used in social network [38] to instantiate a
reputation system.

Reputation value assessment uses multi-dimensional way.
When a publisher publishes the topic of message event,
we compute the sum of score of explicit rating (from 0 to
1 score) and implicit rating as its reputation value. The two
rating have different weight value α, β, respectively. The
explicit rating is the direct evaluation for the message event.
The implicit rating is based on the subscriber of positive activ-
ity and negative activity. The score of positive and negative
activity is shown in Table 2.

The implicit rating scores are calculated separately for pos-
itive activity score and negative activity score. P represents
the positive activity score. It is derived by summing the score
Pejk of ne positive activities for md subscribers who mark the
publisher.

P =
md∑
j=1

ne∑
k=1

Pejk .

The negative activity scoreN is calculated by incorporating
the scores of negative activity. The negative activity score
N is the sum of score Nejk of ne negative activities for md
subscribers who mark the publisher.

N =
md∑
j=1

ne∑
k=1

Nejk .

TABLE 1. Transaction Tx .
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TABLE 3. Function FR as the reputation function.

TABLE 2. Score table.

The implicit rating E is calculated based on the positive
activity score P and the negative activity score N . The log
function is used to alleviate the problem that the implicit
rating values dramatically change for only a few rating values.

E = (
1
2
e

P
md +

1
2
e

N
md − 1).

The explicit ratingD is calculated based on the score ofDrj
for md explicit evaluation scores.

D =
1
md

md∑
j=1

Drj.

The final reputation value R is computed by R = αD+βE .
For simplify, we define encapsulation function FR to express
marking the publisher. As shown in Table 3, FR is used
to derive the reputation value. First, set the reputation list
to be empty. Publisher submits topic to obtain the initial
reputation value and update the reputation list. The subscriber
can use the reputation list and submit subscription. Finally,
the subscriber returns the reputation value.

III. COMPONENTS AND SECURITY MODEL OF SPS
In this section, we describe the components of our protocol
and its security model.

A. SPS MODEL
As shown in Fig. 2, SPS has multiple publishers, logical
sensors and multiple subscribers. Firstly, the publishers col-
lect data stream with sensors and publish a topic. The sub-
scribers submit subscription, and the publisher matches the
topic and the subscription. Then, the publisher sends the
matching event into bitcoin system. The subscriber receives
the notification to analyze the situation and provides feedback
to control the physical processes. At the same time, he pays
to publisher based on reputation rating. Finally, the publisher
who publishes the topic can obtain bitcoins and reputation
value.
Definition 1: A SPS is a tuple of polynomial time

algorithms SPS = (Setup, Publish, Subscribe, Match,
Verification and Payment) such that:

FIGURE 2. SPS model.

• (params)← Setup(1κ ): This is a probabilistic algorithm
that takes a security parameter κ as input and outputs
public parameter params.

• (Topic,R,TP)← Publish(params,FR): The algorithm
takes public parameter params as input and runs reputa-
tion function FR. Then, it outputs the reputation value
R, Topic and makes transaction TP.

• (TS ,F) ← Subscribe(params,FR,Topic): The algo-
rithm takes Topic and params as input and runs repu-
tation function FR. Then, it outputs the transaction TS
for the subscription F .

• (TP′ ,C) ← Match(params,M ,Enc): The algorithm
takes params and M as input and uses the symmetric
encryption algorithm Enc to encrypt the message M .
Then, it generates the ciphertext C and matches trans-
action TP′ .

• (TS ′ ,R)← Verification and Payment(params,M ,FR):
The algorithm takes public parameter params and M as
input and runs reputation function FR. Then, it outputs
reputation value R and transaction TS ′ .

B. SECURITY REQUIREMENTS
In the following, we will consider security properties of
our SPS, which are defined the same as in broker-less pub-
lish/subscribe [10].
Confidentiality: In a broker-less environment, the message

transmitted from publisher to subscriber is protected from
illegal modification. The subscriptions of subscriber are con-
fidential.
Authentication: In SPS, only the authorized publisher is

able to publish events to system to any third parties.
Scalability: In SPS, the number of subscribers should be

scalable.
Completeness: The completeness says that if an honest

publisher P and an honest subscriber S perform the protocol,
the honest publisher P can obtain bitcoins with reputation
value and the honest subscriber S can receive required data.
Moreover, the honest subscriber S can redeem his deposit.
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TABLE 4. Transaction TP .

TABLE 5. Transaction TS .

TABLE 6. Transaction TM .

TABLE 7. Transaction TPay .

Fairness: If a malicious subscriber S executes the SPS pro-
tocol, he cannot get his deposit back and an honest publisher
can obtain the deposit of subscriber. If a malicious publisher
executes the SPS protocol, his reputation value will be set to
zero.
Anonymity: A subscriber executes the SPS protocol,

nobody can link the pseudonym to his real identity, such as
the his ID-card number, telephone number etc.

C. POTENTIAL ATTACKS
The following attacks might exist in a SPS system.
Denial of Service Attack: An attacker can post a mass of

events to network layer and make the system crash.
Unfair Mark Attack: Same as sybil attack, Unfair mark

attack states that an attacker forges lots of subscribers to give
the reputation score.
Collusion Attack: Many subscribers may get together to

give the reputation rating. This is an extension of unfair rating
attack.
Re-Entry Attack: An attacker has many malicious entries

to the network. When he has low reputation value, he can
register as new publisher.

IV. BLOCKCHAIN-BASED FAIR PAYMENT
WITH REPUTATION
A. OVERVIEW
In our SPS protocol, we focus on confidentiality of the
content, anonymity of subscriber, and fair payment between

publisher and subscriber with the reputation value to efficient
reduce the time of subscription and raise reliability of system.
First, a publisher collects data stream and publishes his topic
to bitcoin system. Then, a subscriber makes deposit and uti-
lizes the ElGamal encryption scheme [39] to encrypt the topic
and posts subscription to publisher. After that, the publisher
matches the topic and the subscription. He encrypts the data
with symmetric encryption algorithm and sends the ciphertext
of data to subscriber. Finally, subscriber will pay andmark the
publisher. Meanwhile, subscriber decrypts the ciphertext and
analyzes the data and provides feedback to control the physi-
cal process. In SPS protocol, the subscriber must pay deposit
before submitting a subscription. The deposit is denoted by b
bitcoins in the transaction TS . We suppose the deposit value
always higher than the real payment. It can be redeemedwhen
a subscriber pays for his subscription.

B. THE DETAILED CONSTRUCTION
We present our SPS protocol, which is based on ElGamal
encryption scheme [39]. In SPS protocol, we assume every
party has ECDSA key pair (PK , SK ) and SigP(m) is used
to denote that using the secret key of P to sign on message
m. The SPS consists of following algorithms, Setup, Publish,
Subscribe, Match, Verification and Payment.

• Setup: It inputs security parameters κ and generates the
public parameters of system as follows. Uniformly and
independently choose prime p, q, where q|p−1 and one
generator g ∈ Gq. Choose a random value k ← {0, 1}κ ,
one collision-resistent hash function H : {0, 1}∗ → Gq,
and function H1 : {0, 1}κ → Gq which is efficiently
invertible.

• Publish: A publisher uses the function FR to generate
his reputation value. He randomly chooses x ∈ Zq, and
computes y = gx . He embeds y,Topic into transaction
TP (Table 4) and sends it into bitcoin system

• Subscribe:When a subscriber senses the posted topic, he
makes deposit by generating a timed commitment with
locked time t and value b and submits a subscription
for his interest. At first, the subscriber picks Topic, and
computes w = H (Topic). Then, he randomly chooses
r0 ∈ Zq, and computes the subscription F = {h, v1} as
h = gr0 , v1 = yr0w. Finally, the subscriber generates a
transaction TS (Table 5), and forwards it to the publisher.

• Match: Upon receiving the subscription, the publisher
verifies H (Topic′) ?

=
v1
hx . He randomly chooses k1 ∈

{0, 1}κ , r1 ∈ Zq and computes k ′1 = H1(k, k1), z1 = gr1 ,
z2 = hr1 · k ′1. Then, the publisher uses the symmetric
encryption algorithm to encrypt the message M , and
generates the ciphertext C = Enc(k1,M ). D denotes the
matched information {z1, z2,C}, and L denotes the hash
value of subscription F . Finally, the publisher sends the
transaction TM (Table 6) to the subscriber.

• Verification and Payment:When the subscriber receives
the transaction TM (Table 6), he checks its correctness.
First, the subscriber computes ks = z2z

−r0
1 , k ′s =
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TABLE 8. Transaction TRec .

TABLE 9. Transaction TP′ .

TABLE 10. Transaction FasuP .

TABLE 11. Transaction TS′ .

H−11 (k, ks). Then, he uses k ′s to decryptM = Dec(k ′s,C).
After the subscriber claims the message M , he will pay
to the publisher by posting transaction TPay (Table 7) to
bitcoin system and redeem the deposit with transaction
TRec (Table 8). At the same time, he runs the function
FR to mark the publisher.

If a publisher’s reputation R > θ , where θ is the threshold
value of the reputation system, we assume the publisher is
trusted and he can construct the transaction TP to publish a
Topicwithout making any deposit. Otherwise, we assume the
publisher with reputation value less than θ is not fully trusted,
then he needs to construct transaction TP′ (Table 9) with the
deposit of d ′ bitcoins in Publish.
In our SPS protocol, we also consider the situation that

when the reputation value for a deposit publisher increases
over the threshold value θ , then he can redeem the deposit
using transaction FasuP (Table 10).

Moveover, we consider two special cases in our system: the
first one is that the subscriber is malicious because he does
not pay for the received message and the other one is that the
publisher is not fully trusted, in which he does not have the
claimed message.
Case 1: If the subscriber is not trusted, the honest publisher

can submit transaction TS ′ (Table 11) to receive the deposit of
subscriber. In transaction TS ′ (Table 11), the lock time is t2.

TABLE 12. Transaction GetT .

Case 2: If the publisher is malicious, the subscriber can
obtain the publisher’s deposit by posting transaction GetT
(Table 12). And as a punishment, the publisher’s reputation
value will be set zero.
Correctness: In our protocol, the subscriber receives the

ciphertext C of data M , which can be correctly decrypted.
z1 = gr1 , z2 = hr1 ·k ′1,C = Enc(k1,M ),Topic = Topic′. The
subscriber computes

ks = z2z
−r0
1

= (hr1 · k ′1) · (g
r1 )−r0

= hr1k ′1g
−r0r1

= gr0r1k ′1g
−r0r1

= k ′1

which implies k ′s = H−11 (k, k ′1) = H−11 (k, ks) = k1. Then, he
decrypts M = Dec(k ′s,C). Thus, our protocol is correct for
honest publisher and subscriber.
Remark 1: In our SPS protocol, we assume that bitcion

system contains enough honest miners in which 51% attack
is unavailable. The blockchain is a secure environment, it has
enough bandwidth to prevent denial of service attack. For
transaction TS ′ and TRec, there is a deadline t2 < t . For
transaction GetT and FasuP, there is a deadline t3 < t1.
We assume that the messages to be authenticated is signed
by the party to avoid tampering.
Remark 2: As for unfair mark attack, we consider marking

the unfair score for event. In order to handle this situation,
we use the statistical method to compute standard deviation
for screening. For standard deviation SDi(Topici,E) of each
topic i, we compute

Fr(s) =

∑l
i=1 SDi(Topici,E)

l
,

where l denotes the sum of score for event. If Fr(s) > ρFr
that is unfair mark, where ρFr is the threshold value.
Remark 3: According to the reputation system, we will

base on the average score of all reputation values to deal
with collusion attack. A method to prevent publisher re-entry
attack is to link the IP address to the publisher as unique
identification. In our SPS protocol, the blockchain is a secure
environment that the number of subscribers are scalable. Only
the authorized publisher can publish the topic and obtain the
reputation value.

V. SECURITY AND IMPLEMENTATION
In this section, we firstly analyze the security of SPS, and then
report its performance.
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TABLE 13. Comparing with other schemes.

A. SECURITY ANALYSIS
We give four lemmas to demonstrate the security of the
proposed SPS protocol.
Lemma 1: Our SPS protocol satisfies the property of con-

fidentiality.
Proof: In SPS, publisher P encrypts message M with the

symmetric encryption algorithm and generates the ciphertext
C = Enc(k1,M ). Then, subscriber S decrypts the data by
M = Dec(k ′s,C) where k

′
s = k1. The message is confidential

if the underlying symmetric encryption algorithm is a secure
algorithm. The confidentiality of subscription is protected by
leveraging ElGamal encryption scheme. When the publisher
receives the subscription, he computes H (Topic′) ?

=
v1
hx and

obtains the topic. By the IND-CPA security of ElGamal
Encryption [40], we can achieve the confidentiality of data
and subscription.
Lemma 2: Our SPS protocol satisfies the property of com-

pleteness.
Proof: In normal case, when publisher P and subscriber S

perform the protocol, the publisher P will gain the bitcoin
with reputation value and the subscriber S receives data and
marks the publisher. At last, the subscriber S can redeem his
deposit.
Lemma 3: Our SPS protocol satisfies fairness.
Proof: Firstly, we consider that subscriber S is dishonest

and publisher P is honest. In this case, the subscriber S can
get the notification of data and deposit back before time t .
We assume the subscriber can get the notification and pay
nothing to publisher P. But he cannot redeem deposit before
time t . As mentioned in case 1, the publisher P can obtain the
deposit of the subscriber’s. In this case, dishonest subscriber
gets a contradiction. So, the probability for a cheating sub-
scriber winning in this case is negligible.

Then, we consider the case that subscriber S is honest but
publisher P is dishonest. As for the low reputation value of
publisher, his reputation value will be set zero. The subscriber
S may put the publisher into blacklist. At the same time,
based on case 2 the subscriber S will get the deposit. We say
that is contradictory with getting bitcoin and high reputation
value. So the probability for a malicious publisher winning
in this case is negligible. Therefore, our protocol satisfies the
security of requirement of fairness.
Lemma 4: Our SPS protocol achieves anonymity.
Proof: In our protocol, we use the bitcoin pseudonym

system to construct the SPS protocol. It can obtain weak
anonymity by using the pseudonym mechanism. The pub-
lisher P and subscriber S can not link the pseudonym to their
real identities. Thus, our blockchain-based SPS satisfies the
property of anonymity.

TABLE 14. The complexity analysis of SPS.

TABLE 15. Gas cost of the SPS.

B. PERFORMANCE ANALYSIS
In this section, we compare the performance
of our protocol with the protocols proposed recently.
Table 13 shows the comparison among the three schemes.
Tariq et al. [10], [11] are broker-less publish/subscribe
service and Huang et al. [41] is outsourcing computation
scheme. Tariq et al. [10] and [11] and our protocol pro-
tect the confidentiality of data that is verifiable. However,
Tariq et al. [10] and [11] do not consider the anonymity of
subscriber and fair payment problem. Huang et al. [41] solves
fair payment problem by involving semi-trusted third party.

C. PERFORMANCE EVALUATION
In this section, we provide performance evaluation of the
proposed protocol. The complexity analysis of our protocol
is shown in Table 14, where Exp denotes exponentiation in
Gq and Mul denotes multiplications in Gq. It is executed on
intel(R) Core(TM) i5-4590S CPU3.00GHz with 4.00GB of
RAM and Miracl library. The Table 15 shows the gas cost of
the SPS. We implement it on intel(R) Core(TM) i5-2450M
CPU2.50GHz and 4.00GB of RAM with Ethereum in solid-
ity code, a programming language for writing contracts on
Ethereum [42]. We execute it on a private test network
for smart contract with Ethereum wallet by Solidity on the
Web3j.1 The gas cost be used in smart contract which are
provided in Table 15 that estimates for gas cost with deploy
new contract and running different functions of the SPS. As of
June, 2017, gas price is 0.02ether per million gas. Bitcoin
performance analysis, we reference the btc-testnet [43] to
simulate the bitcoin transaction.

1Solidity on the Web3j. https://ethereum.github.io/browser-solidity/ #ver-
sion= soljsonv0.4.11+commit.68ef5810.js.
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VI. CONCLUSION
In this paper, we consider data security and privacy problem
for reliable CPS, and propose SPS that fairness payment with
reputation based on blockchain. The publisher and subscriber
can fairly exchange their items while providing confiden-
tiality of data and anonymity of subscriber. We use hybrid
encryption to guarantee the confidentiality of data. We take
advantage of bitcoin system for SPS fairness, enabling mali-
cious subscribers can not gain the deposit back and malicious
publishers be punished by setting zero for his reputation
value. Meanwhile the reputation value reduces the time of
subscription and raises reliability of CPS.
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