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ABSTRACT Telemedicine offers medical services remotely via telecommunications systems and physi-
ological monitoring devices. Group-oriented communication is an important application for telemedicine.
However, transmission of information over an insecure channel such as Internet or private data storing gen-
erates a security problem. Therefore, authentication, confidentiality, and privacy are important challenges in
telemedicine. Therefore, developing suitable encryption communication protocol for group communication
is quite important for modern medicine. Group key agreement is one way to ensure the security of group-
oriented communication for telemedicine. In this paper, we propose a dynamic and cross-domain authen-
ticated asymmetric group key agreement. The protocol adopts cross-domain authentication mechanism to
avoid the security risks of key escrow and the complexity of certificate management. It supports the dynamic
group key update of nodes for forward secrecy and backward security of group key, and also achieving the key
self-certified, the member participated group key agreement can self-certify whether the calculated group
keys are correct. The protocol is proven secure under the inverse computational Diffie-Hellman problem
assumption, and the performance analysis shows that the proposed scheme is highly efficient. The proposed

scheme is more suitable for security group communication in telemedicine.

INDEX TERMS Telemedicine, group key agreement, certificateless authentication, key self-certified.

I. INTRODUCTION
Recently, advances in computers and high-speed communica-
tion tools have led to enhancements in remote medical con-
sultation research. Laws in some localities require hospitals
to encrypt patient information before transferring the data
over a network. Therefore, developing suitable encryption
algorithms is quite important for modern medicine.
Murillo-Escobar ef al. [1] proposed a novel symmetric
encryption algorithm based on logistic map with double
chaotic layer encryption (DCLE) in diffusion process and
just one round of confusion-diffusion for the confidential-
ity and privacy of clinical information such as electrocar-
diograms (ECG), electroencephalograms (EEG), and blood
pressure (BP) for applications in telemedicine. Yin et al. [2]
demonstrated a digital image encryption algorithm based
on chaotic mapping, which uses the no-period and
no-convergence properties of a chaotic sequence to create
image chaos and pixel averaging.

Group-oriented communication applications are a widely
used in telemedicine. For the group security communica-
tion, studying group encryption communication algorithms is
quite important for modern medicine. Group key agreement
is one way to ensure the security of group communica-
tion for medical corps. Omid and Morteza [3] proposed an
improved biometrics-based authentication and key agree-
ment scheme. Asymmetric Group Key Agreement (ASGKA)
was first introduced by Wu et al. [4] to solve the problem.
Li et al. [5] proposed Dekey, an efficient and reliable con-
vergent key management scheme for secure deduplication.
Dekey applies deduplication among convergent keys and
distributes convergent key shares across multiple key servers,
while preserving semantic security of convergent keys
and confidentiality of outsourced data. Xiaosong ef al. [6]
and Davis and Cogdell [7] proposed authenticated key
exchange respectively, but these schemes depend on the
third party, and these schemes are symmetric group key
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agreement protocols. Ranjani [8] proposed a new cryp-
tosystem termed as Asymmetric group key agreement
cryptosystem, group users broadcast their contribution to
other group members by keeping their own information
secret. Each group user collects broadcast message from
other group participants and derive a common group
key.

Dynamic asymmetric group key agreement concerns about
the scenarios such as the terminals in mobile cloud networks
may join or leave at any given time. Yeun et al. [9] improved
the GKA protocol by designing additional security require-
ments, making it is applicable to dynamic MANET environ-
ments. Li et al. [10] proposed a new Secure Outsourced ABE
system, which supports both secure outsourced key-issuing
and decryption. Xingwen ef al. [11] proposed a dynamic
AGKA protocol, the scheme improved the flexibility of
AGKA, and it is suitable to be applied in ad hoc network,
it adopts multi-signature scheme to achieve authentication
of protocol. For the cost of computation and communication
of signature and signature verification are very large, if the
protocol is applied to the resource-limited mobile devices
networks, the calculation and communication of this protocol
must be further simplified. Bilal and Kang [12] propose a
novel methodology for group key agreement which exploits
the state vectors of group members. The state vector empow-
ers the group member to generate multiple cryptographic
keys independently. It supports the dynamic group key
agreement.

Authenticated key agreement protocols authenticate the
identities of users to ensure that only the intended group
members can establish a session in which the group members
can communicate with each other.

Farash [13] and Hongfei et al. [14] proposed an effec-
tive authenticated key exchange agreement respectively.
It achieves mutual authentication without applying signature,
which makes the protocol more practical. Lv et al. [15] pro-
posed authenticated asymmetric group key agreement based
on certificateless cryptosystem, which does not require cer-
tificates to guarantee the authenticity of public keys yet
avoids the inherent escrow problem of identity-based cryp-
tosystems. Zhu and Zhang [16] presented a novel group key
agreement protocol with deniable authentication to against
insider attack. The group participants unable to reveal the
source of the messages to another party, any subgroup par-
ticipants still can simulate the whole transcript process.
Ranjani er al. [17] proposed an authenticated asymmetric
group key agreement protocol; they used broadcast encryp-
tion mechanism without relying on the trusted dealer to dis-
tribute the secret key, which offers security against active as
well as passive attacks. Zhang et al. [18] introduce an authen-
ticated asymmetric group key agreement protocol which
offers security against active attacks in open networks. Based
on this protocol, they propose a broadcast encryption system
without relying on a trusted dealer to distribute the secret keys
to the users. Xu et al. [19] proposed a one-round affiliation-
hiding authenticated asymmetric group key agreement with
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semi-trusted group authority, which can protect personal
privacy, but the calculation of this protocol is very large,
it is not suitable to use in energy-limited mobile devices of
wireless network. Xu et al. [20] proposed a new affiliation-
hiding protocol. The scheme not only exhibits the affiliation-
hiding property, but also holds the properties of detectability
and perfect forward secrecy. Qikun et al. [21], Wei et al. [22],
and Zhang et al. [23] proposed authenticated AGKA protocol
to improve the security of AGKA respectively. Li et al. [24]
proposed a one-round authenticated dynamic protocol for
symmetric group key agreement. They employed the identity-
based public-key cryptography to authenticate users rather
than the public key infrastructure and the certificate-less
public-key cryptography.

This paper proposes a dynamic and cross-domain authen-
ticated asymmetric group key agreement (DC-AAGKA) in
telemedicine application. The main design goals of this paper
are as follows:

(1) The DC-AAGKA protocol is a cross-domain authenti-
cation protocol and provably security key escrow freeness.

(2) The DC-AAGKA protocol makes the mobile terminals
distributed different domains to securely exchange informa-
tion and share secrets.

(3) We design an asymmetric key negotiation with key self-
certified.

(4) We design an asymmetric key agreement with dynamic
to allow the members to join and exit the group.

A. OUR CONTRIBUTION

Telemedicine networks have the some characteristics, such
as members in medical corps that participated in collab-
orative computing and information sharing may be dis-
tributed in different secure domains, and the members leave
one group or join another group frequently. In order to
meet the security application need of remote medical sys-
tem, we designed a dynamic and cross-domain authenticated
asymmetric group key agreement protocol. The contribution
is as follows: 1) cross-domain authenticated. DC-AAGKA
requires the participants whether in different domain must
to mutual authentication before negotiating the group keys,
which to avoid illegal members to participate in group
key agreement; 2) Key self-certified. All participants can
verify the group keys correctness without any other addi-
tional communication; 3) Dynamic. DC-AAGKA protocol
supports the members to join or exit the group, and it
has the group key forward secrecy and backward secrecy
security.

B. ORGANIZATION

In Section II, we describe the basic knowledge associated
with this paper. In Section III, we describe the DC-AAGKA
protocol and key update protocol. In Section IV, we analyze
and prove the correctness and safety of the protocol. We
further analyze the performance in Section V. Finally, we con-
clude the paper in Section VI.
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Il. PRELIMINARIES AND NOTATION

A. BILINEAR MAPS AND COMPLEXITY ASSUMPTIONS
This paper is based on the basic theory of bilinear mapping;
some basic knowledge related to bilinear mapping will be
described in this section.

Let G| be an additive group and G, is a multiplicative
group. Both of them have the same prime order g, where
g > 2% + 1, and k is a security parameter. G| is generated
by g1, that means G; = (g1), and the discrete logarithm
problems of G| and G are difficult. We call e an admissible
pairing, if e : G; x G| — G satisfies the follow properties:

(1) bilinearty: For all u,v € Gy, and a,b € Z;, there is
e(au, bv) = e(u, v)*;

(2) Non-degeneracy: There exits u,v € Gji, such that
e(v,u) # 1;

(3) Computability: For all 4, v € Gy, there exits a efficient
way to calculate e(v, u).

Inferencel: For all uy, up, v € G, there is e(u; + up, v) =
e(ur, vie(ua, v).

Definition 1: Discrete Logarithm problem (DLP). Given an
equation Y = aP,and Y, P € G1,a < g. If a and P are given,
it is easy to calculate Y. But if P and Y are given, it will be
difficult to calculate a.

Definition 2: Inverse Computational Diffe-Hellman
(ICDH) Problem: The IDH problem is given g1, ag; and
abgy, for some a, b € Z to compute (ab/a)g;.

B. PARTICIPANTS AND NOTATIONS

Attributes of asymmetric group key negotiation protocol
security model is given. And then, definition of formal defini-
tion of security model and Security objectives to be achieved
are stated in this section.

Suppose U is the set of senor nodes participating in key
agreement protocol, and the size of the set is polynomial
bounded, each senor node in the set U has own identity
information and corresponding public/private key pair. In any
subset of U, Ugupy = {ui1, ui2, ..., uin}, the node can exe-
cute the key agreement protocol at any time IT. l'l” _is the wth
instance that the node executes asymmetric key agreement
with its partner nodes {u; 1, ..., Uuij—1, Uijy1 ..., Un}, T €
mathbe;, and each instance of the node participating in HZ,-,j
has various attributes, defined as follows:

sidyy, i Session key identity of instance ITj, . All partners
participating in this session key agreement Wlll have the same
session key identity.

pid} e - Partner identity label of instance ITj =~ which is a
identity set of all participants establishing session key with
the l'l” , including l'I7r itself.

ek” Group session encryptlon key which is calculated by
partlclpants after instance ITj , executes the key agreement
protocol IT.

dk” Group session decryption key which is calculated
after the instance l'l” _executes the key negotiation protocol.

msy, : The link of all information sent and received during

executrng the key agreement.
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If the

protocol ends up, and the instance ITj. = sent and received
all information, and it also calculated the parameters
(ek” # null), (dk” # null), szd”j and pld”w,, then the
current state of 1nstance l'l” is rece1v1ng status, otherwise
it enters the ending state.

Definition I (Partnering): The definition of partners of the
instance ITj; iy is that all instances participating in the session
key agreement with the instance ITj, . Instance l'l’r and its
partners meet the following cond1t10ns

1) Instance ITj; i is a different entity from its partners, that
is ujj # uji,; 2) They can accompllsh group session key

agreement successfully; 3) szd,fij = szdg_r, 4) pld,’}i_/, = pld;f -

state” 5 The current status of instance l'lZ”.

C. SECURITY MODEL
DC-AAGKA protocol proposed in this paper, the group
encryption key and the group decryption key are calculated
by the different mobile terminals with the key parameters
of themselves. In this paper, confidentiality is defined as
distinguishing a message encrypted with a group encryption
key and the advantage of a random string in the cipher text
space can be ignored in the probability polynomial time.
The security of the group key agreement protocol is defined
by game rules between a challenger C and an adversary A.
In security model, it includes an active attacker and a set
of protocol participants, each of whom being modeled as a
random oracle, and the game is as the follow steps:

Initialization Phase: In this phase challenger C runs the
system function Serup({), outputting related system param-
eter and master key. Then system parameter will be sent to
adversary, and master key is reserved.

Training Phase: The adversary interacts with the chal-
lenger A by asking following steps:

Send(ITj, ., m): Adversary A pretending as pidy; s sends
message m to oracle machine 17 , if message m = null (null
is empty), oracle machine l'l” _ erl initiate a conversation
as an active sponsor of the session. Otherwise it will be as a
respondent, and response to the corresponding inquiries from
adversary according to protocol rules, make a decision of
accepting or refusing session and record the message received
and sent at each time.

Ek.Reveal (l'l” )' After oracle machine l'l” _

this query, it w111 return group encryption key ek”j cal-
culated during executing group key agreement, if oracle
machine is in the rejection state, it will return a terminal
symbol L.

Dk .Reveal (l'[ﬁi’j): After oracle machine HZ,;]- receives this

receives

query, it will return a group decryption key calculated during
executing group key agreement.If oracle machine is in rejec-
tion state, it will return a terminal symbol L. It is used to
simulate security of known key.

Corrupt(u; j): This query is required the participant
inquired return its long-term private key SK,, ;, once adver-
sary has long-term private key of participant u;, it can pretend
as participant u; through Send. entity already responded to
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Corrupt query is called ““corrupted”. Use it to simulate the
forward security of the key.

Test (T, ) At some time during the game, sends two
messages (mo,ml) (jmg| = |my]). Test query send
to a new freshness definition of freshness is explained
in definition 2) oracle machine ITj allows adversary
A to make Test query only once. Oracle machine ITj,
chooses a bit b € {0, 1} randomly, then returns a new
sequence generated by XOR b with the sequence chosen
randomly, to A.

Output: After game ends, adversary A outputs a guess
value on bit b (remember as b'). If ¥ = b, adversary A wins
the game. The probability of winning the game successfully
of adversary A is defined as AdvA(E) = |2Pr[b/ = b]
(€ is security parameter).

Definition 2 (Freshness): If an oracle machine l'I” meets
the following conditions when the game ends, thls ora-
cle machine H” (satisfy pidy = Pj) is freshness: 1)
Iy, ; is in the acceptance state; 2) A did not do query
to oracle machine l'I”, and it partner oracle machine

”t ; 3) not do query Corruptto the set of participating
entities P;.

lll. THE PROCESS OF DC-AAGKA

A. INITIALIZATION

Assuming the mobile cloud network contains N domains,
and there are R members to participate in group key agree-
ment in the same domain D; (1 < i < R), at most. Let U; =
{u,1 Wio,...,uU ,,} be the set of members in the domain
D;(l1<ic< R) and the ID; = {id; y,, id; u,, ..., id;y,} be
the set of members’ identity in the domain D;. Assuming G
is an additive group, and the G, is a multiplicative group and
discrete logarithm over G| and G» are difficult. Assuming
G1 = (g1), &1 is generator of G1. Gind G, have the same
large prime number order q. e is calculable bilinear mapping,
e : G x Gy — Gy and Hj : Z*—)Z* 4 G —
Z;f, are two hash function. system parameter is params =
(g, G1, G2, g1, e, H3, Hy).

Assuming uj (1 < j < R,1 < k < n) is any member in
any domain, where j denotes the member u; ; in the domain
Dj, and k denotes the member u; ;. is the kth member in the
domain D;.

B. REGISTER KEY GENERATION

Assume members participating the DC-AAGKA protocol
come from different domain in the mobile cloud platform.
Each domain has a certification authority (CA), each mem-
bers must registers to its CA when it join this domain. Each
member from different domains should be verified before
participated in DC-AAGKA.

All the CAs in the mobile cloud network needs to negoti-
ate an alliance public/private key pair before their members
to register. Suppose all the CAs negotiate an alliance pub-
lic/private key pair (PK,yi, SKqii). Let take the registration
of domain D; as an example, the registration are as follows:
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The certification authority CA; of domain D; chooses
SKca; € Z;j as its private key randomly and it calculates
PKca; = g1 SKca; as its public key. The any member
ujk chooses a random positive integer yjx € Z, and cal-
culates Sy = Hj3(id} ), Skujyk = VjkSujss Pkuj‘k
g1 Skuj‘ «» where the (Pkuj, i Skuj, ,) can as its public/private key
pairs.

(1) uj« sends its own identity message id;,, and corre-
sponding public key Pk, to the CA; for register.

(2) CA;j chooses a positive integer ninZ, randomly and
calculates a blind parameter fCAj =(n / (SKCAJ. + SKaii))g1
using its own private key SKca; and the alliance private key
SK ;. Then, it sends the result fCA,. o uj k.

(3) After receiving the parameter fCAj, u; . calculates a
parameter f;, = Sky;,fca; using its own private key. Then,
uj i sendsfuj,k to CA;.

(4) After receiving the parameter f,;,, CA; calculates
a parameter ry, = n_lfuj,k, and verifies the equation
e(ru;, » PKca; + PKani) = e(Pky; , 81). If it’s hold, then CA;
sends ry;, to uj i as a register key. u; x register successfully.
All the members participated in DC-AAGKA should register
to their CA as above.

C. REGISTER KEY GENERATION

In this stage, members participated in group key agreement
will calculate a group encryption key and a group decryption
key which are used in security communicate among members
in a group.

Assuming there are R domains in the network, and there are
n members in each domain at most, so the members in the net-
work can be denoted with the set ® = {u; ;|1 <j < R,1 <
k < n}, where j denotes the member u; is belonged to
the domain Dj, and k denotes that the member u; ; is the
kth member in the domain D;. For description convenience,
assuming that members participated in dc-AAGKA come
from the kth member in each domain, so all the members
of participated in DC-AAGKA can be denoted with the set
U = {ujxl(1 <j<R,1=<k=<n)}. DC-AAGKA protocol
is as follows:

(1) Each member u; ;. participated in DC-AAGKA chooses
a positive integer m;x € Z, randomly and calculates param-
eters Tjx = M kFuj s M, = mj,kPkuj_k, (1 <i<R,i#)).
Then, u; ; broadcasts the messages (D;, Tk, M; x, idj ) to
other members in the group.

(2) After receiving the message as shown in TABLE.1,
each member uir(l <i < R,i # ]) calculates M; ik =
mi kP ik = Sk Mji = mysgr. Sig = Ski M =
mj kg1 (only u;; can calculates Ml,k, and M,,k is not broad-
casted to others).

(3) Then, u; ) verifies the identity of u;; by equation
e(Tj k. (PKca; + PKaiii)) = e(Pky; .. 8i ). If it holds, u; x can
ensure that (Dj, Tj x, M; k, id; ,, ) are sent by u; ;. Otherwise,
Uj j TEPOILS error.

(4) If all of the group members are verified success-
fully, each member u;x € U in the group can calculate
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TABLE 1. The parameters of encryption/decryption.

Members = uik | 2k | | urk | (djuy, Thk,
M; 1, D;)
Uk =| Mi1| Mio| | Migr| (diu,Th ks
M; i, D1)
U2k = | Ma1 MQ’Q M R (’idg,uk,Tg’k,
Mj 1, D2)
UR, k = | Mg1| MRg2 Mg (idgu, TRk
MR, DR)
+ +
+ + 4 + +
Parameters | = | M Mo ---| Mp (idj, Ty,
Mj, Dy)
R

Six =mixg, L = Pkuj.k, and it can calculate the group
j=1

R
decryption key dk;; = Sk, ,1( Qix = Y mjrg and group

j=1
encryption key
R
eki =[] ejr. (PKca; + PKani)))-e(Phu,, . 8ix)
=1

R
=[] ePhuy,. 80

1=j

(5) Key consistency verification. After calculating the
group encryption key and decryption key, each member
u; . verifies the correctness of these group keys by equa-
tion ek” = (dku " I'). If it is correct, the DC-AAGKA
is termmated successfully Otherwise, u; ; should calculate
again or report error.

(6) Instance. For any plaintext m € M* (M*: plaintext
space), each u;;(1 < j < R,1 < k < n) with the group
encryption key ek;’i‘ , and group decryption key dkff,, , operates
as the follows:
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Encryption: ujj chooses a random number t; € Zj,
and calculate U = ¢ > Pkj i, V = m®
I<GKR, 1<k<n o
H4((ek;§.k )"), Then it broadcasts ciphertext (U, V).
Decryption: After receiving a ciphertext (U, V), anyone

can calculate m =V @ Hy(e(U, dk )) with a valid dk”

D. GROUP KEY UPDATE PROTOCOL

FOR NODES JOIN GROUP

When a new node want to join the existing group, the join
phase occurs and in this case, the existing group should
provide the fairness group key formation to the new node.
However, it should ensure that none of new member can
calculate any of previous group decryption key. Assuming the
existing group is U = {uy x, uok, ..., urk}, (1 < k < n),
and low-power node u;;, (1 < j < R, 1 <i < n,i # k)
wish to join this group. The new set of mobile nodes is U’ =
Uu {uj,i} = {ul,k, U ks vy UR K> Mj,i}- Let member UR k in
the group be the sponsor of updating group key, the steps are
as follows:

(1) ug x selects a number m}e’ ¢ € Z; randomly, and calcu-
lates T, , = m}{kru“, Mj”k = m;e,kpku/,k’ 1<j<R-1D
and Mgy = mgPky,,, then it broadcasts the message
(idR . » Tl/e, > Mj/’ «» Dr) to other old members and proclaims
that there is a new member to want to join the group.

(2) After receiving the messages, each old member
u]k (1 <j<R-1,1 <k < n)calculates the parameter

= Sk, 1M ik = mR ¢&1 and verifies the identity of ug

by equatlon e(TR o (PKcap + PKapi)) = e(Pkyy,,, 3 k) If it
is hold, u; x can ensure that the messages are sent by ug x and
then it calculates gy = mR «&1 + dkJ ., otherwise reports
error.

(3) The new member u;; chooses a number mj € Z*
randomly, it calculates T/’ = mj iTujis Mt = m Pku[ o (=
1,2,...,R,i # k) and broadcasts the messages (T! i t!k)
to all the group members.

(4) After receiving the messages broadcasted by u;,;, each

Uj k°

member i i, (t = 1,2,...,R,i # k) calculates 8’ =
Sky, LM / i " .g1 and Ver1f1es the identity of u; ; by equatlon

e(Tj’i, (PKCAJ. +PKaul)) = e(Pky; ;. t,k)‘ If itis hold, u; x can
ensure that the message are sent by u; ;, and then it calculates
Xk = 8;, «» otherwise reports error.

(5) ugrx chooses a number )‘;{,k € Z; randomly and
calculates Brx = Ori + A1, ARk = )LPkujvi, then it sends
(@R k> BRr,k) to the new member u; ;.

(6) Calculation group decryption key. All the old mem-
bers can calculate the new group decryptlon key dku, L =
Ork + Xtk = mR 81+ dkutk j,igl» and the new mem-
ber u;; can calculate Suj; = Skuj‘faR,k and then calculates
the new group decryption key dk,’é_/l, = Brik —

dk”

(7) Calculatlon group encryption key. all the members
can calculate the new group encryption key eku/,‘ . =
(T i (PKcag + PKan) % e(T; ;. (PKca; + PKani)) % ekyy .

/
Suji M ;
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E. GROUP KEY UPDATE PROTOCOL

FOR NODES EXIT GROUP

When a set of nodes wish to leave the group, the remove phase
occurs. In this case, for protecting the security communica-
tion of the group, either creation of new group keys or the
modification of the existing group keys is necessary. In this
section, we propose a modification of the existing group key
in such a way that none of the leaving user can calculate the
subsequent group key generated. Let the set of existing group
be U = {u1 k, u2k, ..., uri}, (1 <k < n).For convenience,
assume that only one member u;x, (1 < [ < n) wish to
exit this group. The new set of mobile nodes set is U” =

—{wx} ={ur k. u2 ks ..., U1k, ..., Ur}. Let member
ug in the group be the sponsor of updating group key,
the proposed protocol for implementing the remove phases
is as follows.

(1) w; x broadcasts the messages (id; ., 11k, Mik, Di),
(1 < i < R,i # 1) to the group and declares to exit this
group.

(2) ugy calculates 6R v = Sk, MI/e P = ml (&1 and
verifies the identify of u; x by the equatlon e(Ty k, (PK ca +
PKaii))) = e(Pky,,, 81’4’ ). If it is hold, ug x can ensure that
the messages are sent by u; . Then ug  selects a number
m}é’ ¢ € Z;‘, randomly, and calculates TR 0= mR Wup o ]VIJ.’”k =

m;g’kPkuj,ka(l <J=<R-1,j#1D, MR,]( = mR,kPkuR’k,
R

Z Pkut,k’
1=1,1#l
and then broadcasts the messages (idg TR o M]”k, Dp) to

the remainder members and declares to update the existing
group keys.

(3) After receiving the messages from ug ; and u; , each
@ainder member uj i, (1 < j < R—1,j # 1) calculates
6]” e = Skjfklﬁ/ljff = m}é &1 and verifies the identity of ug x
by the equation e(T”k, (PK cag + PKaii)) = e(Pkyy, , 8”,{)
If it is hold, u;x calculates Q”jx = Qjx — Mjx and T} =

Q"rk = Qrk — Mgk, T'g = TRk — Phy =

R

Y. Pk, . Otherwise, reports error.
t=1,t#1
(4) Calculation group decryption key. All the remainder

members u;;, (1 < j < R —1,j # 1) can calculate

Fj,k — Pkul’k =

bk = Sku ! Q]” k’ and then calculate the group decryption key
dk” =ik +3 J k, the sponsor ug x can calculate the group
decryptlon key dkjy, , = MRk(Q Ml/e/k)

(5) calculation groups encryptlon key. All the remainder
members uj;, (1 < j < R—1 ] # [) can calculate the
group encryption key ek;; =e(T/ h k’ &j k) X E(T/e/, o (PKCAj +
PKaU,))' the sponsor ug.x can calculate group encryption key
ek™ = e(dk™ F}é’k + Phug,)-

UR.k UR kK’
IV. CORRECTNESS AND SECURITY ANALYSIS

A. CORRECTNESS ANALYSIS

If all the participants calculate the group keys correctly by the
group key agreement protocol, then they are able to negotiate
a pair of group encryption/decryption keys, and they can
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also decrypt any ciphertext messages encrypted by group
encryption key with there group decryption key. The proofs
of the correctness of the DC-AAGKA are as the following
theorems.

Theoreml: If the equation e(Tjx, (PKCAj + PKu) =
e(Pky;,; , 8i k) is hold, then any members of group can ensure
that messages (Dj, Tk, M; k, idj 4, ) are sent by u; j.

= (Sky,, [ (SKca; + SKani)g1, Tk =

M kFuj ;s Sik = Skl.jkle,k = m; g1 and the properties of the
bilinear pairings, there are:

Proof: Since ry;

e(Tj k., (PKca; + PKani))
= e(mj i1y, 81, (SKca; + SKaui)g1)
e(m; ik (Sky;, [ (SKca; + SKaui))g1, (SKca; + SKai)gn)
= e(m; kSky; 81, 81)
= e(mj kg1, Sku;; 81)
= e(Phy;,)

The above proof shows that the message is signed by u; x,
so that it can prove that the message is sent by the
member u; k.

Theorem 2: By running the DC-AAGKA protocol, all par-
ticipants can establish consistent group keys, and the
group keys are contribution group keys. (1) An identi-
cal group decryption key has been established by all the
group members.

Proof: Since M;, = mjPky,,, each member u;
receives other member’s message Mj,/;(l <j<R,j#I,
R

and then u;x can calculate Q;x = Y. Mjx+M;; =
J=Lj#i
R
> M, and then it can calculate the group decryption key
j=1
as follows:

R
J=1

R R
= Sk ! D mjkPkuy = Ski | Y mj xSk, &1
J=1 j=1

R R
b
= E mj k81 = E mi kg1 = dky, .
=1

From above equation, each member can calculate a fixed
value for the group decryption key finally. The group decryp-
tion key includes all the members’ key parameter m; ; g1,
so the group decryption key is a contribution group key.

(2) An identical group encryption key has been established
by all the group members.

Proof: When each member u; ; receives other mem-
bers’ broadcast message (Dj, T}k, M;, idj y, ), then all the
participants can calculate an identical group encryption key.
Since 1y, = (Sk,,, /(SKcay + SKai)g1 Ty = mjariy,
dix = mjrg1, and the properties of the blhnear pairings,
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we have:

R
eki, = ( [] e (PKca; + PKai)))
1=)ji
e(Phy,,. . 8i.1)
R
=( [] etmiaru,s1. (SKea, + SKang)
1=j.j#i
e(Phy,.. 8i.%)
R
=[] etnja(Skuy, /(SKca; + SKan))g:-
1=jj#i
(SKca; + SKaui)g1) - e(Pky, . , 8i k)

R
=( ] etmiaSky,1-81) - ePhuy. i)
1=jj#i

R
=[] etmiagr. Sku,g1) - e(Phuy. 8i)
1=j,j#i

R
= (] e Phiy)) - e(Phuyy. 8:0)
1=j.j#i

= ([ [ ek Phiy,)

1=j

B. CORRECTNESS ANALYSIS

Theorem 3: for an instance (G, Ga,q, g1, ag1, abgi, e,
Hi, Hy) of ICDH problem, we construct a Polynomial time
simulator C, and solve the problem by utilizing attacker .A.
Suppose if it is possible to attack DC-AAGKA protocol
successfully, it can be proved that C are able to solve
the IDH problem with non-ignorable advantages. Firstly,
we suppose that there are members want to participate
DC-AAGKAprotocol, adversary A requires gr, Hj, requires
qu, H>, queries to Ek.Reveal for qr times, queries to
Dk .Reveal for gqp times and to Corrupt for gc times, also
the maximum number of the protocol that A could set up
is g4in the attack experimentnt. Adversary A win this game
with advantage Adv(A) = ¢, so then there is an algorithm
solving the ICDH problem exists with advantage

o b amitqn, + )’
E =&
qAaqc,9pgEn

ICDH problem.

Proof: Suppose C is a challenge, and A is an adver-
sary who can decipher the protocol. Given an instance
(G1, Ga, q, g1, ag1,abgy, e, H, Hy) of C, unknown number
a,b € Z;, and & is open hash function, H; and H; are
two oracle machines controlled by C. C solve the ICDH
problems by utilizing .A. Define a new session, it will have
an unique session ID. Challenger C chooses one session
randomly, whose ID is sid;. ID of corresponding simulated
session is Csg,, and thus the probability that the session
is selected is pr(Cs g, = 0] = w, and corresponding
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pr(Csig, = 1] = 1 — w.At the same time, challenger C records
two-tuples (sid;, Csig, ).

Initialization Phase: When the game starts, C chooses sys-
tem parameter params = (Gy, G2, q, g1, ag1,abgi, e, Hy,
H>) and keep two positive integers SKca;, SKaii € Z;,
calculates PKca; = SKca;81, PKaui = SKanig1, then C sends
the params to adversary A.

Training phase. Interactions between challenger and adver-
sary are as following:

KG(u; j): Simulate user register key generation. C main-
tains an initially empty list Cp 1, CH{ € {0, 1} denotes the
type of user ( where CHf = 1 denotes C can not calculate
the register key of the user, C P = = 0 denotes C can calculate
the register key of the user, the probability that calculate the
register key is pr(Cyi = 0] = u, and corresponding
pr[CHi =1] =1 —lu). A chooses two positive integers
sk; Jr yl-, j € Z;; randomly and the identity id,-‘uj of u; j, then it
calculates the parameters sy, ;= H (id;, u/) Sky; i = VijSuij»

Pky;; = Sku;;81, A queries Hy on (id; u;, Sky, ;, Pk, ), C does
the following:

If there is a tuple (id;u;, Sku,;;, Pky,;, r,,”,C l) on Cr1,
return ry;; as the answer. Else if CH{ =0, C cal-
culates r,,; = (Sky,/(SKca; + SKau))g1. add (id;y;.
Sku, ;. Pku”, Tuijs C l) to Cr1 and return ru;; as the answer.
Otherwise if Cp Hi = l add (id;, uj,Sku”,Pku”,null C ,) to
Cr1 and return null as the answer.

Else if gg, is more then the length of C 1, it outputs symbol
1 (Event 1).

Send(I1}, ., m). C reserve an empty initialization list Cp>.
Suppose pzd” = {idy,,,idy,,, . .., idy,,}, C initializes and
defines a sess1on identity sid] i to a session Cé,dn . . Then id;, uj
submits to oracle machine H,. C starts to s1mulate oracle as
following:

() If Csldrr = 0 and C P= 0, perform the fol-
lowing steps: C chooses m;, k(l < k < n € Z;
randomly, obtain (ry,;, Pky;) from list Cr1 and calcu-
lates T;; = mjkry,; and M;; = mj Pk, ;. Then, add
(id;, uj> Tik, M, Pku,,’ PKCAI’ PK i, Cstd” C t) to list Cro
and respond with (id;, w»> Tijs Mij, Pk, i PKCA PKu”,)

°) If C‘”dlj‘-[i = 0 and CH; = 1, perform the following

steps: C chooses m;.f/k(l <k <n € Z; randomly, obtain
(null, Pk, ;) from list C; and calculates M}, = m, Pky,.

Then, add (id;, ujs null, Mz*]’ Pku, o PKca;, PKaii, Csiduni ,C f)

to list Cz» and respond with (id;, uj , null, Ml*], Pk, ;. PKCA_/,
PKalll)

3) If den = 1 and C Po= 0, perform the fol-
lowing steps: C chooses m} k(l < k =< n € Z;

randomly, obtain (ry, J,Pkul j) from list Cr1 and calcu-

lates Tl* = mj;ry,; and M*j = m Pky;. Then, add
(dz uj» Tl*j’Ml*]’ Pku;k’ PKCA PKalltstzd” C l) to list Cr»
and respond with (id; u;, Tu’M* Pku,kaPKCA PK ).

@) If CS,dn = land C iP= 1, perform the following
steps: C chooses ml (1 <k <n ez randomly, obtain
(null, Pky, ;) from list Cz1 and calculates M o= m 1Pk

Ui+
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Then, add (id;, > null, M;], Pku, o PKCA PK i, Csid;ric l)
to list Cr2 and respond with (id;, wj» hull, M; i Pky; ., PKca;,
PK i)

Ek.Reveal (H” /) If state]. . ends successfully, else if
szn = (0 and CH, =0, accordrng to the list Cp1, C get Sky,
and get (Ti k> Mi k., Pky; ., PKca;, PKqyi) from Cpp, and then

R

= H e(Pkukyjr 8k,j)s
k=1

calculates §;; = Sku’i/,M,-J and ek; j

R
returns ]_[ e(Pky, ;, Sk j)-

Else 1f C_yldn = 1 and C P= 0 according to the
list Cr1, C get Sk ; and get (T,*/, M,*j, Pky; ;.. PKca;, PKalii)
from Cry, and then calculates 8* = Sk, ]I_Mifj and ek:j =

R
H e(Pkyy ”) returns H e(Pk
k=1
puts symbol L Event 2.

Dk.Reveal(TT7 ). If statey, .
it returns null.

Else if Cgldn = 0 and Cyi = 0, according to the list Cy 1,

C get Sk, Wi and get M; (1 1< k < n) from CLz, and then
calculates Q;; = Z M, dky = Sk, 1Qi; = Z mi k81,
k=1 ; k=1

w67 j)- Otherwise, it out-

do not end successfully,

returns dk”}
Else if Cs,dn = land Cy P = = 0, according to the list Cr 1,
C get Sky,; and get M (1 < k < n) from CLz, and then

calculates Q* Z M; o dk"* = Sku”lQ* Z ml (81>

returns dk;; Otherwrse it outputs symbol L Event 3.
Corrupt(ul ). After receiving query from Corrupt, C
find the corresponding identity id;,; of u;; in Cp; firstly.
If C cannot find the identity, it means this is the first
time to query. Then as querying oracle machine Hj,
(idi ;. Sku; j» Pk, js Ty C l) will be added into Cr| through
related process. If CH, = 1, outputs symbol L(Event 4),

R
[ e(Pky;, 8k j))- Otherwise,

if den = 0, returns (dk™

ujj°

R
returns (dk;;*, ]_[ e(Pkuy ;. 87))-

=1
Test(l'[” ). After adversary A ends related query, 1t will
challenge C, A chooses a fresh oracle machine l'l” and

two message mg, mi, and |mg| = |m1|. Suppose pzd ”/ =
{dy dyy - ndy ) C Tesponses as followrng D C
search the related 1nf0rmat10n (zdl 0 k Pku”, Ui C )

in list Cpp; 2) If C =

lu’Tzk’M Pk PKCAj,PKaui,C”dn,C )from
R

]_[ e(Pkuk .8 ])) Otherwise,
=1

0, then extract 1nf0rma—

tion (id

list C;», and calculate (dk

output symbol J_(Event 5); 3) C chooses a random num-
ber b € {0,1}, € Z* to calculate U* =

=y Pku , then encrypt mp = V* @ Hyle(U*, dk[flj))
1<j<n
Return ¢* =< U*, V* > to A.
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Response. After A finishes all queries, it returns a b’ €
{0, 1} as an assumptlon to b If A query H, to get, 1nfor-
mation (zd T, M Pk PKCA., PK i, de”,C ) in

Lup? Tk UL
the list Crp and it can guess vV = b correctly wrth
some advantage That means get A query H; to get infor-

mation (zdl u? Tl k,Mlj, Pk PKCAJ,PKQH,,CSZW,C ) in
the list Cz2, and calculates Ql.. = Z Mik, dkf},_ =
Sku,,l i = Z m; kgl, A get the advantage to obtain

=V*® H4(€(U* dk” )) Then C can calculate ICDH
problem, according to A’s method, because set abg; = ;/’],

"

Pku,-j = agi. According to system parameter (g1, agi, bgi),
n "

dk,’}l ;= Sk, Jl Q = Y m; ;g that means C can calculate
k=1

value of bg; = (ab/a)g1.

lemma 1: If C does not end the simulation game above,
adversary .4 cannot distinguish the environment of simulation
world from of real world.

Proof: All the outputs in the simulation game described
above conform to the rules of the DC-AAGKA protocol,
and the messages generated by the entity conform to the uni-
form distribution of the message space, so adversary cannot
perceive the inconsistency between the simulated world and
the real world. The probability of success to C is:

pr[Cwins]
= pr[Event1 A Event2 A Event3

AEvent4d A Event5 A Awins]|
= prlAwins |Event1 AEvent2 ANEvent3 A Event4 AEvent5 |

pr[Event5 |Eventl A Event2 N Event3 A Event4]

prlEvent4 |Eventl A Event2 A Event3]

prlEvent3 |Event1 A Event2]pr[Event2 |Event1 ]

xpr[Event1]
_ . dmt guiit (Gt qm)op+(qm +qm)(1 - o)
ga qc qD
% (qu + qHz)wM + (QH1 + QHz)(l — W) ) Qﬂ
qE n
_ 4 qH, K2 ((qH, + )i +(qr, +qm,) (1 —0)i)*qn,
qgaqc,9pgeEn
iy, a1 (qa, + qm)op + (1 — o))
=&
qgaqc,9pgeEn
2 4 2
_ Ik (qH, + qn,)
qaqc,9pgen

V. PERFORMANCE ANALYSIS

Because of limited resources of mobile terminals, during the
process of designing protocol, except security, the compu-
tational time, the computational complexity, communication
energy consumption and computation energy consumption
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are important performance measures of the agreement. In this
paper, we compared and analyzed the literature that can be
quantified in recent years. All these protocols are suitable
for mobile terminals. According to data from these proto-
cols, comparative the analyses are from computational time,
the complexity of calculation and communication, and proto-
col consumption of the total energy. Table 2 lists the com-
parison and analysis between the SC-AGKG protocol and
other three group key agreement protocols in the calculation
of complexity and traffic.

TABLE 2. Complexity analysis of the four protocols.

protocol Xuetal.[19] | Zhang et | Wei et | DC-
al.[21] al.[22] AAGKA

Exponent i- | 4n 4 3 6n + 2 n+1 0

ations

Pairing 6n 2n +3 n+1 2n

Scalar Mul- | Tn + 1 m+1 an 3n+2

tiplications

Sent n+5 n+4 2 n+1 n+4 2

Messages

Received n? + 5n 3n—1 n+1 n+ 2

Messages

From Tablel, Xu et al. [19] proposed scheme have the
lowest computational complexity and their communication
complexity. Qikun ez al. [21] and Wei et al. [22] have the high
computational complexity. Qikun et al. [21], Wei et al. [22],
and DC-AAGKA have the similar of communication com-
plexity. As the time of processing the protocol shows, analyz-
ing with the data from [22], which ran the related algorithm
through program pbc-0.5.12 provides by PBC lab, on envi-
ronment of Intel(R) Core(TM)2 Duo E8400 CPU(3.00GHz),
ubuntu 10.04,the average run time of the multiplication on is
0.016 ms, and the average exponent operation time of and are
3.886 ms and 0.489 ms, respectively, and the average running
time of the bilinear pair is 4.354 ms, as shown in Table 3.

TABLE 3. Time cost of some algorithms.

Algorithm Time cost
Scalar Multiplication Over G 0.016ms
Modular Exponentiation Over G1 3.886ms
Modular Exponentiation OverGa 0.489ms
Tate Pairing 4.354ms

Based on the above calculation complexity and related
algorithm operation time analysis, comparison of the time
consumption of results between DC-AAGKA and previous
three kinds of research is shown in Fig.1

In this section, we perform the total energy consumption
cost analysis of performing GKA using the data provided
in [25]. The total energy cost of each GKA protocol is sim-
ply the sum of the computation and communication cost,
according to Tan er al. [21], a 133 MHz “Strong ARM”
microprocessor consumes 9.1 mJ for performing a modular
exponentiation, 8.8 mJ for performing a scalar multiplica-
tion, 47.0 mJ for a Tate pairing, 8.8 mJ for performing
a Elliptic Curve Digital Signature Algorithm and 10.9 mJ
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FIGURE 1. Time analysis as a function of applied field. It is good practice
to explain the time cost of the protocol in the caption.

for performing a Elliptic Curve Digital Signature Verify
Algorithm. As for the communication energy cost, accord-
ing again to (Makri), an IEEE 802.11 Spectrum24 WLAN
card consumes 0.00066 mJ for the transmission of 1 bit and
0.00031 mJ for the reception of 1 bit. The above mentioned
energy costs will be used for the performance evaluation of
the examined GKA protocols and are summarized in Table 4.

TABLE 4. Energy costs for computation and communication.

Type of Communication Energy Costs/mJ
Computation cost of Modular Exponentiation 9.1
Computation cost of Scalar Multiplication 8.8
Computation cost of Tate Pairing 47
Communication cost for transmitting a bit 0.00066
Communication cost for receiving a bit 0.00031

The DC-AAGKA protocol is compared with the related
works [19], [21], [22] in communication costs, compu-
tation costs and other items. These agreements conclude
“One-Round Affiliation-Hiding Authenticated Asymmetric
Group Key Agreement with Semi-trusted Group Author-
ity”” proposed by Xu et al. [19], the ‘““identity-based authen-
ticated asymmetric group key agreement protocol” proposed
by Qikun et al. [21] and ‘“‘no valid certificate authenticated
asymmetric group key agreement protocol” proposed by
Wei et al. [22]. Based on the data provided by [25], the com-
puting and communication complexity of these agreements
are analyzed in Table 1. We compared the DC-AAGKA pro-
tocol with other two protocols in computation cost. The result
is shown in Fig.2.

In Fig.2, the computation cost of these three group key
agreement protocols is presented. In terms of computation,
the most efficient protocol is DC-AAGKA. A higher compu-
tation cost is proposed by Wei et al.’s protocol [22], while
the highest computation cost is inferred by Xu et al.’s pro-
tocol [19]. To compute the communication cost, we need
to know the size of the information exchange. We assume
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FIGURE 2. Computation energy consumption analysis as a function of
applied field. It is good practice to explain the computation cost of the
protocol in the caption.
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FIGURE 3. Communication cost analysis as a function of applied field.
It is good practice to explain the communication consumption of the
protocol in the caption.

that the secure key length is 160b of the elliptic curve cryp-
tography. All these three protocols adopt the elliptic curve
cryptography, so their key length is 160b. Let the length of
the information exchange be 160b, and the communication
consumption is shown in Fig.3.

The communication consumption of the examined Pro-
tocols are depicted in Fig.3. Xu et al.’s protocol [19] has
the worst performance, followed by Qikun et al.’s protocol
[21], Wei et al.’s protocol [22] and DC-AAGKA Protocol,
are very efficient in terms of communication, bringing a very
similar cost. The total energy consumption analysis is shown
in fig.4, the total energy consumption increases rapidly with
the nodes increased in Xu et al.’s protocol [19] and Wei ef al.’s
protocol [22]. DC-AAGKA protocol has a really low total
energy cost, which makes its performance exceptional.
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FIGURE 4. Total energy analysis as a function of applied field. It is good
practice to explain the total energy consumption of the protocol in the
caption.

VI. CONCLUSION

The paper analyses the security need of telemedicine
telecommunications systems. For meet the security collab-
orative computing and security information sharing among
the members in medical corps, A DC-AAGKA protocol
is proposed. The group keys also have been implemented
efficiently in cryptographic systems to provide confidential
and privacy. The paper proposed the corresponding dynamic
key update scheme. It supports the members leave one
group or join another group frequently. DC-AAGKA has both
forward secrecy and backward secrecy. It proven that the
safety and energy cost performance of DC-AAGKA has good
advantages. It is suitable for security group communication in
telemedicine
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