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ABSTRACT Due to the broadcast nature of wireless transmission, traditional wireless two-hop relaying
is vulnerable for eavesdroppers to overhear messages. In order to enhance the physical-layer security, this
paper studies one cooperative network with caching relays to reduce the transmission links overheard by the
eavesdropper. Relays are grouped into different clusters so that the secrecy outage probability of any cluster
is better than the traditional two-hop transmission. Based on the secrecy outage probability of clusters and
the groups of files, we propose a novel hybrid cache placement, which combines the traditional base station
caching strategy, most popular content caching strategy and largest content diversity caching strategy to
cache the popular contents. The performance analysis and optimal design results are provided on the two
objective functions: the secrecy outage probability and average secrecy capacity. From these two objective
functions, some interesting observations are reached: for the function of secrecy outage probability, we can
always find an optimal value of most popular files to minimize the secrecy outage probability; and for the
function of average secrecy capacity, we can also find an optimal value of most popular files to maximize
the average secrecy capacity. The numerical and simulation results are finally demonstrated to verify the
proposed studies.

INDEX TERMS Relay clusters, hybrid cache placement (HCP), physical layer security, secrecy outage
probability, average secrecy capacity.

I. INTRODUCTION
The issues of security have taken on an increasingly impor-
tant role in wireless communication networks. Traditionally,
cryptographic technologies are used to secure the commu-
nications, and a cipher system for the information theoretic
analysis of cryptography was first proposed by Shannon [1].
In [2], a theoretic foundation for physical layer security
framework is proposed. In this paper, Wyner introduced a
wiretap channel model, showed that secure communication
is feasible without cryptography technology as long as the
eavesdropper’s channel is worse than the legitimate user’s
channel. From Wyner’s wiretap channel model, the authors
extended to study the secrecy capacity over Gaussian chan-
nel in [3]. The average secrecy capacity and secrecy outage
probability in Rayleigh fading channels have been studied
in [4]. To enhance the secrecy performance of wireless

communications, relay and jammer selection techniques have
been used in [5]–[13]. Specifically, the relaying techniques
for enhancing the physical layer security have been studied
in [5] and [9]. In [10] and [11], the optimal relay selec-
tion schemes based on AF and DF have been presented to
improve wireless security and prevent eavesdropping attacks.
The idea that selecting jammer sends intentional interference
to jam the eavesdroppers has been studied in [7] and [12].
In addition, the works about the secrecy performance analy-
sis have been studied in [14]–[20]. Specifically, the secrecy
performance of dual-hop amplify-and-forward multi-antenna
relaying systems over Rayleigh fading channels has beenwell
studied in [16]. The works of roundrobin scheduling, optimal
user scheduling and suboptimal user scheduling schemes to
protect the CUs-CBS transmissions against the eavesdrop-
ping attacks have been presented in [17]. Zhu et al. [20]
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presented the work about the transmit antenna selection for
physical layer security of a MIMO system. And the other
work of MIMO has been studied in [21]. Moreover, the work
of joint user and relay selection algorithm for cooperative
non-orthogonal multiple access networks has been studied
in [22].

Recently, with the rapid development of modern wire-
less devices, the vast majority of demands for wireless data
rates becomes higher and higher. Caching is emerging as a
vital tool for alleviating capacity crunch in modern wireless
networks. Ao and Psounis [23] proposed to combine dis-
tributed caching of content in small cells and cooperative
transmissions from nearby base stations (BSs) to achieve
unprecedented content delivery speeds and reduce back-haul
cost and delay. Song et al. [24] proposed a cell with many
caching helpers which are equipped with memory for caching
files, and proved caching placement found by the proposed
greedy algorithm is optimal. The results in [25] have shown
that it is not always optimal to follow the standard policy
‘‘cache the most popular content, everywhere’’. The work
of [26] proposed a hybrid caching scheme that was jointly
optimized with the transmission schemes, to achieve a fine
balance between the signal cooperation gain and the caching
diversity gain.

Caching and the physical layer security plays an important
research in wireless networks. However, most of the existing
studies did not fully explore and exploit their potential advan-
tages. The works about secure caching have been studied
in [27] and [28], where the problem of secure caching in the
presence of an external wiretapper for both centralized and
decentralized cache placement was analyzed.

In this paper, we propose a novel method to improve
physical layer security in cooperative wireless networks and
consider the caching into wiretap channel model. Based on
the introduced model, the relays are grouped into different
relay clusters so that the secrecy outage probability of each
cluster is lower than traditional two-hop transmission and the
files are also divided into three groups, the different caching
strategies are used to cache the files of different groups. For
example, if the files belong to the first group, the content
caching strategy (MPC) caching strategy is employed and the
files are cached at all relays, and when the user requests the
file m belongs to the first group, all relays directly transmit
the file to user. According to the received signal-to-noise
ratio (SNR) at the user, we study the system performance
and examine the optimal cache placement for two objective
functions: Minimizing the secrecy outage probability and
maximizing the average secrecy capacity.

The novelties and main contributions of this paper can be
summarized as follows:
• We design the considered system by jointly considering
the signal transmission scheme and hybrid cache place-
ment, in order to improve the physical-layer security of
the multiple DF relaying networks.

• For the hybrid cache placement, the closed-form
expressions for the secrecy outage probability and the

average secrecy capacity are derived. In addition,
by optimizing the number of most popular file, we min-
imize the secrecy outage probability and the average
secrecy capacity of the proposed system.

• The results demonstrate that the hybrid cache placement
can improve the physical layer security in cooperative
networks. Moreover, the system performance can be
improved by increasing the value of ps, pr ,CR and γ . But
the system performance will deteriorate with larger N.

The rest of this paper is organized as follows. In Section II,
we present the system model and study the hybrid cache
placement. Section III analyze the system performance on
the two objective functions: The secrecy outage probability
and the average secrecy capacity. The optimal designs for
secrecy outage probability and average secrecy capacity are
presented in Section IV. The numerical and simulation results
are provided in Section V and the conclusions are presented
in Section VI.
Notations:We use P̄ and C̄S to represent the secrecy outage

probability and the average secrecy capacity, respectively.
We use PTi and CTi to denote the secrecy outage probability
and the average secrecy capacity of i-th transmission, respec-
tively. And the notations PT2Cl and CT2

Cl denotes the secrecy
outage probability and the average secrecy capacity of relay
cluster Cl in the second transmission scheme, respectively.

FIGURE 1. An illustration of the cooperation network.

II. SYSTEM MODEL
We consider a cooperation network with a BS, a legitimate
user (D), an eavesdropper (E), and a middle node set Srelay =
{1, 2, . . . ,K} as shown in Fig. 1. Without loss of generality,
all relays are ordered by distance dRk ,D, where R1 is the
closest one to D. In this system model, we consider BS has
no direct link with D, and the transmission is performed only
via relays. For legitimate D, if the requested files are cached
in relays, relays transfer the file directly to D. But if the
requested files are not cached in any relay, the traditional
two-hop decode-and-forward protocol is employed. In the
first phase, BS transmits its information to relay Rk among
the middle node set Srelay, and because of the broadcasting

VOLUME 6, 2018 8099



F. Shi et al.: HCP for Physical-Layer Security in Cooperative Networks

nature of transmission, the eavesdropper also can overhear
messages. In the second phase, we assume all relays can
correctly decode the message from BS, and Rk decodes the
message and forwards to D using the same codebook as S
to Rk . We consider both phases over a Rayleigh flat fading
channel and additive white Gaussian noise (AWGN) consid-
ered with zero mean and unit variance.

Herein, ps and pr represent the transmit power for BS
and relay, respectively. hi,j =

√
d−αi,j h̃i,j denotes the channel

parameters of i → j and h̃i,j is complex Gaussian random
variable with zero mean and unit variance, where di,j repre-
sents the distance between i and j, and α = 3 is the path loss
exponent.

A. RELAY CLUSTERS
As shown in the existing works such as [23] and [24],
increasing number of relays in secure relaying networks can
provide more signal cooperation diversity, and hence improve
the secrecy performance significantly. Therefore, we can use
relay clustering to exploit the signal cooperation diversity
among relays, in order to enhance the transmission security.
In our scheme, the cluster is adaptively formed by using
a single threshold PT3, which is the secrecy outage prob-
ability of the traditional two-hop transmission. There are
some other clustering strategies, such as forming the clusters
without using threshold, or forming the clusters by usingmul-
tiple thresholds. For the clustering strategy without thresh-
old, it does not need much prior information for clustering.
However, the limitation of this strategy is that it cannot
guarantee the secure performance. For the clustering strategy
withmultiple thresholds, it may provide better secrecy perfor-
mance, at the cost of much more implementation complexity.
Hence, by considering the trade-off between the performance
and complexity, we adopt the clustering strategy with a single
threshold PT3 in this paper.
In this paper, we consider PRk (k ∈ [1,K ]) represents the

secrecy outage probability betweenRk toD. According toPRk
andPT3, we can group relays to form L different relay clusters
so that the secrecy outage probability of any cluster is lower
than the traditional two-hop transmission. The details about
the grouping of relays are shown as follows:

1) Calculate the secrecy outage probability of each relay
and sort in ascending order according to secrecy outage
probability of relay.

2) Find a threshold PRk (k ∈ [1,K ]), it holds that PRk <
PT3, but PRk+1 > PT3. Rk divides relays into two dif-
ferent gathers {R1, . . . ,Rk}, {Rk+1, . . . ,RK }. In gather
one {R1, . . . ,Rk}, the secrecy outage probability of
each relay is lower than PT3, thus each relay form
a cluster. In gather two {Rk+1, . . . ,RK }, the secrecy
outage probability of each relay is bigger than PT3,
we need to group relays belong to gather two to reform
different clusters so that the secrecy outage probability
of each cluster is lower than PT3.

3) Add one relay from gather two in reverse order to a
new cluster until cluster’s secrecy outage probability

is no greater than PT3 (RK is the first one). But if all
relays in gather two cannot reform a cluster that has
lower probability than PT3, they will be added to the
last formed cluster in gather one.

4) After all clusters are formed, sort clusters in ascending
order according to the secrecy outage probability of
each cluster.

B. HYBRID CACHE PLACEMENT
For traditional two-hop transmission, since the requested file
is not cached at any relay, we consider this is a transmission
without caching. In order to improve the rate of content
delivery, cache has been applied to wireless networks. Such
as MPC and LCD caching strategy which have been studied
in [32]. In order to reduce the transmission links, we equip all
relays with cache to store popular contents, and we combine
MPC, LCD and relay without caching strategy to design a
hybrid cache placement which can contribute to improve the
physical security.

We assume that there are N files have been requested to D,
which all have the same size and the unit of storage/size is file.
The case of unequal size will not be considered in this paper,
but we can always assume that any file can be divided into
blocks of the same size, so the same analysis also can still be
applied. In this paper, we consider files are characterized by
their popularity, namely the probability that a file is requested
by the user. And files are ordered according to their popularity
fn, f1 ≥ f2 ≥ . . . ≥ fN , and

∑N
n=1 fn = 1 (1 ≤ n ≤ N ). With

Zipf distribution, the request probability of m-th popular file
is given by

fn =
n−γ∑N
m=1 m

−γ
, (1)

where γ is the Zipf parameter with the popularity skewness.
Since each relay has a limited storage capacity, we consider

that storage capacity of each relay isCR (CR � N ), and relays
cannot store all files (KCR < N ), so each relay cluster needs
to judiciously choose which files to store. In order to be more
specific, we divide N files into three groups including most
popular files, popular files and less popular files in terms of
their popularity fn:

• The first group: G1 = {1, . . . ,M}, where M represents
the number of most popular files. If the file belongs
to the first group, it means the MPC caching strategy
is employed and the file is cached in all relays.

• The second group: G2 = {M + 1, . . . ,Q(L,M )}, where
L represents the number of relay clusters andQ(l,M ) ,
M + l(CR − M ). In Section II-A, all relays have been
grouped into L different clusters {C1, . . . ,CL}. If the file
belongs to the second group, the LCD caching strategy
is employed and each cluster takes turn to store the next
popular files, but those relays in the same cluster store
the same files.

• The third group: G3 = {Q(L,M ) + 1, . . . ,N }. The rest
less popular files in the third group are not cached at any
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cluster, which means the requested file is cached at BS
and must be forwarded from BS to D assisted by relay.

C. TRANSMISSION SCHEMES
In this subsection, we shall analyze the received SNRs at
D and E of different transmission schemes according to the
cache strategy of files. In addition, the transmit data rate is
adaptively adjusted according to the instantaneous channel
state. And in order to achieve the secrecy communication,
the code can be designed as the random signals. In particular,
the polar codes can be used to obtain the secure communica-
tions. The details about the secrecy codebook design can be
found in [29] and [30].

In order to analyze the received SNRs at D and E , we use
hD = [hR1,D, hR2,D, · · · , hRK ,D] to denote the channel vector
of the main links associated with K relays. Accordingly,
the weighting vector at the relays w is equal to h†D/||hD||F ,
where (·)† denotes conjugate transpose and || · ||F is the
Frobenius norm.

1) RELAY CLUSTERS COLLABORATIVE TRANSMISSION
For relay cluster collaborative transmission, if the requested
file m belongs to the first group, all clusters form collabora-
tive beamforming to send it to D using the maximum ratio
transmission principle. Hence, clusters directly transmit the
cached file to the user when D sends the request, and the
received SNR at D is given by

SNRD
T1 =

pr
σ 2

K∑
k=1

|hRk ,D|
2, (2)

where σ 2 is the noise power at the receiver. The received SNR
at the eavesdropper E is given by

SNRE
T1 =

pr
σ 2

∑K
k=1 |h

†
Rk ,DhRk ,E |

2∑K
k=1 |hRk ,D|

2
. (3)

2) RELAY CLUSTER TRANSMISSION
If the requested file m belongs to the second group, the cor-
responding relay cluster that stores it directly transmits it
to D using maximum ratio transmission. When D sends the
request, the file will be served by a random relay cluster Cl ,
thus the received SNR at D served by cluster Cl is given by

SNRD
T2Cl
=

pr
σ 2

∑
k∈Cl

|hRk ,D|
2. (4)

The received SNR at E is given by

SNRE
T2Cl
=

pr
σ 2

∑
k∈Cl |h

†
Rk ,DhRk ,E |

2∑
k∈Cl |hRk ,D|

2 (5)

3) TRADITIONAL TWO-HOP TRANSMISSION
If the requested filem belongs to the third group, it means the
traditional two-hop relaying is employed, and the best relay
Rk∗ is selected according to the standard max-min selection
criterion, which maximizes the minimum of the dual-hop

channel gains of main links. Thus, the received SNR at D is
given by

SNRD
T3 = min(

ps
σ 2 |hS,Rk∗ |

2,
pr
σ 2 |hRk∗ ,D|

2). (6)

The received SNR at E is given by

SNRE
T3 =

ps
σ 2 |hS,E |

2
+
pr
σ 2 |hRk∗ ,E |

2. (7)

In this section, we have presented the system model and
show transmission schemes for the hybrid cache placement.
In the following section, we further analyze the system per-
formance on the two objective functions: The secrecy outage
probability and the average secrecy capacity.

III. PERFORMANCE ANALYSIS
In this section, we investigate the two key metrics for the
system performance of proposed method, which includes
the secrecy outage probability and average secrecy capacity.
Moreover, we will derive the analytical results on secrecy
outage probability and average secrecy capacity of different
transmission schemes, respectively. In this paper, we consider
the target secrecy rate is τ .

A. SECRECY OUTAGE PROBABILITY
We assume that the N files have been requested to D, and
three transmission schemes are used to transmit the files
belong to different groups. Thus, if the set Srelay contains the
requested files, we can obtain the secrecy outage probability
of relay clusters collaborative transmission as [6]–[9]

PT1 = Pr
{[

log2(1+ SNRD
T1)− log2(1+ SNRE

T1)
]
< τ

}
.

(8)

For relay cluster transmission, if the requested file is stored
at a random relay cluster Cl , the secrecy outage probability
for this file served by Cl is given by

PT2Cl = Pr
{[
log2(1+ SNRD

T2Cl
)−log2(1+SNRE

T2Cl
)
]
< τ

}
.

(9)

For traditional two-hop transmission, if the requested file
belongs to the third group, it means the file is cached in BS,
which must be forwarded from S toD assisted by relay. Thus,
the secrecy outage probability is given by

PT3 = Pr
{[

1
2
log2(1+SNRD

T3)−
1
2
log2(1+SNRE

T3)
]
< τ

}
.

(10)

Herein, we further evaluate the system performance
through the secrecy outage probability of proposed system.
And from above analysis, we have obtained the analytical
results on the secrecy outage probability of relay clusters
collaborative transmission, relay cluster transmission and
traditional two-hop transmission. Thus, according to the pop-
ularity of files, we can derive the secrecy outage probability
of proposed system in following theorem.
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Theorem 1: The secrecy outage probability is given by

P̄ = C1−γ
R ϕ(ρ)+ C1, (11)

where ρ , M/CR ∈ [0, 1], C1 is a constant and independent
of the parameter ρ, and

ϕ(ρ) , (ρ1−γ (PT1 − PT2C1
)+

L−1∑
l=1

(l − (l − 1)ρ)1−γ (PT2Cl

−PT2C1+1
)+ (L − (L − 1)ρ)1−γ

× (PT2CL − P
T3))/(N 1−γ

− 1).

(12)
Proof: The proof is presented in Appendix A.

Remark 1: From Theorem 1, we observe that the secrecy
outage probability is a complicated function of M , and the
value ofM dynamically determines the secrecy outage prob-
ability and the numbers of files in different groups. However,
becauseM is an integer variable, we introduce a new contin-
uous variable ρ , M/CR to study the convexity of function.

Based on Theorem 1, we have an interesting observation
summarized in the following corollary.
Corollary 1: For fixed the parameters ρ, CR and L, P̄ is a

monotonically decreasing function with respect to γ .
Proof: According to Theorem 1, the first order partial

derivative of P̄ with respect to γ can be calculated as

∂P̄(γ )
∂γ

= C1−γ
R

∂ϕ

∂γ
− C1−γ

R ϕ(ρ)(lnCR). (13)

where
∂ϕ

∂γ
=

{
ρ1−r (PT1 − PT2C1

)
(
N 1−γ lnN − (N 1−γ

− 1) ln ρ
)

+

L−1∑
l=1

(l − (l − 1)ρ)1−γ (PT2Cl − P
T2
Cl+1 )

(
N 1−γ lnN

− (N 1−γ
−1) ln(l−(l−1)ρ)

)
+ (L − (L − 1)ρ)1−γ

× (PT2CL − P
T3)

(
N 1−γ lnN − (N 1−γ

− 1)

× ln(L − (L − 1)ρ)
) }

/(N 1−γ
− 1)2, (14)

Since ∂ϕ/∂γ < 0 and C1−γ
R ϕ(ρ) lnCR > 0, we can infer

that ∂P̄(γ )/∂γ < 0, which implies that P̄ is a monotonically
decreasing function with respect to γ .

From Corollary 1, we can draw useful insight on the
impact of parameter γ . It is noted that increasing the value
of γ improves the secrecy outage probability for the reason
that P̄ is a monotonically decreasing function with respect
to γ . And increasing the value of γ , the system performance
ameliorates with larger γ .

B. AVERAGE SECRECY CAPACITY
In this subsection, the analytical results on the average
secrecy capacity of several transmission schemes will be
presented in the following. We consider that CT1 and CT3,
represent the average secrecy capacity of transmitting a file

that belongs to the first group and the third group, respec-
tively. For the file belongs to the second group, we consider
that CT2

Cl represents the average secrecy capacity of transmit-
ting a file served by cluster Cl .
If the requested file belongs to the first group, it means

the relay clusters collaborative transmission scheme is
employed to transmit the file. And we can obtain the average
secrecy capacity of relay clusters collaborative transmission
as [6]–[9]

CT1
= E

{[
log2(1+ SNRD

T1)− log2(1+ SNRE
T1)
]+}

,

(15)

where [x]+ represents max(0,x).
For relay cluster transmission, if the file served by a ran-

dom cluster Cl , the average secrecy capacity of transmitting
a file is given by

CT2
Cl = E

{[
log2(1+ SNRD

T2Cl
)− log2(1+ SNRE

T2Cl
)
]+}

.

(16)

For traditional two-hop transmission, if the file is transmitted
from BS to D assisted by relay Rk∗ , the average secrecy
capacity for is given by

CT3
= E

{[
1
2
log2(1+ SNRD

T3)−
1
2
log2(1+ SNRE

T3)
]+}

.

(17)

In this subsection, our purpose is to evaluate the system
performance with the average secrecy capacity in following
theorem.
Theorem 2: The average secrecy capacity is given by

C̄S = C1−γ
R φ(ρ)+ C2, (18)

where C2 is a constant (not a function of ρ) and

φ(ρ) , (ρ1−γ (CT1
− CT2

C1
)+

L−1∑
l=1

(l − (l − 1)ρ)1−γ (CT2
Cl

−CT2
Cl+1 )+ (L − (L − 1)ρ)1−γ (CT2

CL − C
T3))

/(N 1−γ
− 1). (19)

Proof: The proof is presented in Appendix B.
Remark 2: From Theorem 2, some useful insights on the

impact of ρ are drawing. It can be seen that the secrecy
outage probability is a complicated function of ρ, whose
value determines the value of secrecy outage probability.

Based on above analysis, an important corollary is pre-
sented in the following.
Corollary 2: Given the fixed parameters ρ, CR and L, C̄S

is a monotonically increasing function with respect to γ .
Proof: According to Theorem 2, the first order partial

derivative of C̄S with respect to γ is calculated by

∂C̄S (γ )
∂γ

= C1−γ
R

∂φ

∂γ
− C1−γ

R φ(ρ) lnCR. (20)
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where

∂φ

∂γ

=

{
ρ1−r (CT1

− CT2
C1

)
(
N 1−γ lnN − (N 1−γ

− 1) ln ρ
)

+

L−1∑
l=1

(l − (l − 1)ρ)1−γ (CT2
Cl − C

T2
Cl+1 )

(
N 1−γ lnN

− (N 1−γ
−1) ln(l−(l−1)ρ)

)
+(L − (L − 1)ρ)1−γ

× (CT2
CL − C

T3)
(
N 1−γ lnN − (N 1−γ

− 1)

× ln(L − (L − 1)ρ)
) }

/(N 1−γ
− 1)2, (21)

As ∂φ/∂γ > 0 and C1−γ
R φ(ρ) lnCR < 0, we know that

∂C̄S (γ )/∂γ > 0, which indicates that C̄S is a monotonically
increasing function with respect to γ .

From (20), it is obvious that the value of parameter γ
effects the secrecy outage probability. And in terms of
Corollary 2, we know that C̄S is a monotonically increasing
function with respect to γ , which shows that increasing the
value of γ can improve the average secrecy capacity and the
system performance.

IV. OPTIMIZATION OF HYBRID CACHE PLACEMENT
From the performance analysis, it can be seen that the
parameter M determines the cache placement and system
performance. Therefore, the optimization of hybrid cache
placement is to identify the optimal value of M . But since
M is an integer variable, we firstly identify the optimal value
of ρ, and then find the optimalM∗ in terms ofM∗ = dρ∗CRe.

In order to obtain the optimal cache space assignment,
we define two optimization problems in this section, includ-
ing optimal design for secrecy outage probability and optimal
design for average secrecy capacity.

A. OPTIMAL DESIGN FOR SECRECY
OUTAGE PROBABILITY
In this subsection, the optimal caching design is to identify the
optimal valueM∗ to minimize the secrecy outage probability.
From (11) and (12), we observe that both P̄ and ϕ(ρ) are
polynomial functions of ρ. And according to the convexity
of P̄ and ϕ(ρ), the approximately optimal cache placement
strategy about secrecy outage probability is shown as follow.
Theorem 3: When the secrecy outage probability of clus-

ters are the same, i.e., PT2 = PT2Cl , l = 1, . . . ,L, and the file
requested from the second group is served by a random relay
cluster. The approximately optimal cache placement strategy
is given by

M∗ = dρ∗CRe, (22)

where

ρ∗ = min(ρ†, 1), (23)

with

ρ† ,
L(

PT2−PT1
(PT3−PT2)(L−1)

)−1/γ
+ (L − 1)

. (24)

Proof: The proof is presented in Appendix C.
Remark 3: According to the result of Theorem 3 and the

proof in Appendix C, we know that both of the functions
ϕ(ρ) and P̄ are convex functions with respect to ρ. So we can
use bisection search to find the optimal ρ∗. And from (24),
we can make an intuitive analysis on the impact of sys-
tem parameters. It is noted that ρ∗ depends on the ratio

of
PT2C1
−PT1

PT3−PT2C1
. Additionally, when

PT2C1
−PT1

PT3−PT2C1
< L−1 and ρ† < 1,

ρ† is increasing with γ , and ρ∗ = ρ† is optimal in this case.

When
PT2C1
−PT1

PT3−PT2C1
> L − 1 and ρ† > 1, ρ∗ = 1. It means to

store the most popular content is optimal.
The effect of ρ on secrecy outage probability is shown

in Fig. 2. In our simulation, we set K = 5,CR = 10, γ =
1.2, ps = 30 dB, and N = 100. From the figure, we can find
that the variable ρ determines the secrecy outage probability
of proposed system and the secrecy outage probability is a
convex function with respect to ρ. In addition, the minimum
of secrecy outage probability is obtained at ρ∗ = 0.2. This
happens when the three caching strategies are all employed,
and the optimal design for secrecy outage probability
is M∗ = 2.

FIGURE 2. Effect of ρ on function of secrecy outage probability.

B. OPTIMAL DESIGN FOR AVERAGE SECRECY CAPACITY
Different with optimal design for secrecy outage probability,
our optimal caching design in this subsection is to identify the
optimal value M∗ to maximize the average secrecy capacity.
From (18), it can be seen that the parameter ρ determines

the average secrecy capacity of proposed system. In order
to maximize the average secrecy capacity, we present the
following corollary and the approximately optimal cache
placement strategy about average secrecy capacity is shown
as follows.
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Theorem 4: When the average secrecy capacity of relay
clusters are identical, i.e., CT2

= CT2
Cl , l = 1, . . . ,L, the file

requested from the second group is served by a random relay
cluster, the approximately optimal cache placement strategy
is given by

M∗ = dρ∗CRe, (25)

where

ρ∗ = min(ρ‡, 1), (26)

with

ρ‡ ,
L(

CT2−CT1
(CT3−CT2)(L−1)

)−1/γ
+ (L − 1)

. (27)

Proof: The proof is presented in Appendix D.
Remark 4: Similarly to the analysis in optimal design for

secrecy outage probability, from (27), it can be observed that

ρ∗ depends on the ratio of
CT2C1
−CT1

CT3−CT2C1
, and when

CT2C1
−CT1

CT3−CT2C1
<

L− 1 and ρ‡ < 1, ρ∗ = ρ‡. It means the hybrid cache place-

ment strategy is employed in this case. When
CT2C1
−CT1

CT3−CT2C1
>

L− 1 and ρ‡ > 1, ρ∗ = 1. It means MPC caching strategy is
optimal in this case.

FIGURE 3. Effect of ρ on function of average secrecy capacity.

The effect of ρ on average secrecy capacity is shown
in Fig. 3. In our simulation, we set K = 5,CR = 10, γ =
1.2, ps = 30 dB, and N = 100. It is obvious that the average
secrecy capacity is a concave function with respect to ρ and
when ρ = 0.6 the average secrecy capacity of proposed
system have the maximum. It means that the hybrid cache
placement is optimal in this case, and the optimal design for
secrecy outage probability is M∗ = 6. Comparing to the
optimal design for secrecy outage probability, we can find
that even if the conditions and the methods of optimal design
are same, the result of optimal design is different.

V. NUMERICAL AND SIMULATION RESULTS
In this section, the numerical and simulation results are pre-
sented to verify the performance of system with hybrid cache

placement proposed in this paper, and illustrate the effect of
key system parameters. In addition, the system performances
are compared with MPC, LCD and relay without caching.
In this paper, we consider there are K relays with cache
capacity, dS,Rk = (K − k + 1)/2, dRk ,D = k/2. The target
secrecy rate τ is equal to 0.2 bps/Hz, the transmit power of
relay pr = ps/5 and the noise power is set to one.

FIGURE 4. Effect of ps and CR on secrecy outage probability.

FIGURE 5. Effect of ps and CR on average secrecy capacity.

Fig. 4 shows the effect of transmit power andCR on secrecy
outage probability. In our simulations, we set K = 6, γ =
1.5,N = 100, dS,E = K and dRk ,E = 4 dRk ,D. As observed
from the picture, we can find that the value of CR dynami-
cally determines the system secrecy outage probability, and
the secrecy outage probability of CR = 25 is lower than
CR = 5, which illustrates that the secrecy outage probability
ameliorates with larger CR. And it is also obvious the secrecy
outage probability ameliorates with larger N .

Fig. 5 shows the effect of transmit power and CR on
system average secrecy capacity. In our simulations, we set

8104 VOLUME 6, 2018



F. Shi et al.: HCP for Physical-Layer Security in Cooperative Networks

K = 6, γ = 1.5,N = 100, dS,E = K and dRk ,E =
4 dRk ,D. As shown in picture, the average secrecy capacity
of system with hybrid cache placement is higher than relay
without caching strategy,MPC and LCD,which demonstrates
our opinions that the hybrid cache placement can effectively
improve the physical layer security. It is also obvious that
the average secrecy capacity improves with larger transmit
power, and the average secrecy capacity increase with the
value of CR.

Fig. 6 depicts the effect of key system parameters N
and γ on system average secrecy outage probability, where
K = 6,CR = 15 and ps = 30 dB. From the picture,
we can see that the secrecy outage probability of hybrid
cache placement is lower than relay without caching strategy,
MPC and LCD. In addition, comparing the secrecy outage
probability of γ = 0.8 and γ = 1.5, it is obvious that
the secrecy outage probability ameliorates with larger γ and
deteriorates with larger N .

FIGURE 6. Effect of N and γ on secrecy outage probability.

FIGURE 7. Effect of N and γ on secrecy capacity.

In Fig. 7, we depict the effect of key system parame-
ters N and γ on system average secrecy capacity. In our

simulations, we set K = 6,CR = 15, and ps = 30 dB.
As observed from the figure, the average secrecy capacity
of system with hybrid cache placement is higher than relay
without caching strategy, MPC and LCD, which supports our
opinions that utilizing hybrid cache placement can effectively
improve the physical layer security in cooperative networks.
In addition, comparing the average secrecy capacity of γ =
0.8 and γ = 1.5, it is obvious that the average secrecy capac-
ity ameliorates with larger γ and deteriorates with larger N .

VI. CONCLUSIONS
In this paper, we proposed a novel method that using the
hybrid cache placement to improve the physical layer security
in cooperative networks. Themain idea of hybrid cache place-
ment is combining three different cache strategies to cache
different files in terms of the secrecy outage probability of
relay clusters and the popularity of files. We presented the
performance analysis results and optimal design results on
secrecy outage probability and average secrecy capacity, and
some interesting observations are reached. For secrecy outage
probability, we know that there always exists an optimal
value of most popular files to minimize the secrecy outage
probability, and for average secrecy capacity, we also see that
there always exists an optimal value of most popular files to
maximize the average secrecy capacity. Finally, the numerical
simulations were provided to verify our analytical results that
utilizing hybrid cache placement can contribute to improve
the physical layer security in cooperative networks.

APPENDIX
A. PROOF OF THEOREM 1
According to the popularity of files, the secrecy outage prob-
ability can be shown as follow,

P̄ = PT1
M∑
n=1

fn +
L∑
l=1

PT2Cl

Q(l,M )∑
n=Q(l,M )+M−C+1

fn

+PT3

1−
Q(L,M )∑
n=1

fn

. (28)

By invoking the expression Q(l,M ) , M + l(CR − M ),
the secrecy outage probability can be extended as

P̄ = PT1
M∑
n=1

fn +
L∑
l=1

PT2Cl

l(CR−M )+M∑
n=1

fn

−

l(CR−M )+2M−CR∑
n=1

fn

+ PT3
1−

L(CR−M )+M∑
n=1

fn

.
(29)

In order to minimize the secrecy outage probability,
we invoke the following result of approximating the sum of
Zipf probabilities [33]

m∑
n=1

fn ≈
m1−γ

− 1
N 1−γ − 1

. (30)
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Based on the above approximation, the secrecy outage
probability of system with hybrid cache placement can be
shown as

P̄ = PT1
M1−γ

− 1
N 1−γ − 1

+

L∑
l=1

PT2Cl

(
(l(CR −M )+M )1−γ − 1

N 1−γ − 1

−
(l(CR −M )+ 2M − CR)1−γ − 1

N 1−γ − 1

)
+PT3

(
1−

(L(CR −M )+M )1−γ − 1
N 1−γ − 1

)
. (31)

Invoking the continuous variable ρ, the secrecy outage
probability can be simplified as

P̄ =
C1−γ
R

N 1−γ − 1
(ρ1−γ (PT1 − PT2C1

)

+

L−1∑
l=1

(l − (l − 1)ρ)1−γ (PT2Cl − P
T2
C1+1

) (32)

+ (L−(L−1)ρ)1−γ (PT2CL − P
T3))−

PT1−PT3

N 1−γ − 1
+PT3

= C1−γ
R ϕ(ρ)+ C1 (33)

B. PROOF OF THEOREM 2
Similarly, according to the popularity of files, the average
secrecy capacity is given by

C̄S = CT1
M∑
n=1

fn +
L∑
l=1

CT2
Cl

Q(l,M )∑
n=Q(l,M )+M−C+1

fn

+CT3

1−
Q(L,M )∑
n=1

fn

. (34)

Invoking the expression Q(l,M ) , M + l(CR − M )
and approximating the sum of Zipf probabilities, the average
secrecy capacity can be shown as

C̄S =
C1−γ
R

N 1−γ − 1

((
M
CR

)1−γ

(CT1
− CT2

C1
)

+

L−1∑
l=1

(
l − (l − 1)

M
CR

)1−γ

(CT2
Cl − C

T2
Cl+1 )

+

(
L − (L − 1)

M
CR

)1−γ

(CT2
CL − C

T3)

−
1

C1−γ
R

(CT1
− CT3)

)
+ CT3. (35)

Since M is an integer variable, similarly, we introduce the
continuous variable ρ, C̄S also can be shown as

C̄S =
C1−γ
R

N 1−γ − 1
(ρ1−γ (CT1

− CT2
C1

)

+

L−1∑
l=1

(l − (l − 1)ρ)1−γ (CT2
Cl − C

T2
Cl+1 ) (36)

+ (L − (L − 1)ρ)1−γ (CT2
CL − C

T3))−
CT1
− CT3

N 1−γ − 1

+CT3
= C1−γ

R φ(ρ)+ C2, (37)

C. PROOF OF THEOREM 3
By differentiating ϕ(ρ) with respect to ρ, the first order partial
derivative of ϕ(ρ) can be calculated as

ϕ′(ρ)
1−γ

N 1−γ−1

= ρ−γ (PT1 − PT2C1
)

+

L−1∑
l=1

(l − (l − 1)ρ)−γ (l − 1)(PT2Cl − P
T2
Cl+1 )

+ (L − (L − 1)ρ)−γ (L − 1)(PT2CL − P
T3).

(38)

Since the value of the first order partial derivative is not
sure, it is necessary to further check the second order partial
derivative of ϕ(ρ), which can be expressed as

ϕ′′(ρ)
γ (γ−1)
N 1−γ−1

= ρ−γ−1(PT1 − PT2C1
)

+

L−1∑
l=1

(l − (l − 1)ρ)−γ−1(l − 1)2(PT2Cl − P
T2
Cl+1 )

+ (L − (L − 1)ρ)−γ−1(L − 1)2(PT2CL − p
T3).

(39)

Based on caching model, we know that PT1 < PT2C1
, PT2Cl <

PT2Cl+1 , P
T2
CL < PT3, and γ (γ−1)

N 1−γ−1
< 0. Therefore, we know

ϕ′′(ρ) > 0, it indicates that ϕ(ρ) is a convex function with
respect to ρ. And since P̄ = C1−γ

R ϕ(ρ) + C1, P̄ is also a
convex function with respect to ρ.

Since P̄ is a convex function with respect to ρ, it shows that
the optimal ρ∗ is the critical point ρ† that corresponds to zero
first-order derivative.

D. PROOF OF THEOREM 4
Similarly, by differentiating the φ(ρ) with respect to ρ,
the first order partial derivative of φ(ρ) can be calculated as

φ′(ρ)
1−γ

N 1−γ−1

= ρ−γ (CT1
− CT2

C1
)

+

L−1∑
l=1

(l − (l − 1)ρ)−γ (l − 1)(CT2
Cl − C

T2
Cl+1 )

+ (L − (L − 1)ρ)−γ (L − 1)(CT2
CL − C

T3).

(40)

Because it is challenging to work out whether (40)
is strictly positive or negative, the second order partial
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derivative of φ(ρ) is further checked, which gives

φ′′(ρ)
γ (γ−1)
N 1−γ−1

= ρ−γ−1(CT1
− CT2

C1
)

+

L−1∑
l=1

(l − (l − 1)ρ)−γ−1(l − 1)2(CT2
Cl − C

T2
Cl+1 )

+ (L − (L − 1)ρ)−γ−1(L − 1)2(CT2
CL − C

T3).

(41)

Since CT1 > CT2
Cl ,C

T2
Cl > CT2

Cl+1
,CT2

CL > CT3, and
γ (γ−1)
N 1−γ−1

< 0. Therefore, we have φ′′(ρ) < 0, it indicates
that φ′′(ρ) is a concave function with respect to ρ. And since
C̄S = C1−γ

R φ(ρ) + C2, C̄S is also a concave function with
respect to ρ.
Since C̄S is a concave function with respect to ρ, the

optimal ρ∗ is the critical point ρ∗ that corresponds to zero
first-order derivative.
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