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ABSTRACT Resource failures frequently occur in a smart manufacturing information system (SMIS), which
exerts significant impacts on the robustness of the system. From a complex network perspective, this paper
develops a fresh methodology for analyzing the robustness of an SMIS suffering from resource failures. First,
this methodology divides an SMIS into cyber and physical layers, dissects the resources within these layers
and the relationships among these resources. Based on complex network thinking, the methodology then
builds a network model incorporating different failure modes and link patterns. Finally, extensive simulations
are performed using the case of an appliance manufacturer and one of its suppliers. The results show that
an SMIS, along with its cyber layer, exhibits the property of being robust-yet-fragile, and that an assortative
link pattern is the optimal link pattern to guarantee robustness for the SMIS under targeted failures.

INDEX TERMS Robustness, smart manufacturing, information system, resource failure, complex network.

I. INTRODUCTION

In recent years, manufacturing intelligence has gradually
integrated with traditional manufacturing, bringing about an
advanced manufacturing paradigm known as smart manu-
facturing (SM) [1]. Many national manufacturing strategies,
such as “Industry 4.0, ““Made in China 2025 and “‘Indus-
trial Internet”, give priority to SM. According to research
by Smart Manufacturing Leadership Coalition (SMLC) [2],
SM is and will continue to be the mainstream manufac-
turing mode in the 21st century, being driven by disrup-
tive technologies, such as big data [3]-[6], cyber-physical
systems [7], [8], cloud computing [9], [10] and network tech-
nologies [11], [12]. With the purpose of integrating decen-
tralized resources to fulfill dynamic and diverse customer
demands, SM emphasizes vertical integration within enter-
prises, horizontal integration among enterprises, and end-
to-end integration in the same value chain surrounding the

product lifecycle [13], [14]. To realize the above integra-
tions, enterprise information systems belonging to different
enterprises need to be interconnected to support the provision
of products and services. When all enterprise information
systems in the same value chain are interconnected, a smart
manufacturing information system (SMIS) is created.
Traditional information systems are composed of ter-
minals, servers, software, network communication devices,
data, processes, and people [15]. Most of these elements
exist only in cyberspace. In contrast, an SMIS not only
contains the above elements from multiple enterprises but
also incorporates a vast number of additional devices
(e.g., digital cameras and machines) from physical space,
as well as the plentiful software and data residing on these
devices [16], as shown in Fig.1. For various reasons, such
as hostile environments and prolonged operations, resource
failures can occur gradually or abruptly. With the increasing
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FIGURE 1. A schematic diagram of an SMIS.

use of devices in the physical space of an SMIS, such failures
become more serious. Once a resource fails, it may induce
abnormal operations in neighboring resources, followed by
cascading failures, which could finally cause a widespread
outage. In Fig. 1, if the server fails, the terminals cannot
access data from the server, and the robot cannot offload its
storage and computing processes to the server, leading to the
ineffective operations of both the terminals and robot. In time,
the neighbors of these devices are affected, eventually causing
the failure of system functions and the exponential growth of
risk. Thus, robustness is vital for any SMIS, especially when
resources frequently fail.

Since the development of SMISs is still at an early stage,
existing research mainly focuses on the front-end lifecycles
(e.g., system implementation and ICT adoption) of SMISs
and hardly involves their robustness. This paper devises a
methodology to analyze the robustness of an SMIS from a
complex network perspective. The methodology decomposes
an SMIS into two interconnected layers and introduces three
link patterns between these layers, which underlies the forma-
tion of a network model of an SMIS. The methodology also
considers and models four kinds of resource failures, then
describes the robustness of an SMIS under each failure mode.

The neoteric aspects in this research are: (1) In terms of
system modeling, this paper adopts complex network think-
ing to establish a network model for an SMIS, which fills gaps
in the current research marked by the structural modeling
in the design phase of an SMIS; (2) In terms of robustness,
this paper quantitatively analyzes the robustness of an SMIS
affected by resource failures, which presents a novel attempt
to address robustness at the root of an SMIS. Our method-
ology synthesizes previous research on network robustness
to provide a pragmatic framework for analyzing robustness
under conditions of resource failure.

The remainder of the paper is organized as follows:
Section Il reviews the relevant literature. Section III describes
a network model for an SMIS and simulations of different
resource failures. Section IV presents a numerical analysis of
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how resource failures influence the robustness of an SMIS.
Finally, Section V gives our conclusions.

Il. LIRERATURE REVIEW

Two streams of literature are relevant to our research. The first
stream regards SMISs, and the second relates to the metrics
of network robustness.

The research on SMISs approaches the field from
several perspectives. Li et al. [17] constructed a three-
level framework to integrate wireless networks and cloud
services into information systems. Kadiri et al. [18]
proposed some strategies for information systems sup-
ported by advanced ICT technologies, such as big data.
Fayoumi [19] presented an ecosystem-inspired modeling
framework to design collaborative and networked man-
ufacturing systems. Papazoglou et al. [20] established a
reference architecture for devising highly-connected smart
manufacturing networks. Lu and Cecil [21] outlined an
internet of things-based framework for collaborative man-
ufacturing systems. Yang et al. [22] designed a new tab-
ular document exchange method to implement semantic
interoperability in heterogeneous information systems.
Tao and Qi [23] put forward a framework to support the
adoption of new ICT and service-oriented technologies.
Gonzélez-Rojas and Ochoa-Venegas [24] excogitated a
decision-making model to assess and manage the implemen-
tation of information systems. Niemimaa [25] emphasized
that the social part of information systems should be val-
ued and provided some conceptual foundations to address
the social part during the lifecycle of information systems.
In summary, the above research has mainly focused on the
front-end lifecycle of information systems but barely on
system robustness, though robustness is critical for an SMIS.

To analyze network robustness in a quantitative man-
ner, many metrics have emerged, but there is no unified
measurement system. Robustness metrics proposed in the
literature include geometric connectivity [26], assortativ-
ity [27], endurance [28], natural connectivity [29], infor-
mation entropy [30], giant components [31], the proportion
of failed nodes [32], the proportion of failed edges [33],
global efficiency [34], reliability and average degree [35],
algebraic connectivity [36], degree diversity [37], clustering
coefficient [38], and betweenness centrality [39]. Of these
metrics, global efficiency assumes that two nodes trans-
fer data through the shortest path to minimize data-transfer
time and an SMIS should be designed to quickly provide
information to users. This high correspondence motivates
us to adopt global efficiency to quantify the robustness of
an SMIS.

Ill. MODEL

A. NETWORK STRUCTURE OF SMIS

In SM, information systems break through traditional
cyberspace and gradually extend to physical space. Thus,
the structure of an SMIS can be divided into a cyber structure
and a physical structure.
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Resources in the cyber layer of an SMIS cover cyber-
layer devices (e.g., servers, routers, and laptops), software,
data, and people. The relationships among these four kinds
of resources are that software and data reside on cyber-layer
devices, some of which collaborate with people. As such,
we view cyber-layer devices and people as cyber entities
that synergistically handle business data within the scope
of traditional enterprise informatization, the data from the
external internet (e.g., social media data), and the data col-
lected from devices in the physical layer. After processing,
these entities send feedback to the physical and decision-
making layers. Here, we treat each cyber entity as a node
and the cooperative relationship between two cyber entities
as an edge. The network structure of the cyber layer of an
SMIS can be represented by:

Gc = (VCVEC) (1)

where Ve = {vc1, ve2, ..., ven} and Ec = {egjjlec; € (0, 1),
1 < i # j < n} represent the sets of nodes and edges,
respectively, in the cyber layer. Here,e.;; = 1 indicates that
there exists an edge between nodes v.; and v,; while e.;; = 0
indicates no edge.

Resources in the physical layer of an SMIS contain
physical-layer devices (e.g., robots, sensors, and cameras),
software, data, and people. For the same reason as the
cyber layer, we consider physical-layer devices and people as
physical entities, which collaboratively produce and collect
the data mirroring the states of the devices and products
(e.g., work conditions and environmental parameters), and
become new elements of an information system by connect-
ing with the cyber layer. Similarly, we view physical entities
as nodes (supposing that the number of the nodes in a cyber
layer equals that in the physical layer) and the relationship
between two physical entities as an edge. The network struc-
ture of the physical layer of an SMIS is denoted as:

Gy = (V,, Ep) 2

where V), = {vp1, V2, ..., vpu} and E, = {epjjlepj €
0,1),1 < i # j < n} represent the sets of nodes and
edges, respectively, in the physical layer. Similarly, e,; = 1
signifies that there exists an edge between nodes vp; and vy,
while ep;; = 0 signifies no edge.

Driven by various cutting-edge technologies, such as the
internet of things and cyber-physical systems, physical enti-
ties can link to cyber entities. This paper considers three
common link patterns which are depicted as follows:

1) Random link (RL). Randomly select a node v; in net-

work G¢ and a node v,;(1 < i, j < n) in network
Gyp. If v¢; has no link with other nodes in G, and vy;
has no link with other nodes in G, then connect v;
with v,;; otherwise, do not connect. Repeat this process
until the degree of the whole network increases by 2np,
where p denotes the link strength between the cyber and
physical layers.

2) Assortative link (AL). Sort the nodes of G, according

to the descending order of the node degree, marked as
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Vedls Ved2s - - - » Vedn- If two or more nodes have the same
degree, randomly rank them. Sort the nodes of G, in the
same manner, marked as vpq1, Vpd2, - - - » Vpdn- Randomly
choose a node v.4(1 < i < n)in G, then connect node
Veai With node vyg; in Gp,. Repeat this process until the
degree of the whole network increases by 2np.

3) Disassortative link (DL). Arrange the nodes in G, and
G, in the same manner as AL. Randomly select a node
vedi(l <0 < n)in G, then connect node v.4 with node
Vpd(n+1—i) in Gp,. Repeat this process until the degree of
the whole network increases by 2np.

B. RESOURCE FAILURE MODELING

An SMIS is a networked system that covers many cyber and
physical entities. Through mutual collaboration, these entities
convert data into information, information into knowledge,
and knowledge into actions through decision-making. In a
dynamic and uncertain SM environment, the entities may
fail in a gradual or sudden way. The failures either hinder
the entities from realizing their functions or destroy the col-
laborative relationships among the entities, finally impairing
the robustness of the SMIS. The factors inducing resource
failures can be roughly divided into two categories, which are
random and intended attacks. Random attacks refer to random
adverse causes, such as extreme environments and human
errors, and are of two types: attacks against an entity or the
relationship between two entities. Intended attacks are goal-
directed interference, such as purposive physical attacks, and
are also of two types: attacks against the entity that has the
maximum number of links with other entities or against the
relationship between two entities that has the largest link
product.

Attacking an entity causes it to lose operational capacity,
which is modeled as the removal of the corresponding node
from the network structure of an SMIS. Attacking the rela-
tionship between two entities allows the entities to operate
but causes their collaboration to fail, which is modeled as the
removal of the corresponding edge. In accordance with the
above four types of attacks, the entities in an SMIS can have
four failure modes, which are modeled as follows:

1) Random node failure (RNF). Randomly select and
remove a node in G (which denotes the network struc-
ture of an SMIS).

2) Random edge failure (REF). Randomly select and
remove an edge in G.

3) High degree failure (HDF). Select and remove the node
with the largest degree in G.

4) Degree product failure (DPF). Select and remove the
node with the largest degree product in G. We calcu-
late the degree product of an edge by multiplying the
degrees of the two nodes at the ends of the edge with
each other.

Failed nodes or edges cannot continue transferring data.
The less time the remaining nodes take to transfer data
to the targeted node, the more robust is the network. This
paper assumes that the shortest time to transfer data between
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TABLE 1. Basic statistical features of networks G¢ and Gp.

G. G,
Number of nodes 100 100
Number of edges 159 200
Average degree 3.1800 4.0000
Average path length 3.6574 39115
Clustering coefficient 0.0783 0.2219
Power exponent 2.6249 —

two entities is proportional to the length of the shortest path
between them. In this case, global efficiency E is an excellent
metric for the robustness of network G:

1 1
E= N(N — 1) Z djj ©)
i#]
where N denotes the number of nodes in network G. Param-
eter dj represents the length of the shortest path between
nodes i and j. If there are no paths between nodes i and j,
then dj; = oo.

IV. SIMULATIONS

This section describes the simulations of an appliance manu-
facturer and one of its suppliers. This cooperative unit gives
priority to SM and focuses on strengthening the intelligence
related to product development, manufacturing, decision-
making, logistics, services, etc. On the information level, the
promotion of intelligence in the above aspects relies heav-
ily on the capacities of the inter-organizational information
system (which is an SMIS), which supports the cooperative
unit in intelligently acquiring and handling data. Practical
investigations show that resource failures occur frequently.
Based on the business processes of the cooperative unit,
we were able to obtain the relationships among the resources
within the cyber and physical layers, as well as the cyber and
physical entities. Before establishing the network structure G,
we preprocessed the entities as follows: treat redundant enti-
ties and entities that merely have relationships of parallel,
sequential or exclusive operations as the same node. After
preprocessing, the number of nodes in both layers satisfies
N = N, = 100. The topologies of the layers (i.e., networks
G, and G,) were generated using Pajek, as shown in Fig. 2.
Since the development of SM in the cooperative unit is still
in its infancy, the connections between G, and G,, are very
imperfect. To facilitate our work, we neglect the existing
connections and apply the three common link patterns.

This paper first analyzes some basic statistical features of
G¢ and Gy, as shown in Table 1. The power-law exponent
of G, is 2.6249, denoting that G, is a scale-free network
(where a few nodes have many links and most nodes have few
links) and exhibits power-law degree distribution. However,
the degree distribution of G, is relatively uniform and does
not conform to a power-law distribution. The average path
length of G, and G, is small, but G, has a greater clustering
coefficient than does G, indicating that the degree of the
aggregation of the nodes in G, is higher.
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(b)

FIGURE 2. The topologies of the cyber and physical layers in the SMIS.
(a) Network G. (b) Network Gp.

Understanding the basic features of G, and G,, is beneficial
to analyzing the robustness of the SMIS when resources fail.
Let parameters f and & represent the proportion of failed
nodes and edges, respectively. To explore how p, f and h
influence the robustness (i.e., E) of the SMIS, we establish
two panoramas, as shown in Fig. 3. Each point represents a
value of E, and the color represents the exact value of E under
the corresponding condition. E can be seen to be positively
correlated with p but negatively with f or A. The positive
(negative) relation weakens when p (f or h) increases. The
details of the above two panoramas are presented in Fig. 4,
which also shows that the value of E tends to be stable and
is hardly subjected to p when f reaches 0.7 or & reaches 0.8.
It should be noted that, without loss of generality, the link
pattern between G, and Gy, in this case, is RL and the failure
mode is random failure.

To investigate how E varies by different link patterns and
failure modes, let p = 0.7. Based on previous analysis, let
f and h range within intervals [0, 0.7] and [0, 0.8], respec-
tively. Fig. 5 shows that E' changes according to different link
patterns and failure modes. From Fig. 5(a), we can see that,
on the one hand, under the same link pattern, the robustness
is weaker (i.e., the value of E is smaller) under HDF than
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under RNF, denoting that the SMIS has the properties
of being robust-yet-fragile and heterogeneous. The rea-
son for this outcome is: 1) The basic features calculated
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in Table 1 reveal that the degree distribution is extremely
non-uniform in G, but relatively uniform in G,. When
f is small, the randomly failed nodes have small degrees
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heterogeneity of G, a few nodes have high degrees and
their failure could seriously impair the robustness of G,
and have a great impact on E. Thus, the SMIS is fragile

and are randomly distributed across G, and G,. The fail-
ures of these nodes affect system robustness slightly; there-
fore, the SMIS is robust under RNF. 2) Due to the
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under HDF. Fig. 6(a) and Fig. 6(b) illustrate the above
explanation.

On the other hand, affected by HDF, E tends to be stable
when f reaches 0.3 and the order of the optimal link pattern
is AL > RL > DL. The reason for this outcome is, under
HDF, the same number of failed nodes destroys the most
direct connections under DL, followed by RL and AL. Thus,
AL is the best for improving robustness.

In Fig. 5(b), we can see that, under the same link pattern,
the values of E under different failure modes differ slightly
from each other when & < h;; or h > hyy (where h;1 equals
0.325, 0.275, and 0.075 under RL, AL and DL, respectively,
and h;» = 0.8). Moreover, when h;1 < h < hy, the value of
E is smaller under DPF than under REF. The reason for this
outcome is: 1) Under RL and AL, the damage that REF and
DPF exert on G, and G, respectively, meet conditions REF >
DPF and REF < DPF when & < h;;. These two failure modes
have nearly equal effects on E, as shown in Fig. 6(c) and
Fig. 6(d). Under DL, different failure modes slightly damage
connectivity when & < 0.075. When & > hyy, connectivity
suffers huge damage regardless of the failure modes and link
patterns. Therefore, £ under REF and DPF approximates.
2) Compared to REF, DPF destroys connectivity to a larger
extent when /1 < h < hy. Thus, the SMIS is more fragile
under DPF. Moreover, Fig. 5(b) reveals that the order of the
optimal link pattern under DPF is AL = RL > DL when
h < 0.8. The main reason for this priority is, under DL,
DPF primarily attacks the edges between G, and G,, then
those within both layers. However, DPF primarily attacks
the edges outside G, then within G, under the remaining
two link patterns, as shown in Fig. 6(c) and Fig. 6(d). Obvi-
ously, the order of edge failure under DL-DPF could impair
robustness more quickly than under AL-DPF or RL-DPF.
By comparing Fig. 5(a) and Fig. 5(b), we find that node
failures impact system robustness to a larger degree than do
edge failures. This result is intuitive.

Faced with node failures, E. and E, (i.e., the robustness
of G, and G,) do not significantly vary by link patterns, and
the robust-yet-fragile property is significant in G, as shown
in Fig. 6(a) and Fig. 6(b). Due to the differences between G,
and G, HDF first makes E. decline sharply but markedly
impacts E, only when f increases to a certain value. However,
E. and E, under DPF significantly vary by link patterns,
which is very different from under HDF. To be specific,
compared to RL and AL, DL under DPF can preferentially
protect the edges within G, and G, from failures. Thus,
DL is best for the resistance of G. and G, against DPF,
as shown in Fig. 6(c) and Fig. 6(d). Moreover, under DPF,
more edges in G, than in G, fail when & is small. As a result,
the declining rate of E, is higher than that of E,,. It should be
noted that DL is best for G, and G, against DPF, but causes
the biggest damage to the SMIS.

V. CONCLUSIONS
From a complex network perspective, this paper describes a
novel methodology to quantitatively examine the robustness
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of SMIS experiencing resource failures. The analysis of sys-
tem elements and modeling of resource failures underlie the
formation of a network model for an SMIS, by which we
analyze how different failure modes and link patterns affect
robustness. The results of the simulations indicate that, for
an SMIS, especially its cyber layer, with the properties of
being robust-yet-fragile and heterogeneous, AL is the best
link pattern against targeted failures. In addition, node fail-
ures have greater impact on robustness than do edge failures.
These findings are conducive to the front-end design and the
back-end control of an SMIS.

Despite the advantages of our research, there exists one
primary limitation. Our network model specifically views the
links among entities as bidirectional while real-world infor-
mation systems contain many unidirectional links. Therefore,
it is significant to develop more practical network models that
take unidirectional links into account. This will be the priority
for our future research.
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