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ABSTRACT Security of medical media is important for patient safety and confidentiality. This paper
proposes a framework for the chaos-based quantum encryption of healthcare images. In the framework,
healthcare staff in one location send cipher images to the cloud. The healthcare staff in another location
receives the images from the cloud. By decrypting the content of the images, the healthcare staff can
assist users in a secure manner. This paper also proposes a novel approach for the efficient quantum image
encryption of healthcare media. The proposed algorithm utilizes gray code and a chaotic map. The quantum
image is scrambled by quantum gray code. Then, the scrambled quantum image is encrypted using a quantum
XOR operation based on a key generator controlled by the logistic-sine map. The circuits of the proposed
encryption/decryption algorithm are devised based on an NEQR quantum image representation. Numerical
and simulation analyses show that the proposed quantum image encryption approach is robust, realizable,

and has high efficiency compared with its classical counterpart.

INDEX TERMS Quantum image encryption, chaotic systems, healthcare.

I. INTRODUCTION

Protecting the information content in digital images is essen-
tial today for diverse purposes, from military to healthcare
systems [1]-[4], [33]. Advanced encryption techniques for
the secure transmission, storage, and retrieval of quantum
images are increasingly required for a variety of image-
processing applications, especially for medical images. The
encryption of patient or user information before its trans-
ference over a communications channel or IoT network is
important for patient confidentially [5]. Therefore, for health-
care applications, it is quite important to improve suitable
approaches to protect medical quantum images.

Indeed, a well-designed healthcare image security method
should satisfy the two criteria identified by Shannon [6]:
confusion and diffusion. Confusion means the indistinguisha-
bility of the cipher image and inability to trace the secret
key or plain image from the cipher image. Diffusion means
that any changes in either the key or the plain image lead
to large changes in the cipher image. The substitution box
(S-box) is a nonlinear component many encryption
approaches employ to ensure the confusion property [7].
The diffusion property can be verified in chaotic dynamic
systems. In fact, chaotic systems or maps have various ulti-
mate features, such as ergodicity, sensitivity to preliminary
conditions, and exhibition of random behavior, which can

induce both confusion and diffusion in the plain images to
obtain secure cipher images.

Quantum mechanics led to the creation of quantum com-
putation and later quantum computers to solve problems
that cannot be efficiently solved on traditional computers.
In 1982, Feynman introduced the idea of quantum com-
puter, a novel computation model which involves a physical
machine that can accept input states as a superposition of
many different inputs in another state as output state [8]-[12].
In quantum computers, an image is captured and stored by
suitable representation models. The literature offers various
representation models for quantum images, such as Real
Ket [13]; Entangled Image [14]; Multi-Channel representa-
tion of quantum image (MCRQI) [15]; log-polar [16]; flexible
representation of quantum images (FRQI) [17], which uses
2n+ 1 qubits to represent a 27 x 2" gray image; and the novel
enhanced quantum representation (NEQR) [18], which uses
2n + g qubits to represent a 2" x 2" gray image. Although
NEQR requires 2n + g qubits, which is greater than the qubits
required for FRQ], it is good for quantum-image processing,
because the quantum color coding is very similar to the color
coding in classical images

Recent intensive research efforts are underway around
the world to investigate a number of quantum technologies,
such as quantum teleportation, quantum cryptography, and

2169-3536 © 2017 IEEE. Translations and content mining are permitted for academic research only.

VOLUME 6, 2018

Personal use is also permitted, but republication/redistribution requires IEEE permission. 1073

See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.


https://orcid.org/0000-0002-5068-2033

IEEE Access

A. A. Abd El-Latif et al.: Robust Encryption of Quantum Medical Images

quantum steganography, among many others, which could
lead to more powerful quantum computers in the near future.
Medical images derived from quantum healthcare systems
and transferred into the public cloud present substantial risks
to patient safety and confidentiality. Therefore, they should be
encrypted or hidden from malicious behavior before sending
them to the cloud [3], [19].

Quantum image encryption has attracted considerable
attention from both scientists and engineers in recent years.
A short overview of the main recently proposed quan-
tum image encryption approaches is given hereafter.
Jiang et al. [20] introduced quantum scrambling based on the
realization of Arnold and Fibonacci transformations. Also,
Jiang et al. [21] proposed quantum scrambling based on the
Hilbert scanning matrix. Zhou et al. [22], proposed quantum
scrambling for images based on Gray code and the bit-plane.
Yang et al. [23] introduced a quantum image-encryption
algorithm based on double, random-phase encoding and a
generalized Arnold transform. Song et al. [24], proposed a
strategy in which pixel positions are scrambled by restricted
geometric transformations and then permutated by restricted
color transformations. Zhou et al. [25], introduced a quantum
encryption algorithm that uses double random-phase opera-
tions to encode color information and an Arnold transform
to scramble pixel positions. Gong et al. [26] proposed an
algorithm based on quantum XOR operations generated with
a chaotic system to encode gray-level information. Very
recently, Liang et al. [27] introduced a quantum algorithm
based on quantum XOR operations generated with the logis-
tic map to encrypt gray-level information, while the general-
ized affine transform is used to encode position information.
In addition, several papers have been introduced regarding
the security of healthcare media [28]—[31]

This paper introduces a new framework for the secure
quantum encryption of healthcare images. The healthcare
staff on one side send the quantum cipher images to the
cloud, while the medical staff on the receiving side retrieves
the images from the cloud. Decrypting the content inside
the received unintelligible images with the correct keys, staff
can securely assist patients. This paper also presents a novel,
chaos-based, quantum encryption approach based on gray
code and a chaotic logistic-sine map. The quantum image is
scrambled using the quantum gray-code. Then, the scrambled
quantum image is encrypted using XOR operations based on
a key generator controlled by the logistic-sine map. Simula-
tion analyses show that the proposed quantum image encryp-
tion approach is robust, realizable, and has higher efficiency
than its classical counterpart. In addition, it is fast and suitable
for secure images in healthcare systems.

The rest of this paper is organized as follows.
Preliminary work for the proposed approach is presented in
Section 2. Section 3 offers the framework for secure health-
care media encryption. Section 4 introduces a novel, chaos-
based approach to quantum image encryption and decryption.
Section 5 analyzes the numerical simulations on a classical
computer. Finally, Section 6 concludes.
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Il. PRELIMINARY KNOWLEDGE

A. NOVEL ENHANCED QUANTUM

REPRESENTATION (NEQR)

The NEQR [18] model contains the color information and
corresponding position information for every pixel in an
image. The mathematical representation of an image in a
quantum scenario for 2" x 2" is as follows:
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Where the sequence c;’*] cl1 c? encodes the color value
with color range 29 , |i) fori = 0,1,..., 2°® — 1 with
22" dimension computational basis. The two parts in the
NEQR: |¢;) and |i) encodes information about the colors and
their related positions in the image, respectively.

Figure 1 shows 2 x 2 NEQR image model.
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FIGURE 1. An example of 2 x 2 image and its representative expression
in NEQR.

B. GRAY CODE

Gray code is a signal coding method and commonly used in
the digital conversions. The mathematical formula of the gray
code is given by:

gi=t®tiy1,i=0,1,....,g—1 2)
8q =14 3)

Where ¢ is a positive integer with binary code t =

(tgtg—1..-..1110)
A simple example is shown in Fig. 2.

C. BIT-PLANE

The collection of bits corresponding to a particular bit posi-
tion of each pixel value of an image is known as a bit
plane. For example, the range of pixel values of an image
is [0, 255]. Binary form represents this as 8-bit data, so the
image has eight bit planes: the eight bit plane contains the
least significant bit, and the first contains a collection of
the most significant bits. An illustrated example of bit planes
of a baboon image is shown in Figure 3.

D. CONTROLLED-NOT OPERATION
In quantum computation, the analogue of the classical
XOR gate is the controlled-NOT gate, which has two-inputs:
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FIGURE 2. A simple example of gray code.
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FIGURE 4. An illustrated example of controlled-NOT encryption and
decryption.

the target qubit and the control qubit. The gate flips the target
qubit if the control qubit is |1) and does nothing if the control
qubit is |0). We can encrypt the quantum image (target qubit)
utilizing the secret key as the control qubit. An illustrated
example is given in Figure 4. The gate is represented by the
unitary matrix.

CNOT =

S oo~
SO = O
- o O O
oSO = O O
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E. THE CHAOTIC MAP
The logistic-sine map is a one-dimensional, discrete chaotic
map [32], designed as follows

kit = (W(ki = kD) + (4 = y)sinGrk)/4)  mod 1 (4)

Where i is the control parameter ¢ € [0, 4], and ko is the
initial value. Fig. 5 shows the bifurcation, which reveals the
strong attractor in the selected map.

FIGURE 5. Bifurcation of the map [32] (the figure is drawn by MATLAB
program to illustrate the bifurcation of the map).

IIl. FRAMEWORK FOR THE PROPOSED SECURE
QUANTUM ENCRYPTION OF HEALTHCARE MEDIA

Fig. 6 shows the framework for the proposed secure encryp-
tion of health care media. Patients and healthcare staff in one
location encrypt important medical images via the proposed
quantum encryption scheme, sending the cipher images to the
cloud. The health care staff in another location accesses the
images from the cloud, decrypting the content via the pro-
posed decryption method. The proposed quantum encryption
system ensures high confidentiality for patients and users of
the health care system.

Medical quantum image I i
~)
>
.

%
Is the healthcare media
(e.g., quantum images,
audio, and video)
secured enough?
healthcare staff in another

Patients and healthcare staff location accessing image

in one location

FIGURE 6. The proposed secure encryption framework for healthcare
media.

A. PROPOSED APPROACH
We present a new quantum encryption approach for health-
care images based on quantum bit-plane arrangements,
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gray code, quantum image controlled-not gates, and quantum
images representing using NEQR. The proposed quantum
algorithm is illustrated in Fig. 7, and the circuit for the
proposed algorithm is shown in Fig. 8.

Logistic-Sine Controlled NEQR .
map > image nxn > - > -
Original > > : Quantum
image =R ‘ 1> StEning )_( Encrypted Image

Decrypted Quantum | n ‘
image Decrypted Image v e | Y
Logistic-Sine Controlled J
map image nxn ‘ > g

FIGURE 7. The proposed quantum algorithm.
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FIGURE 8. Quantum circuit for encryption algorithm.

B. ENCRYPTION PROCESS
The encryption procedures of the proposed algorithm consist
of three phases, which illustrated as follows:

Phase 1: Prepare quantum image controlled-NOT

The creation of the controlled-NOT image given by the
following steps.

Step 1: Choose k; and ¥, where ko € (0, 1), ¥ € [0, 4] are
secrete keys in the map.

kip1 = (w(ki )+ E— ) sin(nki)/4> mod 1
Where i =0, 1,2, ..., 2%, (2°" is the size of an image).
Step 2: Transform the sequence {k;} into an integer
sequence:
ki = |fix((ki — fix(k;) x 10%)|mod256
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Step 3: Transform k; sequence into quantum image represen-
tation using NEQR.

2211
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Step 4: Transform the original medical image into the quan-
tum one by:

2211
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Phase 2: Scrambling for quantum image |I)
The quantum image |/) scrambled using quantum bit-plane
and gray code as shown in Fig. 9.
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FIGURE 9. The bit-plane and its circuit.

Phase 3: Encryption the scrambled quantum image |/)g

The quantum image |I) is encrypted by adapting the
controlled-not operations on the scrambled image |/)g, which
is then controlled by the quantum image |J) as displayed
in Fig. 8.

C. DECRYPTION PROCESS
The keys involved in the encryption process are the initial
parameters ko and W. The decryption process is the inverse
process of encryption, as shown in Fig. 10. It can be imple-
mented as follows.

Phase 1: Prepare quantum image controlled-not.

Set the key values for kp and W to get the quantum
image |J)

22)1 —1

1 .
j=0

Phase 2: Controlled-NOT process

By implementing the controlled-NOT operations on the
ciphered quantum image |I/)g controlled by the quantum
image |J), we get the scrambled quantum image |I)g

Phase 3: Descrambling quantum image |I)g

VOLUME 6, 2018
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FIGURE 11. The inverse of the bit-plane and its circuit.

The quantum image |/ ) is descrambled using the quantum
bit-plane and gray code to obtain the original image |/) as
shown in Figure 11.

IV. NUMERICAL SIMULATIONS USING CLASSICAL
COMPUTERS

The proposed algorithm was verified by a set of simulation
analyses on a personal computer with an Intel Core™?2 Duo
CPU 3.00 GHz and 4GB RAM. MATLAB R2009b (ver-
sion 7.9.0.529) was used to perform the operations for the
proposed quantum encryption of healthcare images. Some
selected medical images of size (128 x 128) were used as
the original images, as shown in Fig. 12. The simulation
parameters, used as secret keys in the chaotic map, were
ko = 0.34 and W = 3.98421.
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FIGURE 12. Results of the proposed quantum encryption scheme.

A. CORRELATION OF ADJACENT PIXELS

In plain images, the value of a pixel is very close to the
values of horizontally, vertically, and diagonally adjacent
pixels, with high correlations close to 1. A cryptanalyst can
capitalize on this to break the cipher. Therefore, adjacent
pixels in ciphered images must be de-correlated, with close
to zero correlation. The correlations between each pair of two
adjacent pixels is given by

M M LM
Do\ki—ar X ki)l
i=1 =1 j=1
corry = %)
M | M Zu M 2
ki — 37 2 ki li— 320
i=1 j=1 i=1 j=1
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FIGURE 13. Correlations of two neighboring horizontal, vertical and
diagonal pixels for image 1. The first column is the original image
and the second column is the encrypted image.

TABLE 1. Results of Correlation of adjacent pixels.

) direction
maee Horizontal Vertical Diagonal
Original (image 1) 0.9744 0.9760 0.9550
Encrypted (image 1) -0.0020 -0.0095 -0.0015
Original (image 2) 0.9799 0.8973 0.8837
Encrypted (image 2) 0.0037 -0.0069 -0.0100
Original (image 3) 0.9672 0.9520 0.9277
Encrypted (image 3) -0.0152 -0.0201 -0.0098
Original (image 4) 0.9375 0.9467 0.9131
Encrypted (image 4) 0.0073 -0.0187 0.0008
Original (image 5) 0.9714 0.9703 0.9438
Encrypted (image 5) -0.0104 -0.0155 -0.0070
Original (image 6) 0.9249 0.9013 0.8506
Encrypted (image 6) 0.0007 -0.0008 -0.0044

Where M is the total number of adjacent pixel pairs in each
direction and k;, /; are the values of adjacent pixels. The
results of correlation coefficients in each neighboring direc-
tion for two pixel pairs of the original and cipher images are
shown in Table 1 and Fig. 13. As may be seen, the proposed
approach fulfills the zero-correlation requirement and has
high privilege against correlation-based attacks.

B. NUMBER OF PIXEL CHANGE RATE

To examine the influence of changing pixels in the plain
image on the encrypted image there are two measures used,
the first one is the number of pixel change rate (NPCR)
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and the second measure is unified average changing inten-
sity (UACI) [32]. Let U(i, j) and V (i, j) be the (i, j)th pixel of
two images U and V, respectively. The NPCR and UACI can
be expressed by using. (6) and (7), respectively [32].

NPCR = — E D, j) 100% (6)
= X %%
— l,J X
i;j

1 U, —Va)l
UACI = 7 X,: — o | % 100%  (7)
Where M is the total number of pixels in the image, N is
the total bits used to represent the pixel value and D(, j) is
defined as

0 FUGH=VGE)
L if UG ) #VaE))
From Table 2, the average NPCR value is 99.63% for all

tested images. Thus, the proposed approach is very sensitive
to any tiny changes in the pixel of the images.

DG, j) =

TABLE 2. NPCR and UACI

Image NPCR% UACI%
Image 1 99.6643 28.9754
Image 2 99.6765 28.1845
Image 3 99.5483 37.2495
Image 4 99.6704 36.0075
Image 5 99.5727 33.4553
Image 6 99.6582 37.1384

C. HISTOGRAM ANALYSIS

The image histogram is a very important statistical analysis
tool to evaluate the performance of image encryption algo-
rithms, reflecting the frequency distribution of pixels in an
image. An effective encryption scheme can improve resis-
tance against statistical cryptanalysis by ensuring uniform
peakiness of different encrypted images. Fig. 14 shows his-
tograms of several plain and their corresponding encrypted
images. The histograms of quantum-encrypted images are
almost uniform. Thus, we conclude that the proposed quan-
tum encryption approach is robust against a statistical attack
based on histogram analysis.

D. SHANNON ENTROPY ANALYSIS
The statistical measure of the distribution of image pixels for
each level is known as information entropy. The information
entropy of an image can be calculated using the following
equation

2L

Entropy = — ) p(u;) log, (p(u;)) ®)

i=1
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FIGURE 14. Histograms of original and encrypted images.

Where p(u;) represents the probability u;. There are
28 (range of [0,255]) possible values for a grayscale image.
The ideal entropy value is equal to 8-bit. Consequently,
the entropy value of the encrypted image should be close
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TABLE 3. Entropy analysis.

Image Original image  Encrypted image
Image 1 7.1024 7.9878
Image 2 6.3134 7.9899
Image 3 6.9879 7.9898
Image 4 6.4286 7.9896
Image 5 6.5169 7.9893
Image 6 5.3849 7.9884

ko =0.34 & ¥ 0=3.98421
: - "' E £ -. 5 . : ¥ I.:‘_.

5
o . FEEAT
ko =0.341 & ¥ =3.98421

Rl Lty
ko =0

FIGURE 15. Decrypted images (the correct keys are ky = 0.34 and
¥ = 3.98421).

to 8 to confirm the efficiency of the proposed algorithm.
Table 3 states the information entropy values of original and
their related encrypted images. The information entropy of
all encrypted images is obviously close to eight bits, show-
ing that the proposed encryption approach is secure against
entropy attack.

E. KEY SENSITIVITY ANALYSIS

Key sensitivity means that small changes in the secret key
should lead to significant modifications in the cipher image.
To evaluate key sensitivity, different images are encrypted
with one fixed, correct secret key. Decryption is performed
with different, slightly changed keys. The resulting images,
decrypted with the wrong key—even if only slightly different
from the secret key—should reveal no information about the
secret data and appear totally different. Fig. 15 shows four
different images decrypted with the correct and wrong keys,
showing that the secret information is revealed only with the
exactly correct secret key.
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V. CONCLUSION

This paper proposed a new framework for the secure quantum
encryption of healthcare images. In this framework, patient
images in one location are first transformed into an NEQR
representation before being encrypted with the proposed
encryption approach and sent to the cloud. The health care
staff on the receiving side accesses the images from the
cloud, decrypting the content using the proposed decryption
approach. For performance analysis of the proposed approach
on a classical computer, various simulations, and numeri-
cal methods were employed, such as correlation, Shannon
entropy, sensitivity analysis, and histogram analysis.
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