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ABSTRACT Public key encryption supporting equality test (referred to as PKE-ET) provides the capability
of testing the equivalence between two messages encrypted under different public keys. Ciphertext-policy
attribute-based encryption (CP-ABE) is a promising primitive to achieve versatile and secure data sharing
in the cloud computing by providing flexible one-to-many encryption. In this paper, we first initialize the
concept of CP-ABE with equality test (CP-ABE-ET) by combining the notions of PKE-ET and CP-ABE.
Using ABE-ET primitive, the receiver can delegate a cloud server to perform an equivalence test between
two messages, which are encrypted under different access policies. During the delegated equivalence test,
the cloud server is unable to obtain any knowledge of the message encrypted under either access policy.
We propose a concrete CP-ABE-ET scheme using bilinear pairing and Viète’s formulas, and give the
security proof of the proposed scheme formally in the standard model. Moreover, the theoretic analysis
and experimental simulation reveal that the proposed scheme is efficient and practical.

INDEX TERMS Attribute based encryption with equality test, equivalence test, standard model.

I. INTRODUCTION
The popularity and pervasiveness of cloud computing have
brought a revolutionary innovation to data sharing [1], [2].
With cloud computing, cloud users can not only acquire
useful data more effortlessly, but can offer noteworthy ben-
efits to society as well by sharing their own data with
other users or organizations. In this way, the cost for cloud
users to share data can be saved significantly. Taking the
personal health record (PHR) system for example [3], [4].
Patients in PHR system canmeasure and gather their sensitive
PHR information by using medical sensors. To share their
PHR data with physicians in the hospital or other patients
with similar symptoms, patients can upload their PHR data to
a cloud server. Based on the collected PHR data from various
patients featured with similar symptoms, one can evaluate
his/herown health status accurately. Moreover, the physicians
can treat such kind of disease more precisely by analyzing the
PHR data from a group of patients.

No matter how favorable the cloud computing is, the unau-
thorized access of the sharing data should be prevented prior
to the practical deployment of cloud computing to ensure
the security of these data. When these data, such as e-mails,

personal health records, financial transactions, are accessed
by illegal entities including the cloud server itself, the data
owner may suffer incalculable economic and reputational
losses. Therefore, every data owner should take measures to
ensure the efficient access control of their data before upload-
ing them to clouds. Attribute-based encryption (shorten
asABE) [5], [6] is commonly considered as a flexible and ver-
satile solution to enforce access control with fine-granularity
over encrypted data in the cloud computing. So far, there are
two types of ABE schemes, i.e., the ciphertext-policy ABE
(CP-ABE) and key-policy ABE (KP-ABE). In CP-ABE, any
user is labeled with a set of attributes and can obtain a
secret key according to these attributes. And the ciphertext
is generated under a given access policy. One secret key can
be used to decipher a specific ciphertext only if the attributes
related to this secret key satisfy the policy embedded into
the ciphertext. Different from CP-ABE, the access policy
and the attributes are attached to secret keys and ciphertexts
of the user in a reverse order in KP-ABE. Apparently, the
encryptor in the KP-ABE is unable to decide who ought to
or ought not to access the data and thus CP-ABE is more
suitable for achieving flexible access control over sharing
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data in the environment of cloud computing. So, in this paper,
we only focus on CP-ABE. By leveraging CP-ABE, the fine-
grained access control for PHR system can be achieved as
follows. Suppose one patient, say Alice, intends to share
her PHR data m with medical researchers and attending
physicians in theMassachusetts General Hospital. To enforce
access control over her PHR data, Alice specifies the access
policy pol = {(‘‘Massachusetts General Hospital’’) AND
(‘‘Medical Researchers’’ OR ‘‘Attending Physicians’’)} and
generates the ciphertext according to pol by using CP-ABE
scheme. After uploading the ciphertext to the cloud server,
the secure and flexible data sharing can be realized such that
only the specified users can accessm by using their own secret
keys.

However, the standard ABE alone may hinder search func-
tionality over encrypted data outsourced in the cloud server.
Suppose (Enc(m1,pol1), Enc(m2,pol2), . . ., Enc(mn,poln))
is a set of encrypted medical data contributed by anonymous
donators for research purpose. Here, each medical data mi
is encrypted under the corresponding policy poli such that
mi can only be accessed by cloud users who satisfy poli.
To obtain intended information from this set of encryption,
cloud user needs to download all ciphertexts and then decrypt
these ciphertexts. It is easy to observe that this naive approach
is inefficient and impractical. To solve this problem, the idea
of ABEwith keyword search (ABE-KS) [7], [8] was invented
as the combination of ABE and public key encryption with
keyword search (PKE-KS) [9]–[11]. In ABE-KS scheme, a
receiver can delegate the searching capability to the cloud
server.With a trapdoor issued by the receiver, the cloud server
is able to search the stored ABE-type ciphertext once the
attributes related to the trapdoor match the access structure
of these ciphertexts. Meanwhile, the ciphertext is unable to
be decrypted by the cloud server who owns the trapdoor.
Although ABE-KS seems to be a promising solution to pro-
vide search functionality in the ABE-based access control
system, it is still far from satisfactory since the trapdoor can
be used to search ciphertexts only if the attributes of the
trapdoor satisfy the policies of the ciphertexts. For instance, if
the attributes of Bob, match policies pol1 and pol2, then only
the encryptions of (Enc(m1,pol1) and (Enc(m2,pol2) can be
searched by the cloud server on behalf of Bob. To obtain more
flexibility about ciphertext searching, a desirable solution
is to allow the cloud server to perform search functional-
ity on ciphertexts associated with different access policies.
This practical requirement naturally motivates us to design
a novel attribute based encryption system with equality
test (ABE-ET), which enables cloud user to search over
the ABE-type ciphertexts associated with different access
policies.
An example of ABE-ET is illustrated in Fig. 1, suppose

the receiver (say Alice) intends to search the ABE-type
ciphertexts stored in the cloud server with another receiver
(say Bob). It is desirable that the searching capability can
be delegated to the cloud server by Alice. Inspired by the
primitive of ABE-ET, Alice first delegates her trapdoor to

FIGURE 1. Ciphertext Searching with ABE-ET in cloud environment.

the untrusted cloud server. After receiving the request of
keyword searching from Alice, Bob then creates his trap-
door using his own secret key and delivers his trapdoor to
the cloud server. Equipped with the trapdoor of Alice, the
cloud server could be authorized to perform search function-
ality on messages encrypted under different access policies.
By using the ABE-ET primitive, the ABE-type ciphertexts
can be searched only if the attributes related to the trapdoor
match the access structure of these ciphertexts, whereas any
useful information about the plaintext or secret keys of Alice
or Bob can not obtained by the cloud server. Finally, Alice
receives the returned searching result from the cloud server
and then decrypts the ciphertext with her own secret key.
In this way, the overburden of ciphertext searching could be
offloaded to the cloud server with sufficient resources.

A. RELATED WORK
Public key encryption with equality test (PKE-ET), initi-
ated by Yang et al. [12], enables any entity to perform an
equivalence test between two messages encrypted distinct
public keys. This primitive can be used to achieve flexible
search functionality over ciphertexts under different public
keys. To equip this primitive with authorization mechanism,
a novel PKE-ET was suggested by Tang [13] to designate
the entity who can carry out equality test. In [13], the autho-
rization needs to be realized by performing an interactive
protocol between the delegating users. It is easy to observe
this authorization mechanism is not scalable since each user
needs to interact with other users in the system to delegate
the capability of equivalence test power. Thus, the notion
of PKE-ET scheme with delegated equality test (PKE-DET)
was introduced by Tang [14] and Ma et al. [16] respectively
in which each user can issue the delegation token indepen-
dently to the cloud server. After that, Tang [15] formulated
an enhanced PKE-ET scheme by allowing two proxies jointly
to execute the equality test and impede off-line message
recovery attacks. Subsequently, Huang et al. [17] introduced a
novel PKEwith authorized equality test (PKE-AET) such that
a user can authorize warrants on all of his/her ciphertexts or a
specified ciphertext. To feature the authorization with more
flexibility. An efficient PKE-ET scheme was proposed by
Ma et al. [18] in which four kinds of authorization are
contained. As a special kind of PKE, identity-based encryp-
tion (IBE) has attracted a huge amount of interest by
simplifying public key certificate management [19]–[21].
Subsequently, an identity-based encryption scheme with
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outsourced equality test (IBE-ET) was formulated byMa [22]
by incorporating the concept of IBE and PKE-ET scheme.
Following Ma’s work [22], a semi-generic construction
of IBE-ET scheme was introduced by Lee al et. [23] to
strengthen the security requirement. Very recently, to improve
the efficiency of Ma’s IBE-ET scheme, Wu et al. [24] pro-
posed a novel IBE-ET scheme which is more fitting for
mobile cloud environment.

PKE with keyword search (PKE-KS), firstly formulated
in [9], achieves the functionality to perform an equivalence
test between keywords embedded in a ciphertext or a tag.
IBE with keyword search (IBE-KS), initially introduced
in [25], is an extension of PKE-KS to enjoy the merits of
IBE scheme and PKE-KS scheme. As an extension of IBE,
ABE has also attracted a lot of concern since it can provide
fine-grained access control [26]–[28]. Similarly, the attribute-
based encryption with keyword search (ABE-KS) [7], [8]
has been proposed as the best-of-two-worlds to enjoy the
merits of ABE scheme and PKE-KS scheme. However, the
above three primitives only allow performing an equiva-
lence test on ciphertexts under a fixed public key, a fixed
identity and a fixed access policy. Recently, Zhu et al. pro-
posed a KP-ABE with ET scheme [29] that allows testing
whether the ciphertexts contain the same information under
different attribute sets. However, it only supports monotonic
access structure which limits the express of access policy.
Besides, it only achieves one-way against chosen-ciphertext
attack (OW-CCA) in the random oracle model. As far as we
know, CP-ABE with equality test has not been treated to
support the functionality to perform an equivalence test on
ciphertexts under different access policies in the literature so
far.

B. OUR CONTRIBUTION
To provide search functionality on CP-ABE-type cipher-
text flexibly, the construction of CP-ABE with equality
test (CP-ABE-ET) has been proposed in this paper. To sum-
marize, the contributions are three-fold as follows:

1) We, for the first time, introduce the idea of PKE-ET
into the CP-ABE-based setting to enjoy the best-of-the-
two-worlds. Specifically, a semi-trusted entity (such
as cloud server) in ABE-ET can be delegated to exe-
cute an equivalence test on CP-ABE-type ciphertexts
encrypted under different access policies. Meanwhile,
this delegated entity cannot learn any information about
the plaintext.

2) We then propose a concrete CP-ABE-ET scheme using
the bilinear pairing and Viète’s formulas technique,
which features with constant-size ciphertext. Com-
pared with the scheme in [29], our scheme supports
more expressive access policy that includes posi-
tive, negative as well as wildcard attributes. And it
has been proved to be selective security against a
chosen plaintext attack in the standard model under
Decisional n-Bilinear Diffie-Hellman Exponent
(n-DBHE) assumption.

3) Finally, both the theoretic analysis and experimental
simulation indicate our suggested scheme is efficient
and practical.

C. ORGANIZATION
In section II, some preliminaries are presented such as
Viète’s formulas, bilinear map, AND-Gate access structure,
the underlying assumption, the formal definition of our
ABE-ET and security model. The construction of our sug-
gested ABE-ET scheme is concretely described in section III.
We introduce the rigorous security proof of the formu-
lated ABE-ET under n-Decision Bilinear Diffie-Hellman
Exponent assumption (n-DBHE) in the standard model in
section IV. In section V, the performance comparison of
existing IBE-ETs and our ABE-ET scheme are described.
A conclusion for our paper is summarized in section VI.

II. PRELIMINARIES
This section briefly reviews Viète’s formulas, bilinear map,
AND-Gate access structure, the underlying assumption, the
formal definition of our ABE-ET and security model, which
will be used throughout the whole paper.

A. THE Viète’s FORMULAS
Let −→w = (w1,w2, . . . ,wL) and

−→u = (u1, u2, . . . , uL) be
two vectors such that the former vector includes both alpha-
bets and wildcards, whereas the latter vector only contains
alphabets. A set S = {k1, . . . , kn} ⊂ {1, . . . ,L} stands for
the wildcards positions of the former vector−→w . According to
the statement ((wi = ui) ∨ (wi = ∗) for i = 1, . . . ,L), it is
easy to have

L∑
i=1,i/∈S

wi
∏
k∈S

(i− k) =
L∑
i=1

ui
∏
k∈S

(i− k) (1)

Expand
∏
k∈S

(i − k) =
n∏
j=1

ajij such that the coefficients aj

are generated based on the set S. Then, the following equation
can be derived from (1):

L∑
i=1,i/∈S

wi
∏
k∈S

(i− k) =
n∑
j=0

aj
L∑
i=1

uiij (2)

In order to hide the calculation in (2), we randomly pick
a group element Ai and regard wi, ui as the exponents of Ai,
then the following equation can be derived from (2)

L∏
i=1,i/∈S

A
wi

∏
k∈S

(i−k)

i =

n∏
j=0

(
L∏
i=1

Auii
j

i )aj

(3)

According to the Viète’s formulas [26], [30], [31], [33], the
coefficients aj in (2) can be reconstructed by

an−j = (−1)j
∑

1≤i1<i2<...<ij≤n

ki1ki2 . . . kij , 0 ≤ j ≤ n = |S|.

(4)
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If taking S = {k1, k2, k3, k4} as an example, then the
polynomial can be represented as (i−k1)(i−k2)(i−k3)(i−k4),
therefore, we can obtain the coefficient values as a4 = 1,
a3 = −(k1+k2+k3+k4), a2 = (k1k2+k1k3+k1k4+k2k3+
k2k4 + k3k4), a1 = −(k1k2k3 + k1k2k4 + k1k3k4 + k2k3k4),
a0 = k1k2k3k4.

B. BILINEAR MAP
Definition 1 (Bilinear Map): (G1, G2) is a bilinear group

pair in case there exists a computable map e : G1×G1→ G2
equipped with the following features:

• Cyclic multiplicative groups G1 and G2 own the same
prime order p.

• Bilinearity: For any g, h ∈ G1 and any u, v ∈ Zp,
e(gu, hv) = e(g, h)uv.

• Non-degeneracy: Let g denote one generator of G,
e(g, g) 6= 1.

C. AND-GATE ACCESS STRUCTURE
Let Att = {Att1,Att2, . . . ,AttL} represent the universe of
attributes, where each Atti, for i ∈ {1, . . . ,L}, contains two
potential values, i.e., positive value ‘‘+ ’’ and negative value
‘‘− ’’. Each user in the system is labeled with an attribute list
U = {U1, . . . ,UL}, where each attribute Ui ∈ {‘‘+ ’’, ‘‘− ’’}
for i ∈ {1, . . . ,L}. On the other hand, we denote an
AND-gate access policy by W = {W ′1, . . . ,W

′
L}, where each

W ′i ∈ {‘‘+ ’’, ‘‘− ’’, ‘‘ ∗ ’’}. The wildcard ‘‘ ∗ ’’ in the access
policy demonstrates that the attribute value Ui does not make
sense (both ‘‘ + ’’ and ‘‘ − ’’ are accepted for Ui) in case
access policy valueWi = ∗. In addition, we denote a specified
attribute listU matches (or mismatches) a particular policyW
by U |H W (or U 6|H W ).

D. HARD ASSUMPTION
Definition 2 (DLIN Assumption): Given a tuple (g, ga, gb,

gac, gd ,T ) ∈ G6
1, where g is a generator of G1 and

a, b, c, d ∈ Zp, the Decisional Linear (DLIN) problem
is to determine whether T is randomly selected in G1 or
T = gb(c+d). The advantage of DLIN problem-solving for
adversary A can be defined as follow: AdvDLIN = |Pr[T =
gb(c+d)]− Pr[T R

←− G1]|.

E. FORMAL DEFINITION OF OUR ABE-ET SCHEME
Our proposed ABE-ET scheme is comprised of six algo-
rithms: Setup, KeyGen, Trapdoor, Encrypt, Decrypt, Test.
These algorithms are defined as follows:

• Setup(1λ): Produce the master key MSK and the public
parameter PP based on a security parameter 1λ.

• KeyGen(PP,MSK,AL): Create the decryption secret
key SK for users based on the public parameter PP, the
master key MSK and an attribute list AL.

• Trapdoor(PP,AL): Generate the trapdoor TD for users
based on the public parameter PP, an attribute list AL and
the secret key SK.

• Encrypt(PP,M ,W ): Produce the ciphertext based on
the public parameter PP, a plaintext messageM and the
predefined access structure W .

• Decrypt(CT,SK): Decipher the ciphertext CT using the
decryption secret key SK.

• Test(CTA,TDA, CTB,TDB): Decide whetherMA in CTA is
the same withMB in CTB using the trapdoor TDA and the
trapdoor TDB.

F. SECURITY MODEL
Definition 3: An ABE-ET scheme is secure against selec-

tive chosen-plaintext attack via the security game between an
adversary A and a challenger B.
• Init: The targeted challenge attribute list AL are picked
by the adversary A.

• Setup: The security parameter 1λ is first given and then
the Setup algorithm is executed by B to create the
master key MSK and the public parameter PP which is
delivered to A.

• Phase 1&2: A selects an access structureW and makes
secret key queries to produce a secret key SK and a
trapdoor TD. For AL |H W or AL 6|H W , the B creates
corresponding secret key SK and corresponding trapdoor
TD for the adversary A.

• Challenge: After obtainingM0 andM1 with equal length
fromA,B replies theAwith the challenge ciphertext CT
by running Encrypt(PP,W ,Mζ ), where ζ ∈ {0, 1}.

• Guess: A guess ζ ′ ∈ {0, 1} on ζ is replied by A and A
wins the security game if ζ = ζ ′.

III. CONCRETE CONSTRUCTION
Our formulated scheme is composed of the following various
procedures: Setup, KeyGen, Trapdoor, Encrypt, Decrypt,
Test. The detailed description of our construction is elabo-
rated as followed.

A. SETUP(1λ)
Produce the master key MSK and the public parameter PP as
follows based on a security parameter 1λ.

1) Choose a bilinear map group BM = (G1,G2, p, g, e)
and two hash functions H1 : G2 → G1 × Zp, H2 :

G2→ G1.
2) Choose random generators r1, . . . , rN ∈R Zp and com-

pute Ri = gri , where N denotes the number of system
attributes and i ranges from 1 to N .

3) Pick α, α′, γ1, γ2, γ3 ∈ Zp andW1,W2 ∈ G1 randomly
and compute

u1 = e(g,W1)αγ1e(g,W2)αγ1 ,

v1 = e(g,W1)αγ2e(g,W2)αγ2 ,

u2 = e(g,W1)α
′γ1e(g,W2)α

′γ1 ,

v2 = e(g,W1)α
′γ3e(g,W2)α

′γ3 .

4) Publish PP= (BM, gα, gα′ , u1, v1, u2, v2,R1, . . . ,RN ,
H1,H2) and keepMSK= (α, α′, γ1, γ2, γ3, r1, . . . , rN )
secure.
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B. ENCRYPT(PP,M,W )
Taking as input public parameter PP, a cleartext M ∈ G1
and one access policy W , which contains: l1 6 L1 wildcards
occur at positions J = (ω1, . . . , ωl1 ); l2 6 L2 positive
attributes occur at positions X = (x1, . . . , xl2 ); l3 6 L3
negative attributes occur at positions Y = (y1, . . . , yl3 );
By means of the Viète’s formulas, for the wildcard posi-
tions {ωk}k=1,...,l1 in access structure, compute {aωk } and set
tω =

∑l1
k=0 aωk . This algorithm creates the ciphertext CT as

follows:
1) Choose z1, z2, z ∈ Zp and compute

C0 = M‖z⊕H1(u
z1
1 v

z2
1 ),C1 = M z

·H2(u
z1
2 v

z2
2 ),

C2 = g
αz1
tω ,C3 = g

z2
tω ,C ′2 = g

α′z1
tω ,C ′3 = gz

C4 = (W1

∏
i∈X

R

l1∏
k=0

(i−ωk )

tω
i )z1+z2 ,

C5 = (W2

∏
i∈Y

R

l1∏
k=0

(i−ωk )

tω
i )z1+z2 .

2) Return CT = (C0,C1,C2,C ′2,C3,C ′3,C4,C5, J ).

C. KEYGEN(PP,MSK,AL)
Taking as input public parameter PP, the master secret key
MSK and a list of attributes AL which contains: l2 6 L2
positive attributes appear at positions X ′ = (x ′1, . . . , x

′
l2
); l3 6

L3 negative attributes appear at positions Y ′ = (y′1, . . . , y
′
l3
);

By means of the Viète’s formulas, for all positive positions
{x ′i}i∈{1,...,l2} and negative positions {y′j}j∈{1,...,l2}, calculate

{ax ′i },{ay′j} and set t ′x =
∑l2

i=0 ax ′i , t
′
y =

∑l2
j=0 ay′j . This

algorithm produces the decryption secret key SK as follows:
1) Randomly choose s, compute s1 = γ1+ s, s2 = γ2+ s,

s3 = γ3 + s and create the secret key as follows:

sk1 = g
αs
t′x , sk2 = g

αs
t′y , sk ′1 = g

α′s
t′x , sk ′2 = g

α′s
t′y

sk3 = {sk3,0, sk3,1, . . . , sk3,L1}

= {W s1
1

∏
i∈X ′

gsri ,W s1
1

∏
i∈X ′

gsrii, . . . ,W s1
1

∏
i∈X ′

gsrii
L1
},

sk ′3 = {sk
′

3,0, sk
′

3,1, . . . , sk
′

3,L1}

= {W αs2
1

∏
i∈X ′

gsαri ,W αs2
1

∏
i∈X ′

gsαrii, . . . ,

W αs2
1

∏
i∈X ′

gsαrii
L1
},

sk ′′3 = {sk
′′

3,0, sk
′′

3,1, . . . , sk
′′

3,L1}

= {W α′s3
1

∏
i∈X ′

gsα
′ri ,W α′s3

1

∏
i∈X ′

gsα
′rii, . . . ,

W α′s3
1

∏
i∈X ′

gsα
′riiL1 },

sk4 = {sk4,0, sk4,1, . . . , sk4,L1}

= {W s1
2

∏
i∈Y ′

gsri ,W s1
2

∏
i∈Y ′

gsrii,. . . ,W s1
2

∏
i∈Y ′

gsrii
L1
},

sk ′4 = {sk
′

4,0, sk
′

4,1, . . . , sk
′

4,L1}

= {W αs2
2

∏
i∈Y ′

gsαri ,W αs2
2

∏
i∈Y ′

gsαrii, . . . ,

W αs2
2

∏
i∈Y ′

gsαrii
L1
},

sk ′′4 = {sk
′′

4,0, sk
′′

4,1, . . . , sk
′′

4,L1}

= {W α′s3
2

∏
i∈Y ′

gsα
′ri ,W α′s3

2

∏
i∈Y ′

gsα
′rii, . . . ,

W α′s3
2

∏
i∈Y ′

gsα
′riiL1 }.

2) Set SK=(sk1, sk2, sk ′1, sk
′

2, sk3, sk
′

3, sk
′′

3 , sk4, sk
′

4, sk
′′

4 ).

D. TRAPDOOR(PP,AL,SK)
Taking as input public parameter PP, a list of attributes AL
and the secret key SK, this algorithm produces trapdoor TD
as follows:

1) Set td1 = sk ′1, td2 = sk ′2, td3,i = sk3,i, td ′3,i =
sk ′′3,i, td4,i = sk4,i, td ′4,i = sk ′′4,i.

2) Output TD = (td1, td2, (td3,i, td ′3,i, td4,i, td
′

4,i)i∈[0,L1]).

E. DECRYPT(CT,SK)
Taking as input the ciphertext CT, the decryption secret key
SK, this algorithm recovers the plaintext message M by exe-
cuting the following step:

V1 =

e(
l1∏
j=1

sk
aωj
3,j ,C2)e(

l1∏
j=1

sk ′3,j
aωj ,C3)

e(sk1,C4)tx′

×

e(
l1∏
j=1

sk
aωj
4,j ,C2)e(

l1∏
j=1

sk ′4,j
aωj ,C3)

e(sk2,C5)
ty′

,

V2 =

e(
l1∏
j=1

sk
aωj
3,j ,C

′

2)e(
l1∏
j=1

sk ′′3,j
aωj ,C3)

e(sk ′1,C4)tx′

×

e(
l1∏
j=1

sk
aωj
4,j ,C

′

2)e(
l1∏
j=1

sk ′′4,j
aωj ,C3)

e(sk ′2,C5)
ty′

,

M‖z = C0 ⊕H1(V1).

If C ′3 = gz and C1/M z
= H2(V2), it recovers the plaintextM .

Here the above-mentioned ak are coefficients in the unfolding

polynomial
l1∏
k=0

(i− ωk ).

F. TEST(CTA,TDA,CTB, TDB)
Taking as input A’s ciphertext CTA, A’s trapdoor TDA and B’s
ciphertext CTB, B’s trapdoor TDB, this algorithm compute as
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follows to decide whether MA = MB:

Q′A =

e(
l1∏
j=1

td
aωj,A
{3,j},A,C

′

2,A)e(
l1∏
j=1

td ′
{3,j},A

aωj,A ,C3,A)

e(td1,A,C4,A)
tx′A

×

e(
l1∏
j=1

td
aωj,A
{4,j},A,C

′

2,A)e(
l1∏
j=1

td ′4,j
aωj,A ,C3,A)

e(td2,A,C5,A)
ty′A

,

QA = C1/H2(Q′A).

Q′B =

e(
l1∏
j=1

td
aωj,B
{3,j},B,C

′

2,B)e(
l1∏
j=1

td ′
{3,j},B

aωj,B ,C3,B)

e(td1,B,C4,B)
tx′B

×

e(
l1∏
j=1

td
aωj,B
{4,j},B,C

′

2,A)e(
l1∏
j=1

td ′4,j
aωj,B ,C3,B)

e(td2,B,C5,B)
ty′B

,

QB = C1/H2(Q′B).

and returns 1 if there holds e(QA,C ′3,B) = e(QB,C ′3,A) .
Otherwise, it outputs 0.

G. CORRECTNESS OF DECRYPTION

V1 =

e(
l1∏
j=1

sk
aωj
3,j ,C2)e(

l1∏
j=1

sk ′3,j
aωj ,C3)

e(sk1,C4)tx′

×

e(
l1∏
j=1

sk
aωj
4,j ,C2)e(

l1∏
j=1

sk ′4,j
aωj ,C3)

e(sk2,C5)
ty′

=

e(
l1∏
j=1

(
∏
i∈X ′

gsrii
j
)aωj , g

α
tω )z1+z2e(W1, g)α(s1z1+s2z2)

e(g
αs
t′x , (W1

∏
i∈X

R

l1∏
k=0

(i−ωk )

tω
i )z1+z2 )tx′

×

e(
l1∏
j=1

(
∏
i∈Y ′

gsrii
j
)aωj , g

α
tω )z1+z2e(W2, g)α(s1z1+s2z2)

e(g
αs
t′y , (W2

∏
i∈Y

R

l1∏
k=0

(i−ωk )

tω
i )z1+z2 )ty′

= e(g,W1)αγ1z1+αγ2z2e(g,W2)αγ1z1+αγ2z2

= uz11 v
z2
1

Similar to the above calculation process, V2 = uz12 v
z2
2 can

be computed. Subsequently, M‖z = C0 ⊕ H1(V1) can be
obtained and the plaintext M can be recovered if C ′3 = gz

and C1/M z
= H2(V2). Meanwhile, the computation process

of Test is similar to the Decrypt and here we omit it.

IV. SECURITY PROOF
Lemma 1 (Selective IND-CPA Security for ABE-ET

Scheme): Suppose an adversary A can win the IND-CPA
security game, then the challenger B can solve the decisional
DLIN problem by interacting with A.

Proof: Assume that our ABE-ET scheme can be bro-
ken by the adversary A with non-negligible advantage, then
another algorithm B can be created to solve the DLIN prob-
lem by interacting games with A with non-negligible advan-
tage. Based on input a tuple(g, ga, gb, gac, ga

′

, ga
′c, gd ,T ) ∈

G1, the B calls A and simulates the game to deter-
mine whether T = gb(c+d) or T is a random number
in G1.
To improve the readability of the security proof, we briefly

demonstrate the basic principle of the reduction as follows.
In the beginning of the security game, B generates (W1,W2),
(u1, v1) and (u2, v2) by embedding gb, ga and ga

′

into the
public parameters respectively. In this manner, the master
secret key is implicitly set as α = a, α′ = a′, γ1 = σ1 −

σ2, γ2 =
σ3
a − σ2, γ3 =

σ3
a′ − σ2, where σ1, σ2, σ3 are

randomly chosen by B from Zp. (Please refer to our proof
for the detail of the setting.) During the simulation, B, who
has no knowledge of the master secret key, can generate the
secret key for A by utilizing the public parameters W1, W2
and ga directly. The trick about the generation of secret key
is to assign σ2 and σ3 as s and α(γ2 + σ2), respectively. In
the challenge phase, B generates the challenging ciphertext
by using T and public parameters such that z1 and z2 are
implicitly set as c and d respectively. At the end of the security
game, B is able to solve the DLIN problem successfully iffA
can output the correct guess of ζ .

Now, we begin to describe the concrete security proof in
detail.
Init: In this phase, a challenge access structure W ∗ =
{W ∗1 , . . . ,W

∗
L } is picked by the adversary A such that W ∗

contains l1 ≤ L1 wildcards which appear in positions J∗ =
(ω∗1, . . . , ω

∗
l1
), l2 ≤ L2 positive attributes which appear in

positions X∗ = (x∗1 , . . . , x
∗
l2
) and l3 ≤ L3 negative attributes

which appear in positions Y ∗ = (y∗1, . . . , y
∗
l2
).

Setup: Algorithm B chooses an upper bound l1 ≤ L1 ≤
N for the number of wildcards in an access structure, then
produces MSK and PP by randomly picking σ1, σ2, σ3 ∈R
Zp, β0, β1, {r ′i }1≤i≤N ∈R Zp, H1 : G2 → G1 × Zp, H2 :

G2→ G1. B also computes by means of the Viète’s formulas
{aωj}ωj∈J , sets tω =

∑l1
j=0 aωj , and then simulates the public

parameters, the master secret key as follows:

W1 = (gb)β0g
−

∑
atti∈W

∗
i ,i∈X

r ′i

l1∏
j=1

(i−ωj)

tω

,

W2 = (gb)β1g
−

∑
atti∈W

∗
i ,i∈Y

r ′i

l1∏
j=1

(i−ωj)

tω

,
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Ri = gri =


gr
′
i atti = W ∗i

g

r ′i∑
attm∈W∗i

r ′m
l1∏
j=1

(m−ωj)

atti 6= W ∗i ,

u1 = e(ga,W1)σ1−σ2e(ga,W2)σ1−σ2 ,

v1 = e(gσ3 (ga)−σ2 ,W1)e(gσ3 (ga)−σ2 ,W2),

u2 = e(ga
′

,W1)σ1−σ2e(ga
′

,W2)σ1−σ2 ,

v2 = e(gσ3 (ga
′

)−σ2 ,W1)e(gσ3 (ga
′

)−σ2 ,W2).

After that, the B delivers PP = (BM,R1, . . . ,RN , u1, v1, u2,
v2,W1,W2, ga, ga

′

,H1,H2) to the adversary A. The
responding master secret key is MSK = (α = a, α′ =
a′, γ1 = σ1 − σ2, γ2 =

σ3
a − σ2, γ3 =

σ3
a′ − σ2, r1, . . . , rN ).

Phase 1&2: After receiving the attribute list AL, B creates
corresponding secret key for A. Assume the attribute list
AL includes: l2 ≤ L2 positive attributes which appear at
positions X = (x1, . . . , xl2 ) and l3 ≤ L3 positive attributes
which appear at positions Y = (y1, . . . , yl3 ). By means of the
Viète’s formulas, for all positive positions {x ′i}i∈{1,...,l2} and
negative positions {y′j}j∈{1,...,l2}, calculate {ax ′i },{ay′j} and set

t ′x =
∑l2

i=0 ax ′i , t
′
y =

∑l2
j=0 ay′j .

sk1 = (ga)
σ2
t′x , sk2 = (ga)

σ2
t′y , sk ′1 = (ga

′

)
σ2
t′x , sk ′2 = (ga

′

)
σ2
t′y ,

sk3 = {sk3,0, sk3,1, ..., sk3,L1}

= {W σ1
1

∏
atti∈W ∗,i∈X

gσ2r
′
i

∏
atti /∈W ∗,i∈X

g

σ2r
′
i∑

attm∈W∗
r ′m

l1∏
j=1

(m−ωj)

,

W σ1
1

∏
atti∈W ∗,i∈X

gσ2r
′
i i

∏
atti /∈W ∗,i∈X

g

σ2r
′
i i∑

attm∈W∗
r ′m

l1∏
j=1

(m−ωj)

,

. . . ,

W σ1
1

∏
atti∈W ∗,i∈X

gσ2r
′
i i
L1

∏
atti /∈W ∗,i∈X

g

σ2r
′
i i
L1

∑
attm∈W∗

r ′m
l1∏
j=1

(m−ωj)

},

sk ′3 = {sk
′

3,0, sk
′

3,1, ..., sk
′

3,L1}

= {(gb)σ3β0g−σ3

∑
atti∈W

∗
i ,i∈X

r ′i

l1∏
j=1

(i−ωj)

tω
∏

atti∈W ∗,i∈X

(ga)σ2r
′
i

·

∏
atti /∈W ∗,i∈X

(ga)

σ2r
′
i∑

attm∈W∗
r ′m

l1∏
j=1

(m−ωj)

,

(gb)σ3β0g−σ3

∑
atti∈w

∗
i ,i∈X

r ′i

l1∏
j=1

(i−wj)

tw
∏

atti∈W ∗,i∈X

(ga)σ2r
′
i i

·

∏
atti /∈W ∗,i∈X

(ga)

σ2r
′
i i∑

attm∈W∗
r ′m

l1∏
j=1

(m−ωj)

,

. . . ,

(gb)σ3β0g−σ3

∑
atti∈W

∗
i ,i∈X

r ′i

l1∏
j=1

(i−ωj)

tω
∏

atti∈W ∗,i∈X

(ga)σ2r
′
i i
L1

·

∏
atti /∈W ∗,i∈X

(ga)

σ2r
′
i i
L1

∑
attm∈W∗

r ′m
l1∏
j=1

(m−ωj)

},

sk ′′3 = {sk
′′

3,0, sk
′′

3,1, ..., sk
′′

3,L1}

= {(gb)σ3β0g−σ3

∑
atti∈W

∗
i ,i∈X

r ′i

l1∏
j=1

(i−ωj)

tω
∏

atti∈W ∗,i∈X

(ga
′

)σ2r
′
i

·

∏
atti /∈W ∗,i∈X

(ga
′

)

σ2r
′
i∑

attm∈W∗
r ′m

l1∏
j=1

(m−ωj)

,

(gb)σ3β0g−σ3

∑
atti∈W

∗
i ,i∈X

r ′i

l1∏
j=1

(i−ωj)

tω
∏

atti∈W ∗,i∈X

(ga
′

)σ2r
′
i i

·

∏
atti /∈W ∗,i∈X

(ga
′

)

σ2r
′
i i∑

attm∈W∗
r ′m

l1∏
j=1

(m−ωj)

,

. . . ,

(gb)σ3β0g−σ3

∑
atti∈W

∗
i ,i∈X

r ′i

l1∏
j=1

(i−ωj)

tω
∏

atti∈W ∗,i∈X

(ga
′

)σ2r
′
i i
L1

·

∏
atti /∈W ∗,i∈X

(ga
′

)

σ2r
′
i i
L1

∑
attm∈W∗

r ′m
l1∏
j=1

(m−ωj)

},

sk4 = {sk4,0, sk4,1, ..., sk4,L1}

= {W σ1
2

∏
atti∈W ∗,i∈Y

gσ2r
′
i

∏
atti /∈W ∗,i∈Y

g

σ2r
′
i∑

attm∈W∗
r ′m

l1∏
j=1

(m−ωj)

,

W σ1
2

∏
atti∈W ∗,i∈Y

gσ2r
′
i i

∏
atti /∈W ∗,i∈Y

g

σ2r
′
i i∑

attm∈W∗
r ′m

l1∏
j=1

(m−ωj)

,

. . . ,

W σ1
2

∏
atti∈W ∗,i∈Y

gσ2r
′
i i
L1

∏
atti /∈W ∗,i∈Y

g

σ2r
′
i i
L1

∑
attm∈W∗

r ′m
l1∏
j=1

(m−ωj)

},

sk ′4 = {sk
′

4,0, sk
′

4,1, ..., sk
′

4,L1}

= {(gb)σ3β1g−σ3

∑
atti∈W

∗
i ,i∈Y

r ′i

l1∏
j=1

(i−ωj)

tω
∏

atti∈W ∗,i∈Y

(ga)σ2r
′
i
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·

∏
atti /∈W ∗,i∈Y

(ga)

σ2r
′
i∑

attm∈W∗
r ′m

l1∏
j=1

(m−ωj)

,

(gb)σ3β1g−σ3

∑
atti∈W

∗
i ,i∈Y

r ′i

l1∏
j=1

(i−ωj)

tω
∏

atti∈W ∗,i∈Y

(ga)σ2r
′
i i

·

∏
atti /∈W ∗,i∈Y

(ga)

σ2r
′
i i∑

attm∈W∗
r ′m

l1∏
j=1

(m−ωj)

,

. . . ,

(gb)σ3β1g−σ3

∑
atti∈W

∗
i ,i∈X

r ′i

l1∏
j=1

(i−ωj)

tω
∏

atti∈W ∗,i∈Y

(ga)σ2r
′
i i
L1

·

∏
atti /∈W ∗,i∈Y

(ga)

σ2r
′
i i
L1

∑
attm∈W∗

r ′m
l1∏
j=1

(m−ωj)

},

sk ′′4 = {sk
′′

4,0, sk
′′

4,1, ..., sk
′′

4,L1}

= {(gb)σ3β1g−σ3

∑
atti∈W

∗
i ,i∈Y

r ′i

l1∏
j=1

(i−ωj)

tω
∏

atti∈W ∗,i∈Y

(ga
′

)σ2r
′
i

·

∏
atti /∈W ∗,i∈Y

(ga
′

)

σ2r
′
i∑

attm∈W∗
r ′m

l1∏
j=1

(m−ωj)

,

(gb)σ3β1g−σ3

∑
atti∈W

∗
i ,i∈Y

r ′i

l1∏
j=1

(i−ωj)

tω
∏

atti∈W ∗,i∈Y

(ga
′

)σ2r
′
i i

·

∏
atti /∈W ∗,i∈Y

(ga
′

)

σ2r
′
i i∑

attm∈W∗
r ′m

l1∏
j=1

(m−ωj)

,

. . . ,

(gb)σ3β1g−σ3

∑
atti∈W

∗
i ,i∈X

r ′i

l1∏
j=1

(i−ωj)

tω
∏

atti∈W ∗,i∈Y

(ga
′

)σ2r
′
i ,i

L1

·

∏
atti /∈W ∗,i∈Y

(ga
′

)

σ2r
′
i i
L1

∑
attm∈W∗

r ′m
l1∏
j=1

(m−ωj)

}.

Which implicity sets s = σ2.
Thus, the trapdoor can be created as TD = (td1, td2, (td3,i,

td ′3,i, td4,i, td
′

4,i)i∈[0,L1]) as follows: td1 = sk ′1, td2 =

sk ′2, td3,i = sk3,i, td ′3,i = sk ′′3,i, td4,i = sk4,i, td ′4,i = sk ′′4,i.
Challenge: After obtaining M0 and M1 with equal length

from A, algorithm B replies A with the challenge cipher-
text CT∗ = (C0,C1,C2,C ′2,C3,C ′3,C4,C5). Pick random

number z′ ∈ Zp, set z = z′ and compute as follows:

T1 = e(gac, gb)σ1β0 · e(gac, g)
(σ1−σ2)

∑
atti∈W

∗
i ,i∈X

r ′i

l1∏
j=1

(i−ωj)

tω

· e(ga, gd )
σ2

∑
atti∈W

∗
i ,i∈X

r ′i

l1∏
j=1

(i−ωj)

tω

· e(gb, gd )σ3β0

· e(gac, gb)σ1β1 · e(gac, g)
(σ1−σ2)

∑
atti∈W

∗
i ,i∈Y

r ′i

l1∏
j=1

(i−ωj)

tω

· e(ga, gd )
σ2

∑
atti∈W

∗
i ,i∈Y

r ′i

l1∏
j=1

(i−ωj)

tω

· e(gb, gd )σ3β1

· e(gd , g)
σ3

∑
atti∈W

∗
i ,i∈X

r ′i

l1∏
j=1

(i−ωj)

tω

· e(ga,T )σ2β0

· e(gd , g)
σ3

∑
atti∈W

∗
i ,i∈Y

r ′i

l1∏
j=1

(i−ωj)

tω

· e(ga,T )σ2β1 ,

T2 = e(ga
′c, gb)σ1β0 · e(ga

′c, g)
(σ1−σ2)

∑
atti∈W

∗
i ,i∈X

r ′i

l1∏
j=1

(i−ωj)

tω

· e(ga
′

, gd )
σ2

∑
atti∈W

∗
i ,i∈X

r ′i

l1∏
j=1

(i−ωj)

tω

· e(gb, gd )σ3β0

· e(ga
′c, gb)σ1β1 · e(ga

′c, g)
(σ1−σ2)

∑
atti∈W

∗
i ,i∈Y

r ′i

l1∏
j=1

(i−ωj)

tω

· e(ga
′

, gd )
σ2

∑
atti∈W

∗
i ,i∈Y

r ′i

l1∏
j=1

(i−ωj)

tω

· e(gb, gd )σ3β1

· e(gd , g)
σ3

∑
atti∈W

∗
i ,i∈X

r ′i

l1∏
j=1

(i−ωj)

tω

· e(ga
′

,T )σ2β0

· e(gd , g)
σ3

∑
atti∈W

∗
i ,i∈Y

r ′i

l1∏
j=1

(i−ωj)

tω

· e(ga
′

,T )σ2β1 ,

C0 = Mζ‖z⊕H1(T1), C1 = M z
ζ ·H2(T2),

C2 = (gac)
1
tw , C3 = (gd )

1
tw , C ′2 = (ga

′c)
1
tw ,C ′3 = gz,

C4 = (W1

∏
i∈X

R

l1∏
j=0

(i−wj)

tw
i )z1+z2

= ((gb)β0g
−

∑
atti∈W

∗
i ,i∈X

r ′i

l1∏
j=1

(i−wj)

tw

· g

∑
atti∈W

∗
i ,i∈X

r ′i

l1∏
j=1

(i−wj)

tw

)c+d

= T β0 ,
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TABLE 1. Comparison of the existing IBE-ETs, ABE-KSs and our ABE-ET.

C5 = (W2

∏
i∈Y

R

l1∏
j=0

(i−wj)

tw
i )z1+z2

= ((gb)β1g
−

∑
atti∈W

∗
i ,i∈Y

r ′i

l1∏
j=1

(i−wj)

tw

· g

∑
atti∈W

∗
i ,i∈Y

r ′i

l1∏
j=1

(i−wj)

tw

)c+d

= T β1 .

Which implies z1 = c, z2 = d . B then delivers the generated
ciphertext CT∗ to A in the following:

CT∗ = (C0,C1,C2,C3,C ′2,C
′

3,C4,C5).

Guess: A guess ζ ′ ∈ {0, 1} on ζ is replied byA. If ζ = ζ ′,
then B returns 1 to guess T = gb(c+d). Otherwise, B returns
0 to guess T is one random numbers in G1.

If T = gb(c+d), the simulator B gives a perfect simulation
so we have: Pr[B(g, ga, gb, gac, ga′ , ga′c, gd ,T = gb(c+d)) =
1|T = gb(c+d)] = 1

2 + AdvA(k). If T is a random group
element the message Mb is completely hidden from the
adversary and we have:Pr[B(g, ga, gb, gac, ga′ , ga′c, gd ,T =
gb(c+d)) = 1|T = gr ] = 1

2 , where r ∈R Zp. B can
solve DLIN with non-negligible advantage if AdvA(k) is non-
negligible.

V. PERFORMANCE ANALYSIS
In this section, we present the comparisons of the existing
IBE-ET, ABE-KS, KP-ABE-ET schemes and our proposed
CP-ABE-ET scheme in terms of computational complexity,
size, functionality, security level, security model and hard-
ness assumption. Besides, the simulations are also given to
demonstrate the practicality of our scheme.

In Table 1, the comparisons of computational overheads for
encryption algorithm, decryption algorithm, test algorithm
are listed in the third, fourth, fifth rows respectively. The com-
parisons of size for public parameter, ciphertext, decryption
secret key, trapdoor are located in sixth, seventh, eighth, ninth
rows respectively. The tenth and eleventh, twelfth rows indi-
cate whether the table-listed schemes support the function-
ality of keyword searchable, equivalence test, fine-grained
access control, respectively. The thirteenth row is used to
indicate the security levels that can be attained by the above-
listed schemes. The fourteenth row suggests whether the
security proof can be proven in standard model. The hardness
assumptions are presented in the last row.

As presented in Table 1, the computational complexi-
ties of encryption, decryption and test algorithms in Ma’s
IBE-ET scheme [22], Lee et al.’s IBE-ET scheme [23],
Liang and Susilo’s ABE-KS scheme [7] and Zheng et al.’s
ABE-KS scheme [8] are indeed more lightweight than
KP-ABE-ET [29] and our suggested CP-ABE-ET scheme.
Similarly, the sizes of public parameter, ciphertext, decryp-
tion secret key, trapdoor in our proposed scheme are obvi-
ously much costly than the previous IBE-ET schemes.

With regard to the functionality of table-listed schemes,
the IBE-ET schemes, KP-ABE-ET scheme and our pro-
posed scheme in Table 1 support keyword search as well as
equivalence test between two messages. However, the two
referenced IBE-ET schemes could not achieve fine-grained
access control over the encrypted data. And the two ABE-KS
schemes realizes key search and fine-grained access control
but not achieve equality test. Only the KP-ABE-ET scheme
and our proposed scheme could provide the above prop-
erties because of the advantages of ABE scheme. Further-
more, due to the introduced CP-ABE scheme, our scheme
is more flexible than the KP-ABE-ET scheme so that a data
owner has greater freedom deciding who ought to or ought
not to access the shared data. Moreover, our scheme could
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FIGURE 2. (a) Comparison of the time-cost for encryption, decryption and test algorithm. (b) Comparison of the
storage-cost for public parameter, ciphertext, secret key and trapdoor.

provide more expressive access policy because our scheme
supports not only positive and negative attributes but also
wildcard attributes. In terms of security, the security in Ma ’s
IBE-ET scheme [22] could be one-way secure against the
OW-CCA attack. Meanwhile, its security proof is reduced
to BDH assumption in the random oracle model. We could
also obtain that the IND-CCA security can be achieved in
Lee et al.’s IBE-ET scheme [23] under the BDH assump-
tion in the random oracle model. Liang et al.’s ABE-KS
scheme [7] achieves IND-ID-CCA security under n-DBHE
assumption and Zheng et al.’s ABE-KS scheme [8]
meets IND-ID-CPA security under DL assumption. And
Zhu et al.’ scheme [29] achieves one-way secure against
the OW-CCA attack under BDH assumption. Compare with
the above schemes, our proposed scheme cloud achieve the
IND-CPA security under DLIN assumption in standard
model.

In order to present practical performance evaluations, we
simulated our scheme and other related schemes [7], [8], [22],
[23], [29] based on cpabe toolkit and Pairing-Based Cryp-
tography (PBC) library [34]. Specifically, these experiments
are executed on an i5-4460 CPU @3.2 GHz and 4G ROM
running Windows 7 64 bit system and VC++ 6.0. To attain
the 80-bit security level, our simulation is executed based
on a 20-byte elliptic curve group constructed on the curve
z2 = x3 + x over a 64-byte finite field. Here we further set
the system parameter n as 20, the amount of attributes in the
systemN as 15, the amount of wildcards in access structure l1
as 2 and the amount of attributes in access policy s as 5.
So that, we can get the result in Table 2. The |H| denotes
the length of output of hash function, and the |G1|, the|G2|

denotes the length of one element inG1,G2, the |Zp| denotes
the length of one random number in Zp. In addition, the Exp1
denotes the time-costs of a exponentiation in group G1, the
Exp2 denotes the time-cost of a exponentiation in group G2,
and the P denotes the time-cost a pairing operation.

In Fig. 2(a), we compare the overheads of the encryp-
tion, decryption and test algorithms in [7], [8], [22], [23],
and [29] and our scheme. We can see that ours and [29] are

TABLE 2. Size-costs (byte) and time-costs (s).

based on attributes to design, the time-costs of encryption,
decryption and test algorithms in ours and [29] are relatively
costly, because the time-costs are related to the number of
attributes or wildcards involved in corresponding algorithms.
So our time-cost is higher than other schemes. But compared
with [29], our scheme is more efficient than [29]. Moreover,
in Fig. 2(b), we can observe that the size of ciphertext in
our scheme is constant. No matter how many attributes are
involved in our scheme, the size of ciphertext in our scheme
remains unchanging. That means that our scheme has more
scalability than [7], [8], [22], [23], and [29]. Overall, although
our scheme is less efficient than other schemes, our scheme
provides more functionality and more expressiveness. In gen-
eral, our scheme is versatile and practical. In addition, great
efforts have already been made to outsource the decryption
or encryption in ABE systems to the cloud server without
the cloud being able to access any part of userąŕs messages.
It is reasonable to directly adopt these approaches in our
CP-ABE-ET scheme to outsource the heavy computational
workload to the cloud server. Simultaneously, this is our
future work.

VI. CONCLUSION
In our paper, a novel CP-ABE-ET cryptosystem named
ciphertext-policy attribute based encryption with equality test
is introduced to provide users with searching capability on
ciphertexts and fine-grained access control. With our pro-
posed CP-ABE-ET scheme, each user featured with attributes
delegates a cloud server to test the equivalence between two
messages under different access policies. Meanwhile, the
cloud server cannot access the plaintext during the delegated
equivalence test. Finally, the rigorous security proof is given
to show the IND-CPA security in the standard model under
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DLIN assumption. Additionally, we present performance and
simulation comparisons of existing IBE-ET, ABE-KS and
KP-ABE-ET with our CP-ABE-ET scheme to demonstrate
that our scheme is practical. Future work contains seeking
to build CP-ABE-ET scheme to achieve the security level of
IND-CCA2 in standard model.
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