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ABSTRACT e-Healthcare promises to be the next big wave in healthcare. It offers all the advantages and
benefits imaginable by both the patient and the user. However, current e-Healthcare systems are not yet
fully developed and mature, and thus lack the degree of confidentiality, integrity, privacy, and user trust
necessary to be widely implemented. Two primary aspects of any operational healthcare enterprise are
the quality of healthcare services and patient trust over the healthcare enterprise. Trust is intertwined with
issues like confidentiality, integrity, accountability, authenticity, identity, and data management, to name
a few. Privacy remains one of the biggest obstacles to ensuring the success of e-Healthcare solutions in
winning patient trust as it indirectly covers most security concerns. Addressing privacy concerns requires
addressing security issues like access control, authentication, non-repudiation, and accountability, without
which end-to-end privacy cannot be ensured. Achieving privacy from the point of data collection in wireless
sensor networks, to incorporating the Internet of Things, to communication links, and to data storage and
access, is a huge undertaking and requires extensive work. Privacy requirements are further compounded
by the fact that the data handled in an enterprise are of an extremely personal and private nature, and its
mismanagement, either intentionally or unintentionally, could seriously hurt both the patient and future
prospects of an e-Healthcare enterprise. Research carried out in order to address privacy concerns is not
homogenous in nature. It focuses on the failure of certain parts of the e-Healthcare enterprise to fully
address all aspects of privacy. In the middle of this ongoing research and implementation, a gradual shift
has occurred, moving e-Healthcare enterprise controls away from an organizational level toward the level of
patients. This is intended to give patients more control and authority over decision making regarding their
protected health information/electronic health record. A lot of works and efforts are necessary in order to
better assess the feasibility of this major shift in e-Healthcare enterprises. Existing research can be naturally
divided on the basis of techniques used. These include data anonymization/pseudonymization and access
control mechanisms primarily for stored data privacy. This, however, results in giving a back seat to certain
privacy requirements (accountability, integrity, non-repudiation, and identity management). This paper
reviews research carried out in this regard and explores whether this research offers any possible solutions
to either patient privacy requirements for e-Healthcare or possibilities for addressing the (technical as well
as psychological) privacy concerns of the users.

INDEX TERMS e-Healthcare, privacy, anonymity, access control.

ABBREVIATIONS PHI  Protected Health Information
HIPAA  Health3 Insurance Portability and PSN  Pseudonym
Accountability Act EHR  Electronic Health Record
HITECH Health Information Technology for EMR  Electronic Medical Record
Economic and Clinical Health Act ICT  Information and Communication Technology
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RBAC Role Based Access Control
ABAC Attribute Based Access Control
IoT Internet of Thnigs

WSN  Wireless Sensor Network

DES Data Ecryption Standard

BAN Body Area Network

AES Advanced Encryption Standard

I. INTRODUCTION

Dating back to the start of 21st century, e-Healthcare is a
relatively new concept in healthcare and medical sciences [1].
It envisions an ideal healthcare system that incorporates
information and communication technology (ICT) in order
to improve healthcare services by addressing the shortcom-
ings of traditional healthcare approaches and improving effi-
ciency [2], [3]. It also allows for remote patient assessment
and makes it possible for patients to view their medical
records at any given time and place. Ideally, e-Healthcare,
while making an efficient use of ICT, allows for complete
patient privacy as patients have the authority to allow or
deny anyone to have access to their records. e-Healthcare
dreams a healthcare enterprise that takes into account modern
developments in technology as well as social limitations (i.e.,
the graying population, the need for 24/7 patient monitoring,
the lack of healthcare personnel, and an increasing cost of
healthcare/treatment).

There is a significant gap in existing e-Healthcare research
because the existing studies usually focus upon their respec-
tive areas, rarely looking into other research areas. This
results in proposed solutions which, while sufficient to
address a particular problem/concern, fail to work overall as
a part of the broader enterprise.

Recent advancements in ICT have made e-Healthcare an
impending reality. However, there are certain issues that still
need to be addressed [4], [S]. The preconditions of informa-
tion security must be met in these systems, as they contain
information of an extremely private nature for patients. Con-
ditions of confidentiality, integrity, availability, accountabil-
ity, non-repudiation, and others. must be met in these systems,
as (end to end) total privacy cannot be ensured without them.
Strong security measures and control mechanisms need to be
set in place in e-Healthcare in order to gain patient trust. The
use of wireless sensor networks (WSN) for patient monitoring
by creating a body area network (BAN) is a relatively new
phenomenon, which has been first mentioned at the start
of 21st century, but not yet thoroughly addressed [4]. The
contradictory requirements of less processing capability and
high efficiency against high security need to be addressed
in detail, and a careful balance needs to be struck between
these [6].

The arrival of smart phones with more open operating sys-
tems (OS) may enhance trust in these systems, but they also
present new threats and vulnerabilities associated with such
operating systems due to their open nature. Smart phones and
socializing applications are becoming an important part of
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e-Healthcare, and adoption of e-Healthcare monitoring and
remote healthcare services have become a measure of an
individual’s prestige and social standing in the society [63].
Legislative regulations and personal risk benefit analysis,
along with social norms, play an important role in one’s
perception towards adopting e-Healthcare solutions.

Introduction of cloud technology has brought advantages
and as well as certain disadvantages to e-Healthcare [7].
According to Forbes, 83% of e-Healthcare service providers
are using cloud technology in some capacity, and if this
trend continues in the near future, almost all e-Healthcare
businesses will employ cloud technology (public, private,
and hybrid) as a core part of their enterprise. There-
for it is imperative to address security concerns orig-
inating from the incorporation of cloud technology in
e-Healthcare, as it already is a core component of the e-
Healthcare architecture. However, there is a lack of research
and regulatory information regarding the incorporation of
cloud technology in e-healthcare.

As is often the case with new enterprises, personnel train-
ing for e-Healthcare is lacking, along with an understand-
ing by the users and patients of their associated rights and
responsibilities in the context of privacy, confidentiality,
integrity, and availability of patient healthcare information
(PHI) and electronic health records (EHR) [69], [70]. Identity
theft accounts for nearly half (46%) of all attacks targeting
e-Healthcare enterprises [8]. Medical records and healthcare
data now have more worth in the black market than credit card
numbers, selling for an average of 40-50 USD per record [9].
As a result of the high value of the information they possess,
e-Healthcare enterprises have been a frequent target for cyber
attacks in the recent past. Several attacks, affecting more than
a million users each, have occurred in the past five years.
The biggest attack on an e-Healthcare enterprise resulted
in the theft of the data of around 78 million people [10].
Of all medical data stolen in 2015, 72% was stolen from
healthcare enterprises, and over 90% of industries have seen a
PHI breach [11]. The high value of information, compounded
with relatively weak security, has resulted in increased attacks
on e-Healthcare enterprises every year. The fact that these
attacks and data breaches occur, despite all attempts at pre-
venting them, shows that existing policies and frameworks
need to be re-evaluated. The failure of e-Healthcare enter-
prises to ensure the privacy and security of patient data has
resulted in poor trust on the part of its users. Such incidents
have seriously hindered the growth of e-Healthcare enter-
prises, not only because of security breaches, but also because
of a lack of accountability and of corporations’ inability to
apprehend the culprits.

A gradual shift towards patient controlled access to
and rights over healthcare information, coupled with an
enhanced use of smart phones and devices, means that most
e-Healthcare interaction will be taking place through a mobile
(Andriod, IOS) application. The way in which these applica-
tions are designed, accessed, and secured is another area of
concern for the e-Healthcare domain [68]. A comprehensive
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study needs to be undertaken in order to evaluate the unique
environment of e-Healthcare enterprises as well as the threats
to it and its security requirements. Existing studies have tried
to explain and highlight security and privacy requirements
while also reviewing and analyzing current research, but
there seems to be a gap in analysis, as there are not enough
studies evaluating research on the basis of given e-Healthcare
security and privacy requirements.

This study aims to review current research about privacy
concerns and to assess whether this research is sufficient to
handle the unique privacy and security environment of the
e-Healthcare industry. In this way, it aims towards filling
the gap between e-Healthcare security and privacy require-
ments at one end, while measuring and comparing existing e-
Healthcare enterprises and ongoing research to these require-
ments on the other end. Finally, it is hoped that this study
could help various stakeholders and participants involved in
e-Healthcare enterprises in understanding the critical issues
by examining the entire enterprise, rather than focusing on
individual aspects. Now is the hour of need for all of these
parties and stakeholders to come together in order to address
these issues and design an e-Healthcare enterprises that are
secure, efficient, and trusted by all of their users and the
patients they serve.

This study is divided into following sections: Section two
describes a general overview of the e-Healthcare architec-
ture. Section three points out various issues pertaining to e-
Healthcare enterprises while focusing on and highlighting
privacy. Section four presents and reviews various privacy
preserving techniques, and section five and six present a
discussion, conclusions, and future work.

Il. e-HEALTHCARE ARCHITECTURE OVERVIEW

An architectural understanding of e-Healthcare systems is
necessary in order to better understand the e-Healthcare
domain and the security considerations therein. Currently,
there exist a number of operational e-Healthcare enterprises.
However, there is not a singular set of standards or architec-
tural design for e-Healthcare systems. Major differences exist
in handling patient EHR. In some operational enterprises,
EHR is patient controlled, while other enterprises have dedi-
cated healthcare monitors for managing EHR [17]. Therefore,
a broad architectural understanding of e-Healthcare enter-
prises is essential. To this end, a sample e-Healthcare system
is presented in Figure 1. This diagram encompasses all the
major components and can be taken as a generic overview
applicable to all e-Healthcare systems. The major compo-

nents (tiers) of any e-Healthcare system are [12]:
e a core network containing all the information and

servers,

« abody area network (BAN) containing sensors and pro-
viding information about patient healthcare parameters,

« users of the e-Healthcare system, possibly located at a
remote position with respect to the system’s core net-
work (physician, pharmacist, health insurance providers
etc.), and;
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« a communication link connecting each of these to form
a single uniform system.

In some studies, these components are defined with respect
to data (i.e., PHI/EHR) in order to better understand and
address security and privacy concerns with respect to data.
These are defined as: the user sphere (patient and their
BAN), the joint sphere (cloud service provider and commu-
nication link), and the recipient sphere (physician, pharma-
cist, nurse etc.) [13]. These defining approaches address the
same architectural and privacy concerns, but from a different
perspective.

Security requirements for all tiers are already defined in
detail and encompass both general healthcare as well as
technical security requirements. Applying a single security
mechanism over the entire enterprise is not feasible as each
component is distinct from the others, with different require-
ments, and thus needs separate handling [14].

e-Healthcare systems need to be protected from threats
at every point, from sensors to employing the internet of
things (IoT) to the core network and everything in between.
For instance, the BAN, and its communication link to mobile
devices, has its own threat environment and security mea-
sures, which are unique to that particular section of the
e-Healthcare enterprise. Mobile devices that are responsi-
ble for collecting sensor data, pre-processing it, and trans-
mitting it to an e-Healthcare core network also have their
own threats and vulnerabilities [15]. These vulnerabilities are
compounded by the fact that a mobile device is a shared
resource, used by the patient for their daily activities in
addition to monitoring health data [16]. Research shows that
the use of smart phones, along with dedicated applications,
is on the rise and will soon become an essential part of e-
Healthcare systems [59]. This is along with the introduction
and use of popular social media applications for e-Healthcare
social networking [65]. Communication links that transfer
all this data from a mobile device to the core network, and
connects all remote users to it, employ security measures best
suited to themselves (encryption).

Once data securely arrives at the core network, its protec-
tion, privacy preservation, processing, and proper distribution
comes into play. Prior to this stage, data confidentiality and
privacy are somewhat similar, since hypothetically no one
is supposed to see the data. Now however, access control,
user anonymity, and other privacy preservation requirements
need to be met. At this point, distinction is made between
those who are allowed access to health records and those who
are not. And perhaps more importantly, a distinction arises
between who is allowed to see patient-centric information
(name, ID number, etc.) and who is allowed to see healthcare-
centric information (PHI).

e-Healthcare is already being deployed in various regions
around the world. With certain note able exceptions, these
enterprises have vulnerabilities and flaws that have been
exploited in the past, compromising not only patient infor-
mation but also putting mistrust among their users. A few
successful e-Healthcare enterprises, however, do not address
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privacy and security concerns in an end to end fashion but
focus more upon access control of stored data. They do not
look into accurate, timely collection and correct, efficient
transmission of data to the healthcare database [69].

lll. e-HEALTHCARE ISSUES
There are a number of challenges that arise due to the intro-
duction of ICT, IoT, and cloud technology in the e-Healthcare
environment. e-Healthcare enterprises must meet a lengthy
list of requirements, including legal ones (e.g., HIPAA).
Crucial among those are [18], [67], [73]:

« architecture security,

o device management (PDA or smart phone handling

BAN),

e sensor security,

« data protection (confidentiality and integrity),

« incident response,

« identity management and access control (privacy preser-

vation),

« identity proofing (authentication),

« legal issues,

« auditability of the enterprise, and

o privacy for entities other than patients in the

e-Healthcare enterprise.

Although e-Healthcare systems are aimed at improving
healthcare quality while reducing its cost, they also bring to
light new issues concerning patients. These issues include
IoT, communication link, cloud storage, and access control
— both individually and when combined together to form the
e-Healthcare enterprise. Patient data of an extremely confi-
dential and private nature can be compromised at any point
from sensors to cloud storage and mandates a vigilant security
mechanism to protect it from all threats [19]. Security threats
to e-Healthcare systems can originate at any level. These
can be of varying nature: architectural (sensors, PDA, com-
munication, cloud), managerial (weak policies and access
control), or software (application). Each and every layer and
component of an e-Healthcare system needs to be secured.

The first challenge in this regard is designing the hardware
(i.e., WSN and communication link) connecting the patient to
the hospital. Ensuring a secure and efficient transfer of data
from a sensor’s BAN to the core of an e-Healthcare system is
crucial. Securing end to end communication from BAN to the
core network has its own security threats and vulnerabilities.
Their security objectives are similar to any other part of
an e-Healthcare system (confidentiality, integrity, availability
etc.), but threat perception and mitigation is IoT-centric and
thus needs specific understanding and handling [20]. There
is a serious lack of research being carried out on managerial
and compliance aspects of WSN and IoT. A lack of stan-
dardization regarding this end of an e-Healthcare enterprise
means serious inter-operability issues for e-Healthcare ser-
vice providers.

The protection of data in transmission or storage is another
crucial security concern. Strong data encryption techniques,
along with rigorous authentication mechanisms, need to be
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integrated into e-Healthcare systems. Most patients want
to use their existing mobile devices as a link between the
BAN and the core e-Healthcare network, rather than using
a dedicated mobile device (which is feasible, security-wise).
However, the use of shared resources (smart phone, the
Internet) makes the system inherently prone to threats and
to the vulnerabilities of these resources (applications, OS,
protocols) [21], [22]. Data storage, sharing, and access at
a server are often a less discussed topic in e-Healthcare.
Existing security measures at various operational enterprises
and servers have been deemed sufficient for providing secu-
rity, confidentiality, and other functions when deployed in e-
Healthcare. However, further modifications are necessary to
address the unique operational and compliance requirements
of e-Healthcare enterprises. This requirement is further com-
pounded by the adoption of cloud technology at the back end,
which introduces issues pertaining to cloud technology into
an already troubled e-Healthcare enterprise [66].

Privacy is perhaps the single largest hurdle preventing
e-Healthcare service providers from gaining patient trust and
implementing e-Healthcare systems in full capacity. An ordi-
nary patient may perceive privacy to be the only portion
of the e-Healthcare architecture that concerns them directly,
although this may not be the case in reality. The trust deficit
between the system and its users can be overcome by giving
patients control of the rights to view and share their health
records.

Aside from patient demands for security, another factor
highlighting the need for privacy is that healthcare legislation
in general, and surrounding e-Healthcare in particular, puts
a strong emphasis on patients’ privacy. Among existing e-
Healthcare enterprises [23], the most widely used approaches
regarding handling of PHI are user-oriented, meaning that
the patient controls and manages their PHR. Conversely,
in clinic-centered approaches, a caregiver is designated to
manage PHR. The most desirable scenario in this regard is
to enable the patient to control access to their medical infor-
mation. It is control, rather than the ownership or possession
over data, that defines privacy [17].

A rigorous privacy preservation mechanism is essential to
ensure patient’s privacy of identity, medical records, finan-
cial records, ongoing diagnosis, and treatments. Service
providers’ inability to come up with an efficient and effec-
tive privacy approach is the single biggest reason for patient
discomfort with e-Healthcare. Many patients do not trust the
service provider’s security and privacy mechanisms.

HIPPA and HITECH are privacy requirements defined
by the U.S. government for e-Healthcare service providers.
These are meant to ensure that sufficient measures are in
place by service providers in order to meet security criteria
deemed significant for patient’s information security [24],
[25]. The definition and criteria set for privacy in healthcare
are of a legal sort to which a technical answer is needed. The
following definition explains privacy precisely:

“Health information privacy is an individual’s right to
control the acquisition, uses, or disclosures of his or her
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identifiable health data. Confidentiality, which is closely
related, refers to the obligations of those who receive informa-
tion to respect the privacy interests of those to whom the data
relate. Security is altogether different. It refers to physical,
technological, or administrative safeguards or tools used to
protect identifiable health data from unwarranted access or
disclosure’ [26].

Privacy in e-Healthcare is a more challenging issue to
address as compared to others because [60], [70]:

o the duration for which data is collected may span over
days and weeks, which results in e-Healthcare systems
learning a patient’s everyday routine;

« data collected is not purely of a physiological nature
but also of a habitual nature (i.e., patient diet or daily
activities);

« data collected is often shared among various sections
(i.e., health insurance and research); and

« the perception, preference, and requirements regarding
privacy vary among individual users, genders, ethnic and
cultural groups.

It has been noted that research regarding e-Healthcare in
the recent past (2010-15) has focused on access control and
data confidentiality while ignoring many critical aspects like
privacy, anonymity, and auditability [62]. Recent research has
also demonstrated the need for addressing security concerns
for smart phone and PDA interfaces for patients and users.
This calls for platform security and the development of secu-
rity by design, which incorporates security in the planning
and development phases [58], [62], [74].

Recent studies have shown that the lack of standardized
security and privacy policy implementations have resulted in
disruptions in e-Healthcare enterprises. An extended focus on
theoretical requirements and implementations has resulted in
unintended unavailability of information, workflow disrup-
tions, and operational feasibility issues [64]. This, coupled
with limited or no collaboration among various stakehold-
ers and poor focus on the overall picture of e-Healthcare
enterprises, has resulted in very limited progress towards an
efficient, if not ideal, e-Healthcare industry [68], [76].

It must be noted that an emergency healthcare provision
mechanism is needed as well for any e-Healthcare system
to be viable. Emergency mechanisms in e-Healthcare will
allow for bypassing rigorous security mechanisms in order
to provide emergency healthcare. This also opens a potential
window for exploitation, for example when the emergency
mechanism is triggered by an attacker to bypass security.
Thus, it is key to find a careful balance that provides security
to an emergency mechanism to prevent misuse while also
allowing for its invocation when needed [27].

IV. PRIVACY PRESERVATION IN e-HEALTHCARE
ENVIRONMENT: A REVIEW OF TECHNIQUES

As patient requirements for information management in an
e-Healthcare environment have become increasingly cru-
cial, a number of protocols have been proposed to address
this issue. These include the pseudonymization of patient’s
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identity, encrypting patient data and information (attribute-
based encryption being most recent suggestion), creation of
public and private clouds to handle sensitive data along with
sanitized data, privacy-preserving data publishing, privacy-
centered access control and data outsourcing, and dynamic
reconstruction of data [28]—[31]. It has been recognized that
no technique can single handedly obtain the levels of privacy
and security needed for a healthcare enterprise. Recently,
hybrid protocols have been proposed as a way of addressing
all the dimensions of privacy and security concerns. Hybrid
protocols work by incorporating two or more previously
proposed techniques in such a way that they reinforce each
other with their strong points and their flaws are remedied by
implementing them together. Some hybrid protocols include
access control (hybrid access control), data and identity
anonymization (de-identification plus statistical restructur-
ing), and a combination of access control and anonymization
techniques [28]. A number of recent works discuss and ana-
lyze such protocols [13], [46], [47], [51].

Overall, privacy preservation in any functional
e-Healthcare enterprise requires access control and stored
data security as well as an anonymization mechanism of some
sort, particularly when data is shared for medical research
and insurance outside the enterprise. The two most common
strategies for secure data storage are pseudonymization and
access control preservation. The rest of section four presents
a review of all recent research immediately relevant to our
proposed requirement of patient information privacy (identity
as well as healthcare information). It takes into account
requirements deemed crucial for privacy preservation and
reviews articles relevant in this regard. Initial research is
mainly focused on patient identity management through
various techniques [32], [35]-[37] whereas recent research
has seen and addressed the need for patient data management
to ensure total privacy, as seen in figure 1 [13], [28].

A. PSEUDONYMIZATION

One of the earliest proposals with regards to user pri-
vacy preservation (personal and healthcare data) was data
anonymization. The idea was to modify data so as to remove
all information identifying a particular patient. This sani-
tization of patient information allows for patient trust in
e-Healthcare enterprises while also allowing for healthcare
record sharing for research without compromising privacy.
Pseudonymization was one of the earlier approaches to
address privacy issues related to a user’s identity. For privacy
preservation, the U.S. and EU demand the installation of
strict measures for the use of such healthcare systems. Simply
speaking, instead of using one’s real identity for various tasks
in the e-Healthcare system, a pseudo-identity is derived to
replace a user’s real identity and other unique attributes.
This identity is used to perform all user tasks (i.e., sharing
EHR with physicians and nurses and obtaining medicine
from pharmacies). This identity cannot be traced back to the
user unless all the information, along with the answer to a
pre-programmed secret question and encryption information
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FIGURE 1. e-Healthcare architecture overview.

(key, algorithm) linking patient information to his/her pseudo
identity, is available [32], [33]. The security of this algorithm
lies both in the protocol’s ability to deny any link between real
and pseudo-identities and in the system’s ability to securely
store tabled entries of these identities. A crucial aspect in this
approach is to categorize the patient’s data into two sets: user-
relevant data (for physicians and pharmacists) and personal,
pseudonymized data. This approach is called depersonaliza-
tion. The basic approach in deriving pseudonyms (PSN) is
encryption or hashing. However, there are certain unique
requirements when it comes to pseudonymization of PHI.

Pseudonymization of identities was the only privacy con-
cern during the early stages of e-Healthcare enterprise devel-
opment, and it was initially deemed sufficient for patient
privacy preservation [34]. However, identity anonymization
alone is now clearly not enough for patient privacy preser-
vation. With the application of certain skills, it is possible to
identify the patient by analyzing their healthcare attributes
(PHI/EHR).

Certain issues regarding privacy breach have been identi-
fied, such as:
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« the disclosure of sensitive personal information during
transit or storage at cloud,

o unauthorized access to information due to a weak
authentication scheme or poor access control, and

« the dynamic nature of cloud environments, which can
cause aggregation in services.

Security and privacy requirements specific to the above men-
tioned privacy concerns have been defined as follows for
e-Healthcare’s patient identity management server.

« Support for cross system interaction due to various exist-
ing ID management systems (i.e. inter-operation and
delegation).

o Systems must provide a vast range of security and
privacy preserving properties such as one and two-
factor authentication and attribute based encryption
deployment.

Initially, pseudonymization centered on hiding an iden-
tity. This was due to the fact that information was not
shared outside the hospital — a trusted environment. This
allowed for a certain degree of patient trust towards the hos-
pital. In this regard, the use of cryptographic hash functions
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was proposed [35]. Although this allowed for privacy preser-
vation of user identity, it did not provide any measures for
when this data was shared with others. Aside from patients’
identities, all user data was visible to others, which con-
stituted a serious privacy breach. Earlier research revolving
around the issue of data anonymity was very basic [35]. An
important improvement over the traditional approach of using
cryptography was that encryption and decryption were unnec-
essary. And more importantly, data could be readily pro-
cessed with no decryption required. One obvious weakness
in this older system was weaker data anonymization tech-
niques (dividing data into chunks, each having incomplete
patient information). Another security measure identified was
the use of blank pseudo-identities, which increase security
by decreasing the possibility of correlating PSNs to actual
identity. Riedl et al. [32] propose a comprehensive solution
in this regard. They recommend full patient control over who
can access information and in what capacity.

One problem that arises from the prospect of assigning a
new PSN to a patient every time, and for its multiple samples,
is that it becomes very difficult to use patient information
for improvement of e-Healthcare system components like
medical research, improving and integrating bed and biol-
ogy [36]. Another problem identified in this approach is
the sheer volume of encryption requirements for PHI sets
in the data base. The use of symmetric encryption creates
additional processing requirements and causes performance
issues. Slow processing overhead in this regard can be over-
come with the use of newer, more efficient encryption tech-
niques. Another possible solution is to replace symmetric
block ciphers (Advanced Encryption Standard (AES), Data
Encryption Standard (DES)) with nonlinear feedback shift
registers, which have proved to be not only secure but also
very efficient. Some researchers have pointed out the inabil-
ity of this approach to correlate multiple PSNs to a single
PHI, which eliminates the option of combining a single
patient’s information for better diagnosis and analysis [37].
Pommerening et al. [37] proposed a change in this regard.
They introduced a new component to the system, which
allowed correlation of multiple PSNs to a single PHI. In order
to allow researchers to correlate multiple PHRs, each patient
is also assigned an identity that can be used used for multiple
PHR correlation.

It is critical to strike a balance between the anonymity of
multiple patient records while maintaining access to detailed
PHIs and all relevant information for better health care and
research [39]. These somewhat contradictory requirements
make it difficult to design an effective solution. The lack
of correlation among multiple PSNs of any user was a
major hurdle for medical research. Pseudonymization was
introduced to help with sharing patient data for research
purposes outside the trusted environment of the healthcare
enterprise, but the inability to correlate multiple PSNs made
it impractical. This was overcome by the introduction of
multiple PSNs for a single user at different junctions of
healthcare enterprise [40]. Further improvements could be

470

to assign parent PSNs derived from the user identity, thus
adding an additional layer of anonymity. All PSNs could be
derived from this parent PSN, which would ennable more
cogent anonymized records. This two-level pseudonymiza-
tion would make it possible for researchers to distribute
a single set of correlated PSNs, which would in turn be
separated from the PIDs (Patients’ ID) and accessible only
to a pseudonymization authority. This makes it possible to
correlate multiple PID’s for a single patient, thus improving
diagnostic and medical research while ensuring anonymity
and privacy. A somewhat similar approach of having two
PSNs was also introduced in other research [37], however
this approach lacked the option of deriving multiple tier 2
PSNs from tier 1 PSNs. Thus PHI requestors would receive a
full PHI, which violates the requirement to provide requestors
with the least information required.

However, the approach of deriving multiple PSNs from
a single EHR for treatment does not fully address patient
privacy concerns. Patients must be given control over which
PSNs from their EHR can be correlated and which are to be
kept private, and it must be possible to override patient control
over PHI/EHR in life threatening scenarios [41].

In another early article on pseudonymization,
Jensen et al. [42] proposed issuing group identities instead
of assigning an identity to each and every user. A group
identity can be used by patients to share their PHI/EHR
with healthcare providers. Service providers would know the
group’s identity and could use it to verify with the group that
patient is a valid one. However, the provider cannot know
the individual identity of any of the members in the group.
Current privacy requirements do not even allow for cloud
technology’s ability to correlate users to a particular group,
whereby, in determining the group, one could with some
certainty guess the nature of its users EHRs. The approach
defined by Jensen et al. covers non-interactive scenarios,
but for an interactive scenario where cloud technology is
expected to return an answer, it opts for a public recipient
anonymous approach, where recipient would not be known
at an individual level but will be known by his/her group
identity. This approach has evident flaws, as these records
could, with some skill, be correlated to their actual user by
narrowing down defining attributes.

Current e-Healthcare systems are of isolated nature with
differing architectures. This is a hurdle in the way of
national healthcare program ambitions. An intermediary step
in this regard is the ability to correlate different EHRs of
a single patient at national level before their full incor-
poration into it. Alhagbani and Fidge [41] have identified
patient consent and authorization as crucial requirements
for EHR linking within their privacy sphere. They have
created a set of pseudo-identities, derived from primary
identities, to be used independently from each other as
electronic medical records (EMR) for treatment. Having
once been part of a set of PSNs, these can be corre-
lated. This approach ensures patient privacy by giving only
the patient the authority to request correlation of their
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multiple health records. However, the patient first has to
identify all their EHRs, which is a difficult task com-
pleted over a longer time span. Data anonymization, de-
identification and pseudonymization are all necessary to
share an an EHR outside a patient’s privacy and trust sphere.
A “search and replace” of key identifiers has been used
for this purpose, but it does not provide a desired level of
anonymity [43]. Legal and corporate requirements for strong
de-identification measures are meant to create greater user
confidence in e-Healthcare systems, but current techniques
in this regard are not up to the mark [44]. It is crucial for
patients’ privacy and PHI anonymity/de-identification that
any healthcare data derived from primary health records is
retained for a limited time and then either moved to a storage
server not readily accessible or deleted. This is not the case
for most existing primary healthcare records (PHR) [61], as is
evident from comparing these articles and their propositions
(see Table 1).

B. PRIVACY PRESERVING ACCESS CONTROL

Strict access control policies have long been considered to be
the proper way to control access to information. A rigorous
control of access to private information can help preserve
privacy. However any single access control policy alone can-
not preserve privacy for the entire e-Healthcare enterprise.
Hybrid access control (i.e., the use of two or more access
control policies to better create a secure and controlled access
mechanism), is the solution in this regard. In order to ensure
privacy, access control is essential, as it allows a user to define
who has access to their information and to what extent others
can use it. When combined with data anonymization, access
control, in theory, solves the issue of privacy by hiding user’s
identity while also controlling the flow of their information.
This has addressed all the major concerns of a patient with
regard to PHI/EHR (i.e., preventing unauthorized access to
PHI, storing and handling data in an anonymized manner, and
sharing data with outside third parties without compromising
patient privacy).

Narayanan and Giines [45] discuss a number of access
control schemes that are used by users worldwide for control-
ling access to information and resources. In reviewing their
pros and cons, it becomes clear that no single mechanism is
sufficient for our desired level of access control. They have
implemented a role identity-based access control (RBAC)
scheme. However it still has some limitations that need to
be addressed. For example, a role defined as ‘family’ to
allow family members to view patient EHR will allow every
member the same level of access. But inner family members
may need access to a patient’s financial information, which is
not possible in simple RBAC.

Younis and Merabti [46] also point out a number of issues
in this access control approach. According to them, permis-
sions in task-based authorization control (TBAC) are acti-
vated or deactivated according to the current task or process
state. As there is no separation between roles and tasks, they
use different factors such as users, information resources,
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roles, tasks, workflow, and business rules, to solve the sepa-
ration problem and determine the access control mechanism.
The scheme uses the workflow authorization model for syn-
chronizing workflow with authorization flow. So, Younis et
al. utilized tasks, which support active access control, and
roles, which support passive access control.

Sun et al. [27] propose a new approach for e-Healthare
patient monitoring. They propose a dedicated access control
mechanism to give patients control over who accesses their
PHI. Using an enabling security and patient centric access
control (ESPAC), the patient assigns various categories of
access to their PHI as desired. In contract-based e-Healthcare
systems, where a patient signs an agreement with the medical
center server regarding use of their PHI, this information is
used to assign multiple access levels to elements of the system
(doctors, insurance companies, etc.) regarding accessing PHI.
The patients then approve access to their PHI when it is
requested by someone without delegated access. (For exam-
ple, the highest level entity doctor who is allowed to see PHI
and pass recommendations will not be allowed to delegate
this PHI to anybody until that delegatee’s level is lowered
to allow only viewing access). So, only a doctor can provide
treatment, and anyone else who was delegated this PHI cannot
initiate treatment aside offering an opinion to the doctor.

Sun et al. [47] have used a simple role-based access control
scheme for their e-healthcare system to provide users with a
defined EHR access policy. They have defined various roles
in their system on the basis of activities performed by these
entities (i.e., doctor, nurse, pharmacist). However, Sun et al.
also have pointed out the limitations of using this approach.
For example, not all doctors are supposed to have the same
access to a patient’s EHR. A more detailed access control
policy needs to be defined and set in place to comprehensively
handle access control in e-Healthcare environments, as flaws
in traditional access control mechanisms render these mech-
anisms unsuitable for the e-Healthcare enterprise’s specific
requirements.

Requirements deemed necessary for successful access con-
trol mechanisms have been implemented successfully by
Zhou et al. [48], along with a couple of new, and inno-
vative techniques. Their approach intends to achieve both
authentication and privacy with a single stroke — a great
feat in an environment where overheads of security have
become very cumbersome. With regard to privacy concerns,
authors have proposed Authorized Accessible Privacy Model
(AAPM). It not only efficiently resolves the access control
requirements but also resolves the issue of managing physi-
cians for a patient. In AAPM, access controls and privileges
are defined by an access tree supporting flexible predicate
thresholds. For new patients, it is difficult to find the right
physician, so this approach allows patients to encrypt their
PHI with an access policy. This allows only physicians meet-
ing the criteria set by the access policy to decrypt that PHI.
Despite its visible advantages in terms of being user friendly
to the patient, it actually reduces the control a patient has
over their information and access to it. Its automatic profile
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TABLE 1. Pseudonymization techniques: A comparison.

Research Proposition Patient Anonymity Level | Correlating PHR | Anonymized data
Article for medical searching
research
Yang, Ji-liang, | Vertical data partition and hybrid anonymized Strong (identity, data) No Yes
Jian-Qiang Li, data searching
and Yu Niu
[13]
B. Ried], T. Assigning new PSN to a PHI for every session, Weak (identity) No No
Neubauer, G. preventing correlation of two PSNs originating
Goluch, O. from single PHI
Boehm, G.
Reinauer, and
1116 A.
Krumboeck
(32]
J. Wang, Y. Pioneering the idea of data anonymization with Weak (data) No No
Zhao, S. Jiang, data partitioning;
and J. Le [35] multiple tables with incomplete patient
information
B. Riedl, V. Assigning new PSN to a PHI for every session, Weak (identity) No Partial (researcher is
Grascher, S. preventing correlation of two PSNs originating assigned a new PSN
Fenz, and T. from single PHI to access PHI)
Neubauer [38]
H.Aamot,C.D. Identifies problems associated with Weak (identity) No No
Kohl,D.Richte pseudonymization approach introduced by
r,andP.Knaup- Riedl et al. [32]
Gregori [36]
K.Pommereni 2-tiered pseudonymization Weak (identity) Yes No
ng,M.Reng,P.
Debold,andS.S
emler. [37]
R. Agrawal Hippocratic data base for legal and ethical e- Strong (identity, data) No Yes
and C. Healthcare compliance
Johnson [40]
B. Alhagbani EHR linking to individual EMRs Weak (identity) Yes No
and C. Fidg
(41]

Also, a rogue physician could easily create, or be used to
create, a profile to attract specific PHI’s, thus compromising
privacy.

matching, which connects physicians to PHI’s matching their
skill profile, keeps patients from selecting a physician for
themselves based on their own requirements and preferences.
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We provide here the skeleton for a more comprehensive
access control policy, along with its defining features, so as to
further develop and refine it for implementation. We propose
several features for a comprehensive hybrid access control
policy:

o Roles defined as in the RBAC scheme.

o Graduated PHI privacy levels (i.e., a low privacy level

for health information considered not so private, and
a higher clearance level for critical and private health
information).

« Patient profile containing categorized PHI as well as a
list of users in e-healthcare environment who are allowed
full access.

« A similar profile for doctors containing a list of patients
to whose full PHI they have access.

« Patients can update their profile either to adjust their PHI
sub levels or the list of users with access to their PHI.

Chen et al. [49] introduced a cloud-centered role-based
access control mechanism called Cloud-based Privacy-aware
Role Based Access Control (CPRBAC). This access control
mechanism has been further enhanced by the introduction
of an active auditing system (AAS). CPRBAC has certain
features improving it over traditional RBAC, such as context-
based access control, information sharing among different
cloud servers, and authorization delegation [50]. It points
out the weaknesses present in traditional RBAC schemes,
which prompts the need for a tailored RBAC policy for
e-Healthcare cloud environments [50]. Four new conditions,
namely purpose, obligations, conditions, organizations have
been defined in order to help easily and effectively define
complex access control policies and rules. AAS is placed
between CPRBAC and the backend data server in such a way
that all data and communication has to take place through it,
thus acting as an intermediary between the two. Its position
allows it to monitor all processes between the server and
CPRBAC, thus allowing for a real-time monitoring service. It
keeps a check on all the activities and takes a prompt action in
case a policy violation is detected. This prevents all attempts
to have access to confidential information by bypassing the
CPRBAC framework. It also generates alerts to notify rele-
vant personnel about any misbehavior in the system. Chen et
al.’s experimental results show that a combination of access
control mechanisms, along with AAS, helps regulate the flow
of information and prevents any unauthorized access, either
deliberately or accidentally, against which traditional RBAC
approaches fail [52].

Access control policies cannot be defined for all scenarios,
and there are chances that a situation may arise that cannot
be handled by the access control policy. Some sort of a fall
back or initiation mechanism must be in place in order to
normalize irregularities and assimilate them in the access
control mechanism. It has been noted that in many proposed
access control mechanisms, access control policies do not
address data access or role changing if data is delegated to
someone with less access to data than the one delegating it.
Similarly, the use of third parties for handling several key
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and session management issues is again a potential cause for
security or privacy violation [71], [75].

Deng et al. [53] have looked at the prospects of e-
Healthcare system architectures with regard to privacy preser-
vation. They have pointed out the advantages and challenges
of using modern technology, primarily cloud services. Their
research focuses on the privacy and confidentiality challenges
brought up by the introduction of modern technology in a
home-based healthcare system. It also looks at these chal-
lenges in the light of U.S. and EU legislation and explores
the ongoing research on trustworthy clouds [54]. They also
perform a critical analysis of cloud research methodologies,
namely business-driven and architecture-driven. It has been
pointed out that most of the research in this regard has
been random and adhoc, failing to systematically address
and analyze a particular problem. Coming back to their
topic, they point out the challenges unique to home-based
healthcare environments, namely semi-trusted cloud services,
data-centric protection, efficiency, patient centric protection,
control, and transparency. Regarding privacy preservation
and patient-centric access control, authors have relied upon
the use of attribute-based encryption (access control) and data
encryption (privacy preservation), however no one has further
elaborated on this.

Chen et al. [55] have proposed a protocol for secure data
sharing among medical researchers and institutes without
infringing upon the privacy and confidentiality concerns of
patients [56]. The need for secure sharing among researchers
to improve medical practices and services has been evi-
dent for a long time — since cloud technology’s introduction
into the e-Healthcare environment. Their protocol, dubbed
PRECISE, intends to address this issue while ensuring pri-
vacy and other relevant concerns, both legal and techni-
cal. They have pointed out the limitations and flaws of
existing techniques, which are centered around secure and
anonymized data sharing among multiple healthcare service
providers [57]. They have chosen homomorphic encryp-
tion and Yao’s protocol of garbled circuits for their setup.
Homomorphic encryption allows for data processing in an
encrypted form, performing operations on encrypted data
without having to reveal the information, thus ensuring the
confidentiality and privacy of system users. Homomorphic
encryption has been prescribed as a solution to e-Healthcare
privacy concerns in other research articles as well, but it is
a well established fact that homomorphic encryption at its
current processing speed cannot be deployed in e-Healthcare
enterprises, which already is constrained by the existing
systems’ processing powers [72]. PRECISE is intended to
help healthcare service providers cooperate and share infor-
mation in order to improve services and benefit from each
other’s experience. However, it has been mentioned that this
approach is an experimental one and needs further develop-
ment in order to make it suitable for industrial use. The work
is being carried out in order to come up with more systems
of such functionality, albeit with improved security footprint
and efficiency.
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V. DISCUSSION AND ANALYSIS

e-Healthcare offers a number of advantages over traditional
healthcare approaches. However, its security and privacy con-
cerns, particularly for patients, continue to hold it back from
an implementation at the national level. Existing e-Healthcare
enterprises have faced a number of attacks, undermining
their efficiency and compromising patient trust. This article
reviewed recent research concerning the privacy preservation
of patient healthcare data during both its storage and usage.

Upon reviewing the work done in recent years regarding
privacy preservation, it should be emphasized that privacy
preservation using a single approach is not possible in an
entire e-Healthcare enterprise. Privacy requirements and def-
initions may vary at different points in e-Healthcare systems.
For example, anonymization and access control are both por-
trayed as a solution for privacy requirements in e-Healthcare.
They both take care of certain privacy requirements, but also
possess certain weaknesses and are thus unable to meet pri-
vacy requirements single handedly. Anonymization secures
a patient’s identity against PHI theft via correlation, but it
does not address the access mechanism for this. Similarly,
access control limits access to PHI/EHR but does not provide
anonymity in the case of privilege escalation (access control
failure).

Having studied recent research on privacy preservation in
general, and for e-Healthcare in particular, this article sug-
gests a hybrid approach. PSNs could be used to protect data
stored and shared outside trusted e-Healthcare environments,
while access control could be used to control data access
and its flow within the trusted environment. Major privacy
concerns in healthcare data privacy during storage and usage
are unauthorized access to patient data and patient health-
care information sharing outside e-Healthcare environment
prior to depersonalization. Most of the research carried out
in this regard focuses on one or the other of these issues
and fails to recognize the need to handle them simultane-
ously. This approach intends to address both simultaneously,
which will ensure total privacy preservation for healthcare
data stored in the cloud. In particular, it might address
two primary concerns regarding privacy: patient-centric
access control and hiding identity and information from
exposure.

In the following, we suggest a solution for overcoming
privacy preservation challenges in e-Healthcare.

o The Use of data anonymization (pseudonymization) dur-
ing storage and transmission will ensure that patients’
identity and personal information (name, address, social
security number, contact information, etc.) are not
revealed in case someone intercepts their PHI/EHR. Fur-
ther analysis and research is needed in order to develop
a suitable technique which is both efficient and secure in
this regard.

« Patient-centric access control will allow patients to exer-
cise control over who can have what level of access
to their PHI/EHR. This not only meets privacy
requirements but also allows the e-Healthcare system to
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gain patient trust — a vital component for e-Healthcare
systems’ success.
Graduated PHI access levels will cater for different lev-
els of access by patients and other users. Lower levels
will only allow access to relevant data for the user
(i.e., patient prescription requirements for a pharmacist).
Physicians will have a higher level access, allowing them
to see both the patient medical condition and diagnosis
as well as treatment. This compartmentalized approach
will allow for more secure and efficient management of
the e-Healthcare system.
PHI levels will be defined based on the user group infor-
mation requirements. Healthcare insurance providers
and government security agencies should not be con-
cerned with the technical (medical) details of the patient
but rather with their financial and general information,
so a level allowing access to this particular information
will be created. Similarly, there will be a level for the
hospital staff revolving around the medical information
of the patient.
An alternate to this can be the use of multiple tickets
for a single patient, each revolving around a certain
aspect of patient’s healthcare. Multiple tickets for hos-
pital staff, healthcare insurance service providers, and
medical researchers could be defined. This would reduce
the overall complexity of the access control mechanism,
but it may require the definition of more than one access
control mechanism (Figure 2).
As it has been noted that the use of traditional RBAC
mechanisms for the PHI/EHR management is not fea-
sible [47], [52], it is logical to divide healthcare infor-
mation into sections based on usage, type, and privacy
value. Figure 2 shows overall PHI divided into var-
ious components based on usage and type — patient
insurance ticket (PIT) for health insurance manage-
ment, patient profile (PP) for family and friends, hos-
pital healthcare data (HHD) for hospital staff usage,
and research data (RD) for sharing outside the e-
Healthcare environment. Categorizing healthcare infor-
mation in this way allows for separate policies and
rules for categories of information, which in turn allows
for better and more refined management and access
control.
We propose a two-tiered access control scheme some-
what similar to two-factor authentication, where both
conditions must be met in order to be authenticated.
This proposal uses RBAC on the upper level and
identity/attribute-based access on certain lower levels
(roles).
o Physician, pharmacist, nurse, etc. are roles that
are defined and possess a certain level of access.
For example, a pharmacist needs read-only access,
while a nurse checking body health parameters only
needs write access in most cases. Meanwhile a
physician needs both read and write access (see
figure 3).

VOLUME 6, 2018



M. A. Sahi et al.: Privacy Preservation in e-Healthcare Environments: State of the Art and Future Directions

IEEE Access

Patient Healthcare
Informaticn (PHI)

Patient Insurance Research Data (RD)- Hospital Healthcare
Ticket PIT}- For Anonymized for Data (HHD)- for
Healthcareinsurance research Hospitel staff

FIGURE 2. PHI compartmentalization for better control and security.
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Read & Wnt'my \

Write Access Only

Nursing Staff

FIGURE 3. Hospital staff access control of PHI.

o Since not all persons of a certain role are entitled
to see PHI, identity/ attribute based access control
comes into play.

o Computer security models delegate and enforce read
and write bounds on upper and lower layers. This pre-
vents people with lower level access from proliferating
PHI. This also allows people with write access to PHI
(physicians) to look for another opinion on healthcare
matters from fellow physicians, but it does not give the
consulted person authority to make any changes in PHI.
That authority lies only with the authorized person (ex.
a physician with write and read access).

On a broader scale, especially in the case of under-
developed regions like parts of Africa and South Asia, the
level of healthcare services provided may vary widely. Urban
healthcare services tend to be more advanced and modern,
while rural healthcare services center around more basic
healthcare provisions. This heterogeneity can be employed
to create a faster healthcare enterprise. Rural sections of the
e-Healthcare enterprise, which tend to the medical needs
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of a greater section of society, are relatively simple, while
more complex urban healthcare sections of the enterprise
are handling fewer patients when compared to their rural
counterparts. This allows them to be not only balanced out
but also receive a maximum amount of benefit with relatively
limited resources at the state’s disposal [77].

Despite all this, it should be kept in mind that all these
conditions and policies are not applicable in case of an emer-
gency. An emergency healthcare provision requires imme-
diate healthcare services, and traditional approaches cannot
often be counted upon in such cases. Authentication and
access control mechanism that are patient-dependent dur-
ing normal operation of e-Healthcare do not work in the
case of emergency. So, an alternate emergency response and
processing mechanism must be devised and installed to allow
for patient treatment without all these restrictions. However,
it must not be possible to exploit the system — if emer-
gency protocols are invoked unlawfully, unauthorized per-
sonnel might see a patient’s PHI, thus resulting in a privacy
breach.
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VI. CONCLUSION

Having reviewed the latest research with regard to privacy
preservation in e-Healthcare, it has been observed that use of
any single technique is not sufficient, as it does not take care
of all the privacy concerns. Understanding unique aspects of
e-Healthcare is crucial for better privacy measures. Privacy
needs to be defined in such a way that it takes into account the
unique environment of e-Healthcare and its patients’ situa-
tions. Time and again, in surveys conducted in various regions
of the world, underlying issues in this regard have been
the lack of precise definition and understanding of privacy,
regulation, inter-agency cooperation, and conflicting goals
among partners. Most importantly, privacy controls need to
ensure patients that they are the ones with access control over
their PHI/EHR. This article not only provides a review of
research carried out in this regard but also presents a high-
level sketch of a privacy preserving mechanism that addresses
all major privacy concerns. The accompanying abstract archi-
tecture for privacy preservation in e-Healthcare works under
the observation that individual protocols cannot ensure suf-
ficient security and privacy for such a large and complicated
enterprise. The solution is to divide patients’ PHI/EHR into
components based on privacy and access requirements. This
compartmentalization allows for better management as dif-
ferent protocols can be adopted for different PHI/EHR sec-
tions. Lower-level components envisioned are patient profile
(PP) for family members, patient health record (PHR) for
hospital staff and treatment, patient insurance ticket (PIT) for
healthcare insurance and financial management, and research
data (RD) anonymized for healthcare research. In this way, a
secure and privacy preserving e-Healthcare enterprise can be
designed that allows for using multiple protocols at different
components of PHI/EHR based on the security and privacy
requirements of that information.
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