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ABSTRACT Secure and efficient lightweight user authentication protocol for mobile cloud computing
becomes a paramount concern due to the data sharing using Internet among the end users and mobile
devices. Mutual authentication of a mobile user and cloud service provider is necessary for accessing of any
cloud services. However, resource constraint nature of mobile devices makes this task more challenging.
In this paper, we propose a new secure and lightweight mobile user authentication scheme for mobile
cloud computing, based on cryptographic hash, bitwise xor, and fuzzy extractor functions. Through informal
security analysis and rigorous formal security analysis using random oracle model, it has been demonstrated
that the proposed scheme is secure against possible well-known passive and active attacks and also provides
user anonymity. Moreover, we provide formal security verification through ProVerif 1.93 simulation for the
proposed scheme. Also, we have done authentication proof of our proposed scheme using the Burrows-
Abadi-Needham logic. Since the proposed scheme does not exploit any resource constrained cryptosystem,
it has the lowest computation cost in compare to existing related schemes. Furthermore, the proposed scheme
does not involve registration center in the authentication process, for which it is having lowest communication
cost compared with existing related schemes.

INDEX TERMS Remote mobile user authentication, distributed mobile cloud computing, user anonymity,

user biometrics, random oracle, BAN logic, ProVerif simulation.

I. INTRODUCTION
Mobile Cloud Computing (MCC) provides cloud resources
through on-demand basis by integrating cloud computing into
mobile environment [1], [2]. Nowadays, both in industry as
well as academia, mobile cloud computing has drawn much
attention. A recent analysis done by Heavy Reading estimates
that, by the end of 2017, mobile cloud computing market will
generate around 68 U.S. billion dollars of direct revenue [3].
Reports from different sources like ABI research [4] predict
that, number of worldwide mobile cloud computing users
have exploded rapidly, from 42.8 million users on 2008 to
998 million users in 2014 [2].

IT organizations are now increasingly using various
cloud computing softwares, infrastructures (like Gmail,

Facebook etc.) and frameworks (like Google AppEngine,
Amazon web service etc.). Cloud computing are getting pop-
ular to IT developers and users day by day. On the other
side, worldwide deployment and development of various
smartphone applications are also increasing exponentially.
Rapid development and implementation of many IT services
in mobile cloud computing necessitates extensive research on
security issues [5]-[9].

An architecture for distributed mobile cloud computing is
represented in Fig. 1. To access a mobile cloud computing
service, a mobile user MU; requests the cloud service through
an installed mobile App or web browser. After that a mutual
authentication between MU; and the cloud service provider
CS; is done by the user mobile App or web browser [10].
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FIGURE 1. An architecture for distributed mobile cloud computing.

Both MU; and CS; need to go through a secure mutual authen-
tication process that should support some basic requirements.
These include computation efficiency, user anonymity, ses-
sion key security etc. in order to prevent various threats over
insecure channel.

Intrinsically, mobile cloud computing services are quite
distributed and heterogeneous in nature. Thus, registering
separately for each cloud service provider by maintaining
respective user account is almost an impossible task. To be
precise, MU, requires to access several cloud services from
CS; with the help of single registered user account. But,
traditional two-party single server authentication scheme
cannot be directly applicable for a multiple mobile could
servers environment. Single sign-on (SSO) scheme requires
single credential and single registration for accessing multiple
mobile could computing services [11], [12]. Three separate
parties, namely, mobile user, cloud service provider/cloud
server and trusted identity provider (IdP) (registration cen-
ter (RC) or smart card generator (SCG)) are involved in SSO
mechanism. However, SSO authentication can be done both
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with involving IdP/SCG/RC [13], [14] and without involving
IdP/SCG/RC [15], [16].

Currently, many internet service providers and websites
are using Openld to implement distributed SSO techniques.
In this case, both user and service provider need to register to
IdP in advance. During login, mobile user sends the adopted
Openld to cloud service provider, which in turn redirects it to
IdP for verification of user authenticity. This technique has
two major issues. First, over involvement of IdP might turn
into a bottleneck for the conventional SSO scheme. Second,
Openld scheme requires message communication through
SSL network connection. Unfortunately, SSL based schemes
need high computation costs as SSL technique is primarily
based on public key cryptosystem like RSA [10], [17].

Wang and Wang [18] first attempted to explore the under-
lying rationales for preserving user privacy property in
two-factor authentication schemes. They pointed out that
without any public-key techniques, it is quite impossi-
ble to come up with a privacy-preserving scheme using
only lightweight cryptographic primitives, such as one-way
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cryptographic hash functions. Wang and Wang [19] also
presented some security failures of previous user authen-
tication schemes. Three important suggestions were made
by them [19] while analyzing those user authentication
schemes: 1) user anonymity preservation with the help of
public key techniques, 2) application of fuzzy-verifier to
have trade-off between usability and security, and 3) priv-
ileged insider attack protection using salt values (i.e., ran-
dom nonces). Wang et al. [20] suggested some evaluation
metrics for designing anonymous two-factor user authentica-
tion and also pointed out how to make an acceptable trade-
off among usability, security and privacy. Huang et al. [21]
also suggested that design of password-based authentication
schemes using smart cards requires the importance to elabo-
rate security models along with the formal security analysis.
Huang et al. [22] also proposed a generic multi-factor authen-
tication scheme that uses user password, smart-card and
biometrics as three factors, and observed that a stand-alone
authentication in which a user can be authenticated cor-
rectly, even if the connection to the remote server is down.
Ma et al. [23] highlighted three principles for designing more
robust user authentication schemes. Huang et al. [24] inves-
tigated a systematic approach for authenticating clients using
three factors: 1) password, 2) smart card and 3) biometrics.
They proposed a generic and secure model to upgrade a two-
factor authentication scheme to a three-factor authentication
scheme. It is interesting to observe that their conversion
not only significantly improved the information assurance
at low cost but also protected client privacy in distributed
systems. Wang and Wang [25] presented a proposal of a
new authentication scheme. It meets simplicity, practicability,
and strong notions. In addition, they provided an adversary
model and criteria set which can provide a benchmark for
the evaluation of current and future two-factor authentication
schemes. Moreover, Wang et al. [26] pointed out that there are
at least seven different attacking scenarios and those attack
scenarios may lead to the failure of an authentication scheme
in arriving truly two-factor security. They also conducted
a large-scale comparative evaluation of 26 representative
two-factor schemes, and their results synopsis the request
for better measurement when assessing new authentication
schemes.

In a distributed mobile cloud computing environment,
user mobile devices are quite resource constrained in nature
and SSO technique does not provide a practical solu-
tion. Recently, Odelu et al. [27], and Gope and Das [28]
proposed secure authentication schemes for mobile cloud
computing. Odelu et al. [27] exploits elliptic curve cryptog-
raphy (ECC) point multiplication and asymmetric bilinear
pairing operation for authentication and key establishment
phase, while Gope-Das’s scheme [28] is based on hash chain
method. In Gope-Das’s scheme [28], a mobile subscriber is
allowed to obtain the ubiquitous services only up to a specific
time-period (say n-times), where the access duration strictly
depends on the principle that the cloud user has paid for
services. In this paper, we aim to design a novel secure and
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efficient scheme based on only lightweight computations,
such as cryptographic hash function computation and bit
wise XOR operation, while the biometric verification is done
by the mobile user using the widely-used fuzzy extractor
method.

In short, a mobile user authentication scheme for dis-
tributed mobile cloud computing environment should have
the following properties:

1) A trusted third party (i.e., registration center (RC) or
identity provider (IdP) or smart card generator (SCG))
should not be involved during user login pro-
cess. However, during registration phase, both MU;
and CS; should register to trusted third party only
once.

2) A mobile user must avoid multiple credentials, such as
identity and/or password for accessing different mobile
cloud services.

3) The authentication process should avoid computation-
ally costly operation in user mobile device. Also, stor-
age requirement in user mobile should be less.

4) Mutual authentication between a mobile user and a
cloud server CS; should use lightweight cryptographic
operations.

A. MOTIVATION
The following basic motivating factors are behind the pro-
posal of our scheme in this paper:

1) As user’s mobile device generally operates through
battery limited equipments, mobile user authentica-
tion mechanism should consume minimum possi-
ble computation, communication and storage costs.
However, existing authentication schemes for mobile
cloud computing environments, mostly based on
resource consuming cryptosystems, such as bilinear
pairing [10], [29] and ECC [30]-[32]. This necessitates
the design of an efficient mobile user authentication
scheme that could avoid such cryptosystems without
degrading overall security of the system.

2) A careful study on the existing authentication schemes
under mobile cloud computing environment reveals
most of those schemes have security flaws. Hence,
design of more secure authentication scheme is needed
in this domain.

3) Further, several schemes, such as the schemes of
Shen et al. [31], Yoon and Yoo [30], and
He and Wang [32] involve the RC or IdP or SCG
in mobile user login process which results in more
communication and computation costs.

B. THREAT MODEL

In this paper, we follow the widely-accepted Dolev-Yao threat
model (DY model) [33], which accepts the following basic
assumptions:

« The messages are communicated over a public insecure
channel.
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o The pubic channel messages are susceptible to eaves-
dropping, deletion or modification, which are executed
by adversary A.

« If, by any means, the adversary .A obtains legal user’s
smart card or mobile device, he/she can execute power
analysis attack and also extract all stored information
from the device [34].

C. RESEARCH CONTRIBUTIONS
The following contributions are made in this paper:

1) The proposed scheme provides mobile user authenti-
cation in distributed mobile cloud computing environ-
ment, which supports secure key exchange, and user
anonymity and untraceability properties.

2) Compared with the related existing authentication
schemes proposed in the mobile cloud computing envi-
ronment, the proposed scheme has the lowest computa-
tion and storage requirements. This is primarily due to
usage of efficient one way cryptographic hash function,
bitwise XOR operation and fuzzy extractor operation
only.

3) No trusted third party, like IdP, SCG or RC, is involved
in user login and authentication phases. This reduces
overall communication and computation time of the
proposed
scheme.

4) The proposed scheme is lightweight in nature, and
meanwhile, it also removes the security and function-
ality drawbacks of the earlier existing schemes.

5) The proposed scheme has the ability to resist various
known attacks, which are evident through the rigorous
formal security proof through random oracle model
and BAN logic, the formal security verification using
the ProVerif 1.93 simulation tool as well as through
informal security analysis.

D. PAPER ORGANIZATION

Section II provides the mathematical preliminaries in brief,
which are necessary to describe and analyze the proposed
scheme. Section III presents the proposed mobile user authen-
tication scheme for the distributed mobile cloud computing
environment. Section IV provides the detailed formal and
informal security analysis of the proposed scheme, while
Section V presents formal security verification using ProVerif
1.93 simulation tool. Section VI presents the performance
comparison of the proposed scheme with other related exist-
ing schemes. At last, Section VII provides the conclusion of
the paper.

Il. MATHEMATICAL PRELIMINARIES

To design the proposed scheme, we use cryptographic
hash function [35], bitwise XOR operation and fuzzy
extractor technique over biometrics input. This section
presents a brief introduction about these basic mathematical
preliminaries.
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A. COLLISION-RESISTANT ONE-WAY HASH FUNCTION

A one-way hash function H: {0, 1}* — {0, 1}/ receives a
binary string of variable length, say x € {0, 1}* and then
produces a binary string H(x) € {0, 1}/ as an output of fixed
length, say / bits. The hash function can be formally defined
as follows [36].

Definition 1: An adversary A’s advantage in finding col-
lision with the execution time et is denoted and defined by
AdVESH (e) = Pri(u,v) < A:u# v and H(u) = H()],
where Pr[X] is an event X’s probability, and (u,v) < A
indicates that the pair (u, v) is randomly selected by A. By an
(€, et)-adversary A attacking the collision resistance of H(-),
it means that the execution time of A is at most et and that
AdVESH (er) < e.

Examples of a one-way hash function include the Secure
Hash Standard (SHA-1) hashing algorithm and the stronger
SHA-256 hashing algorithm [37].

B. FUZZY EXTRACTOR AND BIOMETRICS
Nowadays, biometric keys are popularly used in various
authentication process. The basic features and advantages of
biometric keys can be found in [38]-[40].

Fuzzy extractor is a technique that generates the same
output string, even if the input biometric differs from recorded
biometric sample upto a permissible error tolerance threshold
limit. In general, a fuzzy extractor exploits two functions:
1) Generation(-) and 2) Reproduction(-), which are proba-
bilistic and deterministic in nature, respectively.

Definition 2: Considering biometric key of length | bits
generated from the given biometrics B and S = {0, 1}" being
a metric space of finite dimensional biometric data points,
the following functions are defined as follows.

o Generation: It takes B € S as input and produces a pair
0, @), where 6 € {0, l}l is the biometric key and ¢ is
the public reproduction parameter.

o Reproduction: It recovers the original biometric key
6 € {0, 1}! on biometrics B provided that the Hamming
distance between B’ and the original biometrics B at the
time of registration by the same user is less than or equal
to t, where t is a pre-defined error tolerance threshold
parameter, that is, 0 = Reproduction(3’, ¢).

More discussion on fuzzy extractor method is available
in [41]. Also, in recent years, the fuzzy extractor becomes
popular as it is applied for biometric authentication purpose
in several authentication protocols [41]-[44].

lll. THE PROPOSED SCHEME
In this section, we describe various phases related to the
proposed scheme.

The proposed scheme is based on the basic assumption
that the distributed mobile cloud computing environment has
three basic entities: 1) mobile users, 2) cloud server or cloud
service provider, and 3) trusted registration center (RC).
The system contains a set of m legal mobile users,
M = MU;li = 1,2,---,m}, a set of n cloud servers,
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FIGURE 2. Framework of the proposed scheme (registration phase).

Authentication |
phase cs1

Cs2

CSm

FIGURE 3. Framework of the proposed scheme (authentication phase).

N = {CSjj = 1,2,...,n} and the trusted RC. A legal
user or an unregistered external person may execute mali-
cious activities in the system, called as an adversary .A.
From different cloud service providers, a mobile user can
access multiple mobile cloud computing services. The RC
needs not to involve in the login and authentication processes.
Fig. 2 and 3 present the framework of the proposed scheme.

The proposed scheme is composed of five phases, namely,
1) registration, 2) login, 3) authentication and key estab-
lishment, 4) password change, and 5) revocation of mobile
device. The registration phase is composed of mobile user
registration phase as well as cloud server registration phase.
During the registration phase, the mobile users and cloud
servers register to the RC independently. The RC generates
the master secret keys randomly for the registered servers,
and also generates mutual secret keys between respective
mobile users and cloud servers. The login phase receives
the user’s credentials and verifies his/her authenticity. During
the authentication phase, the mobile user and cloud server
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TABLE 1. Notations used in the proposed scheme.

[ Symbol | Description
RC Registration center
MU; '™ mobile user
CS; 47 cloud service provider
ID; Identity of MU,
IDs, Identity of C'S;
T4 1024-bit random number selected by
RC for MU; and CS;
b 128-bit random number chosen by M U;
X; 1024-bit master secret key of server C'S;
SN; Serial number of MU;’s mobile device
H() One-way cryptographic hash function
|, ® Concatenation, bitwise XOR operations
TS; Timestamp generated by M U;
TS; Timestamp generated by C'S;
RN; 128-bit M U;’s random number
RN; 128-bit C'S;’s random number
A RN B | Message (M) transmission from A to B
AT Maximum transmission delay

authenticate each other and mutually generate the secret
shared session key. The password change phase gives the
flexibility to MU, in order to locally update old password into
new password at any time for security reasons.

The basic notations listed in Table 1 are used to design
the proposed scheme. The proposed scheme makes use
of the current system timestamps along with the random
nonces to protect strong replay attacks. To achieve this goal,
we assume that all the entities (mobile users, cloud service
providers and the RC) in the network are synchronized with
their clocks. This is a reasonable assumption as it is also
applied in designing many authentication protocols proposed
recently [27], [41]-[46].

A. REGISTRATION PHASE

In this phase, both mobile users and cloud servers register to
the registration center independently. This phase is composed
of two sub-phases: 1. mobile user registration phase and 2.
cloud server registration phase. Both the phases are executed
only once and messages are communicated through secure
channel (for example, in person).

1) MOBILE USER REGISTRATION PHASE
A mobile user MU; registers to the RC through the following
steps:
1) MU; chooses his/her own identity ID;, password PW;,
biometrics B;, two 128-bit random numbers b and k.
2) MU; produces (0;, ¢;) = Generation(3;) and computes
the masked password RPWB; = H(ID;|| H(PW;|| 6;
[|b)). MU; then submits the registration request mes-
sage {ID;, (RPWB; @ k)} to the RC via secure channel.
3) The RC selects an 1024-bit master secret key X; for
server CS;. RC also selects an 1024-bit random number
rij for each MU; and CS; pair. Further, RC computes
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Ajj = HHUD; ®ry) ||X)), Vij = A;j ®RPWB; and the
pseudo-identity of CS; as RIDs; = H(IDyg;||X;).

4) In order to maintain user anonymity, instead of actual
identity ID;, RC selects a unique and random temporary
identity TID; for MU,.

5) The RC saves n server key-plus-id combinations {TID;,
(IDs;, Vij, RIDg;) | 1 < j < n} in mobile device of MU;
and delivers the mobile device to MU; securely.

6) MU; computes D1 = H(PW;|| 6;) ®b and D% = H(ID;
[|[PW; 116; ||b), and V/ = V; ®k = A;® HUD;||
H(PW;l|| 6; ||b)), RID,] = TID;® H(ID, ||Vl§.) and
RID’j RIDs; @ H(6;||b) for 1 < j < n. Finally,
MU; also stores ¢;, D}, D7, Vs, RIDjjs and RID{ s into
his/her own mobile dev1ce and deletes Vijs, TID and
RIDS]s from the mobile device.

2) CLOUD SERVER REGISTRATION PHASE
In order to register to the RC, a new cloud server must execute
the following steps:

1) The cloud server (cloud service provider) CS; sends its

identity /Ds; to the RC through a secure channel.

2) The RC provides the master secret key X; to each CS;.

3) For all MU;s, the RC saves the credentials {TID;,

(ID;, r;j)} in database of CS;.

4) The RC also stores {IDs;, X;} in the database of CS;.
Finally, the RC also saves pair (ID;, SN;) in its own database,
where SN; is the serial number of MU;’s mobile device.

Figure 4 shows the fundamental steps of user and server
registration phase.

Remark 1: In the proposed scheme, a mobile user MU;
needs to store all the credentials in his/her mobile device.
For example, if the mobile user MU; wants to access 100
cloud service providers CS;s, his/her mobile device needs to
store 100 credentials (i.e., keys). Note that in the proposed
scheme, instead of using a smart card, a mobile device is used.
Since the mobile device is resource-rich device as compared
to resource-constrained smart device, the storage space in
MU;’s mobile device is not an issue. Hence, storing more
credentials in MU;’s mobile device is not a problem in the
proposed scheme.

B. LOGIN PHASE

This phase describes how a legal mobile user MU; logins
into the CS;. Fig. 5 shows the basic steps of login and
authentication-key establishment phases. The following steps
are essential to complete the login phase:

1) MU; inputs his/her identity ID;, password PW; and
personal biometrics 3; into his/her own mobile device.
Using the fuzzy extractor reproduction procedure and
stored ¢;, MU; computes 6; = Reproduction(B;, ).
Moreover, using the stored parameter D}, MU; gener-
ates b’ = D! @ H(PW; ||6)).

2) MU; then computes H(ID; ||PW; ||6; ||') and checks if
Di2 = H(ID;||PW;||6;||b’) is true or not. MU; proceeds
to the next step only if this verification holds.
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[ Mobile user (MU;)

Input 1D;, PW; and B;.

Select random numbers b and k.
Compute (0;, ¢;) = Generation(B;),
RPW B; = H(ID;||H(PW;|6;||b)).
{ID; ,(RPW B;®k)}

Registration center (RC)

Select secret key X; for each C'S;.

Select r;; for each (MU;, C'S;) pair.
Compute A;; = H(H(ID; @®rq;) [|X;),
Vij = Aij ©RPW B;,

RIDs; = H(IDs,||X;).

Select temporary identity 7' D; for MU;.
For all C'Sjs, store

{IDs,,Vi;, TID;, RIDg,}

in memory of MU;.

{Mobile Device}

Secure channel

Secure channel
Compute D} = H(PW;|| 0;) &b
D2 = H(ID, ||PW, ||6; |[b).
Vi=Vijek
="A,j@ H(ID,|[H(PW|[6,]]p)).
For all cloud servers C'S;, compute
RID;; = TID;& H(ID; ||V)),
RIDY, = RIDs, ® H(6i[|b).
Store {¢;, D}, D?,Vl’J, RID;;,
RIDg'} into the memory of MU;.
Delete Vijs, TID; and RIDg;
from its memory.
Cloud service provider (C'S;)

Registration center (RC)

Select server identity 1 Dg;.
{IDs;}
Secure channel
Select X; for each C'S;.
Save {ID;,TID;,r;;} in C'S;’s memory.
Save also {IDs;, X;} in C'S;’s memory.
Save pair (ID;, SN;) in RC’s memory.

FIGURE 4. User and server registration phases of the proposed scheme.

3) MU; calculates RPWB; = H(ID;|| H(PW;|| 0; ||b))).
Using the mobile device parameter V/ MU; also gen-
erates A; = V/ @D RPBW;. In addltlon MU; selects
an 128 bit random number RN;, generates the current
timestamp 7'S;, and then computes

Ci = Aj®RN; ®TS; ® H(IDs;)
= H(H(D; @ rij)||X;) ® RN;
®TS; ® H(IDs)),
Hy = H(D;||C1|IRN;||TS;),
TID; = RID;; ® H(ID;]| |Vi}),
RIDs; = RID&J_ @ H(6;||b),
TID} = TID; ® H(RIDg;||TS;).
4) Finally, MU; sends login request Msg; = {TID}, Ci,
Hy, TS;} to CS; via a public channel.

Remark 2: The current timestamp TS; in a particular ses-
sion is used to make TID} as dynamic, because TID} =
TID; ® H(RIDs||TS;). In addition, even if an adversary
A eavesdrops Msgy = {TID}, Cy, Hy, TS;} and gets
TID?, it is computationally infeasible problem for A to know
TID; from TID} without having the permanent secret RIDs;
(= H(Ds,|1X;)) as it involves the secret key X; of CS;.
Suppose the same mobile user MU; sends the login message
Msg, = {TID*, C{, H{, TS]} to CS; in another session,
where TID?* = TID @ H(RIDS_, I1TS)) and TS] is the current
timestamp generated by MU; in that session. In this case,
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Mobile user (MU;)

Cloud service provider (C'S;)

Login phase

Input ID;, PW; and B,.

Compute 0; = Reproduction(B,, ¢;),

Y = D} @ H(PW,||6;).

Verifies if D? = H(ID;||PW;]|6;|/b')?
If verification holds, compute

RPWB; = H(ID;|| H(PW;|| 0; ||V)),
Ajj = Vi_/j ® RPBW;.

Generate RN;.

Compute Cy = Aij @ RN; ®TS; ® H(IDSJ ),
H, = H(ID;||C4||RN;||T'S;),

TID; = RID;; & H(ID71||V1-}),

RIDg, = RIDgJ @ H(6;]|V),

TID} = TID; ® H(RIDg,||TS;).
{TID!,C1,H\,TS;}

h

public

Authentication phase

Verify if [T'S} — T'S;| < AT?

Compute ]V[Q = CQ (&) TS] D IDI (&) Ai]',

= RN]', as Aij = Bji = H(H(ID'L @T”)HXJ)
SKuuv,,cs; = H(IDi||IDsg, || Aij || RN; || Ma||T'S;||T'S;),
Hy = H(ID; ||RN; ||Ma ||TS; [|TS; ||SKmu;,cs;)-
Verity if Hy = Hs3? If verification holds,

store session key SKyu,,cs,(= SKcs, mu,)-

Verify if [T'S; —TS;| < AT?

Compute RIDs, = H(IDs,||X;),

TID; = TID; ® H(RIDs,||TS;).

Find the record (ID;,TID;,r;;) from its database.
COIl’lplltC Bji = H(H(I.Dl @ TZJ)HXJ)

My =C1&TS; ® H(IDsj) @ Bj;.

Hy = H(ID; ||Cy || My ||TS;).

Verity it Hy = H,?

If verification holds, generate RN;.

Compute 02 = sz' @ RNJ @ TSJ @ IDZ,
SKcs,,mu, = H(IDi||IDs,||Bjs| | M1 ||RN; || TS| |T'S;),
Hs = H(ID;||My||RN;||TS||TS;||SKcs, mu,)-
{C2,H3,TS;}

public channel

Store session key SKcs; mu, (= SKmu, cs,)-

FIGURE 5. Login and authentication phases of the proposed scheme.

A can not also derive TID; from TID?* without having the
permanent secret RIDg; of CS;. It is also observed that both
TID} and TID}* are distinct due to involvement of RIDs;
and current timestamps. This clearly shows that the user
anonymity is completely preserved in the proposed scheme
as the real identity ID; as well as the temporary identity TID;
of MU; are not revealed to the adversary A.

C. AUTHENTICATION AND KEY ESTABLISHMENT PHASE
In this phase, CS; and MU; mutually authenticate each other.
After successful authentication, MU; and CS; establish a
secret session key for data communication in the current
session. This phase involves the following steps:
1) After receiving the login request message Msg; =
{TID?, C1, Hy, TS;} from MU;, CS; verifies if |TS} —
TS)| < AT, where TSi* is the actual received time
of the message Msg; and A T is the maximum trans-
mission delay. If this verification fails, CS; rejects the
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login request immediately; otherwise, CS; proceeds to
the next step.

2) CSj computes RIDs; = H(IDyg;||X;) and then extracts
TID; = TID;® H(RIDg; ||TS;) and then finds the
record (ID;, r;j) from its database corresponding to
TID;. Using IDs; and the master key X;, CS; computes

Bji = H(H(ID; @ ry)||X)).
M, = Ci ®TS; ® H(IDs,) ® Bji
=A; ®ORN;®TS; ® H(IDSj) @ TS;
®H (IDs;) @ Bji
= RN;,
as Ajj = Bj; = H(H(ID; @ rj)|1X;)).
3) Using computed parameter M; and received param-

eters {Cy, TS;}, CS; generates the hash value H, =
H(D; ||Cy ||IM ||TS;). CS; then verifies whether com-

puted hash value Hj 2 H,. Failure of the condition
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terminates the current session. Otherwise, CS; accepts
the login request and proceeds to the next step.CS;
also saves record (ID;, RN;, TS;) in its database to
resist strong replay attack. For instance, if CS; receives
another login request message, say Msg| = {TID}, C{,
H{, TS]} next time, it first checks the validity of 7.
If it is valid, CS; further verifies if the extracted RNi’ =
C| @©TS; ®H(IDs;)® Bj; matches with the stored RN; in
its database corresponding to ID;. If it is present, Msg
is treated as a replay message. Thus, in the proposed
scheme, to protect replay attack strongly we verify both
timestamp as well as random nonce embedded in the
login request message. Note that the schemes based
on only random nonces do not provide strong replay
attack as demonstrated by several researchers in the
literature [47], [48].

4) CS; then selects an 128 bit random number RN; and
computes C; = Bj; ® RN; ® TS; @ ID;, where T§;
is the current timestamp generated by CS;. Further,
CS; computes the secret session key shared with MU;
as SKs,mu; = H(UD; |lIDs; ||Bji |IM1 |IRN; |ITS;
[|TS;), which is used for future message communication
with MU;. Finally, CS; generates a hash value Hz =
H(ID; ||IMy |IRN; ITS; ||TS; |1SKcs; mu;) and sends the
authentication request message Msg> = {C2, H3, TS}
to MU, via a public channel.

5) After MU, receiving the authentication request mes-
sage Msg, at time TS]?k from CS;, the condition |TS]?" —
TS;| < AT is verified. If message transmission delay
is within allowable limit, MU; computes

My, =COTS;®ID; @ Ajj
=Bi®RN;©TS; ®ID; O TS; ® ID; ® A;j
= RN,

as A,’j = Bj,‘ = H(H(ID,' D rU)| |Xj).

6) Using the received timestamp 7; and computed
parameter M, MU; generates the session key shared
with CS; as SKMU,-,CSj = H(ID; ||IDS/' [|A;j ||RN; ||M>
[|TS; ||TS;). Further, MU; generates a hash value Hy =
H(ID; ||RN; ||M2 |ITS; ||TS; ”SKMU,-,CS]-) and verifies

whether Hy 2 Hj;. If the verification succeeds, MU;
assumes that the shared secret session key SKMU,.,CSJ,
(= SKCSJ-,MU,-) is mutually verified and established.
This is used for future message communication with
CS; in the current session.
The summary of the authentication phase of the proposed
scheme is also provided in Fig. 5.

Remark 3: To speed up the searching of the credentials
{ID;, rij} corresponding to the computed TID; in the database
of CS;, the following procedure can be adapted. The creden-
tials {TID;, (ID;, rjj)} in the database of CS; can be sorted in
ascending order according to the key value TID; by the RC
during the cloud server registration phase in Section I1I-A.2.
Then, we can perform the binary search algorithm to find the
credentials {ID;, rij} corresponding to TID;, which is executed
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[ Mobile user (MU;)

Input ID;, PW; and B,.
{ID;,PW;,B}}
_—

Mobile device ‘

Compute 0; = Reproduction(B, ¢;),
b = D} & H(PW;||0;).

Verify if D? = H(ID;||PW;]|0;]|')?
If verification holds,

request to supply new password.

Input new password PW].
{Pwi}
_

Compute

D" = D! @ H(PW;||6;) ® H(PW/||6;).
DE* = H(1D;||PW||0:|[¥),

Vi =V, & H(IDy|[H(PW;|0;][b"))
SH(ID,||H(PW}||0:][V)).

TID; = RID;; © H(1D;||V;).

For all servers C'S;s, compute

RID;; = TID; © H(ID;[|V}}).

Update D} « D}, Dy « D?",

V), < Vi and RID;j « RID};.

ij

FIGURE 6. Password change phase of the proposed scheme.

in O(log,(n)) time complexity where n is number of CS;s for
each user MU,. Hence, it is clear that the time for searching
{ID;, rij} corresponding to TID; by CS;j is not heavy even if n is
large while implementing the proposed scheme for practical
application, because CS; is not resource-limited entity in the
network.

D. PASSWORD CHANGE PHASE

The password change phase causes MU, to update original
password PW; by the new password PW/. Note that this phase
does not involve the RC or any CS; and it is completely done
locally. Figure 6 tabulates the basic steps of the password
change phase. This phase requires the following steps:

1) MU; enters his/her old password PW; along with iden-
tity ID; and biometrics 13;.

2) Using the fuzzy extractor reproduction procedure and
stored ¢;, MU; computes 6; = Reproduction(B;, ¢;).
Moreover, using the stored parameter Dl.l, MU; gener-
ates b’ = D! @ H(PW; ||6)).

3) MU; then computes H(ID; ||PW; ||6; ||b') and checks if
Dl.2 = H(ID;||PW;||6;||b") is true or not. MU; proceeds
to the next step only if this verification holds.

4) MU; enters new password PW/ and computes Dl.l* =
Dl.lea H(PW; |10;) ®@H(PW/ ||0;). Further, MU; com-
putes Dl.z* = H(D; ||PW/ |6; ||b), Vl.’/‘.‘ = Vl.;. @®H (ID;
||H(PW; |10; 116")) ®@H (ID; ||H(PW/ |6; 11b"), TID; =
RID;;® H(ID;]| Vi}) and RID;.; = TID;® H(ID; ||Vl;.‘)
forl <j<n.

5) The user mobile device updates Di1 with Dil*, D> with
Dl.z*, Vi} with Vl;f and RID;; with RIDl’.;, in its memory.

Finally, the password change phase of the proposed scheme
is summarized in Fig. 6.

E. MOBILE DEVICE REVOCATION PHASE
If a legal mobile user MU;’s device is lost or stolen, it is
necessary to ensure that in-spite of accessing the stored
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information, an adversary .4 can not make a login to the cloud
server. It is required to revoke the lost mobile device and
allow MUj to login using new mobile device. For this purpose,
the following steps are executed:

1) MU; enters ID;, PW; and biometrics 3;, and also gen-
erates two new 128 bit random number »" and k’.

2) MU, produces (0;, ¢;) = Generation(3;) and computes
the masked password RPWB; = H(ID;|| H(PW;|| 6;
[|b")). MU; then submits the registration request mes-
sage (ID;, (RPWB; @ k")) to the RC via secure channel.

3) The RC selects an 1024-bit random number ri’j for
each MU; and CS; pair. Further, RC computes A;; =
H(H(ID; eari/j) [IX;) and V;; = A;; ©RPWB,.

4) In order to maintain user anonymity, instead of actual
identity ID;, RC selects a unique and random temporary
identity TID; for MU;.

5) The RC saves n server key-plus-id combinations
{(IDSj, Vi, TID;.) | 1 <j < n}in mobile device of
MU; and delvers the mobile device to MU; securely.

6) The RC verifies authenticity of MU; by checking
his/her other credentials, such as date of birth (DOB)
and registered id number. MU; computes Di1 =
H(PW;|| 6;) &b’ and D? = H(ID; ||PW; ||6; ||b), and
Vi = Vj ®' = A; @ HUDi|| H(PWi|| 0; ||b")) and
RID;; = TID; ®H (ID; ||Vi}) for 1 <j < n.Finally, MU;
also stores ¢;, D, D7, Vs, RIDyjs and RID{ s (RID, =
RIDs; & H (6] |b')) into his/her own mobile device, and
deletes Vijs and TID), from the mobile device.

7) All servers CS;s also update (ID;, TID;, ri) with
(ID;, TID;, ri’j) in their databases after receiving the
update request message securely from the RC.

IV. SECURITY ANALYSIS

This section provides formal security analysis of the proposed
scheme. Moreover, this section also puts forward discussion
on how the proposed scheme resists various other security
attacks.

A. FORMAL SECURITY USING ROR MODEL
The formal security of the proposed mobile user authentica-

tion protocol, say &2, is done using the widely-accepted Real-
Or-Random (ROR) model [49]-[51].

1) OUTLINE OF ROR MODEL
According to the ROR model, various queries, that simulate
the real attack, are executed by an adversary A [52], [53].

Table 2 contains various notations and brief descriptions of
various oracle queries that are used in this proof. We assume
that A interacts with P, the " instance of an executing
participant (MU; or CS;).

Definition 3 (Semantic Security): Let Adv%UAP denotes
the advantage of A running in polynomial time in breaking
the semantic security of proposed mobile user authentica-
tion protocol (MUAP), referred as &2. Then, Advg,UAP =
|2 Pr[b’ = b] — 1|, where b’ is the guessed bit.
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TABLE 2. Different oracle queries and their descriptions.

[ Query Description/purpose

Send(Pt, m)

It enables A to send request message m to
Pt and P? replies accordingly

Depending on a, A can obtain biometric
and password of MU;

A requests P’ for the session key SK,
Pt replies probabilistically on outcome of
a flipped coin b

It enables A to eavesdrop the messages
communicated between MU; and C'S;

It enables A to obtain the session key SK
generated between P! and its partner

Corrupt(MU;, a)

Test(P?)

Execute(MU;, CSj)

Reveal(P?)

TABLE 3. Symbols used in the real-or-random (ROR) model.

[ Symbol | Description

qH Total number of hash H oracle queries execution

qs Total number of Send oracle queries execution

qe Total number of Execute oracle queries execution

ly Length of hash output string

Iy Length of random number string

ly Length of user biometric key
Ebm Probability of false positive in biometrics [54]

D Password space with its frequency distribution follows a

Zipf’s law [55]

[ Zipf parameters [55]
Ly List that stores output of hash H oracle query
L List that records random oracle outputs
Lt List that records message transcripts between MU; and C'S;

Definition 4: The proposed protocol & is semantically
secure if the advantage function AdvAL;l],UAP is only negligibly
larger than max{C" - qil, qs(2+b, ebm)}, where g5, Ip, C' and s’

denote their usual meanings as tabulated in Table 3.

2) SECURITY PROOF

We use the notations listed in Table 3 for the formal secu-
rity proof. Recent research has shown that user-chosen
passwords (also termed as ‘““weak secrets”) follow the
Zipf’s law [55], which is a vastly different distribution from
the uniform distribution. Actually, the size |D| of password
dictionary D is generally much constrained in the sense that
the users will not use the whole space of passwords, but
rather a small space of the allowed characters space [55].
On the other hand, even if we consider only trawling guessing
attacks, actually the advantage of an adversary will be over
0.5 when g5 = 107 or 108 [55], [56]. When further consider-
ing targeted guessing attacks in which the adversary can make
use of the target user’s personal information, the advantage of
the adversary will be over 0.5 when g; < 10 [57].

Theorem 1: Suppose AdVMUAP  denotes the advantage
function of an adversary A in breaking the semantic secu-
rity of the proposed scheme & as defined in Definition 4.
Then,

QIZ-[ + 18gn (gs + Qe)2 + 4 g5
2 T o

+ 2 max{C’ - qi/, qs(

A dvzgzUAP <

1

2_11)7 Ebm)}s
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where qu, qs, e, Iy, Uy, Ip, pm, C' and s' have their usual
meanings as tabulated in Table 3.

Proof: We follow the similar proof as in [41] and [45].
The proof is composed of five games Gm; (i =0, 1, 2, 3, 4).
In a game Gm;, an adversary A tries to guess a correct bit
b through the Test query. This event is defined as S; and the
corresponding probability is denoted by Pr[S;].

o Game Gmyg: The initial game Gmy is considered to be
identical with the actual protocol executing under the
ROR model. Hence, we have,

AdMPAP = 2Pr(So] — 1]. (1)

o Game Gm: This game considers simulation of Send,
Test, Execute, Reveal, and Corrupt queries with respect
to the proposed scheme. Table 4 describes the working
procedure of Execute and Send query. Further, this game
considers lists Ly, L4, and Ly for storing results of
various oracle queries. Due to indistinguishability of
Gmyg and Gmj, we obtain,

Pr(S1] = Pr[Sol. (@)

« Game Gmy: The collision probability of random oracle
query and hash (H) oracle query are considered in this
game for all the communicated messages between MU;
and CS;. In Msgy = {TID}, Cy, Hy, TS;} and Msg, =
{C2, H3, TS}, MU; and CS; use random numbers RN;
and RN;, and also the current timestamps 7S; and 75,

respectively. This causes collision probability at most

2
“’;:—ﬂf). Moreover, based on the birthday paradox, use of

2
H oracle query results in collision probability of 2,(1]1—’11.
Overall, we obtain,

s+ 4%

|Pr[S>] — Pr(St]] < 21 + p+1"

3

o Game Gmj: Since H hash oracle query is already
considered in the game Gmy, we need to calculate
collision probability from all other remaining oracle
queries.

Case 1: After executing Send(CS;, Msg1) query on
Msg, = {TID}, Ci, Hy, TS;}, it is noted that H; =
H(ID; ||C1 |IRN; ||TS;) € L4 has collision prob-

ability at most 2%%. To launch attack successfully,

H(ID;|| ;) ®b of Dil, H(ID; ||PW;l| 6; ||b) of Dlg and
Ajj ® RN; & TS; ® H(IDs;) of C; should be revealed
to A. This results in the total collision probability up

to A;,]—:. Moreover, as transcript message Msg; con-
tains RN;, Msg; € L7 must hold with probability
up to .

Case 2: Considering A executes the query Send(MU;,,
Msg>) and H3 € L4 holds, the calculated probabil-
ity becomes g,—’;’l. Furthermore, CS; computes H (H (ID;
®rij) |1X)) for Bji, H(IDs;) in M, verifies H(ID; ||C}
[|M1 ||TS;) with H1, and finally, it computes SKcsj,MUi =
H(IDi|| IDs; ||Bji ||M1 |IRN; ||TS; ||TS;). Hence the total

probability for this part is 52‘,1—5. Due to the message
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TABLE 4. Simulation of execute and send oracle queries.

Simulation of Execute(MU;, C'S;) query occurs in succession with
simulation of Send queries as given below.

Compute C1 and Hy as given in Fig. 5.

MUj; sends the message Msgy = {T1D}, C1, H1, TS;} to CSj.
Compute C2, Hz and SK¢s; mu, as given in Fig. 5.

C'S; the sends authentication message Msgo = {Ca, Hs, T'S;} to
MU;.

Note that (T'ID}, C1, H1, T'S;) < Send(MUj, start),

(C2, H3, TS;) — Send(CS;, (TID}, C1, Hy, TS;)).

Finally, M sg1 = and M sgs are returned.

Send query simulation is done as per the proposed scheme:
(a) On Send(MU;, start) query, MU, responses as follows.
Compute TID}, C1, Hy, T'S; as in Fig. 5.

Output Msg; = {TID}, C1, H1, TS;}.

(b) Over Send(CS;,(TID}, C1, H1, T'S;)) query, C'S; responds
as follows.

Test if |[T'S} — T'S;| < AT and then generates Bj; and M;. Also,
verify the parameter H.

Terminate the current session if verification fails. Moreover, C'S;
computes C, SKCSJ,MUi and Hs, and output M sga = {C2, Hs,
TS;}.

(¢) MU; answers Send(MU;,(C2, Hs, T'Sj)) query mentioned
below.

Check if |T'S¥ — T'S;| < AT. If verification passes, compute Ma
and SK ;. ¢ S Finally, verify Hg. If verification fails, terminate
the current session. Otherwise, compute and accept SK MU;,CS; 88
the session key as depicted in Fig. 5.

On establishment of the shared session key, both MU; & CS;
terminate the session.

transcript Msg, € Lr, we obtain qu as the collision

2

probability. As a whole, we obtain,
261‘? 9qH
|Pr[S3] — Pr(Sz2]] = ETAREEYnE 4)
o Game Gmy: In game Gmy, by exploiting Corrupt query,
the adversary A tries to guess user’s private credentials
like password and biometric in online as well as offline
modes. The guessing of biometric has maximum prob-
ability up to max{qs(ﬁ, epm)} [41], [45], and that for
password is C’ - qﬁl [55]. Since the games Gm3 and Gmy
are identical when these guessing attacks are absent,
we have,

, 1
|Pr(S4] — Pr[S3]] < max{C’-qj, as(57;

ebm)}. (5)

After executing all the games, A is only left in guessing
the correct bit b. It is then clear that

1
Pr(Ss4] = 3 (6)
Applying  the law  of  triangular  inequality,
we have,
|Pr[So] — %I = |Pr[Si] — Pr[S4l]
= |Pr[Si] — Pr(S2]| + [Pr[S2] — Pr(S4l
< |Pr[Si] — Pr(S21| + [Pr[S2] — Pr[S3]]|
+ |Pr(S3] — Pr(S4]]. (N
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TABLE 5. Symbols and their descriptions in BAN logic.

[ Symbol | Description
QRI=S Q believes that the statement S is true
QIS () can see the statement S

#(S) Formula S is considered as fresh
QS () said the statement S once
Q=15 Q keeps jurisdiction over the statement S
(S)r Formula S is combined with the formula 7’

Q LR Only @ and R know the value of the key K and
it is used for communication between them
S
Q=R Only @ and R know the secret statement S.
Principals trusted by ) & R may know S
SK Current session key

Using Equations (1)-(7), we obtain,

1 1
EAdv{ZIzUAP = PriSol = 5|

_lata)  ay 245 9qu
— 206+l 2la+1 21, 21H

1
0y » Ebm)}- ®)

+ max{C’ - ¢*, gy

Multiplying both sides of Equation (8) by a factor of 2 and
then rearranging the terms, we finally obtain

a5 +18qn (g5 +qe)* +4 g5
2l 2

A dv{tg/IZUAP <
/ 1
+2max{C"- 45 45(57; s €bm))-
Hence, the theorem is proved. (

B. AUTHENTICATION PROOF USING BAN LOGIC
BAN logic is used to mutual authentication between two
communicating parties in a network [58]. Using the broadly-
used BAN logic, we show that the proposed scheme achieves
authentication goals discussed below. The basic BAN logic
notations and their meanings are tabulated in Table 5.

The main logical postulates of the BAN logic are defined
by a set of laws (rules) as listed below [58], [59].

o Law 1 (Message Meaning Law (MML)).

K
Q|=R=0,0<(S)k
OI=R|-S
o Law 2 (Nonce Verification Law (NVL)).
O|=H#(5),0|=R|-~S
OI=RI=S -
. La‘w 3 ()Freshness Conjuncatenation Law (FCL)).
O|=#(S
QI=%S,T)"
o Law 4 (Jurisdiction Law (JL)).
Q|=R=$.0|=R|=S
0|=S .
o Law 5 (Additional Laws (AL)).
OI=(S.T) 9045, T) Q=R (S.T)
Q=S ° Q<S5 ® Q=R-S -
To complete the authentication proof, the proposed scheme

must meet the following two goals:
Goal 1. MU; |= (MU; <5 CS)).
Goal 2. CS; |= (MU; <55 CS)).
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The generic types of the messages in the proposed scheme
are given below.

Message 1. MU; — CS;: {TID}, H(H(ID; ®ry) ||X;)
®RN; ®TS; ®H(IDs;), TS, Hi}.

Message 2. CS; — MU, : {Bj; ®RN; ®TS; ®ID;, TS;, H3}.

The the idealized forms of the above generic messages are
provided mentioned below.

Message 1. MU; — CS]'I {TID,’, TS;, (ID,', rij, RN;, TS;,
H(IDs)))x;, Hi}.

Message 2. CS; — A: {TS;, (RN, TS;, ID;)x;, H3}.

The authentication proof of the proposed scheme starts
with the following basic assumptions:

A1: MU; |= #(TS));

A2: CS; |= #(TS));

Ajj
A3: MU; |= (MU; = CS));

Ajj
A4: CS; |= (MU; = CS));

A.5:MU; |= CS; = (IDs;, RN}, TS));
A.6: CSj |= MU; = (ID;, RN;, TS;);

A.7: MU; |=TS;;
A.8: MU; |= RN;;
A.9: MU; |= ID;;

A.10: MU,' |E ]Dsj;

A11: CS; |=TSj;

A.12: CS; |= RN;

A.13: CS; |= IDy;.

Considering these basic assumptions, idealized forms and
fundamental logical postulates, in the following we show the
achievement of both the goals Goal 1 and Goal 2.

According to the message 1, we obtain,

¢ 51t CS] < {ID;, TS;, (ID;, Tij, RN;, TS;, H(IDsj.))xj, H}.

e §2: According to the law AL, we obtain, CS; <1 (ID;, ryj,
RN;, TSi, H(IDs,) ;.

e 83: According to A4 and MML, we obtain, CS; |=
MU; |~ (ID;, rij, RN;, TS;, H(IDs))).

o S4: According to A.2 and FCL, we get, CS; |= #(D;,
rij» RN;, TS;, H(IDSj)).

o Ss5: According to NVL, we have, CS; |= MU; |= (ID;,
Tij, RN,‘, TS,‘, H(IDSj)).

e Sg: Using A.6 and JL, we get, CS; |= (D;, rij, RN;,
TS;. H(IDs).

o §7:From S and AL, we obtain, CS; |= RN;, CS; |= T§;,
CS; |= ID;.

o Sg: According to A.11, A.12, A.13, we get, CS; |= IDSJ.,
CS; |= TS; and CS; |= RN;.

o So: Since SKCS,-,MU; = H(D; ||IDS,- [|Bji |IM1 ||RN;
[ITS; ||TS;) and the results in Steps S7 and Sg give

SKcs;.mu;
CSj l= MU; <— CSj). (Goal 2)

o S10: Using the message 2 and AL, we obtain, MU; <
(RN}, TS))x;-

e S11: According to A.3 and MML, we get, MU; |=
CS; |~ (RN;j, TS)).

o S12: Using A.1 and FCL, we obtain, MU; |= #(RN;,
TS)).

« S813: Using NVL, we obtain, MU; |= CS; |= (RN;, TS)).
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e S14: A5 and JL give MU; |= (RN;, TS)).

o S15: According to S14 and AL, we have, MU; |= RN;,
MU; |=T8;.

e Si6: According to A.7-A.10, we obtain, MU; |= ID;,
MU; |= IDs;, MU; |= TS;, MU; |= RN);.

o S17: The results of Steps S;5 and Si¢ give

SKcs;.mu;
MU; |E MU; <«— CSJ) (Goal 1)
As aresult, Goal 1 and Goal 2 ensure that both MU; and CS;
mutually authenticate each other.

C. DISCUSSION ON OTHER ATTACKS

This section also informally analyzes the security of the
proposed scheme to show that it can defend the following
other known attacks.

1) REPLAY ATTACK

According to the proposed scheme, the login and authen-
tication phases require two message communications.
In login phase, MU; sends Msgy = {TID}, Ci, H\,
TS;} to CS;, whereas in authentication phase, CS; sends
Msg, = {Co, Hz, TS;} to MU;. CS; does not accept Msgy
if |TS} — TS;| > AT. To resist replay attack, CS; further
computes H(ID; ||Cy ||M; ||TS;) and verifies it with received
hash value as Hj Z H(ID;|| C1|| M1]| TS;). The cloud server
CS; rejects login request if this verification fails. As explained
in Step 6 of authentication phase in Section III-C, an attacker
also fails to replay the authentication message Msg>. In addi-
tion, CS; also stores parameters (ID;, RN;, TS;) inits database
to resist strong replay attack. If CS; receives another login
request message, say Msg| = {TID}, C{, Hj, TS]} next time,
it first checks the validity of TS{. If it is valid, CS; further
verifies if the extracted RN/ = C| ® TS; @ H(IDs;) ® Bj;
matches with the stored RN; in its database corresponding
to ID;. If it is present, Msg is treated as a replay message.
As awhole, the proposed scheme protects strong replay attack
because both the current timestamp and random nonce are
applied.

2) MAN-IN-THE-MIDDLE ATTACK

An adversary A may try to launch man-in-the-middle attack
in order to set up a third party independent connection with
both MU; and CS; for a particular session. Moreover, A might
intend to modify public message parameters to invalidate a
login request of a legal user. The proposed scheme uses hash
function, random nonce and bitwise XOR operation in both
message MSg and Msg,. However, A can not modify any
message as these need the credentials, such as Aj;, IDS_/, Vi}
and RID;;. This causes the proposed scheme to resist the man-
in-the-middle attack.

3) STOLEN/LOST MOBILE DEVICE ATTACK

The user mobile device contains Di1 = H(PW; ||6;) &b and
Di2 = H(D; ||PW; ||6; ||b). As guessing of ID;, PW; and
biometrics 5; from Dl.1 and D% is computationally infeasible,
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A can not obtain these credentials from user mobile device.
Further, user mobile device contains Vi} = A;j ®RPWB,,
where A; = H(H(ID; ®ry) ||X;) and RPWB; = H(ID;
[|[H(PW; |16; ||b)). Since r;; and b are random numbers and
H(-) is a collision-resistant, it is computationally infeasible
problem to obtain ID;, PW; and 0; from Vi} and Agj in polyno-
mial time. Hence, the proposed scheme resists this attack.

4) OFFLINE PASSWORD GUESSING ATTACK

According to user registration phase described in Section III-
A.1, mobile device of MU; contains (Dl.l, Diz, i, {(IDSj,
Vi, RIDj;, RID/S]_) | 1 < j < n}). As discussed in
Section IV-C.3, A can not guess password from any stored
parameters like Dl-l, D? and Vi} as PW; is masked with 6;
and random secret b. To obtain PW;, A needs to guess
these parameters simultaneously, which have negligible prob-
ability. So, this kind of attack is resisted by the proposed
scheme.

5) FORWARD SECRECY

Forward secrecy (also known as known key secrecy) ensures
that a compromised session key does not help an adversary
to compute past session keys. According to the proposed
scheme, the session key is mutually computed as SKyv;, cs; =
SKcs;mu; = H(ID; ||IDs; ||Aj; [IRN; |IRN; ||TS; ||TS;) where
Aj = Bjj = HHUD; @ry) ||X;). Due to the use of RN;,
TS;, RN;, and TS;, for every new login session, SKMUI,CS_,.
(= SKCS,, Mmuy; is generated in random but in a unique way. As a
consequence, compromise of the current session key provides
no crucial information to the adversary that helps him/her to
compute previous session keys.

6) ANONYMITY AND UNTRACEABILITY

Generally, the mobile users intend to access cloud services
in an anonymous way. As defined in the threat model in
Section I-B, A is able to eavesdrop public messages trans-
mitted between MU; and CS;. During login time, MU; sends
Msgy = {TID}, Cy, Hy, TS;} to CS;. Note that MU; does not
send the original identity in login message. Rather, it sends
the temporary identity TID; embedded in TID; = TID; ®
H (RIDSJ,||TS,-) (see Remark 2). Moreover, from C; = A;®
RN;® TS;® H(IDSj) and Hy = H(ID; ||C1 ||RN; ||TS)), it is
not possible to obtain /D;. During authentication phase, CS;
sends Msg, = {C2, H3, TSj} to MU;, where C = B;;® RN;®
TSj® ID; and H3 = H(ID; ||M\ |IRN; |ITS; ||ITS; |1SKcs;, mu,)-
As hash function H(-) is considered to be collision resistant,
from these eavesdropped messages, it is computationally
infeasible for an attacker to compute ID;. Thus, the proposed
scheme provides user anonymity property.

The messages Msg, = {TID}, C, Hy, TS;} and Msg =
{C2, H3, TS;} are unique and dynamic in nature in each
session, because each component in these messages use either
timestamp or random nonce. Hence, the proposed scheme
also preserves the untraceability property as an attacker can
not trace the same user in different session.
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(* channels *)

free pch: channel. (* public channel *)

free sch: channel [private]. (* private channel *)

(* ————— shared keys ——— ¥)

free SKus:bitstring [private].(* the session key of user *)
free SKsu:bitstring [private]. (* the session key of server *)
(* ——— Servers secret key —— ¥)

free Xj:bitstring [private].

free rij:bitstring [private].

(* constants *)

free IDSj:bitstring [private].

free ID:bitstring [private].

free TID:bitstring [private].

free PW:bitstring [private].

const Bi:bitstring [private].

(* ————— functions and equations —— ¥)
fun h(bitstring):bitstring. (* hash function *)

fun FE(bitstring):bitstring. (* Fuzzy extractor function *)
fun xor(bitstring,bitstring):bitstring. (* XOR operation *)
fun con(bitstring,bitstring):bitstring. (* string concatenation *)
equation forall x:bitstring,y:bitstring; xor(xor(x,y),y) = X.

let SReg =

in(sch,(sID:bitstring, sSRPWB:bitstring));

let Aij = h(con(h(xor(sID,rij)).Xj)) in

let Vij = xor(Aij,sRPWB) in

out(sch,(Vij)).

let SAuth =

in(pch,(xID:bitstring,xC1:bitstring,x TSi:bitstring,xH1:bitstring));

let Bji = h(con(h(xor(xID,rij)),Xj)) in

let M1 = xor(Bji,xor(xC1,xor(xTSi,h(IDSj)))) in

let H2 = h(con(xID,con(xC1,con(M1,xTSi)))) in

if H2 = xH1 then

event UserAuth(xID);

new RNj:bitstring;

new TSj:bitstring;

let C2 = xor(Bji,xor(RNj,xor(TSj,xID))) in

let SKsu = h(con(xID,con(IDSj,con(Bji,con(M1,con(RNj,con(xTSi,TSj))))))) in
let H3 = h(con(xID,con(M1,con(RNj,con(xTSi,con(TSj,SKsu)))))) in
out(pch,(C2,TSj,H3)).

let S = SReg — SAuth.

process !User — !S

FIGURE 9. ProVerif code for the process of the cloud server Cs;.

(* ————— aims for verification —— *)

query attacker(SKus).

query attacker(SKsu).

query id:bitstring; inj-event(UserAuth(id)) ==> inj-event(UserStart(id)).
(* event *)

event UserStart(bitstring). (* User starts authentication *)

event UserAuth(bitstring). (* User is authenticated *)

FIGURE 7. Declaration of channels, keys, constants, functions, equations,
queries and events.

let User=

new b:bitstring;

let alpha = FE(Bi) in

let RPWB = h(con(ID,h(con(PW,con(alpha,b))))) in
out(sch,(ID,RPWB));

in(sch,(rVij:bitstring));

let D1 = xor(h(con(PW,alpha)),b) in

File “./tmpfiles/40438219/inpProt.pv”, line 54, character 5 - line 54, character 9:
Warning: identifier SKus rebound

File “./tmpfiles/40438219/inpProt.pv”, line 75, character 5 - line 75, character 9:
Completing equations...

Completing equations...

— Query inj-event(UserAuth(id)) ==> inj-event(UserStart(id))

Completing...

200 rules inserted. The rule base contains 200 rules. 28 rules in the queue.
Starting query inj-event(UserAuth(id)) ==> inj-event(UserStart(id))

RESULT inj-event(UserAuth(id)) ==> inj-event(UserStart(id)) is true.

— Query not attacker(SKsu[])

Completing...

200 rules inserted. The rule base contains 200 rules. 22 rules in the queue.
Starting query not attacker(SKsu[])

RESULT not attacker(SKsu[]) is true.

— Query not attacker(SKus[])

Completing...

200 rules inserted. The rule base contains 200 rules. 22 rules in the queue.
Starting query not attacker(SKus[])

RESULT not attacker(SKus[]) is true.

let D2 = h(con(ID,con(PW,con(alpha,b)))) in
!

(
event UserStart(ID);

let bl = xor(D1,h(con(PW,alpha))) in

let D21 = h(con(ID,con(PW,con(alpha,bl)))) in

if D2 = D21 then

new RNi:bitstring;

new TSi:bitstring;

let Aijl = xor(rVij,RPWB) in

let C1 = xor(Aijl,xor(RNi,xor(TSi,h(IDS;j)))) in

let H1 = h(con(ID,con(C1,con(RNi,TSi)))) in

out(pch,(TID,C1,TSi,H1));

in(pch,(rC2:bitstring,r'TSj:bitstring,rH3:bitstring));

let M2 = xor(rC2,xor(rTSj,xor(ID,Aij1))) in

let SKus = h(con(ID,con(IDSj,con(Aijl,con(RNi,con(M2,con(TSi,rTSj))))))) in
let H4 = h(con(ID,con(RNi,con(M2,con(TSi,con(rTSj,SKus)))))) in

if H4 = rH3 then

0

).

FIGURE 8. ProVerif code for the process of mobile user MU;.

7) SESSION KEY SECURITY

According to the proposed scheme, both MU; and CS; mutu-
ally establish a common session key SKyy;, cs; (= SKcs; mu;)
for future communication. Note that the session key is calcu-
lated as

SKmu;,cs; = HUD;||IDs;||Aji||IRN; [|M2 || TS; || TS;)
= H(IDi||IDs;||B;i|IRN;||M2||TSi||TS;)
= H(IDi||IDs;||B;i||M1||M2||TS;||TS;)
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FIGURE 10. Analysis of the simulation results.

= H(IDi||IDs;||B;i|IM1||RN;||TSi||TS;)
= SKc¢s;,mu;-

To establish the session key, both MU; and CS; mutually
authenticate each other. Furthermore, to derive the session
key an attacker need to have the credentials ID;, IDSJ., Ay
(= Bj;). Hence, the session key is secure.

8) PARALLEL SESSION AND REFLECTION ATTACKS

An adversary 4 can masquerade as a genuine user and then
try to initiate a new parallel session with CS; if the credentials
belonging to a legal user are obtained. On the other side,
as already explained in Sections IV-C.1, IV-C.2 and IV-C.5,
A can not obtain mobile user credentials through offline
guessing attack or with any eavesdropped messages. As a
result, the proposed scheme resists parallel session as well
as reflection attacks.

9) EPHEMERAL SECRET LEAKAGE ATTACK

Under this attack, the exposer of ephemeral (temporary)
secrets (e.g., random numbers) of a session may harm
the secrecy of a session key. After execution of the
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TABLE 6. Security and functionality comparison with the recent authentication schemes.

Security attributes

| He-Wang [32] [ Yoon-Yoo[30] | Shen et al. [31] | Tsai-Lo [10] | Tseng e al. [29] | Our |

Stolen mobile device/smart card attack

Strong replay attack

Password guessing attack (online)

Password guessing attack (offline)

Privileged insider attack

DoS attack

Known session key secrecy

Strong user anonymity provision

Forward secrecy

Session key security

User impersonation attack

Server impersonation attack

Ephemeral secret key leakage attack

User anonymity provision

Efficient password change

Login phase efficiency

Revocation of smart card

Secure mutual authentication

Low computation overhead

Low communication overhead

Formal security proof

R R B AN E P AN P AN P P AN PEEN IS ENENENEREN

Simulation using AVISPA/ProVerif

RS R P ENENENENENPE RN P PEEN P ENEN PHENENEN P

R B RS AN ENEN AN E AN AN ES AN AN ENENENENENEN
S ENENENENENENENENENENENENENENENENENENENENEN

R BN R AN < R AN RN AN S AN P ENENENENENEN

RN R P AN P PP FENENENENENENENENEN

protocol, if the random numbers are not properly deleted,
an adversary .4 might obtain them from a compromised
device and also can launch ephemeral secret leakage attack.
An authentication protocol must be able to resist this
attack.

In the proposed scheme, the session key is computed as
SKuu,,cs; = HUD; ||IDs; ||Ajj |IRN; [|[M2 ||TS; ||TS;), where
Ay = H(H(D; @ry) |1X)), rij is an 1024-bit random secret
and X; is the master secret key of the cloud server CS;.
Hence, even if the values of random numbers RN; and RN;
(that is, M) are known, the adversary A cannot compute
SKmu;,,cs; as it also depends on the long-term secret creden-
tials, such as ID;, IDs; and Aj;. As a result, SKyy,,cs; can
not derive other session keys established in other sessions
between MU; and CS; using the ephemeral secret leakage
attack.

10) USER IMPERSONATION ATTACK

Using user impersonation attack, an adversary A can mas-
querade as a legitimate user and try to login to CS;. However,
the proposed scheme can resist this attack due to the following
argument. A needs to input correct inputs ID;, PW; and B; to
prove its authenticity as a genuine user. As already discussed,
an adversary has no computationally feasible way to guess
these parameters.

A can also try to generate a replay login message Msg; =
{TID;‘, C1, Hy, TS;} and submit it to CS;. But as explained
in the replay attack protection, a duplicate value of the times-
tamp 7'S; or random number RN; will reveal that the message
is a replayed one and it is not an original message. Note that
Ci = A;® RN;® TS;® H(IDSj) and A; = V,-}Ga RPBW;.
As A does not know ID;, PW; and Bl’., he/she 1s unable to
guess correct value of A;; and can not modify Msg;. Hence,
the proposed scheme resists user impersonation attack.
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TABLE 7. Actual execution time of different operations.

Execution Time (in ms)
Symbol | Description HiPerSmart card | Pentium IV

(MU;) (C55)
Tp Bilinear pairing operation 380 3.16
Thr Elliptive curve point multiplication 130 1.17
TrE Fuzzy extractor operation ~ Ty ~ Ty
Tsym Symmetric encryption/decryption < 17.93 < 0.16
e map-to-point hash function < 100 <1
Ta elliptic curve point addition <10 <0.1
TH One way hash function <1 < 0.01
Tx Bitwise XOR function negligible negligible

11) SERVER IMPERSONATION ATTACK

The proposed scheme protects server impersonation attack
where an adversary A can masquerade as a cloud server and
try to respond with valid message to MU;. When CS; receives
the user login message, it replies with an authorization mes-
sage Msgy = {Ca, H3, TS;}. This message contains the
hash value H3 = H(ID; ||[M ||RN; ||TS; ||TS; ||SKCS]-,MU,-)-
Moreover, Msg; also contains C; = B;;® RN;® TS;® ID,;.
A can not obtain B;; = A; = HHUD; @ry) ||1X)) as it
requires the server secret key X; and random number ;.
As a consequence, the proposed scheme also resists server
impersonation attack.

12) PRIVILEGED-INSIDER ATTACK

In this attack, we assume that the registration information
ID;, (RPWB; @ k) from the mobile user registration request
message is known to a privileged-insider user of the RC, who
acts an adversary A. Later, after completing the mobile user
registration process, it is also assumed that 4 also attains the
stolen/lost mobile device, and then extract the information
stored in the device using the power analysis attack [34].
As discussed in Section IV-C.3, it is computationally dif-
ficult task for A to obtain PW; and the biometric key 6;
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TABLE 8. Comparison of computational costs among related schemes.

[ Phase | Entity [ He-Wang [32] | Yoon-Yoo[30] | Shen et al. [31] | Tsai-Lo [10] [ Tseng et al. [29] [ Our
MU, | 7Ty +3Ta | 50 + 2T | 51n +3Tm 3Ty + 3T | 370 + T 9Ty +81x + Tre
LAP =~ 397 ms ~ 265 ms ~ 395 ms ~ 393 ms ~ 133 ms ~ 139 ms
5Ty + 2T\ 5Ty + 2T\ 5Ty + 2T\ 2Ty + 4T 3Ty +21T +1p Ty + 7T
CS; =~ 2.39 ms =~ 2.39 ms =~ 2.39 ms +2Tp 2TG, +2T4 =~ 0.07 ms
~ 11.02 ms ~ 7.63 ms
RC 9Ty + 2T\ 5Ty Ty + Ty — — —
~ 2.43 ms ~ 0.05 ms ~ 1.24 ms
Cryptographic ECC ECC ECC Pairing Pairing Hash
primitive

Note: LAP: Login and authentication phases

from Vg// and A;j in polynomial time. Furthermore, without
having the random secret &, .4 can not compute RPWB; from
RPWB; @ k. Therefore, A can not also obtain PW; and 6;
from RPWB;. Hence, the proposed scheme is free from the
privileged-insider attack.

V. FORMAL SECURITY VERIFICATION USING PROVERIF
The formal security verification of the proposed scheme is
presented in this section using the applied pi calculus based
ProVerif simulation tool [60]. This tool can be practically
used for testing whether an attacker is able to attack (or
compromise) the session key in a security protocol.

In Fig. 7, we provide the code for declaration of channels,
free variables, constants, functions, equations, queries and
events required for the proposed scheme. The code for the
process of the mobile user in the registration, login and
authentication phases is modeled in Fig. 8. The process of
the cloud sever CS; is modeled as parallel composition of
the process of registration (SReg) and process of authentica-
tion (SAuth). Fig. 9 shows the program code for the processes
related to CS;.

Finally, we execute the codes of the previous three tables
in ProVerif latest version (i.e., ProVerif 1.93). The complete
obtained results of session key secrecy (from both user and
server side) and authentication are shown in Fig. 10. The
result shows the following observatios:

o RESULT inj-event(UserAuth(id)) ==> inj-event

(UserStart(id)) is true.
« RESULT not attacker(SKus|[]) is true.
o RESULT not attacker(SKus[]) is true.

Hence, the
verification.

proposed scheme passes the security

VI. PERFORMANCE COMPARISON

In this section, we compare the security and functionality
of the proposed scheme with the recently developed multi-
server authentication schemes designed for mobile cloud
computing services [10], [29]-[32]. A detailed comparison
on different security attacks is shown in Table 6. It is seen
that a large number of the recent schemes suffer from denial
of service attack and stolen mobile device attack. Further,
most of the existing schemes fail to provide efficiency in login
phase and password change phase, and they do not provide
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TABLE 9. Comparison of communication costs.

[ Scheme [ No. of rounds | No. of bits |
He-Wang [32] 5 3520
Yoon-Yoo [30] 5 2496
Shen et al. [31] 5 1856
Tsai-Lo [10] 4 1696
Tseng et al. [29] 3 992
Our 2 864

revocation of lost mobile device phase. It is clear from Table 6
that the proposed scheme overcomes such security and func-
tionality weaknesses of the existing schemes.

As implemented by Scott et al [61] and
Tseng et al. [29], we have considered Philips HiPersmart
card device and Pentium IV computer for user side and cloud
server side computation, respectively. Philips HiPersmart
card has a clock speed of 36MHz with 32-bit RISC MIPS
processor. It has flash memory of 256 KB with 16KB RAM.
On the other side, Pentium IV has maximum clock speed
of 3GHz operating under Windows XP OS with 512 MB
RAM [16]. Bilinear pairing and other cryptographic oper-
ations are implemented in C language under specific IDE
and specific C/C++ Library (MIRACL). Table 7 shows the
notations for different cryptographic operations along with
their execution time in Philips HiPersmart card device and
Pentium IV computer, respectively.

In Table 8, we tabulate and compare the computation over-
head of the proposed scheme with the relevant schemes [10],
[29]-[32]. For all the given schemes, we separately tabulated
computation for MU; and cloud service provider CS; under
Philips HiPersmart card device and Pentium IV computer,
respectively. Also, we mention the underlying cryptographic
operations for each relevant scheme in comparison. We study
that the total user side computation overhead of the proposed
scheme in login and authentication phases is 9 * Ty + 8 *
Tx + Trg. Considering the execution time needed for XOR
operation is negligible, the total execution time of MUj is then
approximately (9 * 1 + 130) = 139 ms. On the other hand,
the cloud service provider CS; has a computation overhead of
7% Ty + 7 % Tx. Hence, total execution time in Pentium IV
server is less than 7 * 0.01 = 0.07 ms.

Comparison on communication cost of the proposed
scheme with related mobile user authentication

VOLUME 5, 2017



S. Roy et al.: On the Design of Provably Secure Lightweight Remote User Authentication Scheme

IEEE Access

schemes [10], [29]-[32] is also tabulated in Table 9. Since
the user and server registration phases, password change
phase and lost mobile device revocation phase are executed
only once, we consider only login and authentication phases
for calculation of communication cost for the proposed
scheme and other schemes. The proposed scheme needs
two messages Msg, = {TID}, Ci, Hy, TS;} and Msgy =
{C2, H3, TS;}, which require (160 + 160 + 32 + 160) = 512
bits and (160 + 32 + 160) = 352 bits, respectively. So,
the overall communication cost of the proposed scheme is
(512 + 352) = 864 bits. Note that the proposed scheme does
not involve RC during login and authentication phases, which
causes significant reduction of overall communication cost.
In addition, the proposed scheme requires only two rounds
of message communication, whereas other related schemes
require five, four or three rounds of message communication.
It is observed from Table 8 that the user mobile device in He-
Wang’s scheme [32] and Yoon-Yoo’s scheme [30] takes ~
397 ms and ~ 265 ms, respectively. Shen et al.’s scheme [31]
and Tsai-Lo’s scheme [10] take &~ 395 ms and ~ 393 ms,
respectively. Reason behind the high computation cost in the
existing schemes is that they either use ECC based cryptosys-
tem or bilinear pairing based cryptosystem. Quite clearly the
user side computation cost of the proposed scheme is much
less than that for these schemes. As a result, the proposed
scheme comparatively more suited for the mobile users with
low-power computing devices.

VII. CONCLUSION

Before providing any access of cloud service to a mobile
user, mutual authentication of a mobile user and cloud ser-
vice provider is necessary. Authentication scheme should be
lightweight with respect to resource constrained user mobile
device. In this paper, we have proposed a mobile user authen-
tication scheme on mobile cloud computing, which is based
on cryptographic hash, bitwise XOR and fuzzy extractor
functions only. We have provided the formal security proof
through the ROR model and also the formal security verifi-
cation through the ProVerif 1.93 simulation tool. Moreover,
mutual authentication proof is provided by the BAN logic.
Since the proposed scheme does not exploit any resource
constrained cryptosystem, it has the low computation cost as
compared to that for the existing related schemes. As the pro-
posed scheme does not involve the RC in the authentication
process, it has also low communication cost as compared to
that for the existing related schemes. Overall, high security
and low communication and computation costs make the
proposed scheme very suitable for the practical applications
in the mobile cloud computing domain.
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