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ABSTRACT Resilient vectorial Boolean functions are desirable for both stream cipher and block cipher,
which are widely used in information security protection. The tradeoffs between resiliency and nonlinearity
have received considerable attention. In this paper, a new method for constructing highly nonlinear resilient
vectorial Boolean functions is presented. It is shown that this method can provide resilient vectorial functions
with the currently best known nonlinearity, which is confirmed using examples.
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I. INTRODUCTION

In information security protection, stream cipher and block
cipher are applied to preserve our information as the use of
big data [3], [4], [11] and cloud-computing [12] technology
becomes widespread. During the design process of stream
cipher and block cipher, vectorial Boolean functions with
resiliency and high nonlinearity are usually employed as its
core nonlinear components.

There have been many research reports [1], [2], [S]-[7],
[9], [14] on constructing resilient vectorial Boolean functions
with high nonlinearity. However, all these constructions gen-
erated (n, m, t) vectorial Boolean functions with nonlinearity
< 2n=1 _ 217/2) yntil 2014, when Zhang and Pasalic [13]
presented a method for finding a large set of disjoint linear
codes and successfully constructed an (n, m, t) resilient vec-
torial Boolean functions with nonlinearity > 2"~1 — 217/2],

In this paper, two new classes of (n, m, t) resilient vectorial
Boolean functions with nonlinearity > 2"~ — 217/2) are
constructed, where n is even and 2 < m < |g]. In Con-
struction 1, two sets of disjoint linear codes and one vectorial
Bent function are used to construct resilient vectorial Boolean
functions possessing higher nonlinearity than most previous
works, which is confirmed using two examples. In Construc-
tion 2, more disjoint linear codes and more vectorial Bent
functions are employed, which sacrifices the output number
to raise the nonlinearity.

The rest of this paper is organized as follows:
Section 2 introduced some basic definitions and lemmas
for vectorial Boolean functions. In Section 3, two sets of

[, m, t + 1] disjoint linear codes and vectorial Bent func-
tions are employed to construct resilient vectorial Boolean
functions with high nonlinearity. Construction 2 uses more
sets of disjoint linear codes and improves the nonlinearity
of the resilient vectorial Boolean functions in Section 4.
Section 5 concludes this paper.

Il. PRELIMINARIES
Let Fg represent the vector space GF(2)". An n-variable
Boolean function f(X},) is a function from IF; to Fp. Let B,
denote the set of all n-variable Boolean functions. Generally,
any function f € B, can be represented by the algebraic
normal form (ANF):

S =Y ([ [
uel} i=1

where A, € Fo, u = (uy,---,u,). The algebraic degree
deg(f) is the maximal Hamming weight value of u such
that A = 1. The Walsh spectrum of f(X,,) at point « is
calculated by:

Wiy = (1) ttrets,

Xy €l

The nonlinearity of f(X,,) is given by

1
Ny =21 — 5 max [ Wy (o). 1)
ozeng
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The Parseval’s equation states that

> (Wi(w))? =2%". ©)

n
wely

which implies that Ny < 271 — 2v/271 ¢ ¢ B,
are called Bent functions when Wr(w)) € {£27/2);
ie, Ny =2n=1 —on/2-1,

An (n, m) vectorial Boolean function can be represented
as a mapping F : IF} — I, which in turn can be viewed
as a collection of m Boolean functions such that F(X,) =
(f1(Xn), - - -, fm(Xn)), wherefi, ..., fin € By. The nonlinearity
of an (n, m) function F is calculated as

NF = min Nfc.
ceFy™*
where f, = Y 7', ¢ifi(Xy). F is called a perfect nonlinear
function if and only if forany ¢ € Fy™, f. = > ¢ifi(X,) isa
Bent function. A perfect nonlinear function exists only when
m < n/2, which is proven in [8]. In this manuscript, perfect
nonlinear functions are employed as a part of our construction
and can be obtained using the following method.

Lemma 1: Let m > 2 be an integer and n = 2k be an even

number with k > m. For Y, X € Flg andi=1,---,m, let

&Yk, Xp) = ¢i(Yy) - Xic + hi(Yy),

be an Maiorana-McFarland (MM) function, where h; € B,,.
Then, the (n, m) function G = (g1, g2, -+ , &m) IS a perfect
nonlinear function if every nonzero linear combination of ¢;
is a permutation of F7.

Lemma 2 [10]: An n-variable
t-resilient if and only if.

Boolean  function is

Wr(a) =0, for0<wt(a) <t, a €F;. 3)
An (n,m) function F = (fi,fa, -, fm) is called t-resilient
if and only if for any ¢ = (c1,-++ ,cm) € FY¥, fo(X,) =

Yol cifi(Xy) is a t-resilient function.

lll. MAIN CONSTRUCTION

In this section, a class of resilient functions is constructed
using the modified MM construction technique and large
sets of disjoint linear codes. This method can provide
(n, m, t) resilient functions with the currently best known
nonlinearity.

Definition 1 [6]: A set of [u,m] linear codes
C={Cy,Cy,...,Cy} such that:
CGNC={0}, 1<i<j=<N. @)

is called a set of [u, m] disjoint linear codes. Let d; be the min-
imum weight of the nonzero code vectors in C;, 0 <i < N.
C = {C1,Cy,...,CnN} is also called a set of [u,m,> d]
disjoint linear codes, where d = min{dy, da, . .., dy}. We use
N (u) to denote the currently known maximal cardinality of a
set of [u, m, d] disjoint linear codes.

Let {C{".--- . Cypyt be a set of [um, > ¢ + 1]

disjoint linear codes and {96‘”,-~- ,9,",‘,11} be a basis of
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C(1 < i < N(). A mapping ¢ from Fyn to C*' is
defined as:
¢ (bo + bra + - - + by ™)

= bof" + D10 4 4 by 0 (5)

where « is a primitive element in Fo». We define a matrix
AY(1 < i< N))as:

o1 M@ Py
A(u) B ¢l(u)(a) ¢§u)(a2) ¢)l(u)(am)
6”@ 9" () ¢ (@)

Let n be an even integer and n/2 = s + 2k with s > 2m
and k > m, where both m and ¢ are positive. To construct a
t-resilient (n, m) function F, the following inequality has to
be satisfied:

N(n/2)2™ — 1) + N(s)2" — 1) > 2"/2, (©6)

Construction 1: Let FZ% =EyUE and ENE, =0, h=
|Eol = N(5)2" — 1), and § = |Ey| = 2"> = N())(2" — 1).

LetEy = {e1,er, -+, ep) and Ty = Cin/z) U Cé”/z) U---
U Cﬁ(/f/)z), We define a bijective mapping from Ey to Ty \ {0}
by ¥i(1 < i < m) such that

viler)  vna(er) YUm(er) A/
vile2)  Ya(e2) VYm(e2) AL/
Vilen)  VYalen) VUm(en) Ag’;{,f/)z) e

Let Ey = FY* \ Eo = {e1, €2, -+ , &) with § = 2"/ —

N(n/2)(2" — 1). Define

r=cJc Uy )

For 1 <i < m, we define an injective mapping from E to
T1\ 0 by @; with 1 <i < m, where

pilen)  gaen) Gmler) Ay
pi(e2)  @a(e2) em(€2) Ay
: : : 5
pi(es)  ¢a(es) Pm(€s) ANG  sum
where
AY
AY
®)
AN () / sxm
denotes that only § rows of
AY
(s)
%)
)
ANGs)

are used for the adjustment.
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Let X, = (Xpj2, Xr/z/Z) S Fg and Xr/z/2 = (Y, Zop).
Then, X, € IF;/ 2, Yo € F5, and Zpr € ]F%k . Let
G = (g1,82, -, &m) be a perfect nonlinear function as in

Lemma 1. Fori=1,2,---,m, the ith vector function of F is
defined as

F(X,) = ViXn2) - X5 if Xnp2 € Eo
T 0iXag2) - (Y @ 8i(Zo1))  if X2 € Er.
Theorem 1: If F is constructed as in Construction 1, then
(1) F is an (n, m, t) function, and
(2) Np = 2n71 _ 211/271 _ 2n/27k71.

Proof: Let ¥y, = c1¥1 + -+ + cm¥m, Where ¢ =
(c1,¢2, -+, cm) € F5™. Because of the structure ongu), Yeis
an injective mapping. Similarly, ¢, = c1@1 + -+ + C@m 18
also injective. Let « = (o', a”) € F} and o/, &” € IE‘;/ .
Leto” = (B,y), B € FS and y € F3. Forany @ € F,
we obtain

Wy (o) = Z (—1)fcKnrtaX,

Xn€lF;

= Uy + U.
where

UO = Z (_1)wC(Xn/Z)‘X,/l/z+0("Xn/2+0l//‘Xr,’/2

Xn/2€Ep
/2
Xr/l/ze]Fg
= Z (— 1) %2 Z (— 1) W2+ X
Xn/2€Eo Xr,l/2 ng/z

and

U = Z (—1)$eEn/2) (YsD8e(Zai)

Xn/2€E]
2
(Y. Zyp)eF!

Z (_1)0/~Xn/2+(/3,}’)'()’s,lzk)
Xn/ZEEl
(Vs Zyp ey

= Z (_])a,'xn/Z Z (_])((ﬂc(xn/2)+/3)'yx

Xu2€Eq Ysel;

Z (- 1)<ﬂc(xn/2)'gc(zzk)+V~sz )

ZZkG]F%k
If y - 1(a") = 0, then Yre(Xn/2) + @ # 0. We have

’ n/2
Xn/zeIF‘2
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which implies that Uy = 0. If ¥ !'(@”) # @, then Uy =
M2V @) — 40/2 Therefore, Uy € {0, £2"/2).
Note that G is a perfect nonlinear function, which implies that
gc is a Bent function. We have

Z (—1)PeKn2) 8o ty-Zok — 40k
ZZk EF%k
We have

0, if o (@) =0

U= .
425tk otherwise.

Hence,
Wy, € {0, 2"/, 227K, £@"2 4 278), 222 - 2°H),
By (D),
Ny =271 — /271 _ stk
Because n/2 = s + 2k,
Np = 2"=1 _gn/2=1 _ on/2—k=1

Since V.(X,2) € To and @:(Xp2) € Ti, we have
wt(Ye(Xns2)) = t + 1 and wi(@:(X,2)) > t + 1. When
0 < wt(@) < t, we always have 0 < wt(a”) < r and
0 < wt(B) < t, which implies that ¥.(X,2) + &” # 0 and
@c(Xy2) + B # 0. Thus, Uy = Uy = 0;ie, We(a) = 0.
By Lemma 2, F is a t-resilient function.

Example 1: There are 9357 disjoint [16,3, > 2] linear
codes and 7 disjoint [6,3, > 2] linear codes [13]. Since
9357-(23 —1)+7-(23 —1) > 219, it is possible to construct a
(32, 3, 1) resilient function with nonlinearity 231 915 _ 910,

Remark 1: According to the above theorem, the nonlinear-
ity becomes better when k is reduced. There is a best trade-off
between the nonlinearity and the output number, which will
happen when s = 2k. Example 2 will serve to illustrate this
point.

Example 2: There are 581 disjoint [12,3,> 2] linear
codes and 7 disjoint [6,3, > 2] linear codes [13]. Since
581-(23 = 1)+7-(23 = 1) > 22, itis possible to construct a
(24, 3, 1) resilient function with nonlinearity 223 _oll _ 98

IV. IMPROVED VERSION
In Construction 1, two sets of disjoint linear codes are utilized
to construct (n, m, t) multiple output functions, which make
an important contribution to improve the nonlinearity. In the
next construction, to further enhance the nonlinearity of the
construction, more sets of disjoint linear codes will be used,
which may reduce the output number m of the functions.
Construction 2: Let n be an even integer and n/2 = so =
St + 2k =50 +2ky = --- = 57+ 2k;, where sg > 51 > 5 >
->5 <2mandk; > kj_1 > --- > ki > m, such that the
following two inequalities hold:

-1

D NG - 1) <22, (8)

i=0
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and
1
D NG~ 1) = 22 ©)
i=0
Let IF;/Z = EoJE\J - UE; and E; N E; = § for any

O<i<j<lForO0<i<l-1E = {1, 1" "
where h; = N(s;)(2™ — 1).

Define T; = Cis") U C;Si) U CJ(VS&«)’ where Cfs"), Cési),
cee Cl(j&) is a set of [s;, m, > t + 1] disjoint linear codes.
ForO <i<l—1land1l <j < m, let ; be an injective
mapping from E; to T; \ {0}. Then,

s Th,',i};

(s:)
Al

(s:)
A2

Cri(t)  $2,i(T1,)
Lt 8,i(T2,)

Cm,i(T1,i)
Cm,i(12,1)

CLi(tni) - 62,i(Thi) Sm,i(Thy,i) A
N(si)/ hixm
Let By =Ty \U'Zg Ei = {p1. p2. - . pyy} and 8' = 2"/% —
-1
. (s7) (s7) (s7)

l;)N(si)(Z’” — 1), and define T) = C;’" | JC," - - CNész)

An injective mapping (1 < j < m) from E; to T} \ {0}
can be shown as

—_~—

(s1)
Sri(p1)  &.(p1) Em.1(p1) Aﬂsj)
¢11(p2)  §2.1(p2) Em,1(02) _ A,
41,1.(p,§) Ez,z.(ﬂé) Em,zkpé) Aﬁ\s,"()m 8 xm

Let Xy = (Xup, X, ) € F3, where X) , = (Yy, Zok,)
and 1 < i < [ Similarly, for 1 < j < I, let G; =

(81, 82j " »8m,j) be a perfect nonlinear function as in
Lemma 1. Fori = 1,2, --- ,m, the ith vector function of F is
defined as:

50,i(Xn/2) - X5 0 if Xu/2 € Eo

) §.i(Xnp2) - (Ys; @ 8ij(Zor)  if Xupp € Ej
JiXn) = ! ! ,
and 1 <j<l—-1
81,i(Xny2) - (Y5, @ 8i,1(Zoky))  if Xnp2 € Ey

The results below can be easily deduced using exactly the
same techniques as in the proof of Theorem 1.

Theorem 2: If F is the function in Construction 2, then

(1) F is an (n, m, t) resilient function, and

(2) Np = on—1 _ on/2—-1 _ Xl: 2n/2—k,-—l.

Example 3: By the theorelz 1above and the table, there
are 69848 disjoint [20,4,> 3] linear codes, 54 disjoint
[10,4, > 3] linear codes and 8 disjoint [8,4,> 3] linear
codes. Since 69848 -(2* —1)+54-(2*—1)+8-(2* - 1) > 2%,
it is possible to construct a (40, 4, 2) resilient function with
nonlinearity 23° — 219 — 214 _ 213,

V. CONCLUDING REMARK
Vectorial Boolean functions satisfying various criteria simul-
taneously can resist against various attacks. Generally,
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the important criteria on vectorial Boolean functions are
considered: the resiliency(to withstand the fast correlation
attack), high nonlinearity(to resist the best affine approxi-
mation), high algebraic degree(to withstand the Berlekamp-
Massey attack), high algebraic immunity (to resist algebraic
attacks).

The resiliency and nonlinearity is two important criteria
which could not be satisfied simultaneously. Based on the
method presented in Zhang and Pasalics paper, the con-
structed functions possess the controlled resiliency. At the
same time, perfect nonlinear functions are introduced to
improve the constructed functions nonlinearity. Then the
constructed functions possess the higher nonlinearity than
the constructions in Zhang and Pasalics paper. In other
words, the constructions achieve a good tradeoff between the
resiliency and nonlinearity.

The algebraic immunity is another important criteria dur-
ing the constructions of vectorial Boolean functions. But we
find that it is extremely difficult to consider the algebraic
immunity of the constructed functions, even though we work
very hard and give our best effort. There are two reasons
why the algebraic immunity could not be researched. First,
the algebraic structure of the constructed functions is so com-
plicated that the algebraic immunity could not be analyzed
by algebraic method; Second, the functions are the mapping
from I} to ' where n > mand 2 < m < L%J, then the
constructed functions variable n > 16. This means that the
algebraic immunity could not be calculated with computa-
tional resources.

In this manuscript, two constructions for obtaining resilient
functions with high nonlinearity are presented. It is very
difficult to construct an (n, m, t) resilient function with non-
linearity > 2"~ ! —2"/2 (n even) when m > n/4. This problem
is left for future work.
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