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ABSTRACT Filtering or state estimation plays an important role in the cyber-physical systems (CPSs). This
paper aims to solve the data-driven non-fragile filtering problem for the cyber-physical system. Randomly
occurring gain variations are considered so as to account for the parameter fluctuations occurring during
the filter implementation. The data-driven communication mechanism is utilized to reduce the measurement
transmission frequency and save energy for the CPSs. Therefore, a unified H, filtering framework that
combines the data-driven communication mechanism and the non-fragility of filters is constructed. Based
on this unified framework, the influence of the simultaneous presence of networked-induced packet dropouts,
quantization, randomly occurring nonlinearities and randomly occurring parameter uncertainties in the CPS
is investigated. A modified dropouts model is proposed under the data-driven communication mechanism.
By utilizing stochastic analysis and Lyapunov functional theory, sufficient conditions guaranteeing the
filtering performance are derived. The H, filter is obtained through the proposed algorithm. Last, a
simulation is given to demonstrate the filtering method for CPS in this paper.

INDEX TERMS Cyber-physical systems (CPS), data-driven communication mechanism, ROGVs,
data-driven non-fragile filter, quantization effects, packet dropouts.

I. INTRODUCTION

In recent years, the cyber-physical systems which consist of
not only computing and communication technologies, but
also physical processes, have become an attractive research
area [1], [2]. Moreover, the filtering or state estimation prob-
lem for cyber-physical systems has attracted considerable
attention due to its importance in theory and comprehensive
existence in a variety of cyber-physical systems, such as
signal processing, smart grid, control engineering and target
tracking [3], [4]. As such, many filtering methods have been
proposed, for example, Kalman filtering and H, filtering.
Kalman filter has been widely applied in practical engineer-
ing since it was proposed in 1960. However, it is necessary
to point out that, the Kalman filtering is not useful for sys-
tems with parameter uncertainties or noises whose statistics
are unknown or only partially known. Fortunately, the H
filtering that doesn’t need statistical information of the noise
signal can be well applied for systems with parameter uncer-
tainties [5]. Moreover, the H, filter is more robust than the
Kalman filer [6]. Therefore, the Hy, filtering technique has
attracted persistent research attention. For example, Hy, fil-
tering problems have been solved in [7] and [8] for time-delay

systems, in [9] for linear uncertain systems, in [10] and [11]
for stochastic systems, in [12] for fuzzy systems, and in [13]
and [14] for nonlinear systems, etc. Also, Hy, performance
index has been studied for fault diagnosis problem for two-
dimensional systems in [15]. As such, we will design the Hq
filter for cyber-physical system in this paper.

As is known to all, CPSs contain colossal but redundant
system information which is exchanged between different
units through the communication network. It is of great sig-
nificance to design effective strategies capable of reducing the
data transmission frequency. In recent years, the data-driven
strategy has attracted a lot of attention. Compared with the
conventional time-driven communication mechanism that has
been implicitly adopted by most filter algorithms, the data-
driven strategy could reduce the signal communication fre-
quency while maintaining guaranteed filtering performance.
Thus, when the limited channel bandwidth is concerned, the
data-driven communication mechanism is particularly signif-
icant for cyber-physical systems due to its advantage of reduc-
ing the communication burden and saving energy. So far,
the data-driven strategies have been successfully applied in
various cyber-physical objects, for example, network-based
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control systems [16], [17], sensor systems [19], neural net-
works [20] and multi-agent systems [21], [22]. However, in
the field of filtering problem, the corresponding data-driven
filter design for cyber-physical systems is relatively few.

It has been well known that, in practical cyber-physical
systems, limited channel bandwidth and complex net-
work circumstance inevitably cause random network-
induced phenomena, for example, data missing or packet
dropouts [23]-[25], signal quantization [8], [26], [27],
RONSs [28], [29], ROUs [30], [31], etc. It is worth pointing
out that, if not properly coped with, these network-induced
phenomena will seriously degrade the performance of CPSs.
As such, significant research about filtering problem
for cyber-physical systems with various network-induced
phenomena has been carried out. Unfortunately, when the
data-driven communication mechanism is adopted, the corre-
sponding data-based filter design for cyber-physical systems
with RONSs, packet dropouts, quantization effect and ROUs
hasn’t been fully investigated. Therefore, we desire to exam-
ine how the simultaneous presence of these four phenomena
affects the data-based filtering performance for CPSs.

Note that all the above filter algorithms implicitly assume
that the devised filter could be precisely executed. However,
fluctuations and uncertainties may happen during filter work-
ing, which are resulted from the finite word length of digital
systems, numerical roundoff errors, and so on. In [32], Keel
has proved that a tiny perturbation in the implementation of
controller may have a significant impact on system perfor-
mance. Therefore, the filter should be designed to tolerate
some level of perturbation in its gain, that is to say, the
filter is resilient or non-fragile. Also, some attention has
been attracted to filter gain variations issue and relevant
results have appeared (see, e.g. [33]-[38]). Furthermore, in
networked circumstance, the filter gain may vary randomly.
For example, filter parameters transmitted by network chan-
nel may be randomly varied because of limited bandwidth
and complex network environmental circumstances. As such,
ROGVs will be considered in the filter design problem. Very
recently, in [39], the ROGVs phenomenon has begun to be
investigated for Hy, filter problem. Unfortunately, up to now,
relative filtering study that considers non-fragility of filter
and data-driven transmission mechanism in a unified frame-
work has seldom been done. Therefore, researching the data-
driven non-fragile finite-horizon filtering for cyber-physical
systems is an attractive question.

Motivated by the above discussions, we will study the
data-driven non-fragile Hy, filtering problem for a class of
cyber-physical systems which will be described in Section II.
Both the data-driven communication mechanism and the
non-fragility of filters are considered in a unified frame-
work. Under constructed unified framework, several common
network-induced phenomena, i.e., packet dropouts, ROUs,
RONs and quantization effects are investigated about their
influence on filtering performance. Sufficient conditions are
derived for filtering issue of proposed cyber-physical sys-
tems. The main contributions are listed below:
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1) The data-driven communication mechanism is intro-
duced into the non-fragile filtering problem for cyber-
physical systems. Thus, a unified H, filtering framework
combining the data-driven communication mechanism and
the non-fragility of filters is constructed, which could reduce
the communication burden and decrease conservatism of fil-
ter design.

2) The considered cyber-physical system is fairly compre-
hensive, which is subject to ROUs, packet dropouts, quan-
tization effects and ROGVs. The corresponding data-driven
non-fragile filter algorithm is properly addressed.

3) The developed data-driven non-fragile filter design algo-
rithm is suitable for online application due to its recursive
characteristic.

The cyber-physical system is introduced and the problem
is formulated in Section II. In Section 111, sufficient condition
for the data-driven filter is derived. The filter design algo-
rithm is proposed in Section IV and an example is provided
in Section V. Finally, we summarize in Section VI.

Il. PROBLEM FORMULATION AND PRELIMINARIES
Here, the physical process defined on « € [0, N] will be
studied:

X+ 1) = (G(x) + p(k)AG(Kk)) x (k)
+ 0()Plk, x(x))
+ (1 = 0(x)Qlk, x(x))
+ Wiic)v (i)

V() = H(x) x (k) + Walk)d ()

(k) = Z(c) x (i)

ey

where x (k) € R" is the state vector, y(k) € R" is the process
output, z(k) € R™ is the signal to be estimated, v(k) € R? and
(k) € RY are the external disturbance signals that belong to
LIO,N—1],P(,.): Rt xR" - R"and Q(.,.) : RT xR" —
R" are nonlinear functions that represent the nonlinearity of
the system. G(k), H(x), Wi(k), Wa(k)and Z(k) are known
matrices.

AG(x) represents the norm-bounded parameter uncertainty
described as

AG(k) = Hg(k)Fg()Eg(k) (2)

where Hg (k) and Eg(« ) are known time-varying matrices and
Fg(«) is an unknown matrix satisfying

FG()Fg(k) <1 3)

The mutually independent Bernoulli distributed stochastic
variables p(x) and o(x) in (1) are used to describe ROUs and
RONSs, which take values on O or 1 with

Prob{p(x) = 1} = E{p(k)} = p

Prob{p(k) =0} =1—p

Prob{o(x) = 1} = E{o(k)} =0

Prob{o(k) =0} =1—-p @
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respectively, where p € [0, 1] and o € [0, 1] are known
constants.

Pk, x(k)) and Q(k, x(x)) are nonlinear functions,
assumed to satisfy P(«k, 0) = 0, Q(«, 0) = 0 and

[P, x6) + 86) = Pee, x| < | €105
| Q. xw) + 860 = Qe xw))| = €210 5)

where 8(k) is a vector, and & (k) and & (k) are known matri-
ces.

Remark 1: It is well known that nonlinearity is a common
phenomenon for most practical plant and it has significant
influence on system. In the networked systems, nonlinearity
may experience abrupt changes and usually occurs randomly
arising from the networked-induced problem, such as ran-
dom changes and failures in the environmental circumstance.
In this paper, P(.,.), Q(.,.) are used to depict the phe-
nomenon of RONs. Random variable o(x) is employed to
govern their random nature and switch between each other.

In a cyber-physical system, the measurement signals are
often quantized during the transmission process. Here, quan-
tization is considered. Choose the similar logarithmic quan-
tizer in [41] denoted as

LGW) = [ L1GV) LoGPw) - L,GP0n]

Define A(k) = diag{AD(k), A@P(k) ---, AV(k)} and
A = diag{s;. 8y, -+ .8,} (& = };—g xG = 1.2, .r)
is called the quantization density, |AU)(K)| < §;). Similar
to the analysis in [41], we can obtain an unknown real-
valued time-varying matrix F(k) = A(x)A™! satisfying
F()FT (k) < I [41].

Then the quantized signals are described as

y) = LOK) = T + Al)y(k)
=+ AW)(HK) ) (k) +Wa(k)d (k) (6)

Considering the limited bandwidth of network in cyber-
physical systems, it has great significance to reduce data
communication frequency. In this paper, the data-driven com-
munication mechanism is adopted. For this purpose, such an
data-driven function e(-, -) is defined as:

e(r(), 8) = r’ ()Qr(c) — 83" (1©)Q() (N

Here, r(k) = y(k;) — ¥(k), where y(k;) is quantized sensor
output at the latest transition time «; and y(x) is the current
measurement. €2 is a symmetric positive-definite matrix and
8 € [0, 1) is the threshold [18].
The execution (i.e., (k) is transmitted to the filter) condi-
tion is
e(r(k),8) >0 (8)

When the phenomenon of packet dropouts is considered,
the information received by the filter is

Yki) = c()y(ki) + (1 — ¢ (k)y(ki-1) C))
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The stochastic variable ¢(«) in (9) is introduced to account
for network-induced phenomenon of packet dropouts in
cyber-physical systems. It is Bernoulli distributed white
sequence uncorrelated to p(x) and o(k) taking values on 0
or 1 with

Prob{c(k) = 1} = E{¢c(x)} = ¢
Prob{c(k) =0} =1-¢ (10)

where ¢ € [0, 1] is known constants.

Remark 2: The dropout model (9) is a modification of the
model in [40] due to the adoption of the data-driven commu-
nication mechanism. When data-driven strategy replaces the
conventional time-triggered strategy, the modification could
well describe the measurement missing. For instance, when
¢(k) = 1, it means that the signal which satisfies the data-
driven condition at time point k is successfully transmit-
ted to the filter. If ¢(x) = 0, it means that the measured
output which satisfies the data-driven condition is missing.
Compared with the traditional dropout model, such a dropout
model is certainly more reasonable and easier to realize for
cyber-physical systems. This is due to that, when data-driven
strategy is adopted for signal transmission, if the filter doesn’t
receive any measurement at time point k, there is no way
to determine whether a packet loss occurs or the data-driven
condition is not satisfied. Thus, the modified dropout model
is easier to implement in cyber-physical engineering applica-
tions and is less conservative.

Many filtering results usually assume that the filter could
be implemented exactly. However, in cyber-physical sys-
tems, the filter is realized through a communication network.
For instance, when filter parameters are transferred to filter
through a channel, the networked circumstance may induce
the change of filter gain parameters in a random way. Consid-
ering the phenomenon of ROG Vs, the filter is constructed as:

X+ 1) = G)x (k) + Pk, x (k)

+ (1= 0)Q(k, X(x))

+ (F () + ()AL () Y
(ki) — SH()X ()]
2K) = Z() K (k)

where (k) € R" represents the estimate of y («), Z(k) € R™
is the estimate of z(k), and F (x) is an filter gain matrix.
AF (x) representing the phenomenon of ROGVs is defined
as: AF (k) = Hpk(k)Fr(«)Er(k). In this case, Hi(x) and
Ei(x) are known matrices, and F (k) is an unknown matrix
satisfying F] (k)Fi(x) < I.

The Bernoulli sequence ¥ (k) uncorrelated to p(k), o(k)
and ¢ (k) is defined as:

Prob{yr(x) = 1} = E{yr(x)} = ¥

Prob{y/(k) =0} = 1 — ¢ (12)

where ¥ € [0, 1] is known constants.
Remark 3: Here, a unified H, filtering framework com-
bining the data-driven communication mechanism and the
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non-fragility of filters is constructed and investigated. As far
as I know, in the field of filtering, the non-fragile filtering
problem that adopts data-driven transmission mechanism is
still an open one. However, it is often the case that, with
the development of network technologies, the components
are located at different places in cyber-physical systems. Due
to the limited communication ability of network, frequent
signal transmission will increase the traffic burden of net-
work, causing network congestion and reducing the stability
of the system. Thus, the non-fragile filtering problem that
adopts data-driven transmission mechanism has more advan-
tage for cyber-physical systems. On one hand, the design of
filter takes ROGVs into consideration, better revealing the
actual situation of the network filtering. On the other hand,
in data-driven transmission mechanism, signal transmission
frequency will decrease for cyber-physical systems.

By letting n(k) = [x"() x7() yi-DI", y(ki-1)
being the measurement received by the filter at event time
ki1, 200) = 2(k) — 20), (k) = ) 9T, pe) =
pk) — p, o) = olk) — 0, S(k) = glk) — ¢, Y(k) =
¥ (k) — ¥, we obtain the augmented system:

Nk + 1) = Glmk) + ARk, n(k))
+ F (0)r (k) + W) b(k)
+ 4G (k) (i)
+ ()G (1)1 (k)
+ 9 (1)G3 (k) (i)
+ P (k)5 ()Ga(kIn(x)
+ 8() AR (K, 1K)
+ GO 1(0)r (k)

(13)

+ P05 ()F 2)r ()
+ S ()b (k)
PO (K)D(K)
2) = Z()n(k)
where
i [AGK) 0 0
Gik) = 0 0 o],
0 0 O
Gk)+ pAG(k)
SF (k)H(K)
500 +SF (k) A )H (k)
9 =1 Lgenr oK)
+ cAF (k) A(k)H(k)
| SH@) + SAG)H(K)
0 0
G(x) — EF (M) (i; g)f(f("))
—YSAF (k)H(k) CGEAF (k)
0 (=51
3 0 0 0
Gi) = | 0 —CAFGOHK) AF ) |,
0 0 0
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0
Gok) = _ FOHE) + F (0)AK)H ()
T I AL ©AGH) + P AF (M)
Hk) + Al)H (k)
0 0
0 —Fr)—v¥AFK) |,
0 -1
0 0
54(;<)= AF (kK)H(k) + AF (K)A)HEK) 0
0 0
0
—AF(x) |,
0
ol (-9 O 0
Ar=|0 0 ol (1-9) |,
| 0 0 0 0
7 —-I 0 0
Ar=10 0 0o 01,
0 0 0 0
Rk, (k) = [Pk, x(6)) QT (k, x (i)
PG, R)) QT (1, RN,
B 0
- SF (k)
F(k)= -Hﬁg:AF(K) s
eI
B 0
Filk)= | F)+¥AF () |,
1
0
Fat) = | AF @) |,
L 0
i " Wik)
Wi(k) = 0
L 0
0
§F(K)Wz(_/<) + ¢F () AW (k)
+FYSAF (k)Wa(k) ,
+YEAF () Al)Wa(K)
EWh(k) + AW (k)
0 0
F ()Wa(ic)
5 _ +F () AW, (k)
MIO=10 gareomw |
+ YU AF () AW (k)
L0 Walk) + A()Ws(k)
0 0
5o AF (k)W ()
W2 =10 A ) AW K)
_0 0
Zk)=[2) —-Zk) 0].
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Our aim is to design a filter for proposed cyber-physical
systems satisfying the following H, filtering performance:

7= E{ 126013 - v* 156013
—y*n" OUn©) <0,
V(O n(0) £ 0 (14)

where
N-1 N-1
Z6) 5 =Y . 156005 =D 156
k=0 k=0

Ill. ANALYSIS OF H,, PERFORMANCES
First of all, several useful lemmas are introduced.

Lemma 1 (Schur Complement, [42]): Given constant
matrices P, Q and U, where P = PT and 0 < Q = Q7,
then P+ UTQ~'U < 0if and only if

T
[5 l_]Q}<0 or [l‘]? l}f:|<0 (15)
Lemma 2 (S-Procedure, [42]): Let M = MT, P and Q be
real matrics of appropriate dimensions, and X7 X < I. Then
inequality M + PXQ + (PXQ)" < 0if and only if there exists
a positive scalar o such that M + aPPT + o~ 1070 < O or,
equivalently,

M aP QT
aPT  —al 0 | <O (16)

] 0 —al
Theorem 1: Consider the cyber-physical systems
described in Section II. Let the disturbance attenuation level
y > 0, the data weighted matrix 2 > 0, the scalar § € [0, 1),
a positive definite matrix U > 0, and the filter gain matrix
F (1)cefo.n—17 be given. For the cyber-physical systems, the
H performance requirement defined in (14) is achieved for
all nonzero v(k) if there exists a sequence of positive definite
matrices {I1(k)}ce[o0,n] and positive scalars {71 (k)}cefo,n—1]
and {72(k)}cecf0,n—1] satisfying the following recursive matrix

inequalities:

Dp1(x) *
D) = P21 (k) Poa(k)
d31(c) AT + DW(K)
Dy1(x) Dyo(k)
* *
*k k
B33(k) N <0 A7)
FTGOMk + DA Paalk)
with the initial condition
I1(0) — y2U <0 (18)

where

G — 0
27 [ WIaod + AT w)) |

19672

(k) =

Ddus(k) =

D11(k) =

Do1(k) =

D) =
D31(k) =
D33(k) =

Dy1(k) =

Dy(k) =

D) =

C&ik) 0 0]
Sk) 0 0
0 & 0]

0 & 0]

[ CT o) + AT (k)]
0 ,

L 0 -

GT ()M + DG (k)

+p(1 = $)GT () + DGy (k)

+5(1 = 51 () + DG (k)

+ (1 — )1+ $)G3 () + DG3(k)

+39 (1 — ¥)sGi (0)T(k + DGalr) — (k)

WOk + DW(k)

+&(1 = HW ()T + DWi(x)

+29(1 — P)EWI ()T + D (k),

FTT(k + DF (F)

+ (1 = OFT )k + DF (k)

+ U = Y)GF T Tk + DF 2(6),

P11(c) + ST 2T (1) Z(1)S

+110)ET ()E(K) + 212(k)8G1 QGT,

®y1 (k) = W 1)k + DG (k)

+ (1 — W] )k + DGa(k)

+ (1 — 9)EWS (O)T(k + DG3(k),

Doo(k) — Y21 + 212(k)8G2QGY

AT + DG (),

ATk 4+ DA

+0(1 — 9)ATTI(k + DAz — T ()],

d41(0) = FT Tk + DG(F)

+ (1= OF { ()T + DGa(k)

+ P (1= P)SF 5 0Ok + DG3(x)

+ (1 —)EF T )Mk + DGal),

Dup(c) = F Tk + DW(K)

+ &1 = HF Tk + W (k)

+ (1 — ¥)EF T )Tk + DW(k),

Pys(i) — ()R,

Proof: Construct the following Lyapunov function

V() := " ()T)n(K) (19)

The difference of V(n(x)) is:

AV(n(k)) = V(nk + 1)) = V(n(k)).

Calculating the difference of V (1(k)),
E{AV(n(x))}

—E {nT(K + DGk + Dyl + 1)
=" TG |
= E{e"0dwis 0] 1)
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where
T
£ =170 7700 RTGne) ]
q:)ll(K) o
B(c) = P21(x) P2z (k)
AT + DG ATk + DW(K)
Dy (k) Dyo(x)
* *
* *

ATk + DA,

+o(1 @Al + DAy 7
FTG)(k + DA, Dya(k)
According to nonlinear constraint (5), we have
[ R neo)| = |€emo)| 22)

Then, substituting (22) into (21) results in
E{AV(k)}
= E{6 0@t
— 11(0O)IRT (e, 1) Rk, n(K))
=" (€T WEwm )| 23)
Adopting the data-driven condition (8), we obtain
E{AV()} = E {67008 ()
—1200)[rT (0)Qr (k) — 85 (1)23(k)]
—11 ()[R (e, n(k)R ke, n(x))
—n" T WEwmN} 24)
where
5T ()QK) = [+ AG)H)x (k)
+ T + AP ()] Q
[( + AG))HK)x (k)
+( + AG)Wa (k)9 (k)]
< 20" ()G1QGT n(ic)
+ 257 (1) G226 H(kc) (25)
Adding T ()zZk) — ¥2Tvk) — FT@WEHK) +
y2uT (k)v(x) to E {AV (k)} results in
E{AV(x)}
< B{ET (0)(0)E () — 2 (0)Z() + 20T (0)b(k)}  (26)

Summing up (26) on both sides from 0 to N — 1 with respect
to k, we obtain

E V(N )} = V(n)
= E [s” )n)n | — o 0romo)

N—-1
<E { > gT(K)dxx)s(x)}

k=0
N—1

—E{Y G 07) — 20T ()t 27)

k=0
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According to the above inequality, one has

N-—1
J < B &M 10)@)E®K))
k=0
—E{n" (N)II(N)n(N)}
+ 1T (O)(T1(0) — y2U)n(0) (28)

Noting that ®(k) < 0, TI(N) > 0 and I1(0) < yzU, there is
J < 0. End of proof. [ ]

IV. DATA-DRIVEN ROBUST NON-FRAGILE FILTER DESIGN

Theorem 2: Consider the cyber-physical systems in
Section II with non-fragile filter (11). For given y > 0,
Q > 0, the scalar § € [0,1) and U > 0, the filter error
Z(k ) satisfies the Hy, performance criterion (14) if there exist
families of positive definite matrices {TI(k)}.e[o,n], positive
scalars {71(i)}xe(o.N—11:{T2()}cefo.n—1]> {E1()}eeio.N-11s
{e2()}keton—11, {830 }eefon—11, {€4(k)}iefo,n—17, and
real-valued matrices {X («x)},c[o,n—1] satisfying the following
recursive linear matrix inequalities (RLMIs):

O *
0 29
|:®21 ®22} = 29)

with the initial condition

() — y*U <0 (30)
where
‘®(111,1) * *
On = ®(121’1) ®(12’2) ,
3.1) (3.3)
| O 0 O
M o@D
o
@ )
®21 = (231,1) ,
ot
L ©5f
®2 = diag{—e1(k)I, G(k), —&3(k), —ea(k)},
[ é11 * o
wn =72+ e260W! () AT AW(k)
O = +e300)WT (0)ET (0)E ()W ()
0 0
. 0 0
* *
* *
$33 *

0  —Q+ a3(0)E] (k)Ek(x)
é11 = b1 + e1(OE; (0)Eg () + 20 YH” () (k)
+ &30 EL (10)E 1 () + £4()E L (1) Ea (1)
o1 = —T() + 11()ET WEWK) + ST ZT (1K) Z()S,
1:” _ ®(111,1)
¢33 = 0(1 — Q)AL TI(k + 1)Az — 71(k)]
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- A A A Au
@(11’ "=Ta=|An An 0 Au |,
Az Az 0 A3g

Ayp = | T+ DGole) + Ml + 1)R1F(K)721(K)}
| 0
Ay = | VSO =M + 1)(520(K)+R1F(K)7:12(K))]
i 0
Apy = | [0+ Do) + STk + 1)R1F(K>VV(K)]
L 0
Ay — [VET = §‘>n<x+1><W10<K>+R1F(K>W<K))]
I 0 ’
A [ cTI(x + 1Ry + (ke + l)RlF(/c):|
14 = 0
Ao, — [ VET=DMK + 1R, +R1F(K)):|
24 = 0 ,
0
~ A ~ 0
Azt =An=A»Au=|,
0
Az = [H(K + DA ] ,
0
6.9 _[nw™! 0
On =T = [ 0 —1’2(/()91:|
8(2 2) = Ty, = diag i_H(K +1), -, Il + 1)}
8
03D _ fy, _ | m0)v25GT, 0 00
! 0 0()V28W(K) 0 0

il = 6"
oY =[0 0 0 0 ( A+ DHGK)T
(Vo = DIk + DHGK)HT  0--- 0}
8

a 0 0 0 H )

00 0 0 0 HW].

|: SM(k + DR F ()

0
VT =k + DR F (k) + R2)
Sk + DR1F (k) + STk + DR, }
0

Vel =)k + D(R1F (k) + R2)

. | noV281 0
HZ(K)_{ 0 0 (k)V/28 1}

oS =HLww=[0 0 0 0 H W

T
0 Hl,,) 0 0]
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¥ STk + DHi(k)
Ho) = | - ~ - 0 -
U/E( —_g)lg(x + DH(x)
29805 3 DHi (k)

/S = Ok + DH(x)
Ve w>n<x + DH (k)
¥k 46 1)Hi (k) ]

%lfx/g(l - § (ke + DH (k)
Veurd — )Tk + DH(x)
- Veyd — H(K + DHg(x)
Hio) = | 22y — H(K + DH (k)

0
0

VEU (Il — YTk 4+ DHi (k)

Veua — 1/})1(')1(,( + DH (k)
0

o) = HLw=[0 0 0 0 HL
0 0 HL,x o0 0 0 o o]
Hio1(k) = ¥ ET( + DA (K),

Flkzz(x) = [ 1;_(1 - KZ_)S:H(K + l)ﬁk(K)]
(1 — )Tk + DH(x)
Glx) = [—52(/()1 + eggc)EkT(K)Ek(K)

0
—&2()] + &3(k)E] (x)Ek(K)}

_ [ G(k) 0 0
Golk) = 0 G(x) 0 }
L cH(k) 0 (I-9I
_ 'Hg(K)}
Hgk)=| 0 |,
L0
0 0
Rl = 1] RZ:M,
0 I

Eci(k) = [Ex()HK) 0 —Ex(c)],
Egc) = [Egc) 0 0],

He) = [AHK) 0 0],

Ea)=[0 —CE(WHK) Exk)],
i) = [§Ho)  —cHw) (1=,
Hotk) = [Hw) 0 —I],

W) =[0 Wak)]., Gl =[Hk) 0 0]

Furthermore, if ( {I1(x)}, {r1(x)}.{m2(k)}, {e1()}, {e2(x)},
{e3(k)}, {e4(Kk)}, {X(k)} ) is a feasible solution of (29) and
(30), then filter matrices can be obtained as follows

I () = (R TG + DR) ™R X (k) 31)

Proof: From Theorem 1, we know that the filter in

the form of (11) achieves the guaranteed Hy, performance
if LMIs (17) and (18) are feasible. By the Schur complement,
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(17) is equivalent to
' * *
' I * <0 (32)
'3 0 I3

where

Ty = diaglpir, —y°1, ¢33, -},

A A A Aup
o= A Ax 0 Aog |,
A3 A 0 Ay
P — [ 200V26GT 0 0 0
T o0 n()V28GE 0 0
A= Mk + DG) ]
VAT = + D) |
Ay — [Tk + I)V_V(K):|
12 = 0
hiy = [ DA } At = [WK +01)F(K)}
Ayp = [ V= Mk + DG2()
| VY= ¥)STlk + DG3(x) ’
Ayy = [ VST DNk + D)
| VY =9)STl(k + DHWa(x)
e _ [ VET=20M06 + DF 1) }
#T VA= 9)ene + D) |
VI = )T + DG3(k)
Aay = | VI =S + DGati)
V2¢ (1 = Y)s Tk + 1)Ga(k)
0
- 0 -
0
Az = 0 ,
L VI — ¥)ET + DWa(k)
B 0
Ags = | VIA =G + DF ()
0
i 0

Next, the parameters in Theorem 1 are rewritten as follows:

G(k) = Go(k) + pHg(k)Fg(k)Eg (k)
+ ER1F ()F (k) H (k) + Ry F (1)H 1 (1)
+ U EHi () F () Ex (1 )F (1 YH (1) + ERo F (1) H (i)
) + U EH (O F () Ee1 (k) + ¥ Hy (1) Fi () Eca (1)
Gi(k) = Hg(k)Fg(k)Eg ()
Go(k) = Gao() + R F (k)F () H(ic)
+ U H () F (O E()F (1 YH () + Ry F () Ha ()
+ RoF (kY (k) + Y Hy (1) Fye (1) Eer ()
G3(k) = Hy(k)Fx(k)Ec2(k)
Gaic) = Hilie)Fie () Ex(k)F ()Y H (1)
+ Hy (k) Fy (k) Ec1 (k)
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F (k) = SRy + Y SHi(k)Fi(k)Ek (k) + SR1 F (k)
F1e) = Ry + SH()F p (k) Ex(ic) + Ry F (k)
F2(k) = Hi()Fy (k) Ex ()

Wik) = Wok) + ER1F ()F () AW (k)
+ ERF () AW() + SR F (k)W (k)
+ U EHi () Fi () Ex (1)F (1) AW (ic )
+ U EH () Fr () Ex (k)W (1)

W) = Wi0(k) + RiF (1€)F () AW ()
+ RaF (k) AW(K) + Ri F ()W (k)
+ U Hy () Fi (k) Ex ()F (1) AW (ic)
+ U Hy () Fi () Ex (k)W (i)

Walic) = Hy()Fi()Ex(k)F (1) AW (k)
+ Hie () Fie () Ex (ki)

Gl = G +F()Hw), GE=W(c) + F) AW(x)

Rewriting (32) to eliminate AG(«):

N() + Hg(k)Fg(0)Eg (k) + (Hg(k)Fg(k)Eg ()T < 0
(33)

where

[T x *
Nk)=|Tyn Txn * ,
| Ts1 0 TIss

Egl) = | 794 0"0] ’

-

L 13
_ (A Az Az Au
= A An 0 Axp

| As1 Az 0 Az

Mk + DGotk)
+ST(k + DRI F (k)F (k) H(x)
+P STk + DH (k) Fi () Ex (i) F (F YH(ic)
X +ETI(k + DR2F()H (k)
+9 ST + DHy () Fy (k) Ee1 (i)
YTk + DHOFKK)E(k)
+I(k + DR F (k)H1(k)
0

Then, from S-procedure, we can obtain

N(k) * *

Hy (i) —e1(k)1 * <0 (3%
e1(k)Eg(k) 0 —e1()l

by using the Schur Complement, (34) is equivalent to

N(x) *
HIG) —e1(0)]
) )
+e1(6) [EAO(")} [Eqc) 0]

_ [N(K) + e1(0)E] (©)Eg () *

AT () —el(x)l} <0 3)
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Taking a similar way, we can easily eliminate A(x) and
AF (k) in (35) and obtain

1_\7(K) * * *

*
IEIAT(K) —e1(k)l * * *
HT (k) 0 G(k) * * <0
Hl (0) 0 0 —e3(k)] *
HL (k) 0 0 0 —e4()]

(36)
where
1::11 k k

N(k) = T:‘zl 1)) x|,
'3 0 Iz

Gli) = [—82(16)1 + 838<)E,Z (1) Ex (k)

0
—&2(0)1 + 83(K)E[(K)Ek(x)]

Then, it is easy to see that (36) is equivalent to (29). Thus,
according to Theorem 1, the Hy, performance requirement
for the cyber-physical systems is satisfied with initial condi-
tions (30). The proof is complete. ]

Remark 4: For the considered cyber-physical systems, the
sufficient conditions guaranteeing the designed data-driven
robust non-fragile filter are derived in Theorem 1 such that the
H, performance is satisfied. Besides, the data-driven robust
non-fragile filter design method is addressed in Theorem 2.
It can be observed from Theorem 2 that all information of
the considered cyber-physical systems is contained in RLMIs,
including the systems parameters, network-induced phenom-
ena, data-driven parameters and ROGVs.

By means of Theorem 2, we can summarize the data-
driven Hy, non-fragile finite-horizon filter design algorithm
(NFHFD) as follows.

Algorithm 1 NFHFD

Step 1. Given the disturbance attenuation level y > 0,
the event weighted matrix Q > 0, the scalar
8 € [0, 1) and the positive definite matrix U > 0,
choose the initial value for matrice IT(0) to sat-
isfy the condition (30) and set « = O.

Obtain the values of matrices {IT(x + 1), X(k)}
and the desired filter parameters [ (k) for
the sampling instant ¥ by solving the LMIs
(29), (31).

Set x = k + 1 and then IT(k) = IT(x + 1).

If « < N,then go to Step 2, else go to Step 5.
Stop.

Step 2.

Step 3.
Step 4.
Step 5.

V. NUMERICAL SIMULATIONS
Next, a simulation is given to demonstrate the filter-
ing method for cyber-physical systems. The considered
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TABLE 1. Rescusive process.

K 0 1
[ 0.1145 0.0124 | [ 0.4295 0.0509 ]
F (k) 0.1101  0.0419 0.4018  0.0635
| 0.0654 —0.0514 | | 03182 —0.1892 |
K 50 51
[ 0.5447 —0.1021 ] [ 0.6231 0.0762 ]
(k) 0.5464  0.1193 0.5769  0.0403
| 0.5986 —0.8986 | | 0.6196 —0.8713 |
2
151
E ] foose o s o cmeees 4o smomes  menoes o swmo oeosmm 4 o b 0 Semen o e 00 ool
= 05f
g 0 creion e e e e ]
=
-0.5
o 20 40 60 80 100 120 140
Time (k)

FIGURE 1. The communication times.

cyber-physical system is given as follows:

0.5 4 0.1sin (3x) 0
xk+1)= 0.1 0.45
0 0.2 + 0.1sin (x)
0.15 4+ 0.15in (0.2«)
0
0.4

+o()AG(K)) x (k) + 0(K)P (K, x ()
+ (I — o) Q(k, x(k))

0.3
0.35
—0.1sin(0.3x)
+ —0.25 0.2 (k)
—-0.2
0.15
L 40.05 cos (k) |
_ 0.5 0340.15c0s(0.5¢) 0.1
y(K) = X (k)
0.2 0.2 — 0.1sin (k) —-0.4

0.25 —0.4+0.2sin(2)
+ 9 (k)
0.3 0.2

Z(K):[O.IS 0.2 O.1+0.05sin(/<)])((/<)
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o
w

x1(k)
— — —the estimation of x;(x) ]

o
N
o

I
N}

o
o

0.05 {7
\

state x1(x) and its estimate
o

-0.05
-0.1
50 100 150
Time (k)
(@)
0.3
x2(k)
0.5 — — —the estimation of ya(x) ]
0.2

state x2(k) and its estimate

-0.1 ‘ :
50 100 150
Time (k)
®
0.1
X3 (k)

— — —the estimation of x3(k)

state x3(k) and its estimate

-0.2
-0.3
-0.4
0 50 100 150
Time (k)
(©

FIGURE 2. State vector x(«) and its estimate. (a) State x; () and its
estimate. (b) State x, («) and its estimate. (c) State x3(«) and its estimate.

The nonlinear functions P(., .), Q(., .) and disturbance sig-
nals v(k), ¥ («) are chosen as

(0.3x1(x))

1+ 2x3 (k)
Pk, x(c)) = 0.2 sin (x2(x))

VX +2

0.2x3(x)
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0.04

()

— — - the estimation of z(x)

o
o
>

=4
o
o

T

=)

output z(k) and its estimate
o
2

-0.01F

-0.02

0 20 40 60 80 100 120 140
Time (k)

0.04

0.03

0.02

0.01

o

Estimation error z(k) — 2(k)

-0.01

-0.02

0 20 40 60 80 100 120 140
Time (k)

(b)

FIGURE 3. Output z(k), its estimate and estimation error z(«) — Z ().
(a) Output z(x) and its estimate. (b) Estimation error z(«) — Z(«).

x1(k)
5+ 3xi)
Ok, x (k) = 0.3)(2%/()
X200 + x3() + 1
0.2x3(x)

cos(0.3xk — 1)
U(K) — 2K -’1- 14 ,
5 sin (0.2 — 1)

[ 0.1exp(—0.5k) sin (k) ]

V() = i 0.2 exp(—0.4«) cos (2k)

where x;(k)(i = 1, 2, 3) denotes the i-th component of x (k).
Then, £ (k) and & (k) are set as:

03 0 O 02 0 O
ik)y=]1 0 02 0 |, &k)=| 0 03 0
0 0 02 0 0 02

The probabilities of stochastic variable p(k), o(k), (k)
and (k) are taken as p = 0.5,0 = 0.5,¢ = 0.9,y =
0.6, respectively. The parameters in L£(-) are set as §; =
0.4, 52 = 0.3. The parameter uncertainties Hg(x), Eg(x) and
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gain variations Hy(«), Ex(«) are set as follows:

[0.15
Hgw)=| 02 |. Eg)=[01 02 005]
o1
02 0
Hi(k) =1 0240.1sinxk 0.1 |,
o 0.15
(02 0.15+0.05sin
B =115 o1 K]

and the uncertain parameters F («), Fg(k) satisfy
Fro)T Fr(c) < 1, Fg() Fg(k) < 1.

Set x(0)=[0.3 025 —04]Tand30)=[0 0 0] .
Choose 2 = I and threshold § = 0.1. For given y = 0.95
and U = diag{1,1,1,1,1, 1, 1, 1}, choose IT1(0) = 0.9y>U
to satisfy the initial condition (35).

Table 1 lists the desired parameters of filter /- (x) obtained
by applying the algorithm in this paper.

The simulation results are shown in Figs 1-3. State vari-
ables x1(k) — x3(k) and their estimate X«) — X3(x) are
depicted in Figs 2, respectively, and Fig 3.(a) plots z(x) and
estimation, whereas z(k) — Z(x) is shown in Fig 3.(b). The
transition times are plotted in Fig 1, whereas one represents
the times that data-driven condition is satisfied and signal of
sensors is transmitted, while zero represents the times that
data-driven condition is not satisfied. The Hy, performance
index is J1 = —0.3440. From Fig 1, we could find that the
data-driven communication mechanism may largely reduce
the signal transmission frequency while maintaining the guar-
anteed filtering index. Results confirm the proposed filter-
ing method which could well achieve the desired filtering
requirement for the proposed cyber-physical systems.

VI. CONCLUSIONS

The data-driven robust non-fragile Hy, filtering problem for
the proposed cyber-physical systems has been researched in
this paper. The data-driven communication mechanism has
been adopted to reduce the signal transmission frequency
while maintaining filtering performance requirement. The
phenomenon of ROGVs in the implementation of filtering
has been considered. Thus, a data-driven non-fragile filtering
framework is constructed. Based on this unified framework,
the influence of simultaneous presence of networked-induced
packet dropouts, quantization, RONs and ROUs in cyber-
physical systems is investigated. By employing stochastic
analysis and Lyapunov functional approach, sufficient con-
ditions guaranteeing the filter for proposed cyber-physical
system have been derived. Moreover, Hy, filters parameters
have been obtained in Theorem 2. Finally, the proposed data-
driven robust non-fragile filtering method for cyber-physical
systems is confirmed by a simulation.
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