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ABSTRACT Fog computing dramatically extends the cloud computing to the edge of the network and
admirably solves the problem that the brokers (in publish—subscribe system) generally lack of computing
capacity and energy power. However, brokers may be disguised, hacked, sniffed, and corrupted. The
traditional security technology cannot protect the system privacy when facing a possible collusion attack.
In this paper, we propose a privacy-preserving content-based publish/subscribe scheme with differential
privacy in fog computing context, named PCP, where the fog nodes act as the brokers. Specifically, PCP
firstly utilizes the U-Apriori algorithm to mine the top-K frequent itemsets (i.e., the attributes) from uncertain
data sets, then applies the exponential and Laplace mechanism to ensure the differential privacy, and the
broker uses the mined top-K itemsets to match appropriate publisher and subscriber finally. Security analysis
shows that the PCP can guarantee differential privacy in theory. To evaluate the performance of PCP, we carry
out experiments with real-world scenario data sets. The experimental results show that PCP efficiently
achieves the tradeoff between the system cost and the privacy demand.

INDEX TERMS Publish-subscribe, differential privacy, fog computing, privacy-preserving, uncertain

datasets.

I. INTRODUCTION

The publish—subscribe (PS) system has been widely
applied in many modern large-scale mission critical sys-
tems (LSMCS), such as manufacturing production and high-
way traffic monitoring [1]. As an important part of the PS sys-
tem, the broker can be used to decouple the users interaction
and provide asynchronous communications in LSMCS [1].
The broker communicates with different entities (e.g., pub-
lishers and subscribers), matches the suitable user require-
ment, and transmits users’ data [2]. However, with the pro-
liferation of mobile services and applications, brokers are
required to equip with more computing capacity and energy
power. The fog computing can dramatically address this issue
well by extending the cloud computing to the edge of the
network [3]. Fog computing immensely extends the terminal

devices capacity and feasibility. Nevertheless, it also incurs
much higher risks. For instance, there may exist an unethical
broker. What is worse, the legitimate broker may face the
challenges (such as hacking, sniffing and corrupting) from
the potential malicious adversaries [4] and leak the privacy
information of users. These security challenges make the bro-
ker become the vulnerability in fog-based PS system. How to
protect the privacy of users becomes increasingly important.

The straightforward method to resolving this privacy prob-
lem is employing the cryptography mechanism [5]. The most
common cryptography method is encrypting both publishers
and subscribers datasets before sending these data to the
helpers [4], [5]. It can protect the confidentiality and pri-
vacy of system users by directly using encryption algorithms.
However, these traditional security solutions cannot prevent
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the collusion attack. A malicious user (publisher or sub-
scriber) who is supposed to keep the secret (the encryption
key or the content of data) of other users would deliber-
ately leak the secret to the hostile brokers. The malicious
brokers and users collude with each other and share secret,
e.g., 1) the malicious user provides other users’ sensitive data
to the collusive broker in support of analyzing these data,
and 2) the malicious broker provides other users’ data to
its colluders so that the colluders could pretend as the most
suitable candidate to other users. These security risks and
vulnerabilities obstruct the wide deployment of fog-based
PS system.

Differential privacy technology has the great potential to
ensure the data privacy by preventing adversaries from ana-
lyzing data [6], [7]. It adds the artificial noise to the data
before output it so that the adversary cannot figure out the
actual data through the statistical analysis [7], [8]. This fea-
ture can exactly prevent the collusion attack well in the fog-
based PS system. However, the brokers also need to match
the same or the most similar interest between the publisher
and subscriber in PS system. How to balance the privacy of
users and the necessary matching information of personality,
and protect the PS system from the collusion attack simulta-
neously, become an urgent and necessary issue.

In this paper, we propose a privacy-preserving content-
based PS scheme with differential privacy in fog computing
context (PCP). The PCP can ensure the privacy of users,
the functions of PS system, and resist the collusion attacks.
Specifically, the process of this scheme can be mainly divided
into three phases. Firstly, the notification events are gener-
ated for all users, the publishers and subscribers, by lever-
aging the U-Apriori algorithm to mine the top-K frequent
attributes (i.e., itemsets) from uncertain datasets, and apply-
ing the exponential mechanism to ensure the differential pri-
vacy in the mining step. Secondly, the Laplace mechanism
is applied on the discovered top-K frequent attributes in the
first phase, and ensures the differential privacy for entire
notification events. Finally, the brokers utilize the top-K
attributes (of each user) to match the appropriate publishers
and subscribers. The proposed scheme can protect the privacy
and confidentiality of users while maintaining the function
of a typical PS system. We proved that the proposed scheme
can ensure the differential privacy and resist the collusion
attack. Moreover, we conduct the experiments on real world
E-commerce datasets, and the results show that the PCP can
efficiently achieves the trade-off between the system cost and
the privacy demand.

In a nutshell, the main contributions in this paper are
summarized as follows.

1) The PCP, a novel privacy-preserving PS scheme is
proposed by using differential privacy in fog com-
puting context, which can simultaneously ensure
users’ privacy, confidentiality and the function of
publish—subscribe. Moreover, this scheme can resist
the collusion attack and support uncertain datasets
circumstance.
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2) A comprehensive complexity analysis of the proposed
scheme in terms of the data structure, differential
privacy and publish—subscribe service framework is
provided. The analysis results show that the proposed
scheme is e-differential private and can protect the
system security. Meanwhile, this scheme can provide
the publish—subscribe service stably.

3) To illustrate feasibility and availability, we conduct
the experiments on real world datasets (E-commerce
datasets in TTANCHI website [11]). The results demon-
strate that the proposed scheme provides security with
reasonable overhead. In other words, the system run-
time overhead and the privacy demand can reach a
comprehensible trade-off.

The remainder of this paper is organized as follows.
In Section II, related works are reviewed. In Section III,
the useful preliminaries are provided. The system model and
design objectives are presented in Section IV. Section V
elaborates the PCP. Section VI provides the security analysis.
Performance evaluation based on real world datasets is pro-
vided in Section VII. Finally, concluding remarks are given
in Section VIII.

Il. RELATED WORK

In recent years, the PS system has been applied to many
LSMCS as the key technology [2], [4]. The Conseil Europeen
pour la Recherche Nucleaire (CERN) uses the operational
grid activities (monitoring systems) of the large hadron
collider (LHC) to integrate over 100,000 machines in 20 dif-
ferent countries so as to form a grid for processing oper-
ational monitoring data from the LHC and other scientific
instruments of CERN [4]. The city of Tokyo utilizes highway
traffic monitoring which interconnect roadway sensors and
roadside kiosks to a centralized control center so as to deliver
constant updates to kiosks and to gather traffic condition data
from sensors [4]. The grand coulee dam establishes the power
plant monitoring and control to interconnect 40,000 Supervi-
sory Control And Data Acquisition (SCADA) systems con-
trolling the 30 generators of the dam and the transmission
switchyard [4].

In order to protect the the security of PS system, many
security solutions have been designed [4], [5]. The intu-
itive method is through the encryption. Yang et al. pro-
posed an attribute-keyword based access control scheme for
data publish—subscribe in cloud [12]. Tariq et al. designed a
broker-less PS system by using the identity-based encryption
to ensure the security [23]. Tian et al. proposed a PS system
composing of engine, subscription manager and matching
engine to achieve security [14]. Nabeel ef al. introduced a
feasible solution to meet many constraints based on the public
key cryptosystem [15].

In briefly, the aforementioned works only consider
a specific scenario. With the emergence of internet of
things (IoT), the security risks have drawn increasing atten-
tion [10], [24]-[27], [39]. To accommodate different cir-
cumstances (e.g., in the distributed environment) and higher
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requirements (posed by the practical applications) to PS sys-
tem, various countermeasures were proposed, such as [9]
and [16]-[18]. Meanwhile, to solve the ever-growing secu-
rity risks of PS system in new circumstances, a number
of schemes were also proposed. Diro et al. proposed a
lightweight scheme by using elliptic curve cryptography to
ensure security in fog-based PS system [20]. A secure PS
system that provides user data privacy by using hierarchical
inner product encryption was proposed by Rajan et al. [21].
Beligianni et al. presented a solution that preserved consumer
privacy in smart grids [22]. Due to the complex environment,
more practical solutions need to be exploited. Moreover,
the security threats (such as the collusion attack) still need
to pay more attentions [13].

The differential privacy technology is a proper option to
protect fog-based PS system security. Flourishing with the
technology of big data and IoT, differential privacy becomes
a hot area of research [19], [28]-[31]. Dwork and Roth
discussed the differentially private methods for mechanism
design and machine learning in [28]. Dwork reviewed the
definition of differential privacy and provided a survey to the
differential privacy frontier [29]. Zhang et al. proposed a dif-
ferentially private method called PRIVBAYES for releasing
high-dimensional data [30]. Li et al. presented an algorithm
called PrivBasis that can find the most frequent itemsets with
differential privacy [31].

Different from the aforementioned works, this work
focuses on uncertain datasets of users, considers a PS system
in fog-based context, adopts the differential privacy tech-
nique, achieves the privacy and security of users’ data and
prevents the collusion attacks in PS system.

Ill. PRELIMINARIES

This section reviews the main fundamental concepts related
to our work, including frequent uncertain itemset mining [36]
and differential privacy [33].

A. FREQUENT ITEMSET MINING

Frequent itemset mining (FIM) is utilized in data mining for
exploring the frequent of itemsets in a given dataset. The
FIM can discover all the greater than or equal to 8-frequency
itemsets together with their frequencies by inputting 6 param-
eter, or return the top K most frequent itemsets with their fre-
quencies by inputting integer K. Most of the FIM algorithms
for certain datasets are based on the Apriori algorithm [40].
Moreover, the U-Apriori algorithm, inherited from the
Apriori, can be extended to deal with the uncertain datasets
by using the concept of expected support count [36]. For
convenience, let the abbreviation of U-FIM denotes the algo-
rithm of frequent itemset mining for uncertain datasets in this
paper.

Suppose that all the records in uncertain dataset are
mutually independent, and let all uncertain items in the
same record are mutually independent. For a set of pos-
sible database D = {d|,da, - ,d|q|}, each possible data
D,(1 <w <|d|), Let P(D,,) denote the probability of a
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possible data D,,. The P(D,,) can be obtained by [36]:

P(Dy)

=Tl T] Pecew- [] a-Poeun| M

i=1 \xel(Dy,i) V&I (D, i)

where I (D,,, i) denotes the set of items that contained in
record i and belonging to D,,,.

Let the S, (X) denote the expected support of itemset X,
it can be obtained by [36]:

|d]

Se(X) =) P D) xS (X,Dy) )
i=1

where S (X, D;) is the support counter of itemset X in possible
data D,,.

B. DIFFERENTIAL PRIVACY

The differential privacy was designed to preserve the privacy
of datasets. Namely, with the differential privacy mechanism,
adding or removing a single item of datasets, the output of
data analysis will be the same as input. Evidently, the output
cannot be used by adversaries to gain access to users, data by
using their background information [29].

Suppose two databases Dy and D;, are two neighboring
databases that differ by no more than one record.

Definition 1 (e-Differential Privacy [32]): For a random-
ized algorithm A gives e-differential privacy if for any pair
of neighboring datasets D; and D, of Hamming distance
d(D1,Dy) <1, and any S € Range(A),

Pr{A(D;) = S] < ¢ - Pr[A(D>) = S] 3

where € is the privacy budget of differential privacy.

The maximal possible difference value between the outputs
of the pair of neighboring datasets can be obtained by using
the sensitivity, defined as follows.

Definition 2 (Sensitivity [33]): Let D denote the space of
all databases. For a given functionf : D — R?, the sensitivity
of f is:

Af = max If(D1) —f (DI “)

where D and D5 are any pair of neighboring datasets.

Lemma 1 (Composition Lemma [34]): For a given
sequence of algorithm f = fi, f>, - - - , f§, if each algorithm
fi(1 <i < s) can ensure ¢;-differential privacy, the algorithm
f canensure ) ;_, ¢-differential privacy.

The approach to design the scheme that satisfy
e-differential privacy can generally be divided into the
Laplace and exponential based mechanisms. Both of them
will be used in this paper.

1) LAPLACE MECHANISM
The Laplace mechanism computes the function g on the
dataset D and adds a random noise Lap(8). The noise Lap(f)
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FIGURE 1. Network model.

denotes a random variable sampled from the Laplace distribu-
tion with scale parameter §. Its probability density function
is p(x) = Lﬁ exp (—%l .

Definition 3 (Laplace mechanism [32]): For the given
database D and a function f : D — R its sensitivity is Af.
The algorithm provides e-differential privacy:

Af
AD) = f(D) + Lap<?> )
where Af = maxp, p,:.p,~p, [f (D1) —f(D2)|, and
Pr[Lap(B) = x] = 55 exp ().

2) EXPONENTIAL MECHANISM
The exponential mechanism samples the set of all possible
answers in the range of g according to an exponential dis-
tribution (the more accurate answers will be sampled with
higher probability) and then computes a function g on a
dataset D.

Definition 4 (Exponential Mechanism [35]): Given
a randomized algorithm M, input dataset D and out-
put entity object r € Range, for a quality function
qg:D xR— R, its global sensitivity Af, is defined as
Af, = max, max(p, p,):p,~D, |q(D, r)—q(D, r)|. Then,
the algorithm M satisfies e-differential privacy:

Pr[M(D) = r] o< exp <ﬁq(D, r)) 6)
q

where the real valued score g(D, r) indicates how accurate it
is to return r when the input dataset is D.

IV. SYSTEM MODEL AND DESIGN GOALS
In this section, we present the system model and the design
goals.

VOLUME 5, 2017

A. NETWORK MODEL

We consider a fog-based PS scheme including N brokers
and M users (including publishers and subscribers), as shown
in Fig. 1. The fog-based PS system environment consists of
users, brokers and many OpenFogs. Users communicate with
each other through the OpenFog by connecting the broker in
proximity. Content-based data dissemination is employed for
event routing. Denote A be the event space which is com-
posed of a set of 7 attributes B;, where A = {By, By, - - - , Bs}.
Each attribute is characterized by an exclusive identifier
and its data type (i.e., integer, floating point, and character
strings). An event is constituted by the different attributes
and relevant values. A broker matches a given publisher and
subscriber by comparing the attributes in their events.

1) Broker acts as the role of man-in-the-middle between
the users in PS system. The broker receives the noti-
fication events of users and temporarily stores these
events for sending to destination users at the appropri-
ate time. Moreover, the broker matches these received
notification events by analyzing the attributes and data,
and then sends the matching notification to the matched
users. Actually, the broker corresponds to the fog
node in fog-based PS system circumstance. The power,
computing and storage capacity at each fog node are
limited.

2) Usersinclude publishers providing the service or resource
and subscribers consuming the service or resource
in the local area. The publishers and subscribers
are denoted by P = {py,p2,---,pmu} and S =
{s1,52,---,sn}, respectively. Each user has itself
profiles (e.g., unique identifier, attributes, notifica-
tion events and processed datasets) by performing the
system default initial procedure. Once receiving the
matching notification from the broker, 1) the publisher
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sends its resources (include its datasets or application
interface) to broker, and 2) the subscriber sends its
profile information to broker to confirm and connect
the publish service.

B. SECURITY MODEL

Malicious users and brokers may involve in the PS system
and launch attacks in the packet delivery and user match-
ing. We define two types of attacks: 1) privacy leakage
attack (PLA) and 2) collusion attack (CA). Some brokers may
curiously collect and analyse users’ preference and private
profiles. PLA attempts to breach and reveal users’ private and
sensitive information. The privacy can be disclosed during
matching the relative users, storage (caching the datasets)
and the packet delivery phases. On the other hand, mali-
cious users may collude with corrupted brokers to break the
datasets of legitimate users. Accordingly, it is possible to deny
using or providing service such that the malicious user may
reject paying or deny of service. These two kinds of attacks,
i.e., PLA and CA, can cause massive communication, com-
puting and storage overheads. Meanwhile, it would destroy
the confidentiality and feasibility of PS system.

1) ATTACKER MODEL

The attacker model is similar to the commonly used honest-
but curious model [37] and the attacker has all the background
information about users’ datasets. We assume that the com-
munication channels are non-secure channels, which is more
practical. All the entities (i.e., publisher, subscribers, and bro-
kers) are computationally bounded, and the brokers are con-
sidered to have more computing and storage capacities than
the publishers and subscribers. Publishers and subscribers
distrust each other but both trust the brokers. Nevertheless,
brokers do not trust any publishers or subscribers. Moreover,
all the entities are honest and perform functions following the
designed protocol strictly. Additionally, normal brokers dif-
fuse the proper events, while malicious brokers and users (the
publishers or subscribers) may collude with each other.

1) Broker colludes with publisher: The malicious brokers
and publishers may spread the fake or duplicate events
to the overlay PS network. Moreover, malicious pub-
lisher can give other subscribers’ confidential informa-
tion to brokers (for the future data analysis), leading to
the privacy leakage.

2) Broker colludes with subscriber: The malicious bro-
kers and subscribers may deny admitting matching
accomplishing or utilizing data and services from the
legal publishers.

The published events in the PS scheme always be attractive
to the inquisitive publishers. Likewise, subscribers are inquis-
itive to pry into the subscriptions of other subscribers and
the events published by publishers which are not authorized
to subscribe. Moreover, the corrupted broker may pry into
the private information while its processing the disseminating
and matching processes.
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C. DESIGN GOALS

The design goal is to develop a fog-based privacy-preserving
PS scheme. Specifically, we aim to achieve the following
objectives:

1) Practical Goals: Confronted by the massive hetero-
geneous data and emerging network architecture with
computing and storage resources at edge, our goal is to
develop a practical scheme to ensure user data privacy
in PS mechanism. The proposed scheme should be
deployed appropriately in fog computing environment
with minimal extra computational, storage and commu-
nication overheads to the users. Specifically, the pri-
vacy protection mechanism should not cause too much
costs and maintenance can be performed efficiently and
practically.

2) Security Goals: Our security goal is to preserve the
user’s privacy against PLA and CA. 1) The proposed
scheme should protect the data privacy in dissemina-
tion. The adversary cannot discover private information
by directly analyzing the transmitted event datasets.
2) The CA should not be able to forge the legitimate
events or to deny the fact that it had been used the
resources and services, because the data analysis out-
put dose not change by adding or removing an item
to or from the datasets.

V. PROPOSED PCP SCHEME
In this section, the PCP, a fog-based privacy-preserving
PS scheme is proposed. This scheme can be divided
into three main procedures, encompassing 1) notification
event production, 2) data privacy protection, and 3) events
matching.

As shown in Fig. 2, the framework of PCP includes the
following steps.

1) Notification Event Production: The PS system
generates the notification event for each user (each
publisher and subscriber) respectively, which contains
the users’ content profiles (e.g., unique identifier and
attributes). To prepare the notification event, the PS
system employs the top-K U-FIM algorithm on user’s
uncertain datasets to mine the top-K most frequent
itemsets. Then, the exponential mechanism of differ-
ential privacy technique is applied to these mined top-
K most frequent itemsets for achieving differential
privacy.

2) Content-Based Event Privacy Protection: Based on
the mined frequent itemsets from uncertain datasets,
the Laplace mechanism is applied to ensure differential
privacy for the operated datasets.

3) Events Matching: The broker uses the attributes of the
top-K most frequent itemsets to match the correspond-
ing events.

For convenience, the key notations used in Section V are
given in TABLE 1.
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FIGURE 2. The framework of privacy-preserving content-based publish-subscribe scheme.

TABLE 1. Notations.

Symbol | Description
S a set of uncertain dataset

n the size of dataset

m the size of alphabet

l the length of itemset

“w the error parameter

[ the confidence parameter
K
IS

the number of specified patterns
the expected support of the Ky most frequent itemset
.(7) | the expected support of itemset T
«(7) | the noise expected support of itemset T
€ the privacy budget for differential privacy
f(r) the truncated expected support of itemset 7

i i

A. NOTIFICATION EVENT PRODUCTION

In notification event production procedure, PS system gen-
erates the notification event, by means of U-FIM and differ-
ential privacy, to each publisher and subscriber respectively.

According to Lemma 3 (explained in Section VI),
the error parameter y = 4?K (In & +1n (7). For every
itemset mined by PS system, it has to go through the
entire dataset once in this step.

3) After determining the top-K most frequent itemsets,

the PS system samples these itemsets from the uncer-
tain dataset without replacement. In this step, we use
the truncated expected support to sample K itemsets.
According to Definition 4 and Equation (6), for the
probability of choosing a specific itemset denoted as

Pr (), it holds that Pr (8) o exp (&f (5)).

4) For the notification event of a given user, PS system

adds the rest information (e.g., the unique identifier of
user and timestamp) to it.

Algorithm 1 illustrates the notification event production
procedure in the privacy preserving PS scheme.

The notification event includes the attribute list of top-K most Algorithm 1 Producing Notifications

frequent itemsets, unique identifier of user and the timestamp. Input: Uncertain dataset S, set of items 7, datasets size

The proposed notification event production approach, mines
the top-K most frequent itemsets and protects these frequent
itemsets in the uncertain datasets. Specifically, it includes
three steps as follows.

1) The PS system runs the U-FIM algorithm for uncertain
datasets to get the K itemsets from datasets with the
expected support greater than or equal to fx = V.
To mine the desired K itemsets, this approach utilizes
the U-FIM algorithm twice. The first round applying
U-FIM is to get the frequent threshold fx .

2) The second round is to get all the itemsets with the

N, top K, privacy budget €, itemset length /, expected
support of the K;; most frequent itemset fx, truncated
expected support f, and error parameter [

: Preprocessing: Initialization and applying U-FIM algo-

rithm to find all the itemsets from uncertain datasets with
the expected support > fx — u.

: Sampling and adding noise: Sample the K itemsets with

Prir] « exp &f (r)) and without replacement. Add

Lap 2TK> noise to the sampled itemsets.

: Packaging: Package the notification event with adding

the unique identifier of user and timestamp.

expected support greater than or equal to fx — w.

VOLUME 5, 2017
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Algorithm 2 Applying U-FIM

Algorithm 3 Applying Exponential Mechanism

1. procedure ApplyUFIMAlgorithm(S, €, [, K, fx, i)

2 function GetExpectedSupport(S, fx, T, f, N)
3 Ky, < 0

4: for each t € S do

5: f (¥) < ESupp (1);

6: if f (t) > fx and [N U Ky| < K then
7 Kin < Koy U {t};

8 end if

9: end for

10: return K,;

11: end function

12:

13: function FindFrequentltemsets(S, n, €, fx, T)
14: L1 < GetExpectedSupport (S, fx, 7);

15: |l <2, L < Ly;

16: while L;_; 2@ and |[L| < K do

17: S «—{eUBla,Beli_1 Ao < B);
18: L; < GetExpectedSupport (S;, fx, T, L);
19: L<—LUL,]<[+1;
20: end while
21: return L;
22: end function

23: end procedure

Namely, Algorithm 2 demonstrates the procedure of
applying the U-FIM algorithm.

Algorithm 3 demonstrates the procedure of applying
exponential mechanism.

B. CONTENT-BASED EVENT PRIVACY PROTECTION
After generating the notification event, the top K most fre-
quent itemsets and their frequencies are discovered. In order
to protect the differential privacy of datasets, the scheme
applies the Laplace mechanism of differential privacy tech-
nique which utilizes a zero mean Laplace noise with the
parameter ZTK to disturb the true frequencies of the top K
sampled itemsets.

According to Definition 4, Lemma 2 and Equation (5),

we can obtain

Y K
Se(ti) = Se(ti) + Lap(é/_2>

2K
= Se(ti) + Lap -~ (7
where 7;(1 <i<K) is the itemset of discovered top
K frequent itemsets from uncertain datasets, and T =
(t1, 725 ..+, TK).

Algorithm 4 illustrates the details of applying Laplace
mechanism on event data in the privacy preserving PS
scheme.

C. EVENT MATCHING
In the following, we elaborate the matching approach as
follow. Since the attributes of each event has already been
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1: procedure Sampling and adding(S~s, 4, €, I, K, fk, i,
N)

2: N « |S>F,(7;4| +1;

3: Create an array A[1,--- ,N — 1];

4: fori=1toN — 1do

5: Aj.itemset < Ssp,—y (0);

6: Ai.ESupp < ESupp (S=F,—u (D));

7: Aj.expData < exp < ESupp O~ 0) E%Fk"‘(')));
8: end for

9: Ap .itemset < lowESuppltems;

o (D)= S e (02
11: Create a doubly linked list DbL with N nodes and
stores DbL; and ) Aj.expData in it;

i<j<N 4

12: Banned < (, Output < (;

13: fori =1to K do

14: flag < TURE,j < 1,

15: while flag < TURE do

16: Generate Y ~ Bernoulli (W);

17: if N == j then ’

18: flag < FALSE,;

19: Randomly sample itemset 7 from the col-
lection of all length [ itemsets;

20: Banned <~ Banned U T,
Output .itemset < t, Output .ESupp < f — K — u;

21: Updata Ay and X;

22: else if Y == 1 then

23: Output .itemset <« Aj.itemset,
Output . ESupp < A;.ESupp,

24: Updata X,;, Remove Node DbL; and N <
N —1;

25: flag < FALSE;

26: end if

27: j<—j+1

28: end while

29: end for

30: fort =1toN — 1do

31: Output .ESupp < A;.ESupp + Lap (2?),

32: t<t+1;

33: end for

34: return Output;

35: end procedure

discovered, the matching approach uses these attributes to
match the correlative events by comparing them. Namely,
the attributes are prepared to match the top K sampled item-
sets. These attributes can be divided into three categories,
including numeric, string and complex attributes [23]. The
details of these three types matching will be described in the
following.

1) NUMERIC ATTRIBUTES
For the y different numeric attributes in a given event, the
y-dimensional spatial indexing approach [23] can be used to
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Algorithm 4 Applying Laplace

Input: Uncertain dataset S, set of items 7, datasets size
N, top K, privacy budget €, itemset length /, expected
support of the Ky, most frequent itemset fx, truncated
expected support £, and error parameter

1: procedure ApplyLaplace(S~f,—u, €, [, K, fk, u, N)

2 N<—|S>fk_M,X<—®,o <~ fi — I

3: return Pg.ore (€) s

4 fori=1toN do

5: Xj.itemset < Sp, (D), X;.ESupp <~

ESupp (Sfe—u (D):

6: end for

7 lEsupp < K-th highest noisy expected support in X;
8: if [gs.pp > o then

9 p < sexp <——|0_[4Els<”pp|e);
10 else

11: pel—%exp(—@%"lé);
12: end if

13: Y ~ Binom ((rl") — N,p), Banned < 0,
14: fori=N+1toN+1+Y do

15: Randomly sample itemset t from the collection
of all length / itemsets;

16: Banned < Banned U t, X;.itemset < T,
Xi.ESupp <« o;

17: X;.noisyESupp ~ exponential distribution with
mean [gs,pp + 4?K;

18: end for

19: Set the top-K itemsets to Output;

20: return Output;

21: end procedure

process such numeric attributes matching. The spatial index-
ing approach classifies the event space into regular subspaces,
which makes the space as an enclosed approximation for the
subscriptions and advertisements, as shown in Fig. 3.

The subspaces are labeled by a bit string of “0”” and “1”".
A planar subspace Z; covers the planar subspace Z,, where
Z, is a suffix of Z;. For a subscription or advertisement,
it can be represented by one or more subspaces composed
of peer. For instance, as shown in figure 3, Sp; is mapped to
one subspace with the label {11} and Sp; is mapped to two
subspaces with the labels {110, 111}. Moreover, for a given
event, it probably has large amounts of numeric attributes.
Accordingly, the number of subspaces that these numeric
attributes mapped to would be very large. In order to solve this
issue, PCP decomposes the domain of each attribute into sub-
spaces separately. The binary tree can be built separately for
each attribute to solve the attribute decomposition, as shown
in Fig. 3.

2) STRING ATTRIBUTES

The above introduced spatial indexing approach can also deal
with the data type of string when the data type has a known
domain. Fortunately, string attributes usually have the statis-
tics of its maximum number of characters and this feature
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FIGURE 3. Numeric attributes.

makes the string attributes to have known bounds. By using
the hashing technique or other linearization methods [23],
the string attributes can be linearized and consequently be
indexed. For the sake of indexing and matching the attribute
of the event, the prefix matching dictionary tree has been
built, as shown in Fig. 4. Each node in this tree is appointed
to one single character string, which is same as its subscrip-
tion or advertisement. All the events correspond to the leaf
nodes of the prefix matching dictionary tree. In brief remarks,
the longest path from leaf node to the root of a given attribute
A; in this dictionary tree is L;, where L; is the length of the
longest string appointed to a leaf node. Intuitively, the suffix
matching can similarly apply this approach.

3) COMPLEX ATTRIBUTES

In practical applications, the event always contains both
type of attributes, i.e., the numeric and string, and the PCP
defines a method of conjunction on these different pred-
icates. A subscription or advertisement matches an event
if and only if all the attributes successfully satisfy its
predicates. For instance, consider an advertisement f; =
{Score = [4, 5] A Categoryname = Snack} and a subscrip-
tion f, = {PP = [80, 100] A Cityname = Chengdu}, where
PP is Per-Payment. The proposed approach 1) finds the
numeric and string attribute respectively, and then 2) eval-
uates the conjunction predicates whether the conditions are
true or not. The proposed approach successfully matches an
event and an advertisement or subscription if and only if there
exists an event satisfying the conjunction predicates.
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Subscriptions

FIGURE 4. The example of prefix matching dictionary tree.

V1. SECURITY ANALYSIS

This section discusses the security properties and proves that
the proposed privacy-preserving PS scheme is e-differentially
private.

We obtain the sensitivity of truncated expected support of
itemset in Lemma 2 as follows.

Lemma 2: Let T and T be the two of n uncertain transaction
datasets with only one different record. Let fT () and 7 (7)
represent the expected support of an itemset t in 7" and T,
respectively. Let fKT and fKT is the expected support of the
K-th most frequent itemsets for uncertain dataset 7 and T,

respectively. I = [‘L’|‘L’ eTNrte T} be the intersection of

T and T. m is the record number of uncertain datasets and
t; (1 <j < m) represents a record in uncertain datasets. Then,
we state that the sensitivity of truncated expected support of
any itemset T is 1.

Proof: According to Equation (2) in Section III, we can
calculate the expected support of itemset T [36]:

To=> TP ey) (8)

j=1teT

Forl} = {‘C|‘[ ¢TNte T}and]z = {‘L’|‘C eTNt ¢ T},
we have

f=H +e I -5t

Tk = |- =l -l =1 ©
{fKT =fg +a o :
17970

According to Equation (8), we can obtain the expected sup-
port of itemset T in uncertain datasets T and T, respectively:

7|
o= TP(rey
j=11teT
I
=Y [[Prey)+][Pcen) 0
j=11teT teT
) 7]
) = ZHP(I en)
j=11teT
I
=Y [[P(ren)+]]Pceny an
j=1teT teT

As inequalities 7 (v) > f;I — B and f7 (v) > ;I — B hold,
we have

<1

lFro-fo) = H]‘[P(r en-[[raen)
teT

teT

(12)

As inequalities f 7 (7) szT -8 andfT (1) <fo — B hold,
we have

f@ =T =@ +p
<ff@-p+f1+8p
<1 (13)

and
M@ =M@= -1

From Equation (13) and Equation (14), we can obtain

ro-rT@| <1

(14)

(15)
Since fT () < fI — B and f7 (1) <fo — B hold, we have

rro-rf@| =" @-p-rT@+p| =1
(16)

To sum up, the sensitivity of truncated expected support of
any itemset 7 is 1. [ ]

The following Lemma 3 defines the error parameter 1 used
in PCP.

Lemma 3: Let T be the set of sampled itemsets in U-FIM
sampling procedure and / be the maximal length of the item-
sets in T. For all § > 0, with probability at least 1 — §,
the expected support of all the itemsets in 7 are greater than
fx — 1, where u = 4TK (In %( +1n(7)).

Proof:  Suppose that the itemset, with the trun-
cated expected support g, has not been sampled. Then the
probability of an itemset has been sampled is less than
exp (—5%) [34], where the truncated expected support of this
itemset is less than g — §. In the whole sampling procedure,
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the maximum probability of sampling the itemset that its trun-
cated expected support s less than g—8 is n' -exp (— 5k ) [34].
This is because the numbers of itemset with the truncated
expected support < g — 8 are no more than n’. For all the K
sampled itemsets, the maximum probability of these itemsets
with the expected support < fx — u is K - n' - exp (—5%).
Let 8 > K - n' - exp(—4k), and then we can obtain p >
. (& +1(})). |
Theorem 1: Algorithm 1 is 5-differentially private.

Proof: The third step in Algorithm 1, i.e., sampling
the K itemsets without replacement, successively performs
the exponential mechanism (explained in section III) for
K times essentially. According to Lemma 2, the sensitivity
of the truncated expected support of any itemset 7 is 1.
Thus, the sensitivity of the truncated expected support of top-
K frequent itemsets is K. Moreover, according to Defini-
tion 4, the probability of the no-replacement sampled itemsets

meet the condition of Pr[M (T) = t] « exp (%) =

exp (gﬁl(g)). As a result, the Algorithm 1 is §-differentially
private. ]
Theorem 2: Algorithm 2 is §-differentially private.

Proof: As the proof of Theorem 1 that the sensitivity
of the truncated expected support of top-K frequent itemsets
is K. According to Definition 3, the scale parameter is %K
Hence, algorithm 2 is §-differentially private. [ ]

Theorem 3: The proposed privacy preserving content-
based publish/subscribe scheme is e-differentially private.

Proof:  According to Theorem 1, Theorem 2 and
Lemma 1, we can obtain that the proposed privacy preserving
content-based publish/subscribe scheme is e-differentially

private. u

VIl. PERFORMANCE EVALUATION

We conduct the experiments to evaluate the performance
of the proposed privacy preserving content-based pub-
lish/subscribe scheme.

A. SIMULATION SETUP

We evaluate the performance of PCP using a desktop com-
puter with a 3.30 GHz Intel CPU, 16GB RAM, and win-
dows 7 OS. A python environment is built to simulate
the U-FIM, differential privacy and content-based publish—
subscribe (CBPS) system. We utilize two reak-world datasets
to simulate the communications of fog-based CBPS system
and verify the availability and efficiency while protecting
the data privacy. These datasets can be obtained from the
TIANCHI website [11]. The parameters of these datasets are
given in table 2, where the number of items is denoted as m
and the number of operations on dataset is denoted as n. In
order to add uncertainty to some of these datasets, an existen-
tial random probability in the range of (0, 1], is assigned to
each item in each operation.

B. SIMULATION RESULTS
We first measure the average time delay of the subscribers to
connect to fog-based PS system. The time delay is measured
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TABLE 2. DataSets.

Field m n Description

shop_id 2305 46535 the ID of seller
city_name 236 6852 the city name

location_id 1984 35489 the ID of sellers’ location
per_pay 6544 842120 | consumption per person
score 1574 55742 | evaluation score
comment_cnt 842 8721 the quantity of evaluation
shop_level 10 76231 the level of the shop
cate_1_name 6214 125486 | the name of category 1
cate_2_name 9574 6734 the name of category 2
cate_3_name 468 4116 the name of category 3
user_id 100255 51259 the ID of user
time_stamp 452 56325 time of payment
shop_id_paid 821 23684 | the shop ID of user paid
location_id_user 6751 3236 the location ID of user
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FIGURE 5. The average connection time delay of the subscribers.

from the time that a subscriber begins to connect to an appro-
priate broker in an OpenFog till the time that the subscriber
and broker are connected successfully. Fig. 5 shows that the
average connection time delay increases with the number
of subscribers in the PS system, because more subscribers
lead to more communication and computation overhead (e.g.,
increasing the breadth and depth of attribute tree). As shown
in Fig. 5, in the beginning, the average connection time delay
of the original PS system increases rapidly. Then, it rises
along with the increasing of number of subscribers very
slightly. Similarly, the average connection time delay of pro-
tected system (the proposed PCP) first increases rapidly and
then the growth becomes slow. This is because the PS system
can generate each attributes binary tree in parallel and each
subscriber can connect the system simultaneously.

Then, we evaluate the average event propagation time
delay of subscribers. The time delay of each subscriber is
measured from the propagation of event by the publisher till
the subscriber is successfully matched and served. As shown
in Fig. 6, the average event propagation time delay of the
original and protected system increases with the number of
subscriber, and the protected system costs more time than
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FIGURE 6. The average event propagation time delay of the subscribers.

the original system intuitively. This is because the increasing
number of relevant subscribers is the same as the increasing
depth of the propagation tree.

Next, we validate the precision of PCP with different K.
The precision is used to assess the accuracy of mined top-K
attributes of user (publisher or subscriber), which is defined
by Equation (17) as follows [19]:
[UnU'|

1%
where U is the set of top-K frequent attributes and U’ is the
set of the frequent attributes obtained by PCP. Fig. 7 shows
that, for K = 6, the precision of all attributes (itemsets)
fluctuates, which is within the scope of (0.82, 0.96) with the
increase of the privacy budget € from 0.75 to 1.4. Accord-
ing to Definition 3 and Equation (5), a larger value of the
privacy budget € means a smaller Laplace noise, leading to
more precise results. Moreover, according to Definition 4 and
Equation (6), the probability of the top-K frequent itemsets
has been chosen increases with the privacy budget €, and a
larger probability corresponds to a greater level of precision.
However, as shown in Fig. 8, it can be seen that a larger value
of K means a lower precision. The precision can maintain
stability at the beginning, however, it begins to decline with
the increasing of K. This is because, according to Equa-
tion (2), a larger value of K leads to a greater probability of
low expected support frequent itemset has been chosen. As a
result, the precision drops.

After that, we compare PCP with the MESA approach,
in terms of the average matching time [38]. The MESA
approach is used to contrast the effect of matching as it
focuses on matching of both certain datasets and uncertain
datasets in the PS system. Note that, most methods are focus-
ing on the certain datasets. The matching time delay is mea-
sured from the time that a subscriber sends a subscribe request
to the system till the time that a broker successfully matches
the subscriber and publisher. Fig. 9 shows that the average

Precision = 17
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matching time delay of all the three methods increase with
the number of subscribers. The two matching time curves for
the original system and MESA method are very close. The
matching time of the protected system obviously exceeds the
other two methods, and the reason for this result is that there
is an overhead of approximately 0.16-0.23 seconds due to
privacy mechanism.

Finally, we compare the PCP with the identity-based
PS system (short as IBE system) [23], in terms of the overall
average time delay. IBE system is designed as a broker-less
mechanism to prevent the man-in-the-middle attack. How-
ever, this mechanism cannot address the shortage of com-
putational and storage capability for the users. We measure
the average time delay of the end-user equipments denoted
as User Equipment Only, As shown in Fig. 10, the time
delay of the protected system and the User Equipment Only
increase fiercely with the number of subscribers. Neverthe-
less, the time delay of the original system and the User
Equipment Only increase very slightly with the number of
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subscribers. The reason is that both the protected system
and the IBE system utilize the algorithms that require lots
of computing and storage capacity (e.g., the differential pri-
vacy and identity-based encryption algorithms). Fortunately,
thanks to the fog computing, PCP can transfer the computing
and storage overheads to the brokers (i.e., the fog nodes),
which can greatly improve the feasibility and availability of
PCP in practical applications.

VIIl. CONCLUSION

In this paper, a privacy preserving content-based pub-
lish/subscribe scheme has been proposed to achieve the secu-
rity and privacy protection in fog computing context. The
proposed scheme 1) finds the top-K attributes of each event
by utilizing U-FIM, 2) achieves the differential privacy by
utilizing exponential and Laplace mechanisms, and 3) utilizes
the complex attributes matching method to match the event
of users appropriately. Security analysis demonstrated that
the proposed PCP scheme can ensure the differential privacy
and security. Finally, the experiments have been conducted
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to evaluate the performance of PCP. The results showed that
the proposed privacy preserving CBPS scheme can achieve
the privacy protection and alleviate user cost of computing
and storage. These features make the proposed PCP scheme
feasible and available in fog computing applications.
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