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ABSTRACT A fast dual polarization hopping (FDPH) system is designed to enhance the physical layer
secure transmission in fixed down-link satellite communications. In order to prevent the eavesdropper from
detecting transmitted signals, a pair of dual polarization states is chosen to carry the modulated signal by
the designed FDPH pattern. The polarized signal is transmitted through orthogonal dual polarized parabolic
antennas by the virtual polarization technique. Due to the assumption that the designed FDPH pattern is
synchronous among the legitimate users, the legitimate receivers apply oblique projection polarization filter
to suppress one of dual polarization states, and then have a polarizationmatch to recover the scalar modulated
signal and demodulate the scalar signal, whereas the eavesdropper cannot match the right polarization state.
Therefore, the eavesdropper receives random amplitudes signal owing to the fast polarization hopping. If
the modulation scheme is ASK and quadrature amplitude modulation, the demodulation performance of the
eavesdropper would be very poor, resulting in a high bit error rate. Moreover, there is severe distinction
in orthogonal dual polarized channel. The legitimate users would have a pre-linear compensation with
perfect channel state information, which further worsen eavesdropping. Thus, the eavesdropper cannot even
demodulate the phase-shift keying signal because of the time varying orthogonal dual polarized channel and
auxiliary polarized angle. Simulation results demonstrate the secure performance of our design.

INDEX TERMS Physical layer secure transmission, satellite communications, fast dual polarization
hopping, oblique projection polarization filter, orthogonal dual polarized channel.

I. INTRODUCTION
Satellite communications (SATCOM) systems, due to the
inherent broadcasting nature and vast coverage area, are
especially prone to security threats [1]. However, higher-
layer cryptographic mechanisms are faced to be cracked
with the development of computing power. In wireless
communications, the key assumption to guarantee positive
secrecy rate is that the legitimate users have better signal-
to-noise ratios (SNR) than the eavesdroppers according to
information theory, which is not always the case [2], [3].
To improve the secrecy rate under unfavorable conditions
where legitimate users have worst SNR, one possible way
to ensure positive secrecy rate is adopted multiple-input
multiple-output (MIMO) antennas at the transmitter and/or
receivers. When channel state information (CSI) is avail-
able, the secrecy capacity and optimization of the systems
have been studied in [4]–[6]. Another promising approach
is embed artificial noise (AN) [7] in the transmission of the
information bearing signal for the purpose of degrading the

channels to eavesdroppers, and AN is chosen to lie in the
null space of the legitimate channel. Another typical secure
model [8]–[10] applies multi-relays, which is designed to
perform one of three different operation modes: amplify-and-
forward (AF), decode-and-forward (DF), and cooperative
jamming (CJ). Both MIMO and multi-relays are aimed to
enhance the legitimate user’s channel quality and deteriorate
the malicious eavesdropper’s.

However, there is severely distinction between the ter-
restrial communications and fixed SATCOM. The chan-
nel is almost addictive white Gaussian noise (AWGN)
channel, whilst it is impossible to achieve multi-relays in
fixed SATCOM. In order to ensure secure transmission in
SATCOM, the feasible way is to prevent the eavesdropper
from detecting the target communication signal, such as
direct sequence spread spectrum (DSSS) techniques [11],
frequency hopping spread spectrum (FHSS) techniques [12],
beam-forming techniques [13], [14] and meteor burst com-
munication (MBC) techniques [15], etc. DSSS and FHSS
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become less attractive choices owing to high cost involved in
the spectrum occupation. Beam forming requires the location
of eavesdroppers as a priori information. Actually, it is very
hard to find the specific location of the eavesdroppers in prac-
tical case.Moreover, the satellite ought to be equipped phased
array antennas, which costs a lot. Nonetheless, MBC has
advantages in security and reliability. However, the long inter-
mission for data transmission and the low average throughput
of meteor channels limit its wide applications.

Fortunately, the polarization of the electromagnetic (EM)
wave, an inherent attribute like frequency, amplitude
and phase, provides an additional independent resource
domain [16], [17]. It has been studied over several decades
and also has many applications in optical fiber, radar, and
satellite communications. One major advantage of polariza-
tion utilization is its potential to enhance channel capacity,
since polarization provides independent degrees of
freedom (DoFs) for information transmission. Theoreti-
cally, six co-located orthogonally polarized electrical and
magnetic dipoles can offer up to six DoFs in a multi-
path scattering environment, that is, the ultimate sixfold
improvement in channel capacity can be achieved [18].
Recently, co-located orthogonally dual-polarized anten-
nas (ODPAs) have become a promising cost- and space-
effective configuration and have beenwidely used in practical
deployed wireless communication systems [19], [20]. The
use of dual-polarized antennas enables receivers to obtain
polarization information derived from the amplitude ratio and
relative phase between two orthogonally polarized branch
signals [21]. Since polarization is an independent parameter
of waves, it can be used to design several technologies, such
as polarization-based modulation [22], polarization-based
signal sensing [23], polarization-based orthogonal transmis-
sion [24] and polarization-based filtering [25].

The fast polarization hopping has been used to miti-
gate prolonged deep fades in wireless communications [26].
Whereas, in this paper, the focus turns to employ a physical
layer secure transmission scheme at polarization domain in
the fixed down-link SATCOM system. To be specific, a high
spectral efficiency fast dual polarization hopping (FDPH)
system is designed to combine anti-detection and modula-
tion information protection. We choose a pair of dual polar-
ization states by the designed FDPH pattern to carry the
modulated signal. The legitimate users apply oblique pro-
jection polarization filter (OPPF) to suppress one of dual
polarization states, and then have a polarization match to
recover the scalar modulated signal. On the contrary, the
eavesdroppers are not aware of the FDPH pattern and can’t
recognize the accurate polarization state either to have polar-
ization match. Therefore, the eavesdropper would receive
random amplitude signals. In addition, due to the significant
difference between the legitimate user and the eavesdrop-
per in orthogonal dual polarized channel, the eavesdrop-
per would receive time varying auxiliary polarized angle.
More specifically, the main contributions are summarized as
follows.

• In order to prevent the eavesdropper from detecting
the polarized signal, a FDPH system is designed. The
transmitted signals are carried by a pair of quickly hop-
ping dual polarization states. The hopping rule is based
on the designed FDPH pattern by two pseudo random
sequences. The FDPH pattern is synchronous among the
legitimate users. The secure performance is shown by
the distinct bit error rate (BER) between the legitimate
user and the eavesdropper.

• To further improve the FDPH secure performance, the
difference of the orthogonal dual polarization channel
between the eavesdroppers and the legitimate user is
analyzed. The pre-linear compensation is conducted at
the transmitter by CSI to eliminate the polarization cou-
pling at the legitimate user and have further polarization
scramble at the eavesdroppers.

• Amplitude and phase modulation schemes are adopted
in the FDPH system. Simulation results show the
secure performance of FDPH system under the ASK,
phase-shift keying (PSK) and quadrature amplitude
modulation (QAM) modulation schemes when the
eavesdroppers employ unipolar antennas or orthogo-
nal dual-polarized parabolic antennas (ODPPAs). More-
over, the performance of pre-linear transformation is
also taken into account.

The rest of this paper is organized as follows. In Section II,
the secure communication system model is introduced,
then the characteristics of polarization channel and the
polarization-based techniques are described. The FDPH sys-
tem is set up for anti-detection, and the pre-linear trans-
formation is proposed in Section III. Simulation results are
presented in Section IV. Finally, Section V concludes this
paper.
Notations: The superscript † and H are used to denote

the pseudo-inverse and Hermitian transpose of a vector or
matrix, respectively. Vectors and matrices are represented by
bold lowercase and uppercase letters. arg[x] indicates the
argument of x. [A]T denotes the transpose of matrix A.

II. SYSTEM MODEL AND POLARIZATION
FUNDAMENTALS
A. THE SECURE COMMUNICATION SYSTEM MODEL
There are mainly three users in the proposed secure fixed
down-link SATCOM system model, say Alice, Bob and Eve
as shown in Fig. 1. Alice and Bob are legitimate users, and
Eve is the eavesdropper. In order to recognize arbitrary polar-
ization state, both of the legitimate users are equipped with
ODPPAs. Whereas, the eavesdropper may apply unipolar
parabolic antennas or ODPPAs. In this paper, a FDPH sys-
tem is designed to prevent the eavesdropper from detecting
the polarized signal. In addition, the confidential messages
between Alice and Bob are transmitted through the polarized
channel matrixHAB, and the polarized channel between Alice
and Eve isHAE .HAB andHAE are distinct in orthogonal dual
polarized channel because of different depolarized situations,
which will be discussed below.
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FIGURE 1. The secure communication system model.

B. FUNDAMENTALS OF POLARIZATION
The mathematical representation of a completely polarized
EMwave in a right-handed Cartesian coordinate system uses
Jones vector E. E decomposes the electrical field signal into
horizontal and vertical feeds (H,V), which is shown as [10]

EP (t) =
[
Eh (t)
Ev (t)

]
=

[
En cos γ ej(ωt+φn)

En sin γ ej(ωt+δ+φn)

]
, (1)

where γ = arctan (|Ev (t)|/|Eh (t)|) is called polarized angle
in range of [0, π/2], δ = arg [Eh (t)]−arg [Ev (t)] is auxiliary
polarized angle in range of [0, 2π ], ω is the carrier frequen-
cies of the signal, and Enej(ωt+φn) denotes the amplitude-
phase modulation signal. EP represents that the modulated
signal is carried by the generated polarization state.

With the development of the digital signal process-
ing (DSP) algorithms and high-performance polarization-
agile antennas, virtual polarization utilizes power division
units (PDU) and phase shift units (PSU) to generate arbi-
trary polarization state. virtual polarization have been widely
employed polarization-based techniques [16]. The PDU is
adjusted to divide modulated signal into two same compo-
nents and then modify the amplitude ratio between these two
components. The PSU is adjusted to modify the phase differ-
ence between the above two components. The polarization
state is determined by the amplitude ratios and relative phase
between two orthogonally polarized branch signals. Finally,
the two signal components are radiated transverse electric and
magnetic (TEM) wave by ODPAs, such as the horizontal and
vertical polarized antennas, respectively.

C. SATELLITE DEPOLARIZATION CHANNEL MODEL
In fixed SATCOM polarization domain, there are two kinds
of depolarization mechanisms in practical application during
the propagation [16].

• Antenna depolarization: a linearly polarized antenna has
a non-zero pattern for the cross-polar field. In other
words, a vertically polarized antenna receiving a hori-
zontally polarized wave will not be zero.

• Scatterer-based depolarization: the existing various
clouds, rain and the small ice crystal in the air induc-
ing reflection, diffraction and diffuse scattering usually
modify the polarization state of the incident wave.

FIGURE 2. The impairment of polarization states by H.

Therefore, the depolarization channel need be taken into
consideration even in line-of-sight (LOS) condition. ODPPAs
are adopted in both the transmitter and the receiver. The dual-
orthogonal depolarized channel can be seen as 2x2 MIMO,
which is defined as [22]

H =

[
hHH hHV

hVH hVV

]
= U6V = U

[
λ1 0

0 λ2

]
V, (2)

where hXY is the complex gain between the input X-polarized
component and the output Y-polarized component. By singu-
lar value decomposition (SVD),U andV are unitarymatrixes,
and λi (i = 1, 2) is the eigenvalue of H, respectively. The
unitary matrixes produce a rigid rotation effect on the surface
of Poincare sphere [22]. It means that the power remain
unchanged, while the polarized angles and the auxiliary
polarized angles are changed, such as Exi(i = 1, 2) rotates
to Eyi(i = 1, 2) in Fig. 2. 6 creates asymmetries [22]:
the polarization-sensitive power coupling behavior and the
anisotropy of channels lead to structural distortion, which
is the main reason of polarization dependent loss (PDL).
For instance, Eyi(i = 1, 2) distorts to Ezi(i = 1, 2)
in Fig. 2.

D. THE BLIND POLARIZATION STATE
RECOGNITION SCHEME
If the modulated signal is carried by only one polarization
state, the eavesdropper can recognized the polarization by
received amplitudes and relative phases from sample values
of ODPPAs, which is called the blind polarization state recog-
nition scheme.

Fig. 3 shows the block digram of the receiver by blind
polarization state recognition scheme. Two orthogonally
polarized branch signals are received by ODPPAs, and down-
converted (DC), sampled and filtered. The EhR and EvR are
used to calculate ratios of amplitudes and their relative phase
by Jones vector of the received polarized signalER.We obtainγR = arctan (|EvR (t)| / |EhR (t)|)

δR = arg [EhR (t)]− arg [EvR (t)].
(3)

After the polarization recognition, we employ this polariza-
tion to match the polarized vector signal to obtain the scalar
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FIGURE 3. The block digram of the receiver by blind polarization state
recognition scheme.

amplitude and phase signal. We obtain

ER (t) =

[
En cos γ ej(ωt+φn)

En sin γ ej(ωt+δ+φn)

][
cos γR

sin γRejδR

]T

= Enej(ωt+φn)
(
cos γ cos γR + sin γ sin γRej(δR−δ)

)
.

(4)

When γ = γR and δ = δR, the received scalar signal
is ER (t) = Enej(ωt+φn), which can be demodulated by
amplitude-phase demodulator.

E. DUAL POLARIZATION STATES SEPARATION BY OPPF
The oblique projection operator is a mature polariza-
tion signal separation method [27]. If matrixes S, I and
[S, I] are column full rank, the oblique projection oper-
ator along subspace 〈I〉 onto subspace 〈S〉 is defined
as [25]

PSI =
[
S I

] [ SHS SH I

IHS IH I

]† [ SH
IH

]
. (5)

Furthermore, according to the property of the oblique projec-
tion operator, we have PSIS = S and PSI I = 0.
There are two polarization states S and I, which are

represented as
[
cos γS , sin γSejδS

]T , [
cos γI , sin γI ejδI

]T ,
respectively. Both of them are column full rank
vectors.

According to (5), the oblique projection operator for polar-
ization filter is given by

H̃PF = S
(
SHP⊥I S

)−1
SHP⊥I , (6)

where P⊥I = E − I
(
IH I

)−1IH is the orthogonal projec-
tion operator onto the subspace S, and E is an identity
matrix.

Consider the received signal

Rinput (t) = SEnejωt + IEnejωt + n (t) , (7)

where n (t) is the two dimensional additive white Gaussian
noise (AWGN), which has independent and identically dis-
tributed (i.i.d), entries with normal distribution CN

(
0, σ 2

)
.

The theoretical OPPF can be given as (6), then the output
signal can be written as

Routput (t) = H̃PF

(
SEnejωt + IEnejωt + n (t)

)
= H̃PFSEnejωt + H̃PF IEnejωt + H̃PFn (t)

= H̃PFSEnejωt+H̃PFn (t)=SEnejωt+H̃PFn(t).

(8)

If two polarization states carry the same modulated signal
at the same time, only one polarization state can be left with-
out loss, and another will be suppressed perfectly by OPPF.
In (8), the noise power after processing by H̃PF is denoted
as [27]

σ̂ 2
= trace

(
σ 2H̃PF H̃H

PF

)
=

σ 2

sin2 (ζ )
, (9)

where ζ is the principal angle between subspace S and I
on poincare sphere. It is obvious that the noise is amplified
by the OPPF. Therefore, the relationship between the output
SNR and input SNR can be described for the degree of
deterioration. We have

1SNR = SNRoutput − SNRinput = 20 log sin (ζ ) . (10)

FIGURE 4. The relationship between 1SNR and the principal angle
ζ of OPPF.

Fig. 4 shows that the principal angle between subspace
S and I determines the performance of OPPF. In designed
dual polarization hopping system, the principal angle must
be taken into account.

III. SIGNAL DESIGN FOR FDPH SYSTEM
A. THE DUAL POLARIZATION STATES SIGNAL DESIGN
FOR ANTI-DETECTION
If only one polarization state even fast hopping is applied to
carry modulated signal, it is easy to be eavesdropped by the
blind polarization state recognition scheme by Section II-D.

In order to prevent the eavesdropper from using the
blind polarization recognition scheme to intercept signals,
we propose to utilize a pair of dual polarization states
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FIGURE 5. A pair of dual polarization states on Poincare Sphere. 2γS and
π − 2γS are the double polarized angle of dual polarization states and
φS is the auxiliary polarized angle. The principal angle of dual
polarization states is π − 4γS .

to carry modulated signal at the same time. One polar-
ization state E1 is

[
cos γS , sin γSejδS

]T , which is seen as
target polarization states. Another polarization state E2 is[
cos (π/2− γS) , sin (π/2− γS) ejδS

]T , which is seen as the
self-interference in polarization domain. E1 and E2 are on
G2-O-G3 plane symmetry in Fig. 5. Thus, the transmitted
signal is

ET (t) =
[
EhT (t)
EvT (t)

]
=

[
E1h (t)
E1v (t)

]
+

[
E2h (t)
E2v (t)

]

=

 En
[
cos γS + cos

(π
2
− γS

)]
ej(ωt+φn)

En
[
sin γS + sin

(π
2
− γS

)]
ej(ωt+δS+φn)

. (11)

The applied dual polarization states are known as a priori
information among the legitimate users. Thus, the OPPF
is utilized to suppress one of dual polarization states. It is
obvious that the legitimate user won’t be affected by applying
dual polarization states to transmit at the same time.

Nevertheless, for eavesdroppers, if they utilize the unipo-
lar antenna to receive the signal, the amplitude and phase
of received signal are random because of fast polarization
hopping. Another option is using blind polarization state
recognition scheme by ODPPAs. According to Section II-D,
the eavesdroppers obtain amplitude ratios and relative phases,
which areγE = arctan

(
cos γS + cos

(
π
2 − γS

)
sinγS + sin

(
π
2 − γS

) ) = π

4

δE = arg [EhT (t)]− arg [EvT (t)] = δS .

(12)

The recognized polarization angle is π/4, while the trans-
mitted polarization angles are random by polarization hop-
ping. The blind polarization recognition scheme is failed and
the eavesdropper can’t match the polarization to get lossless
modulated signals.

FIGURE 6. One of dual polarization hopping pattern on Poincare Sphere,
which projects to G2 −O− G3 plane. Another polarization state is on
G2 −O− G3 plane symmetry.

B. FAST POLARIZATION HOPPING PATTERN DESIGN
As mentioned above, fast polarization hopping rule is key to
prevent the eavesdropper from detecting the dual polarized
signals.

In order to generate a FDPH pattern, pseudo ran-
dom sequences, like M sequence or Gold sequence, are
used to map different polarization states. To obtain polar-
ization scramble as much as possible, two independent
PN sequences are employed to control the pattern mapping,
i.e. PN1 and PN2. Due to the polarization are on G2-O-G3
plane symmetry, one of the dual polarization states is deter-
mined, and the other is fixed. The fast polarization hopping
pattern is generated as follow steps.
• Generate two independent binary pseudo-random
sequences, say PN1 and PN2, and detect the homogene-
ity and randomness of PN sequence.

• According to the requirement of the system, determine
the pairs number of variable polarization.

• In order to obtain polarization scramble as much as
possible, the number of polarized angle and auxiliary
polarized angles should be split as consistent as pos-
sible. The half of polarization angle, ranged of [0, α],
and auxiliary polarized angle, ranged of [0, 2π ], are
equally divided, which is shown in Fig. 6. α is ranged
of (0, π/4). Two dimension sets are built.

• PN1 is chosen to determine the set of different polariza-
tion angles and PN2 is chosen to determine the set of
different auxiliary polarized angles.

Through the polarization hopping design, the γS entries
with uniform distribution U (0, α), where α is ranged of
(0, π/4), and the φS entries with uniform distribution
U (0, 2π). The principal angle of dual polarization is ranged
of [π/2−2α, π/2]. The selection of α would influence the
performance of OPPF on the basis of Fig. 4. α is getting closer
to π/4, the worse the BER performance of legitimate users,
nevertheless, the degree of polarization scramble is deep.

The legitimate users are aware of the fast dual polariza-
tion pattern, which is strictly synchronized. However, the
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eavesdropper doesn’t know the pattern and it is impossible
to intercept and capture from the received signal.

C. THE PRE-LINEAR COMPENSATION FOR THE
LEGITIMATE ORTHOGONAL DUAL POLARIZED CHANNEL
Although SATCOM own long latency characteristics, the
variation of polarized channel is relatively slow in the fixed
SATCOM system. Applying pre-linear compensation would
decouple two orthogonally polarized branch signals.

Bob obtains the CSI through the pilot sent by Alice, and
Alice receives the CSI by feedback channel. Thus, the orthog-
onal dual polarized channel matrix HAB, which is HAB =

UAB6ABVAB by SVD, is both known to Alice and Bob. The
scaling of transmitter by the singular may be compensated at
the transmitter by using the linear compensation VH

AB6
−1
AB or

at the receiver by the linear compensation6−1ABU
H
AB. We adopt

the linear compensationVH
AB6

−1
AB at the transmitter, then have

ER = HABVH
AB6

−1
ABET + n = UABET + n. (13)

If we process polarization states by UAB before matching the
received signal at the receiver, the signal received by Bob
would be decoupled and may be detected individually.

The orthogonal dual polarized channel matrix HAE
between Alice and Eve are unknown for both of them.
HAB andHAE are hardly identical owing to the uneven distri-
bution of water vapor, small ice crystals and the troposphere
during the propagation, as well as the polarization character-
istics between the different ODPPAs. Thus, the eavesdropper
receives

ERE = HAEVH
AB6

−1
ABET + n

= UAE6AEVAEVH
AB6

−1
ABET + n. (14)

The 6AE and 6−1AB would lead to serious damage to the
amplitude of signal received at the eavesdropper. UAE ,
VAE and VH

AB would produce a rigid rotation effect on the
surface of Poincare sphere of transmitted polarization states.

IV. NUMERICAL SIMULATION RESULTS
In the designed FDPH system, we assume the fast dual polar-
ization hopping pattern have been perfectly synchronized
and the CSI is known for legitimate users. The structure of
transceiver is designed as shown in Figs. 7/8.

Fig. 7 is the block digram of the legitimate transmitter. The
input data is modulated at first, i.e. ASK, PSK, QAM etl.
Then, a pair of dual polarization states is generated to carry
the modulated signal at the same time by the designed FDPH
pattern. To reduce the couple between parallel branches, the
pre-linear compensation VH

AB6
−1
AB is adopted.

Fig. 8 is the block digram of the legitimate receiver. The
OPPF, which is generated by designed FDPH pattern by (6),
separates dual polarization states after DC, sampling and
filtering. Then, polarization match is applied to recover the
scalar signal for demodulating the original input information.

Due to the OPPF amplify the noise and the uniform distri-
bution of the principal angle ζ , the BER performance of the

FIGURE 7. The block digram of the transmitter, which is design for Alice.

FIGURE 8. The block digram of the receiver, which is design for Bob.

legitimate receiver can be reformulated as

Pelegi =
∫ π

2

π
2 −2α

1
2α

Pe mod

(
SNR ∗ sin2 (ζ )

)
dζ, (15)

where Pe mod denotes the BER formula of employed modu-
lation scheme in AWGN channel, SNR is the bit or symbol
SNR at the certain modulation scheme. Owing to the range
of α is [0, π/4] and a better BER performance, we choose
α = π/8 in our simulations.

To enhance the fast hopping performance, we assume
one hop per symbol. Therefore, the security performance is
related to the different types of antennas at the eavesdropper
and the distinction of the dual polarized channels between the
legitimate user and the eavesdropper.

A. THE SECURE PERFORMANCE BY EMPLOYING
DIFFERENT TYPES OF ANTENNAS AT THE EAVESDROPPER
In this subsection, we assume the orthogonal dual polarized
channel is almost the same between the eavesdropper and
the legitimate user. There are two situations according to the
different types of antennas at the eavesdropper.

There is unipolar for most conventional parabolic antenna.
If the eavesdropper applies unipolar parabolic antenna, the
received signal would be

EEve = (Ai + jBi)Enej(ωt+φn), (16)

where Ai + jBi is a random plural because of the fast polar-
ization hopping. If the modulation employs amplitude or
phase modulation, the eavesdropper can hardly detect the
information. Simulation results are shown in Fig. 9, which
indicate that eavesdroppers can’t demodulate the received
FDPH signal. If they employ unipolar parabolic antenna,
BER performance of the eavesdropper is very poor at arbi-
trary SNR.

Another situation is that the eavesdropper is equipped
with the ODPPAs. The eavesdropper would recognize the

VOLUME 5, 2017 11787



X. Zhang et al.: Physical Layer Secure Transmission Based on FDPH in Fixed SATCOM

FIGURE 9. BER versus Eb/N0 performance of 2ASK and QPSK when the
legitimate user applies ODPPAs and the eavesdropper employs the
unipolar antenna.

polarization state first, just like Fig. 3. Due to applying
a pair of dual polarization states to load the signal at the
transmitter, the eavesdropper identifies polarization state as[
cos (π/4) , sin (π/4) ejφs

]T in (8). The scalar output after
polarization match is

EEve =
√
2 sin

(
γS +

π

4

)
Enej(ωt+φn). (17)

Due to the random amplitudes of the received scalar signal,
ASK and QAM would be severely affected by fast hop-
ping of γS , while the PSK wouldn’t be affected due to the
unchanged of auxiliary polarized angle. Simulation results
are shown in Figs. 10/11/12.

Figs. 10/11 show extraordinary secure performance by
applying ASK and QAM as modulation scheme. Due to
employing a pair of dual polarization to load the modulated
signal at the same time, the eavesdropper can’t identify the
polarization angle, which leads to severe amplitude scramble.
For ASK and QAM, the demodulation is related to amplitude.
Hence, the eavesdropper exhibit a high BER at arbitrary SNR,
whilst the legitimate user would suffer a little distortion owing
to separate dual polarization by OPPF.

Fig. 12 shows the secure transmission scheme is entirely
noneffective when PSK is employed as modulation scheme.
The reason is that the auxiliary polarized angle δS can be
recognized by the eavesdropper in (12). The variation of
amplitudes have little impact in PSK. When ignoring the
distinction of dual polarized channel, PSK is unsuitable for
secure transmission.

B. THE SECURE PERFORMANCE AT DIFFERENT
ORTHOGONAL DUAL POLARIZED CHANNEL
In last subsection, both ASK and QAM play a predominant
secure performance in proposed FDPH scheme even with-
out considering the difference of orthogonal dual polarized
channel. However, the performance of PSK is not entirely

FIGURE 10. BRE versus Eb/N0 performance of 2ASK when both the
legitimate user and the eavesdropper apply ODPPAs.

FIGURE 11. BER versus Es/N0 performance of 16QAM when both the
legitimate user and the eavesdropper apply ODPPAs.

satisfactory. Another situation is that the eavesdropper are
aware of FDPH pattern by spies or other non-direct physical
mans.

In this subsection, we take the time varying orthogonal
dual polarized channel into account to further enhanced
secure performance of FDPH system. Due to distinct co-polar
antenna direction pattern and uneven distribution of the water
vapor, the small ice crystal and the troposphere flashing, the
orthogonal dual polarized channel between HAB and HAE is
quite different. The orthogonal dual polarized channel can
be reduced to H = U6V by SVD in (2). The diagonal
matrix 6 lead to structural distortion, which means that
only the amplitude of signal would be changed. The unitary
matrixesU andV produce a rigid rotation effect on the surface
of Poincare sphere, which means that the polarized angle and
auxiliary polarized angle would be severely distinct from the
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FIGURE 12. BER versus Eb/N0 performance of QPSK when both the
legitimate user and the eavesdropper apply ODPPAs.

FIGURE 13. The unitary matrixes produce a rigid rotation effect on the
surface of Poincare sphere. (a) is before rotation; (b) is after rotation.

FIGURE 14. The BER performance of QPSK versus 1φ, when SNR=5dB,
10dB and 15dB.

transmitted signal and is shown as Fig. 13. According to (4),
the varying polarized angle is related to the amplitude and
the varying auxiliary polarized angle is related to the phase
of received signal.

The legitimate users employ the pre-linear compensa-
tion for the time varying orthogonal dual polarized channel
by CSI. The eavesdroppers would suffer the influence of
UAE6AEVAEVH

AB6
−1
AB by (14).

The secure performance of ASK and QAM would be the
same to last subsection because of varying 6−1AB and 6AE .
However, the secure performance of PSK is far different
owing to the random varying phase. For PSK, 6−1AB and
6AE have little influence on the secure performance, while
UAE ,VAE and VH

AB would result in random changes in phase.
We define the vary phase as

1φ = (δR − δ) MOD π, (18)

where MOD denotes the modulo operation. The eaves-
dropper would received a random phase owing to unitary
matrixes. Therefore, 1φ entries approximately with uniform
distribution U (0, π).

Fig. 14 shows the BER performance versus1φ. When the
1φ ≥ 40◦, the BER is more than 10−1 at the any sym-
bol SNR. Since 1φ can be approximately seen as uniform
distribution, the eavesdropper would get a highly BER from
a long time in PSK. Thus, the legitimate users can apply
PSK as modulation scheme for secure transmission when the
discrimination of the different time-varying orthogonal dual
polarized channel is taken into account.

V. CONCLUSION
In this paper, we introduce a FDPH system, which is designed
to enhance the physical layer secure transmission in fixed
down-link SATCOM. We choose a pair of dual polariza-
tion states by FDPH pattern to carry the modulated signal.
The legitimate users apply OPPF to eliminate one of dual
polarization states, and then have a polarization match to
recover the modulated signal and demodulate the transmitted
information. Whereas, the eavesdropper can’t recognize the
accurate polarization state to have polarization match and
receives random amplitude signals, say ASK and QAM as
modulation scheme. Thus, the demodulation performance of
the eavesdropper is poor, resulting in a high bit error rate.
Moreover, due to the quite difference between the legitimate
user and the eavesdropper in polarized channel, the eaves-
dropper can’t even demodulate the PSK signal because of
the time varying auxiliary polarized angle. Simulation results
demonstrated the effectiveness of the FDPH system. In a
practical system, there are eavesdroppers and jammers at the
same time. Therefore, a secure and anti-jamming scheme
would be designed at polarization domain in our future work.
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