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ABSTRACT The development of mobile cloud computing technology has made location-based
service (LBS) increasingly more popular. Given the continuous requests to cloud LBS servers, the amounts of
location and trajectory information collected by LBS servers are continuously increasing. Privacy awareness
for LBS has been extensively studied in recent years. Among the privacy concerns about LBS, trajectory
privacy preservation is particularly important. Based on privacy preservation models, previous work have
mainly focused on peer-to-peer and centralized architectures. However, the burden on users is heavy in peer-
to-peer architectures, because user devices need to communicate with LBS servers directly. In centralized
architectures, a trusted third party (TTP) is introduced, and acts as a bridge between users and the LBS server.
Anonymity technologies, such as k-anonymity, mix-zone, and dummy technologies, are usually implemented
by the TTP to ensure safety. There are certain drawbacks in TTP architectures: Users have no physical
control of the TTP. Moreover, the TTP is more attractive to adversaries, because substantially more sensitive
information is stored by the TTP. To solve the above-mentioned problems, in this paper, we propose a fog
structure to store partial important data with the dummy anonymity technology to ensure physical control,
which can be considered as absolutely trust. Compared with cloud computing, fog computing is a promising
technique that extends the cloud computing to the edge of a network. Moreover, fog computing provides
local computation and storage abilities, wide geo-distribution, and support for mobility. Therefore, mobile
users’ partial important information can be stored on a fog server to ensure better management. We take the
principles of similarity, intersection, practicability, and correlation into consideration and design a dummy
rotation algorithm with several properties. The effectiveness of the proposed method is validated through
extensive simulations, which show that the proposed method can provide enhanced privacy preservation.

INDEX TERMS LBS privacy, trajectory privacy preservation, fog computing, rotation.

I. INTRODUCTION

Recent years have brought significant growth in the number
of location-aware devices with the development of location
sensing technologies, including smart phones, RFID and
wireless sensors [1], [2]. The popularity of mobile devices
in people’s daily life has motivated a series of applica-
tions [3], [4], especially in energy-efficient mobile cloud
computing. It is commonly believed that when a person
comes to an unfamiliar place, he/she wants to know if there is
a supermarket or hotel nearby. Location based services (LBS)
are used to address this issue. Usually, mobile users contin-
uously send queries to cloud LBS servers [5]. If we order

this information according to sequences of time and posi-
tions, users’ trajectory information can be obtained, which
may pose a threat to these users if such data is leaked.
For example, concerning check-in applications [6], many
shops encourage users to check-in, and provide points to
users for discounts. With increasing number of check-ins,
a greater privacy disclosure probability results. With large
numbers of check-ins, isolated check-in positions can be used
to form a trajectory over time. As shown in Fig. 1, the black
points denote the check-in positions. If we connect these
black points, a trajectory is formed, which may expose a
user’s personal information about where or when they travel.
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FIGURE 1. Traditional LBS system model.

Therefore, trajectory privacy preservation is a critical issue
when using location-based services.

Typical traditional LBS system models are also called
peer-to-peer architectures. Users first send query requests to
a cloud LBS server. Then, the cloud LBS server provides
information services to users according to their demands.
However, once the service data is captured by adversaries,
users’ position privacy is compromised, which may lead
to the inference of sensitive information about individu-
als. Moreover, the energy consumption is excessive because
users’ devices need to communicate with the LBS server
directly. To alleviate this burden, a trusted third party (TTP)
is introduced into the system, thereby forming a centralized
architecture [7], [8]. In centralized architectures, the TTP acts
as a bridge between users and the LBS server: Users first
send query request to TTP. Encryption or anonymity meth-
ods, such as k-anonymity [9], mix-zone [10], and dummy
technologies [11], are implemented by the TTP to ensure
safety. The TTP uploads the processed data to the LBS
server [12]. Finally, the LBS server returns information ser-
vices to the TTP and the users. Gedik and Liu [13] used a
trusted anonymity server to perform spatio-temporal cloak-
ing, which allows users to define and modify their location
privacy specifications at the granularity of single messages.
However, there are some drawbacks to TTP architectures:
Users have no physical control of the TTP. Moreover, the TTP
is more attractive to adversaries because substantially more
sensitive information is stored by the TTP [14].

To solve the above-mentioned problems, a fog server can
be introduced [15]. Fog computing is closer to local and
was first proposed by Cisco in 2011 [16]. Fog computing
provides local computation and storage abilities, wide geo-
distribution and supports for mobility [17], [18]. Compared
to cloud computing, fog computing is a promising technique
that extends cloud computing to the edge of the network, thus
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enabling new applications and services. Mobile users’ partial
important information can be stored in the fog server to ensure
physical control; therefore, fog servers can be considered as
absolutely trusted [19]. In this paper, we use a fog server to
replace a traditional TTP server (the fog-based architecture
is introduced in Section III) and propose a dummy rotation
algorithm (DR) to ensure the anonymity. The main contribu-
tions are listed as follows:

1. We use a fog server to store partial information to ensure
physical control.

2. We propose a DR algorithm to hide the real trajectory
among dummy trajectories, whereby the principles of similar-
ity, intersection, practicability and correlation are considered.
Therefore, there are two forms of insurances in our method.

3. We conduct extensive simulations, and the effectiveness
of our proposed solution is validated.

The remainder of this paper is organized as follows.
Section II reviews related work. Section III presents the sys-
tem model and corresponding preliminaries. Section I'V intro-
duces the proposed dummy algorithm. Security analyses are
discussed in Section V. Simulation results are demonstrated
in Section VI. Section VII concludes the paper.

Il. RELATED WORK

LBS provides users with various services based on their
geographical locations. In LBS, mobile users need to upload
their locations, obtained from GPS, GSM or CDMA, to the
LBS server for accessing data services [20], [21]. In this way,
real-time location information is stored by the LBS server.
However, sensitive information may be leaked because the
LBS server is not absolutely trusted.

Privacy awareness in LBS has been extensively stud-
ied in recent years. Among the privacy concerns about
LBS, trajectory privacy preservation is particularly important
because the trajectory information may expose a user’s per-
sonal information about where or when they travel. In addi-
tion to basic cryptography protection schemes, the majority
of trajectory privacy preservation methods can be divided
into three techniques: The first is spatial cloaking [22],
which is a method for hiding a user’s real location in a
cloaked area. For instance, when k users that are in the
same area submit queries to the LBS server, the k queries
are packaged as one query to request service. Therefore,
their real locations are replaced by the area composed of
these k users, which somehow protects a user’s location
privacy. However, the k-anonymity technology is vulnerable
to correction attacks [9]. Based on k-anonymity technique,
Hwang et al. [23] proposed a novel time-obfuscated tech-
nique to obtain a set of similar trajectories by breaking
the sequence of the query issuing time. The mechanism
finds (r-1) trajectories to be distributed with a distance vari-
ance and maintains a relatively low indexing cost. The sec-
ond technique is mix-zones, which is a method that changes
pseudonyms when a set of users are added to mix zones [24].
When a user enters a mix zone, a new, unused pseudonym
is used. Ying et al. [10] proposed a dynamic mix zone for
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vehicular user that can support different privacy levels and
ignore a user’s location at the time of request. Compared to
traditional fixed mix-zone techniques, the proposed scheme
can be used for safety applications on certain types of roads.
However, users’ location information cannot be updated until
existing the mix zone [25], which can cause delayed ser-
vices. The third technique is dummy trajectories [26]. In this
technology, a user’s real trajectory is used as a generator
to obtain multiple dummy trajectories to confuse attackers.
Tang et al. [11] focused on long-term location privacy pro-
tection, in which symmetry, decongestion, practicability, and
consistency were proposed for dummy trajectory generation.
They proposed and developed a set of novel dummy gen-
eration algorithms, therein considering both real geograph-
ical information and long-term consistency. However, the
burden on the LBS server will be higher because multiple
dummy trajectories along with a real trajectory are uploaded
to the LBS server simultaneously. This is acceptable because
it is necessary to generate multiple trajectories to achieve
anonymity. Moreover, the other two methods upload k queries
to the LBS server simultaneously as well.

Based on the trajectory privacy preservation model, peer-
to-peer and centralized architectures have been developed.
In peer-to-peer architectures [27], mobile users upload
queries to the LBS server directly. Users can also com-
municate with other peers through a wireless network.
Che et al. [28] presented a dual-active spatial cloaking
algorithm for mobile peer-to-peer networks. The proposed
algorithm enables peers to achieve required anonymity goal
in less time per query and uses peer location information
and location records. The drawback of this architecture is
that the overhead to users is larger. In centralized archi-
tectures [13], [29], a TTP is introduced, therein acting as
an intermediate tier between users and the LBS server [9].
Gao et al. [29] proposed a personalized anonymization
model to select k-anonymity trajectory, in which trajectory
preprocessing, an optimal trajectory graph model and an
anonymization set section are implemented in the proposed
model. In the above centralized architecture, privacy preser-
vation algorithms are usually implemented by the TTP to
achieve anonymity. However, there are several challenges to
centralized architectures: 1) Users have no physical control
of the TTP. 2) The TTP is more attractive to adversaries
because substantially more sensitive information is stored in
the TTP. 3) The social pattern and geographic map relation-
ships should be considered by the TTP [20].

Compared to the TTP structure, a fog server is closer
to local [30]. The concept of fog computing was first pro-
posed by Cisco. Fog computing is characterized by local
computation and storage abilities, wide geo-distribution and
support for mobility [17], [18]. In regard to data storage
and management, a fruitful interplay between the Cloud and
the Fog exists. The main differences between cloud and fog
computing is that fog computing can provide local storage
and mobility for end users. Mobile users’ partial important
information can be stored in a fog server to ensure physical
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control [31]. Based on the local computations in the fog
server, the social pattern and geographic map relationship can
be considered. In this paper, we introduce a fog sever between
the mobile users and the LBS server, whereby the fog server
is closer to users. Certification, anonymity and encryption
are implemented in the fog server. Moreover, the dummy
trajectory technology is adopted to achieve anonymity.

Ill. PRELIMINARIES

In this section, we first present the system architecture of
the proposed method and then introduce the attack model.
Finally, we present privacy metrics.

Fog Server

G

. 7
h’kx LBS Server -/

o
Users

FIGURE 2. lllustration of the proposed system architecture.

A. SYSTEM ARCHITECTURE

As shown in Fig. 2, there are three parts to the proposed
system architecture: users, the fog server, and the LBS server,
respectively. A fog server is implemented in user’s spare
machines that have sufficient hard drive space. The fog server
is between the users and the LBS server and is owned by
users. The main workflow can be described as follows:

(D The location information is uploaded to fog server
with a corresponding signature; the query can be denoted as
(UserlID, query time, location).

@ The fog server is responsible for generating dummy tra-
jectories based on previous locations. To ensure data security,
an encryption algorithm, such as RSA, can be implemented.
Then, the fog server stores the partial data and sends other
encrypted data to the LBS server for further requests.

(® The LBS server decrypts the data and obtains corre-
sponding query services. Then, the LBS server sends the
query services to the fog server.

® The fog server receives the information services from
the LBS server, and then, it sends to the users based on
corresponding UserIDs.

B. ATTACK MODEL
Given the role of an attacker, attacks can be classified as either
insider threats and external attacks.

With insider threats, a system manager may leak infor-
mation on purpose. Moreover, a user may share position
information on social platforms (e.g., by uploading photos to
Facebook or Twitter). In this way, a user’s partial positions
are exposed to attackers.

With external attacks, there are active attacks and pas-
sive attacks. In active attacks, attackers send malicious
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information to mislead users, such as in luring attacks [32].
In passive attacks, attackers collect geographic and
social information to estimate a user’s real location
information [33].

Based on the analyses above, we assume that attacks can
obtain a user’s partial real positions or all information from
the LBS server. In addition, we assume that the fog server is
trusted unless users lose physical control over it.

C. PRIVACY METRIC
To measure the performance of privacy preservation, there are
several metrics used by our system.

B
\.

s -

@: real position .: dummy position

FIGURE 3. lllustration of TDP.

1) TRAJECTORY DISCLOSURE PROBABILITY (TDP)

Suppose that there are several intersections among dummy
trajectories and the real trajectory. More intersections cor-
respond to a lower TDP. For example, in Fig. 3, the real
trajectory is (2, 4, 5), and there is only one intersection among
the trajectories. In addition to dummy trajectories (1, 4, 7) and
(3,4, 5), there are six extra synthetic trajectories (i.e., (1,4, 5)
and (1,4, 7)). In this case, the trajectory disclosure probability
is 1/9. Thus, in this paper, the disclosure probability can be
denoted as TDP = 1/N;, where N; is the number of all
trajectories.

2) POSITION DISCLOSURE PROBABILITY (PDP)

The position disclosure probability can be determined as
PDP = k/N,, where k and N, denote the number of real posi-
tions and all positions, respectively. It can be seen that when

the number of dummy trajectories increases, N, increases,
and PDP decreases.

3) AVERAGE EUCLIDEAN DISTANCE (AED)

In our method, we generate multiple dummy trajectories
based on the real trajectory. If the distance is too small or
too large, the privacy level will be lower. Thus, the distance
between dummy trajectories and the real distance should be
considered. In this way, we set the average Euclidean distance
as a metric, which can be calculated as follow:

1 &
AED = - X El dis; r (D
=
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TABLE 1. Notations used in Section IV.

Notation  Implications

A Step of rotation angle increment
4 Rotation angle

k Number of dummy trajectories
T, Real trajectory

D; Dummy trajectory

T, Current trajectory

AGD Average Gaussian distance
AED Average Euclidean distance

where dis; » denotes the Euclidean distance between the
i dummy trajectory and real distance.

4) LOCAL DATA VOLUME (LDV)

As partial data is stored in fog server to ensure physical
control, the data volume in fog server should be considered.
If data volume is too small, the raw data may be restored by
attackers. The related technologies are mean imputation [34],
regression imputation [35], multiple imputation [36] and so
on. In the other hand, it is not necessary to store too much
data in fog serve because the burden of fog server will be
huge. So, the local data volume should be suitable in terms of
security.

IV. DUMMY ROTATION ALGORITHM
Before introducing the DR algorithm, several principles
should be addressed.

A. SIMILARITY
The dummy trajectories should be similar to the real trajec-
tory, which provide a better ability to mislead attackers.

B. INTERSECTION

The dummy trajectories should have some intersections with
the real trajectory to confuse attackers. However, more inter-
sections means a higher PDP and a smaller TDP. Thus, there
should be a balance between PDP and TDP.

C. PRACTICABILITY

Some positions in dummy trajectories may be impractical,
such as on mountains or rivers. So, the geographic map
should be considered, and the impractical locations should
be replaced.

D. CORRELATION

The dummy trajectories should have correlations with the
user’s location history. Therefore, social pattern should be
considered, and the dummy trajectories should be in the range
of the user’s social circle.

Based on the above principles, we proposed a dummy rota-
tion algorithm, that chooses an appropriate angle to rotate.
If the rotation angle is too small or too large, the dummy
trajectories will be too close to the real trajectory, which may
result in a lower privacy level. Therefore, the rotation angle is
closely related to the trajectory privacy level. Moreover, the
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FIGURE 4. lllustration of dummy trajectory generation: (a) Real trajectory. (b) Single rotation. (c) Two rotations.
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FIGURE 5. Illustration of position calculation.
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FIGURE 6. lllustration of local storage.

average Euclidean distance between dummy trajectories and
the real trajectory varies with the increment of the rotation
angle. In this way, we can conclude that the trajectory privacy
and rotation angle follow a Gaussian distribution. To find a
suitable rotation angle, we first generate samples by increas-
ing the rotation angle gradually. The corresponding AED can
be obtained by formula (1). Then, the i average Gaussian
distance (AGD;) can be calculated as follow:

1 (ADE~—dis; ,)?

AGD; = xe 27 )

2mo
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Based on formula (2), the maximum AGD and the corre-
sponding rotation angle can be obtained. The pseudo-code
and related notations are shown in Algorithm 1 and Table 1,
respectively.

Algorithm 1 Obtain Rotation Angle
Input: real trajectory (7}), step of rotation angle increment
(A), number of dummy trajectories (k)
Qutput: final rotation angle (6;)
1: for@:A:A:zT”do
for i=1:1:k do //generate k dummy trajectories
d; = getDummy(T,, 0, k); // get dummy trajec-

w o

tory
end for
end for
: Get AED and AGD by formula (1) and (2);
0 = corresponding 8 with maximum AGD;

A A

Algorithm 2 getDummy(7}, 6, k) (Get Dummy Trajectories)

Input: real trajectory (7)), rotation angle (6;), number of
dummy trajectories (k)
Output: dummy trajectories
1: T, = Ty; l/set T, as the current trajectory
2: fori=1:1:k do
3: select a rotation point in 7, randomly and then rotate
clockwise by 6, to generate a new trajectory;
4: check all positions and replace impractical positions
to obtain d;;
5: T. = T; //set T; as the current trajectory
6: end for

After obtaining a suitable rotation angle using algorithm 1,
we generate dummy trajectories using algorithm 2. To obtain
multiple dummy trajectories, as shown in Fig. 4, we randomly
select a rotation point along the real trajectory and then rotate
clockwise by 6; to generate a new trajectory. Finally, we
check for impractical positions and replace them by randomly
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(a)
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FIGURE 7. (a) The satellite map of a university. (b)The satellite map with marks.
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FIGURE 8. Privacy level and Gaussian distribution: (a) TDP and PDP vs. k. (b) AED Gaussian distribution when A = 5. (c) AED Gaussian distribution when

A =15.

selecting a position from an impractical position’s neighbor
(Algorithm 2, lines 3-4).

The detailed method of calculating dummy trajectories

is illustrated in Fig. 5. In this figure, the real trajectory is
denoted as ACB1, and the rotation angle /B1AB; is 0. LCAB;
can be obtained as follows:
Biy—Ay.
Bi.x —Ax’
Then, B> = B1+06. Therefore, the position of B, is calculated
as follow:

3)

B1 = arctan

By.x =Ax —d xcos(B2)

_ 4)
By.y =A.y —d * sin(f2)

Theorem 1: The time complexity of the rotation algorithm
is O(m*n), where m and n denote the number of samples and
dummy trajectories, respectively.

Proof: In the proposed algorithm, we first generate
multiple trajectory samples (m) by incrementing the rota-
tion angle (Algorithm 1 lines 1-5), in which the loop is
performed m times. Then, in each trajectory sample, we
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obtain n dummy trajectories (see Algorithm 2), whose time
complexity is O(n). Therefore, the total time complexity is
O(m * n). O

Theorem 2: The rotation angle 6 should be in [0, 27”],
where k is the number of dummy trajectories.

Proof: In our method, the dummy trajectories are gen-
erated by rotating the current trajectory by 6. The angle
of one circle is 27, and the number of dummy trajectories
is k. If the rotation angle 6 is larger than 27”, there will be
some redundant samples because all samples are generated
by incrementing with a step angle A. For example, if the
max 6 = A + 27”, the samples that are generated with A
will be redundant. Therefore, the rotation angle 6 should
be in [0, 2], O

V. SECURITY ANALYSES
In this section, we discuss the security of our proposed
method.
Case 1: Partial information from the LBS server is leaked.
In this case, an attacker can obtain partial information
from the LBS server, and the data on the fog server are safe.
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FIGURE 9. AED variation: (a) AED vs. rotation angle. (b) AED vs. k. (c) Area size vs. k.

In our method (as shown in Fig. 6), the data is encrypted by
asymmetric algorithms (such as RSA and Elgamal) before
uploading the data to the LBS server. Then, the encrypted
data is divided into two parts. The partial data is stored on
the fog server to ensure physical control, and other data is
uploaded to the LBS server. In this way, even if the data on
the LBS server are leaked, attacks still cannot restore the raw
data because of lacking data that are stored on the fog server.

Case 2: The LBS server is hijacked, and the attacker has
obtained data from both the fog server and the LBS server.

In this case, the attacker hijacks the LBS server, and sends
malicious requests to the fog server. Suppose that the attacker
has obtained the data from both the fog server and the LBS
server. In this way, even if the attacker has decrypted the data
successfully and obtained all the trajectories, it is still difficult
for the attacker to distinguish the real trajectory because of the
DR algorithm applied with the four above-mentioned princi-
ples. For example, to prevent typical correlation attacks [9],
the generated dummy trajectories are in the range of the user’s
social pattern. In addition, we replace impractical positions
to make the dummy trajectories more realistic. Specifically,
there are two types of insurances in our method.

Case 3: A user’s partial real positions are leaked.

In the worst case, assume that all trajectories and par-
tial real positions are accessed by the attacker. In this case,
there is some probability for the attacker to obtain the real
trajectories. Because there are intersections among the gen-
erated trajectories, if the leaked real positions are exactly
the intersections, the attacker still cannot distinguish the real
trajectory. However, if the real positions are not all intersec-
tions, the attacker may obtain the real trajectory. However,
the conditions are critical because it is difficult to obtain all
the trajectories of a user if a strong encryption algorithm is
applied.

VI. PERFORMANCE EVALUATION

In this section, extensive simulations are conducted using
Matlab 2015a to validate the performance of our proposed
solution. To simulate actual scene, we use a satellite map
of our university (see Fig. 7(a)) and collect a student’s daily

7698

Proportion of missings

0.000 0.002 0.004 0.006 0.008 0.010 0.012

crim
indus
nox
age
rad
ptratio
Istat

Combinations

crim
indus
nox
age
rad
ptratio
Istat

FIGURE 10. The proportions and combinations of missing values.

movements as samples. Fig. 7(b) indicates the corresponding
impractical position in black; real positions are shown in red,
and dummy positions are shown in green and purple.

For comparisons, three different types of solutions for rota-
tion are demonstrated. The first type is our proposed solution
DR. The second type is Random. As the name suggests, the
rotation angle is randomly generated in [0, 271 The third type
is Max, which rotates by 27” to generate dummy trajectories.

A. PRIVACY LEVEL AND GAUSSIAN DISTRIBUTION

Fig. 8(a) shows the trends of TDP and PDP when the num-
ber of dummy trajectories increases from 2 to 6, in which
A = 5. It can be observed that both TDP and PDP exhibit a
decreasing trend with increasing k. Because the total numbers
of trajectories and positions increase with increasing k and
the numbers of real trajectories and positions are constant,
TDP and PDP decrease.

In Figs. 8(b) and 8(c), Gaussian distributions of the average
Euclidean distance are presented when A = 5 and A = 15,
respectively. It can be observed that the number of AED is
greater when AED is close to AED. A smaller A, results in
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FIGURE 11. Data recovery with mean imputation: (a) MAE, MSE , RMSE vs. Number of missing values.

(b) MAPE vs. Number of missing values.

larger samples. Therefore, a better the rotation angle can be
obtained with smaller A.

From Fig. 8, we can conclude that TDP and PDP are lower
under greater numbers of dummy trajectories. Moreover, with
smaller A, the Gaussian distributions of AED are more rea-
sonable, and a suitable rotation angle can be obtained.

B. AED VARIATION SIMULATIONS

In this section, we consider the influence of the rotation angle
0 and different dummy trajectories k. Fig. 9(a) shows AED
variations when 6 increases from 5 to 30, in which the step
angle (A) is 5 and k = 2. This figure shows that the trend
characterizing the AED of our proposed method is increasing
when 6 is in [5, 20]. However, there is a fluctuation when
0 is greater than 25. That is because we randomly select a
rotation point in the current trajectory. When 6 is small, the
differences are not obvious; however, when 6 increases, the
randomness cannot be ignored.

The variations in AED are shown in Fig. 9(b) when k
increases from 2 to 7 and A = 5. It can be observed that
the overall trends of the three methods are decreasing trends.
The AED in Random is fluctuating because the rotation angle
is randomly selected. When k = 6, there is an increment of
both Max and DR. That is because a new dummy trajectory
is generated by rotating 6 from the current trajectory. When
the number of dummy trajectories k is sufficiently large, the
deviation from the real trajectories increases.

Fig. 9(c) shows the size of the anonymity area under the
three methods when k increases from 2 to 7 and A = 5.
In our paper, the size of anonymity area is calculated as
Cmax —Xmin) * Ymax — Ymin)> Where Xmax (Ymax) and Xmin (Ymin)
are the maximum and minimum coordinates, respectively.
As shown in the figure, with the increasing k, the overall
trends of these three methods are increasing trends. When the
number of dummy trajectories k is greater than 5, there is a
slight increment of the size of the anonymity area under the
three methods. This is because when k increases, the dummy
trajectories are almost throughout the entire map.

In Figs. 9(a), 9(b) and 9(c), it can be observed that there
is a fluctuation when the rotation angle or k is bigger
than a certain value. This has been explained in the above
analyses. Another reason is that some impractical positions

VOLUME 5, 2017

are replaced when generating dummy trajectories, and there
exists randomness.

C. DATA RECOVERY SIMULATIONS

In this section, experiments concerning data recovery are
conducted. Because partial data is stored on the fog server,
we need to know how much data should be stored on the
local fog server such that these data can not be restored
given the remaining data. In this paper, mean imputation
is used to recover the missing data. The main idea behind
mean imputation is to replace any missing value with the
mean of that variable for all other cases, which has the
benefit of not changing the sample mean for that variable.
The R (version 3.1.1) programming language is used for the
experiments. We choose the BostonHousing dataset, which
includes 14 variables and 504 values. Because there are no
null values in BostonHousing dataset, we randomly select
25 values to be null as missing values. The proportions and
combinations of missing values are shown in Fig. 10. It can
be observed that the null values are mainly centralized in five
variables.

To measure the performance of data recovery, the mean
absolute error (MAE), mean square error (MSE), and root
mean square error (RMSE) are used as metrics. Fig. 11(a)
shows that the MAE, MSE and RMSE are influenced by
the variations in the missing values. It can be observed that
the overall trends of the three metrics are increasing trends
with increasing numbers of missing values. When the number
of missing values is greater than 40 (approximately 8% of
all values), the errors given by the three metrics increase
obviously. This is because when the number of missing values
is sufficiently large, the mean values are strongly influenced.
Therefore, the errors increase.

In Fig. 11(b), the variations in the MAPE are shown
when the number of missing values increases from 10 to 60.
The MAPE is a measure of the prediction accuracy of a
forecasting method in statistics. The figure shows that the
MAPE increases with increasing number of missing values.
When there are approximately 10% missing values, the
MAPE is greater than 10%. Thus, we can store 10% or more
of the data on the fog server to prevent restoration of the
data.
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VII.

CONCLUSION

With the development of location sensing technologies, the
number of location-aware devices has increased rapidly in
recent years. Among the concerns about LBS privacy preser-
vation, trajectory privacy preservation is a critical topic.
In this paper, we propose to use a fog server to store par-
tial important data that can be physical controlled by users.
A dummy rotation algorithm is designed considering the
principles of similarity, intersection, practicability and cor-
relation. Specifically, there are two types of insurances in the
proposed fog structure. The simulation results show that the
proposed method can achieve enhanced privacy preservation.
Moreover, approximately 10% to 15% of the data can be
stored on the local fog server to prevent restoration of the data
by attackers.
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