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ABSTRACT Security of global navigation satellite systems (GNSS) is important since the navigation
capability provided by the GNSS is a key enabler for many civilian and military applications. Spoofing
attacks threaten the GNSS security and have caught much attention recently. The spatial processing method
is one of the most robust GNSS spoofing countermeasures, which detects spoofing signals with a moving
antenna or multi-antenna, but it cannot work in a static single-antenna receiver. In this paper, we propose
a spoofing countermeasure based on the power measurements of a single rotating antenna, which can be
implemented in a static receiver. The method takes advantages of the anisotropy of the antenna’s gain pattern
to detect spoofing signals. When the antenna is rotating, the power measurements of the spoofing signals
coming from the same direction change similarly and the correlation coefficients between them are close
to 1, but the power measurements of the authentic signals are uncorrelated. Since it is not easy to evaluate
the anti-spoofing performance of the correlation coefficient, another metric named phase difference of power
measurements is proposed. Its theoretical performance is derived based on generalized likelihood ratio test
and validated with simulations. Actual experiments indicate that both the simulated and meaconing spoofing
signals can be distinguished from the authentic ones, and the method can be implemented in a static or low-

dynamic conventional receiver, only with an additional low-cost rotary table.

INDEX TERMS GNSS spoofing, Antenna, power, correlation coefficient, GLRT.

I. INTRODUCTION

Global navigation satellite systems (GNSS) provide users
with position, velocity, and time (PVT) solutions. Many
civilian and military applications are dependent on GNSS
services, making the GNSS receiver a likely interference
target [1]. However, GNSS signals are vulnerable to interfer-
ence because their powers are weak on the earth’s surface [2].
GNSS spoofing attack is a kind of structural interference
which misleads victim receivers to generate false PVT solu-
tion, and it is one of the most vicious interferences because the
spoofing signals imitate the authentic ones and are very dif-
ficult to be detected in a conventional receiver [3]-[5]. Since
the GNSS based services are widely used, GNSS spoofing
countermeasures need to be developed to guarantee secure
and robust GNSS services.

Many GNSS spoofing countermeasures have been pro-
posed to detect the spoofing signals or mitigate the effects
of the spoofing attacks. Some methods require additional
sensors such as multiple antennas, reference receivers, power
monitoring units or inertial measurement units (IMU) to

provide additional measurements. These methods are nor-
mally robust, but need changes to receivers and suffer
from higher expenses [6]—[8]. The other methods are imple-
mented in a conventional receiver with a single antenna,
such as the cryptographic authentication techniques, moving
receiver methods, signal quality monitoring techniques, code
and carrier Doppler cross-check, and multi-modal detection
method [9]-[15].

As commented in [16], anti-spoofing methods based on
multiple antennas, multiple receivers and the moving receiver
technique are categorized as spatial processing method,
which is one of the most powerful spoofing countermea-
sures. It assumes that all the spoofing signals are transmitted
from the same emitter, and the propagation paths of the
spoofing signals are all the same. Hence, the measurements
of the spoofing signals are more correlated than those of
the authentic ones, and they result in the same positioning
results in receivers which are located separately. The spatial
processing method takes advantage of the spatial information
to find the anomalies and distinguish the authentic/spoofing
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signals [17]-[20]. However, previous spatial processing
method cannot be implemented in a static single-antenna
receiver, which may limit its application.

In this paper, we propose a novel spatial processing
method based on a single rotating antenna. Different from the
previous spatial processing methods, the proposed method
employs the anisotropy of the antenna gain pattern to dis-
criminate the authentic/spoofing signals. It does not require
multiple antennas or receivers, and can be implemented in a
static receiver.

The rest of the paper is organized as follows. Section II
proposes the rotating antenna based method and discusses
its theoretical foundation and performance. Section III pro-
vides simulations to evaluate and validate the performance
of the proposed method. Section IV provides experiments
under simulated and meaconing GNSS spoofing attacks.
In section V, a summary and conclusions are provided.
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FIGURE 1. Different spatial processing techniques for GNSS spoofing
detection. (a) represents the multiple antennas based technique [17],

(b) represents the multiple receivers based technique [18]-[20], and

(c) represents the moving receiver technique [11], [12]. All of them take
advantage of the measurements at different positions to discriminate the
authentic/spoofing signals. (d) represents rotating antenna based
spoofing countermeasure. The antenna is fixed on a horizontal table
which rotates at a constant angular velocity . The antenna plane is
vertical to the antenna stand. The angle between the antenna stand and
the horizontal plane is 3.

Il. ANTI-SPOOFING METHOD BASED ON

SINGLE ROTATING ANTENNA

In this section, we describe the rotating antenna based anti-
spoofing method.

A. PROBLEM FORMULATION

Current spatial processing methods detect GNSS spoofing
attacks with measurements from more than one antennas
or receivers at the same time interval [17]-[20], or mea-
surements from one moving receiver at different time inter-
vals [11], [12]. They all require measurements from antennas
at different positions, as shown in Fig. 1 (a) ~ (c).
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In this paper, we propose a single rotating antenna based
method that can discriminate the authentic/spoofing signals
in a static receiver. It can also be categorized into the spatial
processing method and its scheme is shown in Fig. 1 (d).

The elevation angle of the ith satellite is defined as the
angle between the line of sight (LOS) of the ith satellite
and the horizontal plane, which is denoted as el;. The angle
between the ith satellite’s LOS and the antenna plane is
denoted as 6;. When the antenna plane is parallel to the
horizontal plane, 6; is equal to el;. Otherwise, they are no
longer equal. The user/satellite relative geometry and the
above-mentioned angles are shown in Fig. 7 in the appendix.
Even though 6; and el; are different when the antenna is
rotating and B8 # 90°, they can be transformed to each other
with additional spatial information. Assume that at epoch z,
the azimuth angle difference between the antenna stand and
the ith satellite is y;(¢). Then 6; can be given by (1), which is
derived in the appendix.

0; =90° —arccos[cos(y;(t))cos(el;)cos(B) + sin(el;)sin(B)],
(H

where B has been introduced in Fig. 1 (d), and it is also
called the antenna’s slant angle in the paper. When the angular
velocity w is constant, y;(¢) can be expressed as follows:

vitt) =n(t) —azi =n(0) + o - t — az;, @

where 7 (¢) is the azimuth angle of the antenna stand at epoch
t and agz; is the azimuth angle of the ith satellite, which is
assumed to be constant in a short period. It can be seen from
(1) and (2) that 6; is the function of  when w, 8, el;, az;, and
7 (0) are determined. It changes periodically and its period is
the same as the period of the rotation of the antenna.

The variations of the signals’ powers during the rotation of
the antenna are used to discriminate the authentic/spoofing
signals. It is assumed that the spoofing signals come from the
same emitter. Authentic signals come from different direc-
tions and their power variations are different from each other.
However, the spoofing signals come from the same direction
and their power variations caused by the antenna rotation are
the same.

The most widely used GNSS antennas are fixed reception
pattern antennas (FRPAs), which have nearly omnidirectional
patterns in the upper hemisphere [21]. The L1 C/A gain
pattern of a commercial GPS FRPA in the upper hemisphere
is shown in Fig. 2. The antenna gain is much lower at low
elevation angles to avoid potential deleterious effects such
as multipath and interference [21]. In the rest of the paper,
the gain pattern in Fig. 2 is applied to introduce the proposed
spoofing countermeasure.

It should be noted that the elevation angle in Fig. 2 corre-
sponds to 6; in (1), which is different from the ith satellite’s
elevation angle e/; when the antenna plane is not parallel to
the horizontal plane. Fig. 2 shows that the antenna gain is the
function of 6;.

0; changes when the antenna is rotating. Therefore, the
antenna gain to a certain satellite also changes according to
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FIGURE 2. GPS L1 C/A antenna gain of a commercial receiver antenna.
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FIGURE 3. Relative antenna gains with respect to time for different e/;
from 15° to 75°, 8 = 85°, az; = =(0), and w = 6°/s.

Fig. 2. In order to model the change of the power of the
received signal, the relative rotating antenna gain is induced,
which is defined as the ratio between the antenna gain during
rotation and the mean value of the antenna gain. Denote G as
the relative rotating antenna gain, it can be determined based
on (1), (2) and Fig. 2, and the results are shown in Fig. 3.
It shows that the changing patterns of G are different for
different el; and az;. In practical applications, w, § and 7 (0)
are all determined, and el; and az; are different for different
satellites. However, they are all the same for the spoofing sig-
nals which come from the same source. Hence, the changing
patterns of powers of the authentic signals are different, but
those of the spoofing signals are the same. Therefore, the
signal power measurements can be used to discriminate the
authentic/spoofing signals.

The anti-spoofing procedure is implemented in two phases,
namely the correlation phase and the parameter estimation
phase. Firstly, spoofing signals can be discriminated by calcu-
lating the correlation coefficients of power measurements of
pairwise signals. Correlation results which are close to 1 indi-
cate that the signals come from the same source. However, it
is hard to evaluate the performance of this metric and set a
threshold for the spoofing detection theoretically. Therefore,
we propose the second phase which detects the spoofing
signals based on parameter estimation, whose test statistic
and theoretical performance are derived with the theory of
generalized likelihood ratio test (GLRT).

B. SPOOFING COUNTERMEASURE BASED
ON PARAMETER ESTIMATION

As can be seen in Fig. 3, G is periodical and similar to a cosine
function when el; and az; are determined. Therefore, we fit
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the ith satellite’s relative rotating antenna gain G; with the
following equation:

Gi = F[t|a), ,3, eliv azi, T[(O)]
~ 1+ Ajcos(wt + ¢ g el;azi,7(0)» &)

Assume that the coherent time T, is much shorter than
the rotating period of antenna. The in-phase and quadra-
ture coherent integration results of the ith satellite can be
expressed as [1]:

Ii(n) = a;y/1 + Ajcos(wt + ¢)di(n)
X Sinc(feiTeon)R(Ti)COSPei + wii
Qi(n) = aiy/1 + Ajcos(wt + ¢y)di(n)
x SInC(feiTcon)R(Ti)singe; + wo; 4

where a; represents the direct component of the signal’s
amplitude, d;(n) represents the navigation message, f,; and
@i are the frequency and carrier phase tracking errors, R(z;)
represents the autocorrelation function of the pseudorange
code, 7; is the time difference between the prompt local
code and the received signal, and wy; and wg; are zero-mean
additive white Gaussian noises (AWGN).
Then, the signal-plus-noise power in 1/7T,,; noise band-
width is given by:
Nnc
Py = [IF(n) + QF (m)] ()
n=1
where N, is the non-coherent integration times. P; is dis-
tributed according to a noncentral x? distribution with non-
central parameter X; and 2N, degrees of freedom. A; is given
by [22]:

Ai = 2(Ci/No)Tcon - [1 + Aicos(wt + ¢;)] - Npe (6)

where C;/Ny is the carrier to noise ratio of the ith satellite
in Hz. The mean value and variance of P; are given by [23]:

Mi = 2Nnc + A
07 = 4Ny + 44 @)

al.z changes with time, thus it’s hard to analyze P;. How-
ever, when the slant angle B8 of antenna is close to 90°,
A; is much smaller than 1. Therefore al.2 ~ 4N,. +
8(Ci/No)T¢onNpe and it can be assumed constant in the rota-
tion.

In the sequel, the subscript i is omitted for simplification.
According to the central limit theorem, when N, > 1,
P is approximately distributed according to the Gaussian

distribution P ~ N'(i, o'2). Therefore, P can be rewritten as:
P = 2Ny + Ai +wp
= 2Npc + 2(C/No)TconNne
+2(C/No)TconNncAcos(wt + ¢) + wp (3)
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where wp is zero-mean AWGN with variance o2, P can be
rewritten as the following simplified form:

P = u+ gcos(wt + ¢) + wp

=s(t;u, g, @)+ wp 9

where u = 2N, + 2(C/Ny)TcohNp and g =
2(C/No)TconNucA. The power measurements are denoted
as x = [P(0), P(Tp), PQTy), - -- , P(N — 1)To)]", where
Ty is the sampling interval of the power measurements. The
maximum likelihood estimation (MLE) of 8 = [u, g, ¢] can
be calculated by minimizing the following cost function:

N-1

Y "[P(nTo) — u — geos(wnTy + )1
n=0

J(0) =

N-1

= Z [P(nTp) — u — gcos(p)cos(wnTy)
n=0

+ gsin(¢)sin(wnTp))?  (10)

Then, the following equations are provided to further
simplify (10):

a=[u o @] =[u geos@) —gsin@)] (1)
H=[e h h

1 1 0 ]

1 cos(wTp) sin(wTy)

1 coswTy) sinwTy)

- (12)

1  cos((N — DwTy) sin((N — DTy

Then, the cost function in (10) can be rewritten as the
following compact form:

J@)=@x—-Ha) x —Ha) (13)
Consequently, the ML estimate of « is given by [24]:
a=H"H 'H x (14)

Considering the characteristic of h; and hy, the
matrix HT H can be simplified as follows [24]:

efe e'hy eThy N ](\), 0
H'H=\nTe nn wm|~|° 7 O a5

N

hle hihy  hln, 0 0 =

Substitute (15) back into (14), the ML estimate of & can be
written as follows:

i %eTx
a=|a|~%|nlx (16)
@ hlx
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Then, the ML estimate of ¢ is given by:

A

& = arctan_A—2
o
N-1
— Y P(nTp)sin(nwTy)
n=0
= arctan—— a7
> P(nTo)cos(nwTp)
n=0
Denote p = nwTy + ¢, the elements of Fisher information

matrix can be expressed as [24]:

N—1
= Z[as(nTo, 9) , _ Lz Z
n=0

n=0

[1(0)]1414 =

ds(nTy; ) ds(nTy; 6
T(O)]ug = (0)]g = 22 S("o ) ds(nTo; 0)

n=0 ag
N—1
== Z cos(p) ~ 0
n=0
N-1
_ _ i os(nTy; 0) ds(nTy; 6)
)]y = T(O)]pu = g 2 o0
N—1
=—— ) _gsin(p)~
n=0
ds(nTy; 0 1
H(0)]g = ) Z S(n—;) 1= e Zcos (p)
n=0

N-1
1 1 1 N
=2 Lt el x5,

1 T,0 ds(nTo; 0
[1<0>1g¢=[1<0>]¢g__22 S<" 0: 8) 3s(nTo; 6)

—0 ¢
1 N-—1
=== D_ gcos(p)sin(p)
n=0

N—-1
8 .
=55 Z sin(2p) ~ 0

ds(nTy; 0 1
H()]pp = = Z[ ST ) = Zg sin*(p)

n=0 ¢
& N-1 1 gz
= Z[ — —cos(2,0)] R (18)
Consequently, the Flsher information matrix is given by:
1[N 0 0
10)=— |0 N/2 0 (19)
10 0 Ng¥2

According to the asymptotic characteristic of MLE, J) <
N(9, 04%), where oq% is given by [24]:

202 2 4+ 4(C /No)T,
O—q%:iz: + 4( / 0) 2coh (20)
Ng*  NNn.(C/No)*T ,A?
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When two signals are considered, two estimates of ¢ can
be obtained and they are distributed according to ¢A),~ <
N (¢>,-,a£l.) and qu 2 N (¢>j,a£j), respectively. Based on
the estimates of phase parameters, the following metric is
proposed:

Adij = hi — ¢, @1

Since the signals are processed in different tracking chan-
nels, ¢; and ¢; can be viewed as independent. Hence, A¢;; ~
N(Agj, 04%17)’ where Ag;j = ¢; — ¢ and U¢%,-,- - o’d%i + o'q%j.
If the ith and jth signals are spoofing signals coming from a
common emitter, A¢;; will be zero. If there is no spoofing
attack, the signals are very likely to come from different

directions, and A¢;; will be non-zero. Based on the above
analysis, the following hypothesis test can be given:

Ho:x =w
Hitx = A¢j+ow (22)

where w ~ N0, odi_j). Under Hy, the phases of power
measurements of the pairwise signals are the same and the
signals are judged as spoofing ones. Under H1, the phases of
power measurements are different, indicating that the signals
come from different sources, thus the signals are judged as
authentic ones. With GLRT, it is easy to know that when
|x| > y’, H; is decided. The threshold y’ and the detection
probability of the authentic signals P; are given by [25]:

y' = Q‘l(%)%, (23)
" — Agii "+ A
ro= (M5 0P 5w

where Q(-) is the tail probability of the standard normal
distribution and the false alarm probability Py, denotes the
probability of a detection of authentic signals when the sig-
nals are spoofing ones.

C. OVERALL SPOOFING COUNTERMEASURE

Based on the analyses in subsection II-A and II-B, the detailed
steps of the spoofing countermeasure are concluded as
follows:

Phase I: Correlation

1) Record the power measurements of the ith and jth
satellite, denoted as x; and x;, respectively.

2) Calculate the correlation coefficients between x; and x;.
Results close to 1 indicate that the pairwise signals
come from the same direction. Then, both the signals
should be categorized as spoofing ones.

Phase II: Parameter Estimation

1) Estimate the phase ¢A’i and ¢A>j of the ith and jth satellites’
power measurements with (17).

2) Calculate a(gl. and a(gj with (20). (C/No); and (C /Np);
can be obtained from the tracking loops. Consider
(20) and (23), it is easy to see that smaller A leads to
larger y’, which reduces Py,. Therefore, even though
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it’s hard to know the exact value of A, a small A can be
used here to determine the variance.

3) Calculate Uéij and set a Py,. Then, the threshold y’ can
be determined with (23).

4) Calculate Ag;;. If |A¢;| is larger than y’, the pairwise
signals are authentic signals. Otherwise, both of the
signals should be suspected.

It should be noted that the two phases mentioned above can
work independently. In section III, We only simulate the sec-
ond phase since it is not easy to evaluate the performance of
the first phase. But in the practical experiments in section IV,
both the two phases are performed.

D. COUNTERMEASURE FOR THE SIGNAL POWER
MANIPULATION OF SPOOFER

Note that when the power fluctuations induced by the manip-
ulation of a spoofer are larger than those induced by the
rotating antenna, the anti-spoofing method may fail. In order
to detect such kind of spoofing attacks, we can let the
antenna be static and rotate alternatively. Since the system is
implemented in a static or low-dynamic receiver, the power
measurements should be relatively constant in a short period
of time. Hence, the spoofing attack can be detected by mon-
itoring excessive changes of power measurements when the
antenna is static. On the other hand, when the transmitting
powers of spoofing signals are constant or change gradually,
the spoofing attack can be detected with the method in sub-
section II-C when the antenna rotates.

The central tenet of the method is that the user can adjust
the attitude of the antenna and know well about the variations
of its gain pattern, but a spoofer can never forecast when and
how the user changes the antenna’s attitude.

IIl. PERFORMANCE EVALUATION

In this section, simulations are performed to evaluate the
performance of the proposed method. Signals are generated
with a Matlab based GPS L1 C/A signal generator and they
are sampled at a rate of 5 MHz. The coherent time T,.;
is 1 ms. The angular velocity of the antenna is 6°/s. The
data length is 60 seconds and the power measurements are
recorded every second, thus N is 60. The relative gain pattern
follows (3). Four groups of Monte Carlo simulations are
performed to investigate the influence factors of the perfor-
mance. The receiver operating characteristic (ROC) curve
is employed to illustrate the performance, which are shown
in Fig. 4. The circles (‘S’) represent the simulation results
and the dashed lines (“T’) represent the theoretical results
obtained with (23) and (24).

The first group of simulations investigates the influence of
the phase difference (A¢) between the power measurements.
C /Ny of both the signals are 40 dBHz, N, is 10, and A is 0.2.
A¢ are set to 10, 15, 20, and 25 degrees, respectively. Corre-
sponding ROC curves are shown in Fig. 4 (a). It shows that
larger A¢ leads to better performance.

The second group of simulations investigates the influence
of the C/Ny. A¢ is 10 degrees, Ny is 10, and A is 0.2.
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FIGURE 4. Comparisons of ROC curves obtained with different parameters. The circles (‘S’) represent the
simulation results and the dashed lines (‘T') represent the theoretical results. In (a), C/Ny = 40 dBHz,

Nnc =10,A = 0.2, and A¢ are set to 10, 15, 20, and 25 degrees. In (b), Npc = 10, A = 0.2, A¢ = 10 degrees,
and C/N, are set to 40, 45, 50 dBHz. In (c), C/Ny = 40 dBHz, Npc = 10, A¢ = 20 degrees, and A are set to 0.1,
0.2, and 0.3. In (d), C/Ny = 40 dBHz, A = 0.2, A¢ = 15 degrees, and Npc are set to 10, 20, and 30.

It is assumed that the C /Ny of the signals are equal and set
to 40, 45, and 50 dBHz, respectively. Corresponding ROC
curves are shown in Fig. 4 (b). It shows that higher C /Ny
leads to better performance.

The third group of simulations investigates the influence
of A. A¢ is 20 degrees, N, is 10, and C /Ny of both the signals
are 40 dBHz. A are set to 0.1, 0.2, and 0.3, respectively.
Corresponding ROC curves are shown in Fig. 4 (c). It shows
that larger A leads to better performance. In addition, it can be
concluded from Fig. 3 that when the elevation angle is lower,
A is larger. Therefore, the anti-spoofing performance is better
when the spoofing signals come from low elevation angles.

The fourth group of simulations investigates the influence
of Ny.. A¢ is 15 degrees, A is 0.2, and C /Ny of both the sig-
nals are 40 dBHz. N, are set to 10, 20, and 30, respectively.
Corresponding ROC curves are shown in Fig. 4 (d). It shows
that larger N, leads to better performance.

Figure 4 shows that the simulated and theoretical ROC
curves are very close for different parameters, which vali-
dates the analyses in section II. In practical applications, the
threshold can be calculated according to (20), (23), and (24)
to guarantee expected Py, and Py.

IV. EXPERIMENTS AND DISCUSSIONS

In this section, experiments of real GPS spoofing attacks are
performed in a real-time receiver to validate the proposed
spoofing countermeasure. The configuration and the deploy-
ment of the experiments are shown in Fig. 5. Three scenarios
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are considered. In scenario 1 (S1), the switch is not connected,
and the receiver will only receive authentic signals. In sce-
nario 2 (S2), the switch is connected to a GPS simulator,
and simulated spoofing signals will be sent to the receiver.
The simulated spoofing signals are generated with a GPS L1
C/A simulator. In scenario 3 (S3), the switch is connected to
a meaconer, and meaconing spoofing signals will be sent to
the receiver. The meaconing signals are rebroadcasted radio
navigation signals. The gain pattern of the receiving antenna
has been given in Fig. 2. The angular velocity of the rotary
table is w = 6°/s. The slant angle of the antenna is § = 85°.
The received signals are sampled at a rate of 62 MHz. The
coherent integration time 7, is Ims and N, is 100. The total
processing time is 300 seconds and the power measurements
are recorded every second, thus N is 300 in the experiment.

A conventional receiver which only tracks the highest
accumulated result in the acquisition is used. Hence, when
the power of a spoofing signal is higher than that of the
corresponding authentic one, the receiver will only track the
spoofing signal.

Power measurements are shown in Fig. 6. They are normal-
ized with the mean values for clarity of illustration. It can be
seen that the power measurements of the signals change peri-
odically. There are 5 periods in 300 seconds for each signal,
which is consistent with the 6° /s angular velocity. Figure 6 (a)
shows that the changing patterns of power measurements
of authentic signals are different. However, the power mea-
surements of the simulated spoofing signals are almost the
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FIGURE 5. (a) The configuration of the experiment. In S1, the switch is
not connected. In S2, the switch is connected to the GPS simulator. In S3,
the switch is connected to the meaconer. (b) The deployment of the
experiment at the roof of Weiqing Building.
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FIGURE 6. Normalized power measurements in different scenarios.

(a) In scenario 1, authentic signals are processed. (b) In scenario 2,
simulated signals are processed. (c) In scenario 3, meaconing signals are
processed.

same after normalization and they are overlapped as shown
in Fig. 6 (b). Similarly, the normalized power measurements
of the meaconing signals in Fig. 6 (c) are also very similar.
Figure 6 (b) and (c) indicate that the corresponding received
signals are spoofing ones.

The power measurements of the first signal in each sce-
nario are chosen as the reference data, and the correlation
coefficients between the power measurements of the other
signals and the reference data are calculated. Table 1 shows
the correlation coefficient results. When the antenna is rotat-
ing, the power measurements of the authentic signals (S1) are
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TABLE 1. Correlation coefficients between the power measurements of
the first signal and the other signals in different scenarios.

S1 S2 S3
ri2 0575 0999 0.963
ri3 -0.158  1.000 0.935
ri4 -0.163 0999 0.932
ri5 -0.899  1.000  0.905
rie -0433 0999 0.986
ri7 -0.856  1.000  0.949

uncorrelated since the signals come from different directions.
However, the correlation coefficients are all close to 1 for the
simulated (S2) and meaconing (S3) signals. In addition, the
correlation coefficients of the simulated signals are higher
than those of the meaconing ones, because the simulated
signals are generated by a GPS simulator and their powers are
constant and stable. However, the meaconing signals come
from different satellites and their powers change differently
due to the meaconer/satellites relative motions. Nevertheless,
these changes are much smaller than the changes caused by
the rotation of antenna. Hence, the correlation coefficients are
still very high in S3.

Table 2 shows the phase differences of power measure-
ments between pairwise signals. The phase parameters of
different signals in S1 are quite different from each other,
therefore, A¢ is not close to zero. However, A¢ in S2 and S3
are very close to zero because all the processed signals come
from the same emitter. |A¢| should be compared with the
threshold y’ to determine whether the signals are authentic or
not. As shown in (20) and (23), A is required to calculate .
Even though A cannot be obtained directly, a small A can be
chosen to calculate y’ to reduce the Py,. Here, A, Py, and
C /Ny are set to 0.1, 0.001 and 45 dBHz, respectively, and
y' can be calculated as 5.5 degrees. Table 2 shows that all the
|A¢| in S1 are larger than y’, but the |A¢| in S2 and S3 are
smaller than 3, which validates that the proposed method can
distinguish the authentic signals from the spoofing ones.

TABLE 2. A¢ (degrees) between the power measurements of the first
signal and the other signals in different scenarios.

S1 S2 S3
Adi2 -45.6 220 -145
Ad13 -41.8 -0.16 1.73
A¢1a  -230.0 2.19 -0.47
A¢1s 770 -025 -0.09
A¢prie -35.8 1.99 -1.32

A¢1z 109 001 -0.18

It should be noted that the proposed method sacrifices
the tracking sensitivity of the receiver. When the antenna’s
slant angle B is smaller, the tracking sensitivity is lower.
However, smaller § leads to larger antenna gain variation,
which can help resist the disturbance of the signals’ origi-
nal power fluctuations, improving the anti-spoofing perfor-
mance. Therefore, a trade-off needs to be made between the
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tracking and anti-spoofing performance. In addition, since the
antenna phase center is not static, the approach is not suitable
for high precision navigation.

tellite

Antenna Stand '

0.

0o

}i 0.1
02 o3

Receiver

04
0.5
06 g7 1

el; =<A40C, B = ~BOD, y{{) = ZAOB, 6,(t) =90°- ~COD

FIGURE 7. User/satellite relative geometry. The phase center of the
antenna can be viewed as located at O because the length of the antenna
stand is much shorter than the distance between the satellite and the
receiver. OBA is the horizontal plane. OC is the line of sight between the
satellite and the receiver, and the satellite is located on the extension
cord of OC. The antenna stand is along OD. BO, BA, and BD are
orthogonal to each other. B is the origin of the coordinate. BO, BA, and
BD are set as the x, y, and z axes, respectively. Then, the rectangular
coordinate system is built.

V. CONCLUSIONS

In this paper, we establish the theoretical foundation for the
rotating antenna based GNSS spoofing countermeasure. The
countermeasure consists of two phases. In the first phase,
correlation coefficients between the power measurements
of different signals are calculated. Correlation coefficient
close to 1 indicates that the pairwise signals are spoof-
ing ones. Different from the moving receiver based anti-
spoofing technique which also calculates the correlation
coefficient between measurements of pairwise signals, the
proposed method in the paper is based on the anisotropy
of the antenna’s gain pattern. In the second phase, phase
difference of the power measurements of pairwise signals
are estimated and compared with a threshold to determine
whether the signals are authentic ones or not, and the theoret-
ical performance is analysed based on GLRT and validated
by simulations. Experiments of actual GPS spoofing attacks
are also performed in a practical real-time receiver to test the
proposed method. Compared with the moving receiver based
method, the proposed method can be implemented in a static
receiver. Compared with the multi-antenna based method, the
proposed method only requires one antenna. Consequently,
the rotating antenna based GNSS spoofing countermeasure is
a good supplementation to the spatial processing GNSS anti-
spoofing method.

APPENDIX

The geometry relationship between the satellite and the slant
antenna is shown in Fig. 7. OBA is the horizontal plane. The
elevation angle of the ith satellite is ZAOC, which is equal to
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el; in (1). The slant angle of the antenna is ZBOD, which is
equal to B in (1). The difference between the azimuth angle
of the antenna and the ith satellite is ZAOB, which is equal
to y;(¢) in (1). In the sequel, these angles are denoted as «,
B and y, respectively. The angle between the ith satellite’s
LOS (OC) and the antenna plane is denoted as 6;. ZCOD is
the complementary angle of 6;(t).

A rectangular coordinate system is built as shown in Fig. 7,
it is assumed that the length of BO is 1 and B is set as
the origin, then the coordinates of the points in the fig-
ure can be given as: B(0, 0,0), O(1, 0, 0), A0, tan(y), 0),
D(0, 0, tan(B)), and C(O0, tan(y), tan(a)/cos(y)). Then OD
and OC can be expressed as OD = (—1, 0, tan(B)), OC =
(—1, tan(y), tan(a)/cos(y)). Therefore, 6; can be given by:

0:(t) = 90° — LCOD
= 90° — arccos[OC - OD/|0C| - |OD|]
= 90° — arccos[cos(y)cos(a)cos(B) + sin(a)sin(B)]
= 90° — arccos[cos(y;(t))cos(el;)cos(B)
+ sin(el;)sin(B)] (25)
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