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ABSTRACT We consider a multiple-input multiple-output wiretap channel with one transmitter, one
receiver, one cooperative jammer, and one eavesdropper whereby each node is equipped with multiple anten-
nas. Eigenbeam-space division multiplexing (E-SDM) and cooperative jamming are known as techniques
for improving secrecy rate. E-SDM enables the transmitter and the legitimate receiver to communicate with
each other in parallel using channel state information known to them to maximize the legitimate receiver’s
mutual information. On the other hand, cooperative jamming is to jam only the eavesdropper to degrade
the eavesdropper’s mutual information. However, co-channel interference and residual interference from
the cooperative jammer are caused by channel estimation errors, which degrade the legitimate receiver’s
mutual information. How these interferences affect the secrecy capacity has not been clarified. In this paper,
we derive a lower bound on secrecy capacity using the legitimate receiver’s mutual information in the
presence of channel estimation errors and the mutual information of the eavesdropper who uses a minimum
mean square error receiver. We analyze the effect of co-channel interference and residual interference from
the cooperative jammer on the secrecy rate.

INDEX TERMS MIMO wiretap channel, channel estimation error, physical layer security, cooperative
jamming, secrecy rate.

I. INTRODUCTION
The broadcast nature of wireless channels allows unautho-
rized users to overhear the transmitted signal. Traditionally,
security in wireless communication has been realized by
employing a cryptographic method implemented at upper
layer, which is based on computational complexity to decode.
However, this method in general requires intended user to
share secret keys, which is difficult to realize in terms of key
distribution and management. The security also depends on
eavesdropper’s ability to decode. Therefore, a rapid advance
in computing power and resources make it feasible for eaves-
dropper to decode the encrypted wireless signal. Recently,
instead of the method based on computational complexity
in [1], physical layer security based on information security
has been developed [2]. It enhances security by exploiting
the physical characteristics of wireless channel, e.g., fading,
noise, and diversity. It has much attention in the field of
upcoming the fifth generation (5G) network. In particular,

the internet of things (IoT) which is a key component of 5G
is expected to enable any devices to interact with each other
in sensor network. However, irrespective of being exposed to
eavesdropper, it is more challenging to implement a crypto-
graphic method in IoT systems, because IoT has the complex-
ity and energy constraints. Physical layer security is expected
to be a promising secure method to be replaced with crypto-
graphic method in IoT systems [3]–[5].

Wyner, who is a pioneer in information theoretic secu-
rity, introduced the wiretap channel in which a transmitter
(say Alice) transmits the intended signal to intended user
(say Bob) while unauthorized user (say Eve) eavesdrops it [6]
assuming that the Eve’s channel is worse than Bob’s one.
In this model, secrecy capacity was given as the performance
metric of security, which is the maximal achievable rate by
Eve without any information. In [7], this model is extended
to the general non-degraded broadcast channel with confiden-
tial messages (BCC), where Alice has a common message
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to Bob and Eve but a confidential message to only Bob.
Then, Leung-Yan-Cheong and Hellman [8] generalized this
work and determined secrecy capacity for wiretap channel
with additive white Gaussian noise (AWGN). Furthermore,
the secrecy capacity with various antenna configurations
and various channel conditions were studied [9]–[12].
Ergodic secrecy rate of fading channels was derived
in [9]. The secrecy capacity of single-input multiple-output
(SIMO) [10], multiple-input single-output (MISO) [11], and
MIMO wiretap channel was derived in [12].

To enhance the security in wireless communication,
various techniques were known, one of which is cooperative
jamming that degrades Eve’s mutual information using a
cooperative node who transmits jamming signal nulled only
at Bob side in [13]. Multiple cooperative jamming node
have been considered in [14]. The authors of [15] and [16]
addressed the secrecy rate optimization and provided
robust beamforming technique, considering the cooperative
jamming nodes. In addition, an artificial noise (AN) is
known as the similar technique which uses a null-space jam-
ming signal with the intended signal [17] simultaneously.
Moreover, the relay-eavesdropper channels with cooperative
jamming scheme have been studied [18]. In MIMO system,
Alice may transmit multiple-streams to Bob, which forces
Alice and Bob to have to remove inter-stream interference
to realize the achievable channel capacity. Eigenbeam-space
division multiplexing (E-SDM) is known as a technique that
enables to transmit information signal without interference
between streams in [19] using both CSI. In physical layer
security, this technique was used to realize Bob’s achiev-
able capacity by choosing Alice’s transmit covariance matrix
based on water-filling solution without considering Eve’s
channel [20]. The co-channel interference such as mixing
unintended signals sent in K -user interference channel acts
as effective noise, which is exploited to prevent the unin-
tended users from eavesdropping the signals for the other
intended users. The work exploiting the technique that aligns
the multiple interference into a subspace at every receiver
by coordination between transmitters are known to enhance
secrecy [21]–[23]. Another different approach is to exploit
artificial fading that increases channel uncertainty, which
helps improve secure communications [24].

The assumption that channel state information (CSI) is
perfect or imperfect, at which terminal it is available, and
the available CSI from which terminal to which terminal is
very important for deciding the system model. In [13], the
lower and upper bounds of the secrecy capacity were derived
in wiretap channel aided by a cooperative jammer, which con-
sists of Alice and Bob with single antenna, Eve and jammer
with multiple antennas under the assumption that all nodes
can use perfect CSI of its channel. Also, secrecy capacity
with channel estimation error has been analyzed in various
models. In [25], the authors derived the upper bound on
secrecy capacity in single-input single-output (SISO) wire-
tap channel, which consists of Alice, Bob, and Eve, with
imperfect channel estimation between Alice-Bob channel.

In [26], the authors were devoted to analyzing the secrecy
capacity in presence of channel estimation errors on AN
using maximum ratio transmission (MRT) and maximum
ratio combining (MRC) with Alice, Bob, and Eve. This work
only clarified the effect of main channel estimation error
on secrecy capacity in the conventional three node model.
In [27], secrecy rate optimization in MIMO wiretap channel
with Alice, Bob, a cooperative jammer, and an eavesdrop-
per was investigated assuming that Alice and the jammer
know the channels to Bob and Eve and share them with
each other, while Eve knows the channels to Alice and the
jammer, which showed the optimized secrecy rate when the
channel estimation error is considered only in the Alice-Eve
channel and the jammer-Eve channel. However, to the best
of our knowledge, the secrecy rate of MIMO wiretap channel
aided by a cooperative jammer has not been clarified when
both Alice-Bob channel and the jammer-Bob channel are
imperfect.

In this paper, we first derive a lower bound on ergodic
secrecy capacity of MIMO wiretap channel aided by a coop-
erative jammer in the presence of the channel estimation
errors in Alice-Bob channel and the jammer-Bob channel
by lower-bounding Bob’s mutual information, assuming that
Eve uses a linear minimum mean-squared error (MMSE)
receiver. We then evaluate the effects of co-channel interfer-
ence and residual interference from the cooperative jammer
on ergodic secrecy rate through numerical results. Please
note that we do not optimize the power allocation so as to
maximize secrecy rate but analyze the secrecy rate when the
power allocation schemes described in Section II are given.

The remainders of this paper are organized as follows.
In Section II, the system model is introduced. In Section III,
lower bound on ergodic secrecy capacity under channel
estimation error in MIMO wiretap channel is derived. The
numerical results and simulation are included in Section IV.
Finally, conclusions are presented in Section V.
Notation: We use the upper case boldface letters for matri-

ces and lower case boldface letters for vectors. |(·)| denotes
the determinant of amatrix. Tr(·) denotes the trace of amatrix.
()H denotes conjugate transpose. (·)−1 denotes the inverse of
a matrix. E[·] denotes the statistical expectation of random
variables. Id denotes d × d the identity matrix. I (X;Y) and
Cov(X,Y) denote the mutual information and the covariance
of two random variables X and Y, respectively. X(:, i:j)
denotes the columns from i to j of X. We also define the
conditional mutual information I (X;Y|Z) as EZ[I (X;Y)|Z],
following the notation in [28].

II. SYSTEM MODEL AND TRANSMISSION SCHEME
A. SYSTEM MODEL
We consider a MIMO wiretap channel consisting of a trans-
mitter (Alice), an intended user (Bob), a cooperative jam-
mer, and a passive eavesdropper (Eve), with NA, NB, NJ ,
and NE antennas, respectively. The system model is shown
in Fig. 1. Let HBA, HEA, HBJ , and HEJ denote NB × NA,
NE × NA, NB × NJ , NE × NJ channel matrices between
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FIGURE 1. A system model in this paper.

Alice and Bob, between Alice and Eve, between the jammer
and Bob, and between the jammer and Eve, respectively.
Also, we assume that the elements of all channel matrices
are independently distributed zero-mean circularly symmet-
ric complex Gaussian (ZMCSCG) with unit variance. Alice
transmits the intended signal to Bob while the jammer trans-
mits the jamming signal nulled at Bob but harmful to Eve.
Alice and Bob estimate HBA, and jammer and Bob estimate
HBJ imperfectly, respectively. On the contrary, we assume
that Eve knows H̃EA, H̃EJ , which are defined as the weighted
channel in III-B. The assumption of the system model is
summarized as follows.

1) Alice has the imperfect knowledge of the channel
HBA denoted by ĤBA and transmits the intended signal
precoded by the right singular value V̂ of ĤBA.

2) Bob has the imperfect knowledge of the channel HBA,
HBJ denoted by ĤBJ and processes the received signal
by multiplying with the left singular value Û of ĤBA.

3) Jammer has the imperfect knowledge of the channel
HBJ and transmits the jamming signal so that it is nulled
at Bob.

4) Eve has the perfect knowledge of the weighted channel
H̃EA, H̃EJ given in Subsection III-B and intercepts the
intended signal using MMSE filter.

We also assume that the number of intended information
and jamming signal streams are d1, d2, respectively, where
d1 = min(NA,NB). Note thatNJ must bemore thanNB+d2 so
that the jamming signal is nulled at Bob. Thus, we assume that
NJ ≥ NB + d2. Further, we assume NE ≤ d2 so that Eve can
not remove the jamming signals by utilizing the remaining
available dimensions of her antennas. Also, let PA and PJ
denote Alice’s total transmit power and the jammer’s total
transmit power, respectively.

B. TRANSMISSION SCHEME
Alice transmits the intended signal x expressed as,

x = V̂3s (1)

where s is the d1 × 1 information signal vector consisting of
Gaussian inputs whose elements are i.i.d. ZMCSCG random
variables with unit variance,3 is the d1× d1 diagonal matrix
that decides how much transmit power is allocated to each
signal, V̂ is the NA× d1 weighting matrix. In our model,3 is
determined by the water-filling solution based on the esti-
mated channel. In addition, HBA is, in the presence of chan-
nel estimation error EBA, using the estimated channel ĤBA,

expressed as,

HBA = ĤBA + EBA (2)

where the elements of ĤBA are i.i.d. ZMCSCG random vari-
ables with variance 1 − σ 2

A . Also, the elements of EBA are
i.i.d. ZMCSCG random variables with variance σ 2

A [29], [30].
We obtain the weighting matrix V̂ by using the singular value
decomposition (SVD) of ĤBA expressed as,

ĤBA = Û6̂V̂H (3)

where Û, V̂ are respectively NB × d1 and NA × d1 unitary
matrices, and 6̂ = diag{

√
λ1,
√
λ2, · · · ,

√
λd1} with sin-

gular values in the decreasing order of size. The jammer
transmits the jamming signal zJ , which is expressed as,

zJ = ŴJ3JνJ (4)

where νJ is the d2 × 1 artificial noise vector whose elements
are i.i.d. ZMCSCG random variables with unit variance,3J is
the d2 × d2 diagonal matrix that decides how much transmit
power is allocated to each jamming signal, ŴJ is the NJ ×d2
weighting matrix. In our model, we adopt equal power allo-
cation for 3J . HBJ is, in the presence of channel estimation
error EBJ , using the estimated channel ĤBJ , expressed as,

HBJ = ĤBJ + EBJ (5)

where the elements of ĤBJ are i.i.d. ZMCSCG random vari-
ables with variance 1− σ 2

J , and the elements of EBJ are i.i.d.
ZMCSCG random variables with variance σ 2

J . The jammer
designs the weighting matrix ŴJ so that the jamming signal
lies in the null space of ĤBJ .

ŴJ = null(ĤBJ ) (6)

where null(·) denotes a null space of vector or matrix. To real-
ize (6), ĤBJ is decomposed, then we substitute the null space
of ĤBJ into ŴJ as follows.

ĤBJ = Û(J )[6̂(J ) 0NB×(NJ−NB)][V̂
(J )
1 V̂(J )

0 ]H , (7)

ŴJ = V̂(J )
0 (:, 1 : d2). (8)

Also, we assume that Alice’s and Jammer’s total average
transmit powers are constrained by PA and PJ , respectively,
as follows.

Tr(QA) ≤ PA (9)

Tr(QJ) ≤ PJ (10)

where QA = E[3ssH3H ], QJ = E[3JνJν
H
J 3

H
J ]. As men-

tioned previously, we adopt water-filling solution scheme for
QA and equal power allocation scheme for QJ , respectively.
Therefore, the ith diagonal element of QA [28] and QJ are
given by,

QA,ii =

(
µ−

1
λi

)+
, i = 1, · · · , d1 (11)

QJ =
PJ
d2

Id2 (12)
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FIGURE 2. Rlower versus SNR for a fixed NE = 4. (a) PJ = 5 dB. (b) PJ = 20 dB.

where µ is chosen to satisfy
∑d1

i=1QA,ii = PA. The signal
vector received by Bob y′B is given by

y′B = HBAx+HBJzJ + nB
= (ĤBA + EBA)V̂3s+ EBJŴJ3JνJ + nB (13)

where nB is the NB × 1 noise vector at Bob whose
elements are i.i.d. ZMCSCG random variables with vari-
ance σ 2

Bob. Multiplied by Û, (13) can be re-expressed
as,

ÛHy′B = (6̂ + ÛHEBAV̂)3s+ ÛHEBJŴJ3JνJ

+ ÛHnB. (14)

Defining ẼBA = ÛHEBAV̂, ẼBJ = ÛHEBJŴJ , and n′B =
ÛHnB, (14) is re-expressed as,

yB = ÛHy′B

= (6̂ + ẼBA)3s+ ẼBJ3JνJ + ÛHnB

= (6̂ + ẼBA︸︷︷︸
co−channel

)3s+ ẼBJ3JνJ︸ ︷︷ ︸
residual

+n′B (15)

where the elements of ẼBA, ẼBJ , n′B are also i.i.d. ZMCSCG
random variables with variance 1, 1, and σ 2

Bob, respectively,
due to the fact that to be multiplied by unitary matrix does
not change its distribution [24]. On the other hand, the signal
vector received by Eve yE is given by,

yE = HEAx+HEJzJ + nE
= HEAV̂3s+HEJŴJ3JνJ + nE
= H̃EA3s+ H̃EJ3JνJ + nE

where nE is NE × 1 noise vector at Eve whose elements are
i.i.d. ZMCSCG random variables with variance σ 2

Eve. Also,
we define H̃EA = HEAV̂ and H̃EJ = HEJŴJ .

III. ERGODIC SECRECY RATE WITH IMPERFECT CSI AND
MUTUAL INFORMATION AT BOB AND EVE
In this section, we formulate the lower bound on ergodic
secrecy capacity in MIMO wiretap channel, and then derive
Bob’s and Eve’s mutual information in the next subsec-
tion. First of all, MIMO secrecy capacity CS has been ana-
lyzed in [12] and [31], which is defined as the maximum
of the difference of mutual information between Bob and
Eve:

CS = max
{QA,QJ }�0

IBob(x; yB)− IEve(x; yE ) (16)

where IBob(x; yB) denotes the mutual information between
Alice and Bob, IEve(x; yE ) denotes the mutual information
between Alice and Eve, and the maximum is taken over all
the possible input covariance matrices. In general, since we
must average (16) by the distribution or channel realization in
considering available CSI, we need consider ergodic secrecy
capacity instead of (16). The ergodic secrecy capacity given
CSI is expressed as in [32],

E[CS ] = max
{QA,QJ }�0

EH

[
[IBob(x; yB)− IEve(x; yE )]+

]
(17)

where H , {ĤBA, ĤBJ , H̃EA, H̃EJ } and [·]+ denotes
max(·, 0). This expression is intractable to analyze. There-
fore, in order to make it tractable to analyze, we resort
to a lower bound on secrecy capacity expressed as
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FIGURE 3. Rlower versus σ2
A and σ2

J (SNR= 10 dB, NE = 4). PJ = 5 dB. (b) PJ = 20 dB.

in [20], [32], [33],

E[CS ] = max
{QA,QJ }�0

EH

[
[IBob(x; yB)− IEve(x; yE )]+

]
(18)

≥

[
EH[IBob(x; yB)− IEve(x; yE )]

]+
(19)

=

[
IBob(x; yB|ĤBA, ĤBJ )− IEve(x; yE |H̃EA, H̃EJ )

]+
.

(20)

This expression used in (19) is also called Secrecy Rate [32].
Furthermore, using a lower bound on IBob(x; yB|ĤBA, ĤBJ )
presented in the next subsection, the lower bound on the
ergodic secrecy capacity Rlower can be:

Rlower ,
[
IBob,lower(x; yB|ĤBA, ĤBJ )− IEve(x; yE |HEA)

]+
(21)

where IBob,lower(x; yB|ĤBA, ĤBJ ) denotes a lower bound on
IBob(x; yB|ĤBA, ĤBJ ).

A. LOWER BOUND ON BOB’s MUTUAL INFORMATION
In this subsection, we provide a lower bound on Bob’s mutual
information. Taking the similar steps as in [34]–[36] and
performing some mathematical calculations, then we obtain

IBob,lower(x; yB|ĤBA, ĤBJ )

= EĤBA

[
log2

∣∣∣Id1 + 1

σ 2
APA + σ

2
J PJ + σ

2
Bob

6̂
H
6̂QA

∣∣∣].
(22)

The derivation of (22) is given in Appendix.

B. EVE’s MUTUAL INFORMATION
Eve decouples the received signal by MMSE filter. The cor-
responding signal to noise plus interference ratio (SINR) γi
of the output stream i is expressed as in [37],

γi = hHi
(
H̃EAQAH̃H

EA − hihHi

+ H̃EJQJ H̃H
EJ + σ

2
EveINE

)−1
hi (23)

where hi is the ith column of H̃EA3. Thus,
IEve(x; yE |H̃EA, H̃EJ ) is expressed as in [38], [39].

IEve(x; yE |H̃EA, H̃EJ ) = EH̃BA,H̃EJ

[ d1∑
i=1

log2(1+ γi)
]
. (24)

IV. NUMERICAL AND SIMULATION RESULTS
In this section, numerical results andMonte Carlo simulations
are presented to see that how those channel estimation errors
affect on secrecy rate in terms of low or high power jam-
ming, magnitude of the channel estimation error, and signal
to noise ratio (SNR). Monte Carlo simulations are carried
out by generating 1000 realizations of channel, and table 1
lists simulation parameters used through all the figures. All
the channels are assumed to be flat Rayleigh fading and
distance attenuation is not considered. We define SNR as the
ratio of total transmit power to Bob’s noise power, that is,

SNR =
PA
σ 2
Bob

.

Fig. 2(a) and 2(b) show ergodic secrecy rate as the function
of SNR in the case where the values of σ 2

A and σ 2
J are changed
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FIGURE 4. Rlower versus NE when SNR = 20 dB. (a) PJ = 5 dB. (b) PJ = 20 dB.

FIGURE 5. Empirical CDF in (17) (NE = 4). (a) PJ = 5 dB. (b) PJ = 20 dB.

independently to 0, 0.01, and 0.1 when PJ = 5 and 20 dB,
respectively, for a fixed NE = 4.
As can be seen from these figures, the secrecy rate is

degraded by channel estimation error, and the magnitude of
the degradation in secrecy rate increases as the value of the
channel estimation error increases. It is seen that when the

impact of σ 2
A exists, secrecy rate improves to some extent

as SNR increases. Then secrecy rate begins to degrade at an
SNRwithout depending on the magnitude of jamming power.
This is because improvement of E-SDM by increasing SNR
is saturated at an SNR, which leads to the saturation of Bob’s
mutual information, even though improvement of the Eve’s
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FIGURE 6. Ergodic secrecy rate vs SNR compared with the existing AN scheme and our transmission scheme (NE = 4). (a) PJ = 5 dB. (b) PJ = 20 dB.

TABLE 1. Simulation parameters.

mutual information is not saturated. On the contrary, when
the impact of σ 2

J exists, secrecy rate degrades compared with
that in the case of no channel estimation error, but secrecy
rate improves and are not saturated as SNR increases. Also,
comparing Fig. 2(a) with Fig. 2(b), the impact of σ 2

J on
secrecy rate increases as PJ increases.
Fig. 3(a) and 3(b) shows ergodic secrecy rate versus

σ 2
A and σ 2

J when PJ = 5, 10 dB, respectively, for a fixed
SNR = 10 dB and NE = 4. Compared Fig. 3(a) with
Fig. 3(b), the impact of σ 2

J on Rlower remains small even when
σ 2
J increases, becausePJ is small in Fig. 3(a). On the contrary,

in Fig. 3(b), it is noticed that the impact of σ 2
J on Rlower

increases as σ 2
J increases. Compared Fig. 3(a) and 3(b), it is

also observed that the impact of σ 2
A on Rlower is mitigated by

using high power jamming in the regime where σ 2
J is small.

Fig. 4(a) and 4(b) shows ergodic secrecy rate versus
NE when PJ = 5 and 10 dB respectively, with SNR= 20 dB.
As the value of NE increases, the secrecy rate is degraded.
This is because Eve’s mutual information increases due to
spatial receiver that utilizes available diversity. Especially,
channel estimation error helps secrecy rate to be 0, which
reduces Eve’s antennas so that secrecy rate is 0. For example,
it can be observed that Rlower with σ 2

A = 0.1 and σ 2
J = 0.1 in

Fig. 4(b) becomes 0 by changing from NE = 5 to 6.
In Fig. 5(a) and 5(b), the empirical cumulative distribution

function (CDF) in (17) for the case of SNR = 0, 10 dB is
presented when PJ = 5 and 10 dB, respectively, for a fixed
NE = 4. It is noted that Fig. 5 represents CDF when we
use both transmit covariance matrices (9) and (10) for one
channel realization, instead of when (17) is maximized with
respect to QA,QJ . In the case of SNR = 0 dB, it is observed
that there are few differences among the results in Fig. 5(a),
while in Fig. 5(b), there is much difference between the ones
with σ 2

J = 0.1 and the others, since high power jamming
signal in the presence of channel estimation error impairs
Bob’s received signal greatly. On the other hand, in the case
of SNR= 10 dB, it is observed that the results with σ 2

A = 0.1
in Fig. 5(a) degrades more greatly compared with perfect CSI
case. However, in Fig. 5(b), there is the large gap between the
results with σ 2

J = 0.1 and perfect CSI case.
Fig. 6(a) and 6(b) shows ergodic secrecy rate against SNR

with PJ = 5, 10 dB for NE = 4 and the other same
parameters except for NA and d2, respectively, in order to
compare the existing AN transmission schemewhich consists
of Alice, Bob, and Eve in [20] and our transmission scheme
when no channel estimation errors exist. It is noted that when
we use [20], PJ is equivalent to the power for artificial noise
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and d2 is set as NA−d1, namely which is NA−4. That is why
we assume that NA > 4 for the AN transmission scheme.
Besides, to compare the difference of secrecy rate between
the filter that Eve uses, we add the case where Eve uses ideal
receiver such as Maximum Likelihood Detection (MLD) to
obtain the Eve’s capacity in [20], which is described as Rlower
with ideal filter in Fig. 6. It is observed that the secrecy rate of
both AN transmission scheme and our transmission scheme
decreases as SNR increases. It is also observed that secrecy
rate of AN transmission scheme increases as NA increases.
This is because the increase of NA that leads to the increase of
magnitude of eigenvalues contributes to the improvement of
Bob’s mutual information. In particular, the AN scheme with
NA = 8 achieves the highest secrecy rate in the region below
SNR = 30 dB in both Fig. 6(a) and 6(b). It is observed that
Rlower with MMSE filter exceeds Rlower with ideal filter. The
reason is that Eve’s mutual information is larger with ideal
filter than that with MMSE filter.

V. CONCLUSION AND FUTURE WORK
In this paper, we have derived and investigated the lower
bound on the ergodic secrecy capacity in multiple-input
multiple-output (MIMO)wiretap channel aided by a coopera-
tive jammer with channel estimation errors both in Alice-Bob
channel and Jammer-Bob channel, which leads to co-channel
interference and residual interference, respectively. Numer-
ical and simulation results have shown how those channel
estimation errors affected the secrecy rate in terms of low or
high power jamming, magnitude of the channel estimation
error, and SNR. It has been seen that as the magnitude of
the channel estimation errors increases, the more secrecy rate
degrades. It has been also observed that when co-channel
interference exists, secrecy rate improves to some extent as
SNR increases, and then secrecy rate begins to degrade at an
SNRwithout depending on the magnitude of jamming power.
Moreover, it has been observed that residual interference
also degrades secrecy rate more greatly as jamming transmit
power and the magnitude of the channel estimation error
in Jammer-Bob channel increase. These results have been
observed in terms of not only ergodic capacity but also CDF.

As mentioned in the Introduction, exploiting the
co-channel interference is promising for enhancing security.
Although there are some works addressing K user interfer-
ence channel and X network, no works have considered the
means of enhancement for security by exploiting the co-
channel such as inter-stream interference. Therefore, we treat
it as our future work.

APPENDIX
DERIVATION OF (22)
The Bob’s mutual infomation IBob(x; yB|ĤBA, ĤBJ ) is
expressed as in [34], [36], [40],

IBob(x; yB|ĤBA, ĤBJ ) = h(x|ĤBA, ĤBJ )
− h(x|yB, ĤBA, ĤBJ ). (25)

h(x) denotes the differential entropy of a complex random
vector x. The first term h(x|ĤBA, ĤBJ ) in (25) is expressed

as in [41].

h(x|ĤBA, ĤBJ ) = log2 |πe · Cov(x, x|ĤBA)|
= log2 |πe ·QA|. (26)

To obtain IBob,lower(x; yB|ĤBA, ĤBJ ), we use the upper bound

on h(x|yB, ĤBA, ĤBJ ), which is given by

h(x|yB, ĤBA, ĤBJ )
= h(x− x̂|yB, ĤBA, ĤBJ )
≤ log2 |πe · Cov(x− x̂, x− x̂|yB, ĤBA, ĤBJ )| (27)

where (27) follows the fact that the LHS is upper bounded
by the entropy of Gaussian random variables with the
same covariance as the mean square error of the liner
MMSE estimate x̂ of x given yB, ĤBA, and ĤBJ as in
[36], [42], and [43]. The weighting matrix of x̂ is given by
Cov(x, yB)Cov(yB, yB)−1 in [36]. Cov(yB, yB) is expressed as
follows,

Cov(yB, yB) = E[yByHB ]
= 6̂QA6̂

H
+ E[ẼBA3ssH3H ẼBA]

+E[ẼBJ3JνJν
H
J 3

H
J Ẽ

H
BJ ]+ E[n′Bn

′H
B ].
(28)

Furthermore, second, third, and fourth terms in (28), respec-
tively, are expressed as in [35],

E[ẼBA3ssH3H ẼHBA]
= EẼBA,3,s

[ẼBA3ssH3H ẼHBA]

= σ 2
AE3,s[Tr(3ss

H3H )]Id1
= σ 2

ATr(QA)Id1
= σ 2

APAId1 (29)

and

E[ẼBJ3JνJν
H
J 3

H
J Ẽ

H
BJ ]

= EẼBJ ,3J ,νJ
[ẼBJ3JνJν

H
J 3

H
J Ẽ

H
BJ ]

= σ 2
J E3J ,νJ [Tr(3JνJν

H
J 3

H
J )]Id1

= σ 2
J Tr(QJ )Id1

= σ 2
J PJ Id1 (30)

and

E[n′Bn
′H
B ] = σ 2

BobId1 . (31)

Using (29), (30), and (31), Cov(yB, yB) is finally expressed as,

Cov(yB, yB)
= 6̂QA6̂

H
+ (σ 2

APA + σ
2
J PJ + σ

2
Bob)Id1 . (32)

Moreover, Cov(x, yB) is expressed as,

Cov(x, yB) = E[xyHB ]
= QA6̂

H
. (33)

Therefore, x̂ is given by,

x̂ = Cov(x, yB)Cov(yB, yB)−1yB
= QA6̂

H
(
6̂QA6̂

H
+ (σ 2

APA + σ
2
J PJ + σ

2
Bob) · Id1

)−1
yB.
(34)
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Substituting x̂ into the corresponding covariance in (27),
we have

Cov(x− x̂, x− x̂|yB, ĤBA, ĤBJ )
= E[(x− x̂)(x− x̂)H ]
= E[x(x− x̂)H ] (35)
= QA −QH

A 6̂
H
(
6̂QA6̂

H
+

(
σ 2
APA

+ σ 2
J PJ + σ

2
Bob)Id1

)−1
6̂QA (36)

where (35) follows the orthogonality that satisfies E[̂x(x −
x̂)H ] = 0. Moreover, applying the matrix inversion lemma to
(36) leads to (22).
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