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ABSTRACT This paper considers secure transmission with the aid of a helper for finite alphabet signals in
multiple-input—multiple-output multiple antenna eavesdropper networks, where the helper transmits a jam-
ming signal along with the confidential message sent by the source node to confuse the eavesdropper. For the
scenario in which the only statistical channel-state-information (CSI) of the eavesdropper links is available
at the transmitter, the ergodic secrecy rate lacks closed-form expression, and the evaluation of the ergodic
secrecy rate is computationally prohibitive. To address this problem, an accurate approximation of the ergodic
secrecy rate is proposed to reduce the computational complexity. Utilizing this approximation of the ergodic
secrecy rate, the joint optimization of precoding design and power allocation between the source and the
helper is investigated to improve the ergodic secrecy rate. Furthermore, to achieve a tradeoff between com-
putational complexity and performance, low-complexity schemes without iteration are proposed based on the
analysis at extreme signal-to-noise ratio (SNR). In the low SNR regime, we prove that it is optimal to transmit
confidential messages with full power, and the beamforming design is the first-order optimal precoder.
At high SNR, we transform the problem of precoding design into a semi-definite programming problem,
which can be efficiently solved by the interior-point method.

INDEX TERMS Ergodic secrecy rate, finite alphabet inputs, precoding design, jamming signal, power

allocation.

I. INTRODUCTION

Information secrecy has been a fundamental problem in wire-
less networks due to the inherent openness of the wireless
propagation channel. Traditionally, security is guaranteed
by the key-based cryptographic technologies [1] above the
physical layer. Nevertheless, it is becoming more difficult to
implement the secret key distribution and management with
the rapidly increasing number of wireless devices. Physical
layer security, which secures the transmission without need
of secret key, has attracted tremendous attention recently. The
seminal work [2] on physical layer security was pioneered
by Wyner, who introduced the wiretap channel and defined
the concept of secrecy capacity, which is the maximum trans-
mission rate from source to its intended receiver while the
eavesdropper knows no information about confidential mes-
sages. With great potential to enhance legitimate user’s recep-
tion and weaken the eavesdropper’s reception, multiple-input
multiple-output (MIMO) technique plays a significant role in
improving the physical layer security. The secrecy capacity
of MIMO network has been fully investigated in [3]-[8],

and the results in [7] and [8] show that the capacity is achieved
by Gaussian wiretap codes.

Though the secrecy capacity can be achieved when the
signal is Gaussian distributed in the additive white Gaus-
sian noise (AWGN) channel, the Gaussian codebook has
never been realized in practical system for various reasons.
The finite alphabet inputs, such as pulse amplitude mod-
ulation (PAM), phase shift keying (PSK) modulation, and
quadrature amplitude modulation (QAM), serves as an effi-
cient substitution which has been widely applied in practical
system. The finite alphabet inputs depart significantly from
Gaussian input, therefore, the linear precoding design with
finite alphabet inputs has attracted great research interests
[9]-[15]. The relation between mutual information and min-
imum mean-square error (MMSE) had been revealed in
[9] and [10]. Utilizing this relationship, a power allocation
based on generalized singular value decomposition (GSVD)
was developed to secure the transmission [11]. Furthermore,
necessary conditions for the optimal precoding matrix were
presented in [12] and an iterative algorithm based on gradient
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method was proposed to maximize the achievable secrecy
rate. Especially, a jamming scheme, which utilizes additional
power for transmitting jamming signals in the null space
of the main channel, was proposed to enhance the ergodic
secrecy rate [12]. The same idea was also shown in multiple-
input-single-output-single antenna eavesdropper (MISOSE)
wiretap networks [13]. The work of [14] studied the pre-
coding design for cognitive radio network with statistical
CSI. A global optimization approach based on the branch-
and-bound method was developed to maximize an accurate
approximation of the ergodic secrecy rate [14]. Based on
channel reciprocal, the strict positive secrecy rate is realized
in Rayleigh flat fading channel by utilizing M-ary PSK and
orthogonal space-time block code [15].

Recently, some researches have considered using friendly
helper to transmit jamming signals to deteriorate the eaves-
dropper’s reception [16]-[19], which serve as an effective
means to further enhance the achievable secrecy rate. In [16],
the closed-form structure of the artificial noise covariance
matrix was obtained to guarantee the secrecy rate larger or at
least equal to the secrecy capacity of MIMO wiretap channel
with no jamming signal. By using the relay to transmit jam-
ming signal, the authors in [17] proposed a null-steering jam-
ming scheme with optimal power allocation to improve the
achievable secrecy rate of cooperative network. Furthermore,
the optimal transmit weights for jamming signal with indi-
vidual power constraint were provided in [18]. Considering
the case where only partial information of CSI for the eaves-
dropper links is available at transmitter, J. Huang et al. [19]
studied robust transmission design for multiple-input single-
output (MISO) wiretap channel with aid of a helper. Based
on the worst-case secrecy rate maximization, robust trans-
mit covariance matrices and the optimal power allocation
between the source and the helper were derived in [19] under
the global power constraint. However, scarce works have
considered secure transmission with a friendly helper for
finite alphabet signals.

In this paper, we investigate secure transmission design
for MIMO wiretap channel with a cooperative helper under
finite alphabet inputs. We assume that the source and the
helper have perfect instantaneous CSI of the desired user
and only statistical CSI of the eavesdropper. To secure the
transmission, the helper utilizes additional degrees of spatial
freedom to transmit jamming signal to confuse the eaves-
dropper. Considering the global power constraint, this paper
studies the joint optimization of precoding design and power
allocation between the source and the helper for maximiz-
ing the approximated ergodic secrecy rate. Furthermore, low
complexity suboptimal schemes are also provided based on
the analysis at extreme SNR. In particular, our contributions
are summarized as follows:

e Our work considers secure transmission for MIMO
wiretap channels with aid of an external helper. For
the scenario where only statistical CSI of eavesdrop-
per’s link is available, the evaluation of the ergodic
secrecy rate for finite alphabet inputs is computationally
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prohibitive. To address this issue, an accurate approxi-
mation of the ergodic secrecy rate is provided.

« Considering the global power constraint, we derive the
gradient of the approximated ergodic secrecy rate with
respect to the precoding matrix and necessary conditions
for the optimal power allocation between the source and
the helper. Based on these results, a joint optimization
algorithm is developed to find the optimal precoding
matrix and power allocation between the source and
the helper, which maximize the approximated ergodic
secrecy rate.

o To further reduce the computational complexity,
low-complexity schemes are proposed based on the
analysis of the ergodic secrecy rate at extreme SNR.
At low SNR, it is proved that to transmit confidential
message with full power is the first order optimal. On
the other hand, the precoding design for confidential
message at high SNR can be transformed into a SDP
problem, which can be solved efficiently by the standard
optimization method. Numerical results show that our
proposed schemes significantly improve the ergodic
secrecy rate.

The rest of the work is organized as follows. Section II
illustrates the system model. The approximated ergodic
secrecy rate and problem formulation are introduced in
Section III. Section IV studies the joint optimization problem
in detail. Suboptimal schemes at extreme SNR are investi-
gated in Section V. Section VI depicts the numerical results,
and Section VII summarizes the main results.

Notation: Boldface uppercase letters, boldface lowercase
letters, and italics denote matrices, column vectors, and
scalars, respectively. The superscripts (.)7, (.)* and (.)¥ stand
for transpose, conjugate and conjugate transpose operations
respectively. ||.|| designates norm of vector; Tr(.) and det(.)
denote the trace and determinant of a matrix, respectively;
vec(.) and ® denote vectorization and Kronecker product
operation, respectively; E(.) denotes the statistical expec-
tation with respect to its variable; Iy denotes an N x N
identity matrix; CN (i1, %) denotes the circularly symmetric,
complex Gaussian distribution with mean p and variance o
log,(.) denotes the base two logarithm.

Il. SYSTEM MODEL
Consider a MIMOME network with a source node (Alice),
a destination (Bob), a helper (Helper), and an eavesdrop-
per (Eve), as shown in Fig. 1. The number of antennas
equipped at Alice, Bob, Helper, and Eve are N,, Np, Ny
and N, respectively, where Nj, > Np. It is assumed that the
instantaneous CSIs of links from Alice and Helper to Bob
are available at Alice and Helper, but they only know the
statistical distribution of their links to Eve [12], [19], [20].
While Alice sends its signal to its intended receiver, Helper
transmits jamming signal /Pjuz to secure the transmis-
sion, where Pj is the power budget for jamming signal;
u e CVx1 is the weighted vector for jamming signal,
which satisfies uu < 1; z is a PSK signal, which is denoted
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FIGURE 1. System model for MIMO wiretap channel with a helper.

as z = ¢/ where 6 is a random variable within [0, 277 ]. Then
the received signal vectors at Bob, y4, and Eve, y,, are given
by

y» = PsHpBx + /P;Gpuz + ny, (D
Ye = vPsH.Bx + /P;G.uz + n,, 2

where H, € CM*Na and G, € CM>*Ni are channel
matrices from Alice and Helper to Bob respectively, H, €
CNexNa and G, € CNexNi are channel matrices from
Alice and Helper to Eve respectively; n, ~ CA(0, obzINb)
and n, ~ CN(0, crelee) are thermal noises at Bob and Eve,
respectively, in which %2 = aabz; Pg is the power budget for
confidential message, B € CNe*Na is the precoding matrix
for confidential meassage, which satisfies Tr (BH B) <1;
x € CNax! 5 the confidential signal vector, each element
of which is drawn from equiprobable constellation set with
cardinality M, such as PSK, QAM, with unit covariance,
ie., Ex{xx} = Iy,. Note that the case with global power
constraint is considered, where Pg and P; satisfy the power
constraint Pg + P; < Py, in which Py is the total power bud-
get.

For channels from Alice and Helper to Eve, only sta-
tistical distribution are available at Alice and Helper. We
model H, and G, as the doubly correlated fading MIMO
channels [21], [22], which are given by

H, = ¥, Hy®,”, 3)
G, = U’ Gy ®,/%, 4

where Hy € C¥*Ne and Gy, € CN*Mi are complex ran-
dom matrices, each element of which follows CN(0, 1);
W), € CNexNe and v, € CNexNe represent receive positive
correlation matrices; @, € CNe*Ne and @, € CNi>*Ni denote
transmit positive correlation matrices.

To simplify the problem, we adopt zero-force constraint on
the jamming signal, that is, the jamming signal is transmitted
in the null space of the channel G;. Denote u = V,f, where
V,, € CNixWNi=No) s an orthonormal basis of the null space
of the channel G, f € CN—Ne)<1 fulfills f/f < 1. Therefore,
the received signal at Bob and Eve can be equivalently written
as

y» = v/ PsHpBx + ny, &)
Ye = v PsH.Bx + \/}TJGebeZ + ne. Q)
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For simplicity, the signal received at Bob and Eve can be
normalized as follows

_ Pg _

Yo = | 5 HpBx+ 0y, (N
O

_ Ps -1 _

Jo = |—5R. "H.Bx +ii,, (8)
OlO'h

_1 ~
where ¥y, = ab_lyb, Ye = (€ofR,) 2ye, 0y ~ CN(0, 1y,)
and n, ~ CN(0, Iy,) are effective noises at Bob and Eve,
respectively, and R, is given by

Eg,.n, {(\/ P;Geuz + n.)(v/PjGeuz + ne)H}

I{e -
2
ooy,

P
- Ltm (V’,;I D, Vit ) W, +Iy,. )

OlO'b

lIlIl. THE APPROXIMATED ERGODIC SECRECY RATE

AND PROBLEM FORMULATION

Based on (7) and (8), the expressions of mutual information
are given by [10]

1 (x; §») = Nalog,M
MNa MNa

1
- MNa Z Eﬁb 10g2 Z exp (_fb,mn) s (10)
m=1 n=1
En, {I (x; ¥e)} = Nalog,M
MNa MNa

1
~ M. Y Eu,Eq, {logy Y exp(—fem) {, (11
m=1 n=1

2
=2
— I [|7,

fe,mn =

P _
where  fp un = ” G_gHbBemn +ny
b

2
1
| Ps p—2 — =2
—Q;ZRE H.Be,,, + n, H — [In|I*, emnn = X — X,,. Both
b

X, and x; contain N, symbols, which are taken from the
equiprobable constellation set with cardinality M.

Combining (10) and (11), the ergodic secrecy rate is given
by

Cerg = max {1 (x; ) — En, { (x;§.)}; 0} . (12)

As can be seen from (10), (11) and (12), I (x;yj) refers
to calculate expectation over the effective noise vector np;
Besides, the calculation of Egy, {I (X;y.)} needs to com-
pute expectations over H, and n,. These expections refer
to compute 2N, + 2N, (N, + 1) integrals from —oo to +o00
for calculating Cery once, which leads to that the ergodic
secrecy rate Cerg is difficult to evaluate. Though Monte Carlo
random sampling can be utilized to estimate the ergodic
secrecy rate, it is still time-consuming and complicated. To
reduce the computational complexity, I (X; y,) can be esti-
mated by an accurate approximation 4 (X; y»), which is given

VOLUME 5, 2017



K. Cao et al.: Secure Transmission With Aid of a Helper for MIMOME Network

IEEE Access

by [23],
1 MNa
In (%; ) = NalogyM — —- Zl
m=

xlog, Z exp

n=1

Na
M _ Psell BYHIH,Be,, 13
ZUb '

On the other hand, we define I4 (X; y.) as the approxima-
tion of Eq, {I (X; y.)}, which is derived in [24],

Iy (X;¥e)
MNa MNa N,
= NlogyM — —— Z logy » [T (1 + rggmn)”
n=1 g=1
MN” MNa
= NalogsM — ——o- Z 0g, Z = t(W 1 (14)
mn
with
Won = Iy, + g ¥ "R, 1w, /2 (15)

where rq is the g-th eigenvalue of the matrix ¥, "/ 2R‘1 \Ill/ 2,

S el B ®;,Be,,,. By using I4 (x; yp) and Ix (X; ye)

gmn - 2

0(0'
as alternatives, we derive an accurate approximation of the
ergodic secrecy rate, which is given by

Cerg,a = max {Iy (x;¥p) — 14 (X; ¥e); 0} . (16)

By replacing the ergodic secrecy rate with the approxi-
mated ergodic secrecy rate (16), we turn to maximize the
approximated ergodic secrecy rate, which can be formulated
as

max  Cerg A
£.B,(Ps.Py)

stflf<1,
Tr(BHB) <1,

Ps+P; <Py, Ps>0, P;=0. 17)
As can be seen from (17), our design objectives consist
of the optimization over f and B, and the power allocation

between Pg and P;j.

IV. JOINT OPTIMIZATION OF PRECODING DESIGN
AND POWER ALLOCATION
Denote w = Tr (V§ @, V,fff). From (9), (13), (14), we know
that C. 4 depends on f through w. In the following proposi-
tion, we prove that Cerg A is @ monotone increasing function
of the variable w.

Proposition 1: The gradient of Cerg A With respect to w is
given by

PsPjlogye

Vw Cer A =
& ZOczal;1

Tr (BH @the) (18)
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where

MNa Tr(w 2Ry RS 1\1/1/2)

mn

H
MNa Z Tt W) €mnCmn
I, MN Z MNa

1
Z det(Win)
n=1

(19)

Note that IT, is a positive definite matrix, we have
VwCerga > 0. Therefore, Cerg o is the monotone increasing
function of w.

Proof: See Appendix A.

Since that Cerg A is the monotone increasing function of w,
the problem of maximizing Cerg A Over f is equivalent to the
following problem

max w
f

s.t. ff < 1. (20)

Denote the maximum of w as wmax, Which is the largest
eigenvalue of the matrix (VY ®,V,). The optimal f is the
unit-norm eigenvector of the matrix (Vf QDng) correspond-
ing to its largest eigenvalue wmax.

With the optimal f, R, = -4 wmaxWg + Iy, the prob-

lem (17) is identical to the follow[ing problem,

max  Cerg A
B.(Ps.Pj)

s.t.Tr (BHB) <1,

Ps+P; <Py, Ps>0, P;j=>0. 21

It is obvious that Cerp A is now dependent only on the pre-
coding matrix B and the power allocation between Pg and P;.
However, it is difficult to deal with the problem (21) in
one step since that B and (Pgs, P;) are coupled. To address
this problem, we develop a two-step optimization algorithm
to find the optimal precoding matrix and power allocation
between the source and the helper. Firstly, we maximize
Cerg,a through the precoding matrix B while fixing Ps and P;.
Secondly, we maximize Cerg A via power allocation between
Pg and P; while fixing the precoding matrix B. Finally,
the solution of the original problem (21) can be found by
repeating the above two steps.

A. PRECODING DESIGN

First, we consider maximizing Cerg,a through the precoding
matrix B for a given Pg and P;, which is formulated as

max Cerg A
B
st Tr (BH B) <1. (22)

Using the complex-valued matrix differentiation tech-
nique [25], the gradient of Cerg A With respect to B is obtained
as follows

Pslo Pslo
VBCerga = —— 2 HY H,BQ)y — =2 04BQ,, (23)
20b 2cxab
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with
A Psell BYHI'H,Be u
mn b mn
L ng:l exp | — 207 €
Qb = MNa Z MNa P ’
m=1 Y ex _ Psey,B7Hy, HyBey,
P 20[72

n=1
(24)
and
MY (Wi PR )
mn e H
1 MNa Zl det(W,,,) Cmn€mn
n=
Q= 3 — . (25)

=l Z det(‘l’V,,m)
n=1

Utilizing the gradient of Cerg o With respect to B, the opti-
mal precoding matrix B to the problem (22) can be iteratively
found using the gradient method. The precoding matrix B is
updated as

B(l + 1) = B(l) + Y VBCerg,A|B:B([)s (26)

where y is a positive step size. When the obtained B(/ + 1)
satisfies Tr {(B(I + 1))?B(/ + 1)} > 1, it is reasonable to
project B(/ 4 1) into the feasible set through a normalization

step: B(L + 1) = B(’“)/\/Tr{(B(l +))TB(+ 1),

B. POWER ALLOCATION

By fixing the precoding matrix B, the problem (21) is identi-
cal to the power allocation between Ps and P; for maximizing
the approximated ergodic secrecy rate, which is written as

max  Cerg A

(Ps.Py)
s.t. Ps + Py < Py,
Ps >0, P;>0. 27

Based on Karush-Kuhn-Tucker (KKT) analysis, the opti-
mal power allocation to the problem (27) is obtained as
follows.

Proposition 2: The optimal power allocation of the
problem (27) is the solution to following equations

Tr (BH uY Hstzb)
1 P
=Tr|B ®,B| -, + wne , (28)
o ozzabz
Py +P; = Py. (29)

Note that if there is no solution to above equations, then
the optimal power allocation is given by

(Ps, Py) = (Po,0). (30)

Proof: See Appendix B.

Consequently, a joint optimization algorithm can be devel-
oped to solve the problem (21) by combing the precoding
design and power allocation. The details of the joint optimiza-
tion algorithm are summarized in Algorithm 1 as follows

3702

Algorithm 1 Joint Optimization Algorithm for Maximizing
the Approximated Ergodic Secrecy Rate

1: Initialization: given a feasible (P(l), P(Jl)), BW, and set
k=1.

2: Substituting (P ,ng)) into problem (22), solve the
problem (22) by using the gradient method and obtain
the solution BK+1D,

3. Substituting B**+D into (28), obtain (PLTD, PEFD)
by deriving the solution to equations (28) and (29).
If there is no solution to above equations, then set
(P(SH]), PSkH)) = (Po, 0).

4: k =k + 1, go to step 2 until convergence or the prede-
fined number of iterations has been reached.

(k)

Note that the joint optimization algorithm is convergent
due to that the sequence generated by the joint optimization
algorithm is increasing and upper-bounded. To avoid the
algorithm being stopped at local optimum, multiple initial
points should be used and the one with the maximum is
chosen as the final solution. Since that the performance of the
joint optimization algorithm depends heavily on initial points,
it motives us to design low-complexity and high-performance
schemes without iteration.

V. LOW-COMPLEXITY PRECODING DESIGN

AND POWER ALLOCATION

In this section, we resort to low-complexity scheme designs
without iteration in the extreme SNR regime.

A. SUBOPTIMAL SCHEME DESIGN AT LOW SNR
In the low SNR regime, i.e., Po/ab2 — 0, the precoding
design and the power allocation between the source and the
helper are given as follows.

Proposition 3: The first order optimal power allocation
between the source and the helper at low SNR is the same
with (30) and the precoding matrix B is given by

B = ¢ (Amax) [Vmax 0N,,><(N,,—1)j| > 3D

where vpax 1S the unit-norm eigenvector of the matrix
(Hf H, — w d>h> corresponding to its largest eigenvalue
Amax; ¢ (+) is the Heaviside step function where ¢ (A) = 1 if
A > 0, otherwise ¢ (A) = 0.

Proof: See Appendix C.

B. SUBOPTIMAL SCHEME DESIGN AT HIGH SNR

In the high SNR regime, i.e., Po/crb2 — 00, it 1S reason-
able to allocate appropriate power with jamming signal to
deteriorate the signal-to-noise-plus-interference ratio (SINR)
performance of Eve. However, it is difficult to obtain the
optimal B and power allocation between Ps and P; since
that B and (Pgs, Py) are coupled. To decouple this problem,
we utilize the precoding matrix B to enhance I (x;y4) and
decrease the average SINR performance of Eve concurrently.
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TABLE 1. The number of matrix multiplication steps for calculating the mutual information once based on Monte Carlo Sampling method.

I(x;5%) T4 (%¥)

En, {I(x;5¢)} Ia(x;5e)

O (NnoiseM2Na) | O (M?Na)

(@) (NnoiseNchannelMQNa )

O (M?Na)

The average SINR of Eve is denoted as SINRg, which is given
by

P
SINR; = —> g, [Tr (B” u’ RglﬂeB)]
oo},
Py - H
- ST (\th ) Tr (B d)hB) NGV,
ocab
As pointed out in [23], the problem of maximizing I (X; y4)
in the high SNR regime is identical to the problem of max-
imizing the minimum distance of input vectors. Here we
denote dpin as the minimum distance of input vectors of Bob,
which is given by,

dmin = min 1 BYHIH,Be,,,. (33)

men bz €nn

To enhance I (x; y4) and decrease SINRg at high SNR
concurrently, it is reasonable to maximize the ratio between
dmin and SINREg through B, which can be formulated as

o e/l BYH//H,Be,,,
max min
B omEnr (gRgt) T (57 9,5)
st.Tr (B"B) < 1. (34)
Note that o ) is irrelevant with the precoding
hie

matrix B, the problem (34) can be equivalent to the following
problem

e/l BYHITH,Be,,
Tr (B ®,B)
s.t.Tr (BH B) <1. (35)

max min
B m#n

Denote b =vec(B), p= D!/2p, D= (Iy, ® ®4) and
q = p/l|Ipll, then the problem (35) is identical to the follow-
ing problem.

Proposition 4: The problem (35) can be transformed into
the following problem

min — ¢
Q
_H T
s.t. Tr {D 2 (Emn

Tr(Q) =1,
Q=>0, rank(Q) =1, (36)

®H§Hb> D—%Q} >t m<n,

where E,;, = exmell . Q = qq”, Q > 0 represents that Q is
symmetric positive semi-definite.
Proof: See Appendix D.
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Dropping the rank-one constraint, the problem (36) can be
formulated as

min — ¢
Q
st Tr{D—% [E,{m ®H€1Hh] D—%Q} >t m<n,
TrQ=1 Q=0, (37)

which is a typical SDP problem and can be efficiently solved
by using interior-point method [26]. Note that the solution Q
obtained by solving SDP problem (37) is generally not of rank
one. If the obtained Q is of rank one, then its principal eigen-
vector is the optimal solution to the original problem (36).
Otherwise, randomization techniques [27] can be utilized to
provide an near-optimal solution of the problem (36). When
q is obtained, we have

D-/2q
b=—— (33)
Vq“D'q
B = reshape (b, Ny, N,) . 39

Finally, substituting the precoding matrix B into (28), the
power allocation between Ps and P; can be obtained by
deriving the solution of equations (28) and (29).

VI. NUMERICAL RESULTS

In this section, numerical examples are provided to illustrate
the efficacy of the proposed schemes. The thermal noise vari-
ance and « are set as Ub l and @ = 1, respectively. Channel
matrices H, and G, follow the exponential correlation model,
where the (a, b)-th element of the correlation matrice is given
by [14], [24]

[T(P)],p = P77,

The channel statistics for H, and G, are given by
¥y, = T(0.95), @, = T(0.5), ¥, = T(0.8) and ®, = T(0.6),
respectively. We denote Npoise and Nchannel as the number of
sample points used for calculating expectations over effective
noises (np, n,) and random matrices (Hy, Gy), respectively.
In our simulations, we set Npoise = 1000 and Nchannel = 500.
Besides, channel matrices H;, and G are generated as inde-
pendent identical distributed complex Gaussian random vari-
able with zero mean and unit variance, and the simulation
results are calculated based on the average of 500 channel
realizations of H;, and Gy.

Table 1 lists the number of matrix multiplication
steps for calculating the mutual information once based
on Monte Carlo sampling method. From Table 1, we
obtain that the computational complexities of evaluat-
ing the ergodic secrecy rate Cee and its approxima-
tion Cega are O (NnoiseNcha,me]M 2N“) and O (M 2N“),

p € [0,1). (40)
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respectively. Therefore, employing the approximation
Cerg,a  significantly reduces the computational com-
plexity compared to maximizing the ergodic secrecy
rate Cerg directly.

Simulated Ergodic Secrecy Rate|
O Approximation

ar : : T=8PSK >

Ergodic secrecy rate (bit/s/Hz)
w

S QPSK |
2 D
~BPSK
[}
Al : ,
OE i i i i i
-20 -10 (o] 10 20 30 40
P,/oZ (dB)

FIGURE 2. Ergodic secrecy rate of the joint optimization algorithm for
different modulations when Ng = 2. N, =3, N, =2 and Ne = 2.

Fig. 2 presents the relationship between the simulated
ergodic secrecy rate Cerg obtained by Monte Carlo sampling
method and its approximation Cerg a. As shown in Fig. 2, the
approximation Cerg o €xhibits excellent agreement with the
simulated ergodic secrecy rate Cerg in the low and high total
power regime, and it closes to the simulated ergodic secrecy
rate Cerg in medium total power regime. Thus, Cerg A provides
a very good approximation to the ergodic secrecy rate Cerg for
the whole total power regime.

—+&— Joint Optimization Algorithm
—6— Jamming, Algorithm 4 [12]

[| —®— Without Jamming, Algorithm 4 [1 2]/e/é——-e——3>

Ergodic secrecy rate (bit/s/Hz)
N

-20 -10 ) 10 20 30 40
P,/o% (dB)

FIGURE 3. Ergodic secrecy rate comparison with different schemes and
different number of antennas equipped at Alice under BPSK input when
Np=3,Np=1 and Ne = 2.

Fig. 3 compares the ergodic secrecy rate with different
schemes and different number of antennas equipped at Alice
under BPSK input when N, = 3, N, = 1 and N, = 2. Based
on Fig. 3, we observe that increasing the number of anten-
nas equipped at Alice improves the ergodic secrecy rate.
In the low total power regime, the ergodic secrecy rate
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FIGURE 4. Ergodic secrecy rate comparison with different schemes and
different number of antennas equipped at Eve under QPSK input when
Na=2Nh=2,andNb= 1.

2.5

o- —0- - -6 -0 -=%
I N Lt it <

R E— Ne=2, Joint Optimization Algorithm

Ergodic secrecy rate (bit/s/Hz)
&

—e— Ne:3, Joint Optimization Algorithm
—p— Ne=4, Joint Optimization Algorithm
- 8- Ne=2, Jamming, Algorithm 4 [12]
— © — N_=3, Jamming, Algorithm 4 [12]
- - Ne=4. Jamming, Algorithm 4 [12]

~20 -10 0 10 20 30 40
P/o2 (dB)

FIGURE 5. Ergodic secrecy rate comparison with different schemes and
different number of antennas equipped at Eve under BPSK input when
Ng =3,Np=3,and Np =2.

achieved by the scheme with jamming is the same with that of
Algorithm 4 [12] without jamming, which indicates that the
optimal power allocation at low total power is to allocate
full power for transmitting confidential message. At medium
and high total power, the scheme with jamming further
improves the ergodic secrecy rate compared to the scheme
without jamming, it is because that the transmission rate of
Eve is suppressed by the jamming signal. Besides, the joint
optimization algorithm outperforms Algorithm 4 [12] and
approaches N,log, M bit/s/Hz at high total power.

In Fig. 4 and Fig. 5, we compare the ergodic secrecy
rate with different schemes and different number of anten-
nas equipped at Eve for various settings. It is obvious that
the ergodic secrecy rate of all schemes decreases with the
increasing number of antennas equipped at Eve. However,
from Fig. 4 and Fig. 5, we observe that the joint optimiza-
tion algorithm restores the ergodic secrecy rate to close
to Nylog,M bit/s/Hz at high total power regardless of the
number of antennas equipped at Eve.
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—+8— Joint Optimization Algorithm
—b— Jamming, Algorithm 4 [12]
—€— Without Jamming, Algorithm 4 [12]

Ergodic secrecy rate (bit/s/Hz)

FIGURE 6. Ergodic secrecy rate of different schemes versus different
number of antennas equipped at Eve under BPSK input when Ng =3
Np =2,Np =3 and Po/o'g =10 dB.
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FIGURE 7. Ergodic secrecy rate comparison with different schemes and
various settings in the low total power regime under BPSK input when
Np =3.

Fig. 6 depicts the ergodic secrecy rate performance for dif-
ferent number of antennas equipped at Eve under BPSK input
when Py/ abz = 10 dB. With an appropriate power allocation
between the source and the helper, the ergodic secrecy rate
obtained by the joint optimization algorithm is higher than
that of Algorithm 4 [12] for arbitrary number of antennas
equipped at Eve, which is shown in Fig. 6.

Fig. 7 demonstrates the ergodic secrecy rate performance
of different schemes in the lower total power regime with
BPSK input. As can be seen from Fig. 7, the suboptimal
scheme at low SNR and the joint optimization algorithm
match exactly in the low total power regime, which suggests
that it is optimal to transmit confidential message with full
power at low SNR.

Fig. 8 shows the ergodic secrecy rate performance of dif-
ferent schemes for various settings at high total power with
BPSK input. In Fig. 8, it can be observed that the ergodic
secrecy rate performance of the suboptimal scheme at high
SNR is very close to that of the joint optimization algorithm
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FIGURE 8. Ergodic secrecy rate comparison with different schemes and
various settings in the high total power regime under BPSK input when
Nh =3andNb=2.

in the high total power regime. Furthermore, the suboptimal
scheme at high SNR ensures the ergodic secrecy rate to
approach N,log,M bit/s/Hz with the increasing total power.
Therefore, the optimization of the precoder at high SNR can
be equivalent to a semi-definite programming problem.

VII. CONCLUSIONS

In this paper, we have studied the joint optimization of
precoding design and power allocation for MIMOME net-
work with a friendly helper under finite alphabet inputs.
Utilizing the statistical CSI of the eavesdropper’s channel,
an accurate approximation of the ergodic secrecy rate with
closed-form expression was proposed in this paper. Besides,
the gradient of the approximated ergodic secrecy rate with
respect to the precoding matrix, and necessary conditions
for the optimal power allocation were provided. Based on
these results, a joint iterative algorithm was developed to
maximize the approximated ergodic secrecy rate. To further
reduce the computational complexity, suboptimal schemes
without iteration were proposed at extreme SNR. Moreover,
we proved that it is optimal to transmit confidential message
with full power at low SNR, and transformed the problem
of precoding design for confidential message at high SNR
into a SDP problem. Simulation results show that our pro-
posed schemes significantly improve the ergodic secrecy rate
of MIMO wiretap channel compared to their conventional
counterparts.

APPENDIX A

PROOF OF PROPOSITION 1

I (x;y4) is independent with w, therefore, we have
VoCerga = —Vola (X;¥e), where V,Ia (X;y.) can be
expressed as

MNa
Na Z 1 0 det(Winn)
_ logye N o WP B0
Vola (o) = — 5 > = (41)
m=1 Z 1
 TUWo)
n=
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With W# = W,,,, one can use the chain rule to obtain

9 det (W) _ o ((a det (W,,,,,))T awmn) @)

w oW, w
where
3 det (W) N
T ™
oW P
m o IS R g RV (44)
ow Qo

Substituting (42) into (41), we have

P5P]10g2€

Vola (X;¥e) = — Tr (BH cthne) . (45)

20207}
Keep in mind that V,,Cerg A = —Vola (X; ¥e), hence, the
proof of Proposition 1 is completed.

APPENDIX B
PROOF OF PROPOSITION 2
The problem (27) can be written as Lagrangian construction

L= —Ceagn —n(P—Ps—P;)—§P;. (46)

Based on KKT analysis, necessary conditions for the opti-
mal power allocation are given by

VpgCerga = 1, (47)

VP] Cerg,A =n-§, (48)
nP—Ps—P;) =0, (49)
n=0, (50)

§P; =0, (51

£=>0. (52)

Note that the optimal power allocation occurs at
Ps + Pj = Py, itis because that for any given Pg, the optimal
power of jamming signal is P; = Py — Ps which minimizes
Ipn (X;¥e). Thus, if £ > 0, then P; = 0 and Ps = Py, which
is obtained from (51); Otherwise, substituting £ = 0 and (47)
into (48), we can obtain that the optimal power allocation is
the solution of the following equation,

VPS Cerg,A = VPJ Cerg,A~ (53)

Following similar steps in Appendix A, we have

Pswmaxlogye

4

Tr (BH dDhBHe> . (54)
20%0,,

VPJ Cerg,A =
On the other hand, employing complex-valued matrix dif-
ferentiation technique [25], one can obtain that

log,e
VrsCaga = —5 Tr (B H{ H, B2,
20},
log,e

2
20mb

Substituting (54) and (55) into (53), the proof of
Proposition 2 is completed.

Tr (BH d)hBQe> . (55)
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APPENDIX C

PROOF OF PROPOSITION 3

For analysis, in the low SNR regime, P/ sz — 0, which can
be seen as that Py is fixed while sz — 00. Using the first
order expansion of mutual information [28], we have

Psl 1
1 (x;yp) = LngeTr (BHHZ[H[,B> + O (—4> s (56)
% %
En, {1 (x; ¥e)}

Psl 1
— By, { SO0 (BYHIR; 'HB) + O <—)}

4
OlO'b O'b
Psl 1
- Pt (v ) e (1 0im) 0 ).
OlO'b Ub

(57

Note that R, in the low SNR regime can be approximated
asR, = %a)max\llg + Iy, ~ Iy,. Then the approximation of
the ergodicbsecrecy rate at low SNR is given by

Pslo Tr (¥
Corg ~ 2821y (BH (HﬁHb _ Tr(Ww) q>h> B> . (58)
0, o

2
b

As can be seen from (58), the ergodic secrecy rate is linear
with Pg, therefore, it is optimal to set Pg = Py and P; =0
in the low SNR regime. Besides, the optimal B, which max-
imizes the ergodic secrecy rate in (58), is the beamforming
design given in (31).

Thus, the proof of Proposition 3 is completed.

APPENDIX D

PROOF OF PROPOSITION 4

By utilizing the matrix equality 7r {PH APB} = (vec (PH
(BT ® A) vec (P), we have

el! BH/'H,Be,, = Tt (BH u! HbBEmn)
— bt (E,,Tm ® Bl H,,) b
— pD~ % (E,’Q ®H! H,,) D 2p. (59)

Similarly, we have Tr (B ®;,B) = b¥Db = ||p||?, then
the problem (35) can be formulated as

max min qHD_g (Efm ® HZIHI,> D_%q
q m#n
s.t.qq = 1. (60)
With Q = qq", the problem (60) is equivalent to the fol-
lowing problem

. _H T H _1
max min Tr{D 2 (Emn®Hb H;,)D ZQ}

Q m#n
s.t. Tr(Q) = 1.
Q > 0,rank(Q) = 1. 61)

Denote ¢ = m7ién Tr {D_% (El, ® HI'H,) D_%Q} and
mz*n
consider that E,, = E,,, the problem (61) can be
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transformed as follows

max f
Q
s.t.Tr [D*% (E,{m ® Hg’Hb) D*%Q} >t m<n,
Tr(Q =1,
Q > 0, rank(Q) = 1. (62)

Hence, the proof of Proposition 4 is completed.
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