SPECIAL SECTION ON SECURITY AND PRIVACY IN APPLICATIONS AND SERVICES

FOR FUTURE INTERNET OF THINGS

IEEE Access

Multidisciplinary : Rapid Review : Open Access Journal

Received January 16, 2017, accepted February 6, 2017, date of publication February 16, 2017, date of current version March 28, 2017.

Digital Object Identifier 10.1109/ACCESS.2017.2669940

Expressive CP-ABE Scheme for Mobile Devices in
loT Satisfying Constant-Size Keys and Ciphertexts

VANGA ODELU!, ASHOK KUMAR DAS2,

MUHAMMAD KHURRAM KHAN3, (Senior Member, IEEE),
KIM-KWANG RAYMOND CHOO?, (Senior Member, IEEE),
AND MINHO JO3, (Senior Member, IEEE)

! Department of Computer Convergence Software, Indian Institute of Information Technology, Sricity 517 588, India

2Center for Security, Theory and Algorithmic Research, International Institute of Information Technology, Hyderabad 500 032, India
3Center of Excellence in Information Assurance, King Saud University, Riyadh 12372, Saudi Arabia

4Department of Information Systems and Cyber Security, The University of Texas at San Antonio, TX 78249, USA

SDepartment of Computer Convergence Software, Korea University, Sejong Metropolitan city 30019, South Korea

Corresponding author: M. Jo (minhojo@korea.ac.kr)
This research was supported in part by the Korea-China Joint Research Center Program through National Research Foundation (NRF),

South Korea, under Grant 2016K1A3A1A20006024 and in part by Deanship of Scientific Research at King Saud University under Grant
PRG-1436-16.

ABSTRACT Designing lightweight security protocols for cloud-based Internet-of-Things (IoT) applications
for battery-limited mobile devices, such as smart phones and laptops, is a topic of recent focus. Ciphertext-
policy attribute-based encryption (CP-ABE) is a viable solution, particularly for cloud deployment, as an
encryptor can ‘“write” the access policy so that only authorized users can decrypt and have access to the
data. However, most existing CP-ABE schemes are based on the costly bilinear maps, and require long
decryption keys, ciphertexts and incur significant computation costs in the encryption and decryption (e.g.
costs is at least linear to the number of attributes involved in the access policy). These design drawbacks
prevent the deployment of CP-ABE schemes on battery-limited mobile devices. In this paper, we propose a
new RSA-based CP-ABE scheme with constant size secret keys and ciphertexts (CSKC) and has O(1) time-
complexity for each decryption and encryption. Our scheme is then shown to be secure against a chosen-
ciphertext adversary, as well as been an efficient solution with the expressive AND gate access structures
(in comparison to other related existing schemes). Thus, the proposed scheme is suitable for deployment on
battery-limited mobile devices.

INDEX TERMS Mobile devices, cloud computing, ciphertext-policy attribute-based encryption, constant-

size secret key, constant-size ciphertext, RSA-based cryptography.

I. INTRODUCTION

With the popularity and availability of battery-limited mobile
devices (e.g. Android and iOS devices), there is an increasing
demand to design efficient and secure lightweight applica-
tions for such devices [1]-[3]. In a ciphertext-policy attribute-
based encryption (CP-ABE), data are encrypted based on
the access policy and each user associated with a set of
attributes is able to decrypt a ciphertext, if and only, if the
user’s attributes fulfill the ciphertext access policy. Thus,
CP-ABE is extremely suitable for cloud computing environ-
ment because it enables data owners to make and enforce
access policies themselves [4]—[8], [49]. Since most mobile
devices are battery-limited, key design criteria in a CP-ABE
scheme should include constant size secret key and constant
size ciphertext, as well as a cost efficient mechanism for
encryption and decryption.

In the literature, several identity-based encryption schemes
[9]-[11] with constant size secret keys and ciphertexts have
been proposed. Attribute-based encryption (ABE), an exten-
sion of identity-based encryption, scheme was first intro-
duced by Sahai-Waters [12] and has two variants, namely:
Key-Policy ABE (KP-ABE) [12]-[15] and ciphertext-policy
ABE (CP-ABE) [16]-[20]. In KP-ABE, ciphertext is asso-
ciated with the attribute set and the secret key is associated
with an access policy. The ciphertext can be decrypted with
the secret key if and only if the attribute set of ciphertext
satisfies the access policy of secret key. On the contrary, in
CP-ABE, the ciphertext is associated with an access policy
and the secret key is associated with an attribute set. The
ciphertext can be decrypted with the secret key if and only if
the attributes of the secret key satisfies the ciphertext access
policy. As CP-ABE enables the data encryptor to choose
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TABLE 1. Attribute-based encryption schemes: A comparative summary.

Scheme KP/CP-ABE  Access structure Security model LSK LCT

SW [12] KP-ABE Threshold Selective security nG nG + Gy

GPSW [13] KP-ABE Tree Selective security  |A|G IP|G + Gy

OSW [14] KP-ABE Tree Selective security  2|A|G (Pl +1)G + G
BSW [26] CP-ABE Tree Selective security  (2|A] + 1)G (2|P| 4+ 1)G + G¢
HLR [16] CP-ABE Threshold Selective security  (n + |A|)G 2G + Gy

CCLZFLW [17]  KP/CP-ABE  Threshold Full security O(n?) O(1)

EMNOS [21] CP-ABE (n, n)-Threshold Selective security  2G 2G + Gy

LOSTW [18] CP-ABE Linear secret-sharing scheme Full security (JAl + 2)Ge. (2P| + 1)Gc + Gy,
Waters [19] CP-ABE Linear secret-sharing scheme Selective security  (JA| + 2)G 2|P| +1)G + G4
ALP [15] KP-ABE Linear secret-sharing scheme Selective security 3|A|G 2G + Gy

LW [20] CP-ABE Linear secret-sharing scheme Full security (JA]| +3)Ge (2P| + 2)G. + Ge,.
DJ [23] CP-ABE AND gate-Multivalued Full security (nalAl +2)Ge 2G. + Gy,

ZZCLL [4] CP-ABE AND gate-Multivalued with wildcards  Selective security  (n + 1)G 2G + Gy

CN [27] CP-ABE AND gates Selective security  (2|A| + 1)G (JP| +1)G + G
ZH [22] CP-ABE AND gates Selective security ~ (JA| + 1)G 2G + Gy

GSWV [24] CP-ABE AND gates Selective security ~ 2G (n—|P+2)G+ G+ + L
Ours CP-ABE AND gates Selective security  2G 3G+ L

Note: LSK: length of user secret key; LCT: length of ciphertext; L: length of plaintext M; G and G: prime order pairing (note that in our scheme, the group G is multiplicative
group Zn, where N = pq); G. and G : composite order pairing; n: average number of values assigned to each attribute in attribute set A.

the access policy and decide who can access the data, it is
more suited for access control applications as compared to
KP-ABE schemes.

Unsurprisingly, several CP-ABE schemes with constant
size ciphertexts [4], [21]-[23] and constant size secret keys
[21], [24] with an expressive access structure based on
bilinear maps have been proposed in recent times. In these
schemes, with the exception of the EMNOS scheme [21],
only the ciphertexts or the secret keys are of constant size
(but not both). The EMNOS scheme [21] offers only (n, n)-
threshold and most existing schemes require significant com-
putational complexity for encryption and decryption, which
are at least linear to the number of attributes involved in the
access policy. In addition, these schemes are based on bilinear
maps, which is significantly more costly than schemes based
on conventional cryptosystems [9], [25]. Thus, designing a
cost efficient and expressive access structure CP-ABE with
the constant size secret keys and ciphertexts (CSKC) using
conventional public-key cryptosystems remains a research
challenge. This is the gap that we seek to address.

In this paper, we propose a RSA-based AND-gate access
structure CP-ABE scheme, which offers constant size secret
keys and ciphertexts with efficient encryption and decryption
mechanism. In our scheme, a secret key associated with an
attribute set A is used to decrypt ciphertexts with the access
policy P if and only if P C A. Our scheme requires only O(1)
time-complexity. It is clear from Table 1, only our scheme
provides constant size secret keys and ciphertexts without
using bilinear maps. We then demonstrate the security of
the scheme under the selective security model. To the best
of our knowledge, this is the first attempt to design such
a provably secure RSA-based AND-gate access structure
CP-ABE scheme. Due to the underlying RSA architecture,
our scheme is suitable for practical deployments on battery-
limited devices. Moreover, our scheme provides an efficient
solution to the encryption and decryption, which requires
only O(1) time-complexity (see Tables 3 and 6).
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The rest of the paper is organized as follows. In Section II,
we discuss the mathematical preliminaries and definitions
required in the understanding of the proposed scheme. In
Section III, we briefly discuss the key management in a
defined access structure. In Sections IV and V, we present
the proposed scheme and the security analysis, respectively.
In Section VI, we evaluate the performance of our scheme
with related schemes. Finally, the paper is concluded in
Section VII.

Il. MATHEMATICAL PRELIMINARIES AND DEFINITIONS
In this section, we discuss the mathematical preliminaries and
definitions associated with ciphertext-policy attribute-based
encryption.

A. ATTRIBUTE AND ACCESS STRUCTURE

We define the attribute and access policy as provided in [24].
Let the attribute universe U = {A[, A3, --- , A,} be the set
of n attributes Ay, Ay, --- , A,. We denote an attribute set of
auser by A C U, and an n-bit string aja; - - - a, associated
with A is defined as follows: a; = 1,if A; € A and a; = 0,
if A; ¢ A. For example, if n = 4 and A = {A}, A2, A4},
the 4-bit string associated with A becomes 1101. In addition,
we define an access policy by P specified with attributes
in U, and an n-bit string b1b - - - b, associated with P is
defined as follows: b; = 1,if A; € P and b; = 0, if
A; ¢ P. For example, for n = 4 the string 1010 associ-
ated with P means that P requires the set of the attributes
{A1, A3}

In this paper, we consider the AND gate access con-
trol structure represented by the attributes from U. Assume
that ajas - - - a, is an n-bit string associated with attribute
set A and byby---b, an n-bit string associated with
the access policy P. Then, P < A if and only if
a; > by, for all i = 1,2,---,n. We call that the
attribute set A fulfills the access policy P if and only if
P C A.
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B. COMPUTATIONALLY HARD PROBLEMS
In this section, we consider the following two computational
problems.

1) INTEGER FACTORIZATION PROBLEM (IFP)

Let p and g be p-bit primes and N = pgq. Assume that
Genr be a polynomial-time algorithm which takes an input
1”7 and outputs (N, p, g). The factoring assumption relative
to Genp states that given N, it is computationally infeasible
(hard) problem to derive p and ¢, except with negligible
probability in p. The formal definition of this problem fol-
lows that of [28]: for a probabilistic polynomial-time (PPT)
algorithm A, the factoring advantage is defined by

Advgl  4(p)=Pr[(N.p, q) < Genp(1°) : AN) = {p. g}].

The factoring assumption (with respect to Genr) states that
Adv’GFe ’; . _4(p) is negligible in p for every PPT A. We say that
(tirp, E]FP)-.H:.“P assumption holds ifAdnge ‘; ‘. A(p) 5 E]}:“P(,O?,
for any sufficiently small €;rp(p) > 0, and its running time is

at most t;rp.

2) COMPUTATIONAL Diffie-Hellman PROBLEM (CDHP)

The problem of breaking the Diffie-Hellman scheme with a
RSA modulus N = pg and base g is equivalent to the problem
of computing a value of the following function [29]:

CDHP(N, g, X,Y): (g)n X ()N — (8N,
which is defined by
CDHP(N, g, g% g") = g* (mod N).

Here, (g)y represents a cyclic subgroup of Zy, generated by
g- The adversary .4 advantage in solving the CDHP is:

Adv(zj,aff(:o) — PrlAN, g, g% g") = g).

We say that (tcpup, €cpup)-CDH assumption holds if
Adv%?ﬁf (p) < €cpup, for any sufficiently small ecpgp > 0,
with 1ts running time at most zcpgp-

As stated in [29], any algorithm that will break the CDHP
for a non-negligible proportion of the possible inputs can be
used to factor N. This implies any algorithm that will break
the CDHP for a given modulus N can also be used to break
the original Diffie-Hellman scheme for the prime moduli that
are factors of V.

Definition 1 ((t, €)-Hard n-IF-CDH Problem): We say
that a t-polynomial time algorithm A, which outputs a bit
y € {0, 1}, has an advantage Advlzfv’_jDH(p) = € in solving
the n-1F-CDH problem in Zy if

PrlAN,p1. -+ pn. g 8.8 8. 8. g% g) = 0]

—Pr[AN,p1. - . pn.g. 858" 8" 8", g )= O]‘ >e.
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C. DEFINITION OF CP-ABE SCHEME
A CP-ABE encryption scheme is composed of four algo-
rithms, namely, Setup, Encrypt, KeyGen, and Decrypt. These
algorithms are defined as follows [24]:

o Setup: This algorithm takes a security parameter p and
the universe of attributes U = {A, Ay, ---, A,} as
inputs, and then outputs a master public key MPK and
its corresponding master secret key MSK .

« Encrypt: It takes an access policy P, the master public
key MPK and plaintext M as inputs. The encryption
algorithm E[PP, M] outputs a ciphertext C.

« KeyGen: The inputs of this algorithm are an attribute
set A, the master public key MPK and the master secret
key MSK. The key generation algorithm then outputs a
user secret key (decryption key) k,, corresponding to A.

o Decrypt: It takes a ciphertext C generated with access
policy PP, the public key MPK and the secret key k, cor-
responding to the attribute set A as inputs, and outputs
the plaintext M or outputs null (L) using the decryption
algorithm D[C, P, k,, A].

A CP-ABE scheme must satisfy the following property. For
any (MPK, MSK), a ciphertext E[P, M] and the secret key
ky, if P € A, the decryption algorithm always outputs the
corrected plaintext M. Otherwise, the plaintext in E[P, M]
cannot be decrypted using the key k.

D. SELECTIVE GAME FOR CP-ABE SCHEME

In order to prove the security under chosen ciphertext attack,
we use the selective game for a CP-ABE scheme as defined
in [21], [24]. The CP-ABE game captures the indistinguisha-
bility of messages and the collision-resistance of user secret
keys, namely, attackers cannot generate a new secret key
by combining their secret keys. To capture the collision-
resistance, the multiple secret key queries can be issued by
an adversary A after the challenge phase. The game between
the adversary .4 and a challenger B is described as follows.

« Initialization: A outputs the challenge as an n-bit access
policy P’ and sends it to the challenger 5.

o Setup: B runs Setup and KeyGen algorithms with
the security parameter p to generate the key pair
(MSK, MPK) and then gives MPK to A.

o Query: A makes following queries to the challenger B.

— A queries for the secret key k,; of any attribute set
A, which does not fulfill the access policy P’. B
answers with a secret key ki for these attributes.

— The decryption query on ciphertext E[P', M'].

o Challenge: In this phase, the adversary .4 outputs
(Mo, My) for challenge. It requires that A does not query
a secret key on an attribute set A satisfying P’ € A. The
challenger B responds by picking a random ¢’ € {0, 1}
and computing ciphertext E[P', M,/] for challenge to A.

o Query: The adversary A can continue with the secret
key queries and decryption queries except with a secret
key query on any A fulfilling I’ and the decryption query
on E[IP, M.].
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« Guess: The adversary A outputs a guess c, of ¢/, and
wins the game if ¢, = ¢’.
In this game, the advantage € of A is defined by

/ / 1
6=Pr[cg=c]—§.

Definition 2: The CP-ABE scheme is said to be (t,q.,qc,€)
selectively secure against a chosen-ciphertext attack, if for
all t-polynomial time adversaries who make the g, secret key
queries at most and q. decryption queries at most, € is a
negligible function of p.

lll. KEY MANAGEMENT IN DEFINED ACCESS STRUCTURE
In this section, we discuss the key management in the defined
access structure motivated by the scheme in [30], which is
a variant of Akl-Taylor’s scheme [31]. The scheme in [30]
is proven secure against key recovery attacks. Let Zy be the
set of equivalence classes of the integers modulo N = pgq,
where p and g are RSA secure primes with p # g. For any
non-zero element a € Zy, gcd(a, N) = 1 if and only if
there exists a multiplicative inverse b for a (mod N), that
is,ab = 1 (modN) or b = a~! (mod N) which can
be computed efficiently using the extended Euclidean gcd
algorithm, where 1 € Zy is the multiplicative identity. The
key management is described below.

Pick a secure prime number p; such that gcd(p;, ¢(N)) = 1,
Vi=1,2,---,n,toeachattribute A; € U. Then, compute the
inverse g; of p; such that p;q; = 1 (mod ¢(N)), where p; # p;
if and only if i # j. Assume that {¢(N), q1, - , g} be the
secret parameters and {N, py, - - - , p,} the public parameters.
Since factoring the product N = pgq is computationally hard
problem, computing ¢(N) = (p — 1)(g — 1) without the
knowledge of secure primes p and ¢ is also computationally
infeasible. This implies that computing the secret primes
gi using the corresponding public prime p; depends on the
integer factorization problem, and as a result, computing the
prime g; such that p;g; = 1 (mod ¢(N)) is also computation-
ally hard problem.

Choose a random number g such that2 < g < N — 1,
and gcd(g, N) = 1, and compute the secret keys Ky and
Kp associated to the attribute set A and access policy P,
respectively, as follows:

Ky = g™ (mod N),
Kp = gd“’> (mod N),

i bi
where dy =[], ¢{",ai € Aanddp = [[_, ¢/, bi € P.
Proposition 1: The attribute set A fulfills access policy P
(that is, P C A) if and only if % is an integer, where ep =
EA
]_[?:lpf.’i, epn = [, p{", and Kp = K,* (mod N). In this
case, we can write <& = [T, p“ ™" as an integer.

’ ep i=1P; ger.

Proof: Assume that A does not fulfill P, that is, P §Z A.
Then, a; — b; € {—1, 0, 1} as a;, b; € {0, 1}. This implies that
in the fraction % at least one inverse term, say pj_1 exists,
and thus, computing pj_1 without factoring N = pq is a hard

problem. As a result, i—‘* can not be an integer when P ;(_ A.
P
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On the other hand, if P C A, the secret key Kp is computed
as follows:

e

Kp = K,” (mod N)

n ai
Iy 7

n bi
= (gdA (mod N)) ML’ (mod N)

n aj—bj
= gdl=7" ™ (mod N)
o @D (mod N
nai=bitbiy . ai=b;
— g<ﬂi:1 4; (Tiziri ™ (mod N)

_ g(ﬂi;lqf">(ﬂi-’=1617"_""(pf)“fhf> (mod N)

= T T @r) ™) (mod )

n b;
= gll=19"  (mod N)

= gdﬂ]> (mod N).

Thus, we arrive at the result. O

Example 1: This is an example related to the key manage-
ment problem in the defined access structure. Let 1101 and
1001 be the 4-bit strings associated with the attribute set A
and access policy P, respectively. Suppose the chosen RSA
pairs corresponding to the attributes A;’s are (p;, q;), where
i=1,2,3,4 Thus, A = {A|,Ay,As} and P = {A|,A4}. It
is clearly that P C A. Then, we have K = g?19294, Kp =
g1194 ep = p1paps and ep = p1p4. Kp using Ky is computed
as follows:

7
Kp = K,” (mod N)

pP1P2P4
— (gCIICIzqzt) P1P4

= (gN192a4)P2
— g(111<14)(42172)
= gl

(mod N)
(mod N)

(mod N)
(mod N).

IV. PROPOSED CP-ABE-CSKC SCHEME

In this section, we present the proposed CP-ABE scheme with
constant size secret keys and ciphertexts, hereafter referred
to as CP-ABE-CSKC. The notations used in our scheme
are listed in Table 2. For ease of reading, mod(N) will be
omitted from g* (mod N) for the remainder of this paper
(i.e. g% instead of g* (mod N)). The CP-ABE-CSKC scheme
consists of the following four phases, namely: Setup, Encrypt,
KeyGen and Decrypt.

A. SETUP PHASE

In this phase, the setup algorithm takes the security parameter
o and the universe of attributes U = {A, Ay, ---,A,} as
inputs. This algorithm consists of the following steps:

S1. Choose two RSA primes p and g with p # ¢, and
compute N = pq. Then, randomly select the RSA
public exponent p; with ged(p;, $(N)) = 1, and com-
pute g; such that p;g; = 1 (mod ¢(N)) corresponding
to each attribute A; € U, Vi = 1,2,---,n. Fur-
ther, pick two system private keys k and x such that

VOLUME 5, 2017
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TABLE 2. Notations.

Notation Description
(k,x) The system private key pair.
N = pq RSA modulus with large primes p and ¢, p # q.

ZN Set of equivalence classes of integers modulo N.
o(+) Euler’s phi (totient) function, and
¢(N) = (p—1)(¢g—1).

Hi, Ho, Hs Three one-way collision-resistance hash functions.
U Attribute universe { A1, Ao, -+ , Ap}
with n attributes A1, Ag, -+, Ap.
A Set of user attributes, A C U.
P Access policy, P C U.
IX] Number of attributes in attribute set X.

ged(k, ¢(N)) = 1, ged(k, gi) = 1 and ged(x, ;) = 1
foralli =1,2,---,n. Next, select a random number g
suchthat2 < g < N — 1 and ged(g, N) = 1.

S2. Choose three one-way collision-resistance hash func-
tions Hy, H, and Hj as follows:

Hi : {0, 1}* — {0, 1)*,
Hy : {0, 1}* — {0, 1},
H3 : {0, 1}* — {0, 1}/,

where [, is the length of a random string under the secu-
rity parameter and /,, the length of plaintext message M.
S3. Compute the public parameters Dy = g%V, Y = ¢g* and
R = g*, where dy =[] cp 4i-
S4. Finally, output the master secret key MSK and master
public key MPK , where

MSK = {kvxvp’ q, 91, -, Qn},

MPK = {N,Dy,Y,R,H|,H>,H3,p1, -+, Pn}-

B. ENCRYPT PHASE

Our encryption is based on the approach presented in
[9], [24], [32] to achieve security against chosen-ciphertext
attack:

E(op, HH(P, M, 0,)), H3(0py) ® M, Sy, = Hi(01, M)

where E(oy,, H{(P, M, 0,) represents an attribute-based
encryption on a random secret oy, using the hash output
rm = H{(P, M, 0,,) as the random number. More precisely,
the random secret oy, is encrypted with the key g»“®, and the
plaintext M is encrypted with random secret ;,, and they are
denoted by C,,, and C,,, respectively, in the ciphertext C. In
addition, we compute the signature S,, = Hi(o,,, M) on the
plaintext M using the random secret o;, in order to verify the
validity of the derived plaintext M. The other components of
the ciphertext C are Y, and R,,.

Our new encryption algorithm takes an access policy P C
U, where |P| # 0, the master public key MPK and a plain-
text message M as inputs, and outputs the ciphertext C =
{Yim, R, Co,,,, Cin, S} using the following steps:

El. Pick a random number ¢,, € {0, 1} and compute
rm =H1(P7Ma0m)-

VOLUME 5, 2017

E2. Compute K, as

T, ‘U
e
Kn =Dy

‘U
= (™)™
— grmd]?
where dp = [lycpdi e¢ = [lyeppi and
ey = HA,‘EUpi'

E3. Compute Y, = g, Ry = gk, Co,, = Hy(Kip) ® 0o,
Cn = H3(0m) ® M, and S,, = Hy (0w, M).

Finally, output the ciphertext C as C = (P, Yy, Ry, C,,, Cin,

S}

C. KeyGen PHASE

In this phase, the key generation algorithm takes a user

attribute set A, master public key MPK and master secret key

MSK as inputs, and then generates a user secret key k,, using

the following steps:

K1. Compute dy = [\, 4", where a; = 1if A; € A and
a;=0if A; ¢ A.

K2. Pick two random numbers r, and t,, and compute s,
such that it satisfies the condition dy = ks, + rux
(mod ¢(N)). Then, compute k| = s, + xt, (mod ¢(N))
and k, = r, — kt, (mod ¢(N)).

Finally, this algorithm outputs the user secret key k, as

ku = (ki, k).

D. DECRYPT PHASE
This phase describes our decryption algorithm. The decryp-
tion algorithm takes the secret key k, = (ki, kp) correspond-
ing to the attribute set A and ciphertext C = {PP, Y}, Ry, Co,,,,
Cp, Sm} corresponding to the access policy P, and outputs the
plaintext message M using the following steps:
D1. From Proposition 1, % is an integer, if and only, if
P C A. In this case, compute
e
Kn = (Yi2RY)"

A
_ ( g (ruhtu) gkrin(si +xtu)) °p

A
— I (Xru+ksu) o Xrm(—kty)+krm(xt,) | P
=18 8

eA

— <grmdA) p

— grmd]P’.

Otherwise, 2—A is not an integer; thus, computation of K,
is computationally infeasible.
D2. Compute o,, = Hy(K;y) ® Cy,, and M’ = C,,, ® H3(0,,).
D3. Checks whether the condition S,, = Hi(o,,, M) holds
or not. If it holds, output the plaintext message M;
otherwise, output null (_L).

V. SECURITY ANALYSIS
In this section, we analyze the security of the proposed CP-
ABE-CSKC scheme for different possible attacks. The main
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goal of selective security for a CP-ABE scheme is to capture
the indistinguishability of messages and the collision resis-
tance of secret keys, that is, attackers are not able to generate
a new user secret key by combining their secret keys (see
[27], [33]). In this paper, we follow the group generic model
to prove that our scheme is secure against possible known
attacks under the hardness assumption of factorization of
RSA modulus N = pq and hardness of solving computational
Diffie-Hellman problem (CDHP) in Zy, where p and g are
large primes and p # g. We then prove that our scheme is
secure against chosen-ciphertext attack under the selective
security game.

Proposition 2: Let ¢c; = a;y + biz, fori = 1,2,--- 1, be
a system of | linear equations in 'y and z, where a; = a; and
b; = bj if and only if i = j. We define the following three
cases [34], [35]:

o Ifboth a; and b; are known, the equations form a system
of 1 linear equations with two unknowns y and z. The
system is solvable for y and z, and has a unique solution.

o If a; (or b;) is unknown, the equations form a system
of | equations with | + 2 unknowns a; (or b;), y and z.
The system is solvable, however it has infinitely many
solutions.

o If both a; and b; are unknown, the equations form a
system of | equations with 21 4+ 2 unknowns a;, b;, y and
z. The system is also solvable, however it has infinitely
many solutions.

Example 2: When i = 2, we have two linear equations
c1 = a1y+bizand cy = ary+ byzin the variables y and z. If
the values ay, aa, b1, and by are known, these equations turn
out to be a system of two linear equations with two unknowns
y and z. In this case, the system is solvable and will have a
unique solution. Otherwise, the system is still solvable, but it
will have infinitely many solutions.

Theorem 1: Our scheme is secure against an adversary for
deriving the system private key pair (k, x) by collision attack.

Proof: Assume that a group of users Wwoi=1,---,1,
corresponding to the attribute set A’ collaborate among each
other and try to derive the system private key pair (k, x) using
their valid secret keys k,; = (ki, ké), where

ki =s,+x-t,; (mod ¢(N)), 1)
Ky =r;—k-t; (mod ¢(N)). )

From Step K2 of the KeyGen algorithm (Section IV-C), we
have

(mod $(N)). 3

From Equation (3), it is clear that if 5,; and r,; are known, it
is solvable for k£ and x, and has a unique solution. Thus, the
solution produces the original values of k and x. However,
Equations (1) and (2) respectively form the system of / linear
equations with 2/ + 1 unknowns. From Proposition 2, note
that Equation (1) requires to randomly guess two unknowns
(s,i, t,i) in order to solve x, and Equation (2) also requires
to randomly guess two unknowns (7, #,i) to solve k. Hence,

dyi=k-s,i+x-r,

3278

from the corrupted user secret keys ki, Vi = 1,2, --- , [, the
system’s private key pair (k, x) is unknown, and as result,
the random numbers s,; and r, are also unknown to an
adversary. ]

Theorem 2: Our scheme is secure against an adversary for
deriving the valid user secret key k, = (k1, kp) corresponding
to the attribute set A.

Proof: From Theorem 1, it follows that computing the
system private key pair (k, x) is computationally infeasible
by an adversary A. This implies that it is computationally
infeasible for the adversary A to compute the valid pair k,, =
(k1, kp) corresponding to the attribute set A. The adversary A
can randomly choose r, and ?,, and compute s, such that it
satisfies the condition dy = ks, +r,x (mod ¢(N)). However,
to compute the value s,, A requires the system private key
pair (k, x) and RSA secret dy . Thus, generating the valid user
secret key k,, is computationally infeasible problem by A due
to the intractability of the Integer Factorization Problem (IFP)
because it depends on the Euler’s totient function ¢p(N) =
»—D(g—D. U

Theorem 3: Under the hardness of solving the integer fac-
torization problem, our scheme is secure against an adver-
sary (also a legitimate user u) for deriving the key K, from a
ciphertext C = (P, Yy, Ry, Cs,,, Ci, Sm} corresponding to
the attribute set A with P ¢ A. Hence, it is computationally
infeasible problem for the user u to decrypt the unauthorized
ciphertexts.

Proof: Let k, = (k1, k) be the secret key of a user u
corresponding to the attribute set A, and C = {P, Y,,, R,
Cs,,» Cm, Sn} be the ciphertext to decrypt, where P ;(_ A.The
user u can compute g'%% as

YkZRkl — gxrm(ru_k[u)gkrm(»“u“'mu)
m m

— grm(xru +ksu)gxrm(_ktu)+krm()“u)

However, if P SZ A, from Proposition 1, it is computationally

infeasible to compute K,,, where K,, = (g’mdA)% without
solving the integer factorization problem. Thus, decrypting
C is as hard as factoring the RSA modulus N = pgq. Conse-
quently, our scheme is secure against unauthorized decryp-
tion of ciphertexts. O

Remark 1: Note that if an attacker A (a legitimate user u)
has the ability to compute the inverse q; of p; modulo ¢(N)
with the valid secret key k, corresponding to the attribute
set A, he/she can derive the key K, from any ciphertext C
corresponding to the access policy P such that P ¢ A as
follows. First, A can compute g"% using his/her secret key
ky and the ciphertext C = {P, Yy, Ry, Co,,, Cin, S} Then,
A can compute K, as

ep'  (mod ¢(N)) < IFP(N, ep),

—1
e e
Ky = ((g""dA) A) R

where dp (mod ¢(N)) = ep' (mod ¢(N)).

grmd]P’ R
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Theorem 4: Under the hardness of solving CDHP (or
IFP), our scheme is secure against deriving the key K,, corre-
sponding to a ciphertext C = {P, Yy, Ry, Cs,,» Cin, Sm} by a
group of collaborative unauthorized users u'’s corresponding
to the attribute sets AL, i =1,--. 1, where P Q Al

Proof: We prove this theorem for two users and the
same argument is then extended for a group of users. Suppose
u1 and up be two users corresponding to the attribute sets
A and B, respectively, and try to decrypt the cipher C =
{P, Y, R, Co,,, Cin, S}, where P ¢ AP ¢ B,and P C (A
OR B) = D. From Theorem 2, both u#; and u, cannot succeed
to derive the valid secret key k,, corresponding to the attribute
policy I such that P € ID. However, they derive g% and
g"® using their own secret keys ky,, and k,, , respectively. Let
g1 = g™ = (gm), and we then have gf‘* = g'a and
g‘ll]B = g5 If A can solve the CDH problem, then he/she
can compute the key K, as follows:

dad d d
g < CDHP(g1, 81", 81",

K, = ((glliAdE)eC>$,
where C = A AND B.

For example, assume U = {A], A2, A3, A4} is an attribute
universe with four attributes Ay, Az, A3, A4. Let A = 0110,
B = 1100, and P = 1010. Therefore, D = (A ORB) = 1110
and C = (A AND B) = 0100. Then, P ¢ A, P ¢ B, and
P € D. The key K,,, derivation is as follows:

g(lqws)(qltn) - CDHP(gl,g(lnq},g(flqz),
P1P2P3

K, = ((g(142q3)(q1qz))172) P1P3

d
g(lqlqs) _ gl]P’ =g

— (gglh‘hl]s))l’z _ Tmdp
Since solving the CDH problem in Zy is as hard as solving
factorization of RSA modulus N = pg, no collaborative user
can derive the valid key K, of C when P Q A and P gZ B
under the CDH assumption. g

Remark 2: In the defined attribute-based encryption, the
components are computed as C,,, = H2(Ky) @ 01, Cip =
H3(0,) ® M. The random secret oy, is encrypted with the key
Ky = g% and the plaintext M is encrypted with random
secret oy,. Thus, without the knowledge of valid user key, if
an adversary derives the key K, using the available public
information {N,p1, -+ ,pn, &, gk, g, gk’m, gm, gdﬂ"}, then
he/she can succeed in retrieving the plaintext M by computing
the random secret o,,. From the above analysis, we show that
deriving the key K,, without the valid user key is computa-
tionally hard problem to the adversary. In Theorem 5, we
show that the indistinguibility of chosen ciphertext under the
hardness of solving the CDH problem in Zy .

Remark 3: From the above discussion, it is clear that our
scheme is secret-key collision resistance. Thus, computing the
key Ky, from any ciphertext C corresponding to the access
policy P without the valid user secret key is as hard as the
integer factorization (or computational Diffi-Hellman prob-
lem). Let N = pq be the RSA modulus and g € Zy such that
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2 < 8 < N — 1. Given {Nsplv s Pns 8 gk’ ng gkrmv gxrm,
g®}and T € Zy, the n-IF-CDH problem reduces to deciding
whether T is equal to g""“® or a random element in Zy .
Theorem 5: Our CP-ABE-CSKC scheme is (t, q., qc, €)
selectively secure if the n-IF-CDH problem is (t', €')-hard,

1
where t' =t + O(qcte + Getiny + qH, toxp), e = .

qu) n = |U|, t.-time to respond for the decryption query,

tiny and t, respectively represent the average time required
for group inverse and exponentiation operations, qy, and qp,
respectively denote the number of queries made to the random
oracles Hy and H», and |U| denotes the number of attributes
inU.

Proof: We follow the contradiction proof method as
presented in [9], [24], [36] to prove that an algorithm B has

1 _4H_ . .
aTan \E N ) in solving the CDH

an advantage more than
problem.

The following three random oracles are used by an
adversary:

e H; oracle: Let the query to this oracle be K. The
response of the query H»(K;,) is a random number
R; € {0, 1}lom.

o Hj oracle: Let the query to this oracle be ;. The response

of the query H3(t;) is a random number Q; € {0, 13t

o Hj oracle: Let the query to this oracle be (P;, M;, t;). The

query to Hi(IP;, M;, t;) responds with a random number

ri € {0, 1}°.
Then, the adversary queries for the secret keys and the
query responds with the valid secret keys (user secret keys).
For any decryption query on E[P;, M;], if there exists
(Pi, M;, t;, ri, R;, Q;) in the query list such that the cipher-
text is generated using r;, the decryption query outputs M;.
Otherwise, it outputs null. Assume that no query will be
aborted since all valid encryptions need the response from
hash oracles, and the response contains the random number
r; used in encryption.

Next, the adversary outputs two messages (Mo, M) for the
challenge, and then the challenge query replies with the fol-
lowing ciphertext C corresponding to the challenged access
policy P’ such that no queried secret keys satisfy I:

e Choose R’ € {0, 1}lom, 0’ € {0, 1} and S’ € {0, 1}*.

« Choose a random number r;, € {0, 1}*.

« Compute the challenge ciphertext C» = {P’, ¥, R,

L, C. Sy}, where Y;, = g"n R, = gkn, C, =R,
C,, = Q,and S, = S’ which is a valid encryption of
access policy .
In this case, the challenged ciphertext C. is indistinguishable
with a real ciphertext. The adversary outputs a guess c, of ¢’
and wins the game if ¢, = /. Otherwise, T = g s a
random group element.

The advantage of algorithm B in solving the CDH prob-
lem in the RSA group Zy is denoted by Adv%?%P . Suppose
Pr[Abort] denotes the probability that 5 aborts. Then, we
have Pr[Abort] < qu, /N.If B does not abort, the adversary
A’s view is identical to its view in the real attack. Thus, we
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have
ro_ ’ ’ qH,
|Pr[cg =] —Pr[cg *c]l>e— N
Let S be an event that the adversary A queries the oracle
H; at an element 7' = g" mdp ¢ Zy . Then, we have

Pr[S]1 > |Prlc, = c'1— Prlc, # 1|.

From Theorem 4, B knows the private keys, which do
not satisfy the challenge ciphertext C,.. Then, g"“% can be
computed only if the CDH problem can be solved in the RSA
group Zy. When 5 chooses randomly a tuple in the H> query
list, the probability that the chosen tuple is equal to g"F is

given by mPr[S ]. Thus, we have
AP = L pris] > 1 (c - M)
N qc +qH, qc + qH, N

The computation of each secret key requires O(1) group
inverse operations and each decryption requires O(1) group
exponentiation operations. According to 3, time to solve the
CDH problem in Zy is " = 1t + O(qcte + Getimy + qH, texp)-
From the above result, we see that it is contradictive with

S (eam)
qc + qm, N

Hence, the theorem is proved. O

VI. PERFORMANCE COMPARISON

Both ZZCLL [4] and our scheme require only O(1) time
complexity for each encryption and decryption (see Table 3).
However, from Table 1, it is clear that the ZZCLL scheme [4]
does not provide constant size secret keys for the users,
which is an essential security requirement for mobile device
deployment. On the other hand, the EMNOS scheme [21]
offers constant size ciphertexts and secret keys. However,
it provides only (n, n)-threshold and incurs significant com-
putational cost for encryption. The GSWV scheme [24] is
efficient for shorter secret keys, but it fails to provide constant
size ciphertexts or efficient encryption and decryption with
O(1) time-complexity.

TABLE 3. Computational costs comparison.

Scheme Encryption Decryption

EMNOS [21] (n+ 1)Tg + 27g, 2TG, + 2T,

ZZCLL [4] 3Tq 2T,

ZH [22] 2Tq 2P|+ 1)Te

GSWV [24] 2(n —|P)) +2)Te  2(|A| — |P)Te + 1Tg, + 3T
Ours 3TZN 3TZN

Also demonstrated in Table 1, our scheme is the only
scheme to provide both constant size secret keys and cipher-
texts with expressive access structure, and efficient encryp-
tion and decryption with O(1) time-complexity without using
bilinear maps.

Following the approach in [25], we will now evaluate
the performance using experiments. The execution timings
for various operations using MIRACL [37] and PBC [38]
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TABLE 4. Execution timings for various operations used in the
experiment.

Parameter  Value

T 1.10 ms
Ta, 0.64 ms
Tz, 0.64 ms
Te 3.10 ms

libraries are listed in Table 4. The experiment is conducted for
the group G over the FST curve. Note that one point multipli-
cation operation T in G requires 1.1 ms and the correspond-
ing paring operation 7, requires 3.1 ms, whereas one 1024-bit
RSA decryption and encryption operations require 3.88 ms
and 0.02 ms, respectively. Also, one field exponentiation
operation Tz, in ZI’\‘, (JN| = 1024) requires 0.64 ms. Since
the computation cost required for hashing operation and AES
encryption/decryption operation are negligible [25], [39], we
omit these operations in our performance comparison.

For the experiments, let the total number of attributes in
the system be n = 1000. We also assume that |P| = 500 and
|A| = 600. The parameters used in the experiment are shown
in Table 5.

TABLE 5. Parameters used in the experiment.

Parameter  Value

n 1000
P| 500
N 600

TABLE 6. Computational costs from the experiments: A comparative
summary.

Scheme Encryption (ms)  Decryption (ms)
EMNOS [21] 1102.38 7.48

ZZCLL [4] 3.30 6.20

ZH [22] 2.20 3103.10

GSWV [24] 1102.20 229.94

Ours 1.92 1.92

Table 6 lists the comparison of experimental computa-
tional costs among our scheme and other related schemes.
We observe that encryption and decryption for EMNOS [21]
require 1102.38 ms and 7.48 ms, respectively. ZZCLL [4],
ZH [22] and GSWV [24] require 3.30 ms and 6.20 ms,
2.20 ms and 3103.10 ms, 1102.20 ms and 229.94 ms for
encryption and decryption, respectively. On the other hand,
our scheme needs only 1.92 ms and 1.92 ms for encryption
and decryption, respectively. Thus, it clear that our scheme
requires minimal computational costs for both encryption and
decryption, compared to the other related CP-ABE schemes
in Table 6.

VII. CONCLUDING REMARKS

In the current Internet-connected society, battery-limited
mobile devices are likely to be more prevalent. For exam-
ple, an Internet-of-Things (IoT) or Cloud-of-Things (CoT)
environment generally consists of battery-limited devices
such as Radio-Frequency Identification (RFID) tags, sensors,
actuators, mobile devices, and wearable devices. Hence, IoT
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(or CoT) security [40], [41], forensics [42], [43] and privacy
[44] are topics of current interest. Due to the nature (e.g.
heterogeneous) and level of interactivity between IoT or CoT
devices, the design of any security solution needs to take
into consideration efficiency and lightweight requirements
[2], [3]. Although CP-ABE is one efficient and viable method
that can be widely applied to realize access control in a
wide range of applications, such as in medical systems and
education systems [45]-[48], it may not be naively deployed
in an IoT and CoT environment due to its complexity and high
overhead.

The scheme presented in this paper, however, is suited
for IoT and CoT deployments. Our RSA-based CP-ABE-
CSKC scheme offers constant size secret keys and constant
size ciphertexts with an expressive AND gate access structure
without using bilinear maps. To the best of our knowledge,
this is the first such scheme. We demonstrated that the scheme
provides an efficient solution to both encryption and decryp-
tion with O(1) time-complexity. We also proved that our
scheme is secure against possible known attacks, such as key
recovery and collision attacks, as well as under the chosen-
ciphertext adversary.
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