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ABSTRACT In this paper, the effects of phase noise difference in receiving signals are introduced to
discriminate targets. Oscillators and signal sources have their own phase noise levels and specific patterns.
This property can be used for discriminating a real target from the airborne digital radio frequency
memory (DRFM) in continuous wave tracking radar sensor networks with linear frequency modulation.
A simulated signal made through complex circuits by DRFM has higher phase noise with different patterns.
To investigate the phase noise level of oscillators, a system is provided to measure the phase noise. Then,
the probability of detection (PD) and the probability of false alarm (Pfa) can be achieved by defining an
appropriate threshold to evaluate the performance of discriminating between real targets and DRFM targets.
The phase noise powers are measured through the same sets of circuits and coherent time periods in various
radar sensor systems. To control the amplitude fluctuation of the received signal, the normalization of signal
phase power is defined in phase noise bandwidths. The likelihood ratio test is used for target discrimination
by a threshold level to achieve the minimum Pfa of target discrimination. The proposed method has a simple
structure without any additional complexities, and is easily compatible with common radar systems. Two real
DRFM systems are used to evaluate the performance of the proposed method in both the L-band and X-band
frequencies. The presented results are investigated in different ranges, Doppler frequencies, signal-to-noise
ratios, and signal-to-jammer ratios. The experimental results prove the capability of proposed method in
radar sensor networks.

INDEX TERMS Digital radio frequency memory, phase noise measurement, false target, radar oscillator,
linear frequency modulation.

I. INTRODUCTION
In modern radar systems, accurate target detection is very
important to differentiate among strong noise, clutter, and, in
particular, jamming signals from the environment [1]. Radars
can be categorized into two types: pulse radar and continuous
wave (CW) radar. Generally, the simple kinds of CW radars
have poor range detection. On the other hand, use of linear
frequency modulation (LFM) in wideband radar systems or
phase code for better range detection offers many advantages.
Tracking radar performance declines with active and passive
electronic counter measure (ECM) methods by producing
jamming signals. ECM methods are improving at a rapid
pace due to improvements in military equipment [2], [3].
Electronic counter-counter measures (ECCM) methods, on
the other hand, are used to work against ECM attacks [2].

One of the effective uses of active ECMmethods is deception
jamming. The most applicable and flexible method senses
transmitted radar signal and simulates false target echoes
using the digital radio frequencymemory (DRFM) technique.
This ‘‘tricks’’ the tracking radar to ignore the real target
besides allows the jamming signals to saturate the radar
processors [4]. DRFM is also denoted as the repeat-back
jammer [5], [6]. A group of ranges and Doppler frequencies
are used in DRFM to produce a bunch of replicas of received
signals to deceive the radar system to concentrate on a fake
target instead. Thus, tracking moving target indicator (MTI)
and CW radars are threatened by DRFM jammers [7], [8].

Frequency hopping (FH) is a precedent technique with
acceptable performance in a jamming environment [9], [10].
Parameters like modulation method, FH bandwidth,
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and hopping rate have an influence in the performance of
this method. These various parameters cause some weak-
nesses such as pulse repetition interval (PRI) variation and
peak-to-average power ratio (PAPR). Furthermore, higher
spectrum consumption increases the bandwidth for hop-
ping. Arbitrarily varying the hopping pattern by an arbitrary
form resists jamming. Binary random phase-coded modu-
lation is one of the applicable ECCM methods to thwart
DRFM signals [10]–[12].

Use of phase-code diversity in the pulse has good per-
formance for target discrimination without Doppler process-
ing. Another technique consists of random pulse repetition
interval (PRI) waveforms, which decreases the jamming
efficiency [13]. However changing the PRIs causes range
ambiguity by average power reduction for a long time.
Pulse diversity is an effective technique used to counter
DRFM [14]–[16]. Orthogonal sub-pulses in consecutive PRIs
are used in this method. Hence, transmitted signal patterns
cannot be easily achieve by DRFM jammers. However, it
is not useful when Doppler processing is required, because
MTI filter needs several PRIs to give accurate Doppler fre-
quency. Changing pulses in every PRI causes higher range
sidelobe, which decreases the signal-to-jammer ratio (SJR).
Pseudonoise (PN) codes can solve the sidelobe problem [16].

Some methods focus on the signal characteristics. It means
that these methods concentrate on the differences between a
real target signal and a DRFM repeat-back signal. A DRFM,
as a device, has several limitations in its structure. These
limitations, lead to some incompatibilities in the DRFM sig-
nal compared to a real scatter. Greco et al. [17], proposed
a classification method based on a cone class. This method
defines a classification problem based on the low digital-to-
analog converter (DAC). The DAC number of quantization
levels is low because the practical miniaturizedDRFMs in air-
borne systems have low quantization levels. Furthermore, the
sampling frequency is high to reach higher frequencies in the
analog-to-digital (ADC) devices [17]. This method does not
include the high quantities of jammer-to-signal ratio (JSR).
Another method [18] concentrates on the signal pattern in
time and frequency to discriminate the targets based on kernel
linear discriminator analysis (KLDA) feature extraction. This
method uses a support vector machine (SVM) for discrimina-
tion which requires more time for computation.

In most DRFM structures, the local oscillator (LO) is
utilized to down-convert the transmitted radar signal and
up-convert the simulated signal to radar frequency. These
are several types of oscillators, including crystal oscillator,
which is usually followed by a frequency multiplier, and
voltage−controlled oscillator (VCO) in the phase−locked
loop (PLL). The real physical oscillators have a random phase
modulation named phase noise. Phase noise dispreads the
signal spectrum. This makes the signal spectrum wider and
spread to adjacent frequencies. This process can be modeled
as a low−frequency flicker noise plus white noise [19].

Phase noise is one of the important problems in
radio frequency (RF) systems as a result of imperfect

oscillators [20]–[24]. Unlike white Gaussian noise, phase
noise is residual and time varying. So, the power spectrum
density (PSD) of phase noise has a significant status in RF
systems. Phase noise is usually expressed as dBc/Hz. The
effect of phase noise performance is considered at higher
frequencies of carriers in radar systems [25]. The phase noise
in RF signals or, equivalently, the jitter in time−based pulses
influences the radar ability. Furthermore, all types of oscilla-
tors have their own phase noise characteristics that relate only
to themselves. It can be written that the phase noise pattern of
any oscillator is governed by its structure, which determines
the PSD of phase noise and spurious frequency components.

In this paper, a novel anti-deception jamming method is
proposed based on the phase noise difference of oscillators in
received signals. In this technique, the transmitted CW radar
signal is generated by a master oscillator (MO) with carrier
frequency phase noise. It means that the transmitted signal
is marked with slightly nonlinear frequency modulation pro-
duced by this oscillator. Obviously, the base station radars can
use many kinds of sub-systems and devices in their systems.
Therefore, they have low−phase noise oscillators, whereas
the DRFM block does not have this advantage and the LO of
the DRFM system has a high phase noise level. Furthermore,
a simulated signal made through complex circuits including
the mixer, analog filters, single−side band (SSB) modulator,
digital signal processor (DSP), and/or field-programmable
gate array (FPGA) have different PSD and higher phase noise
levels in comparison to a real back-scatter one.

In other words, the phase noise level is increased when a
signal is made through imperfect electronic devices. It can
be considered very low phase noise MO and LO for carrier
generation and down-conversion in radar systems. A system
is provided to measure the phase noise of oscillators to inves-
tigate the phase noise spectrum of any kind of oscillators,
which have their own patterns and power levels. Subse-
quently, PD and Pfa are obtained for evaluating the perfor-
mance of distinguishing real targets from false ones.

We consider different signal−to−noise ratios (SNR) and
SJRs in predefined Pfa, and analyze PD to verify the proposed
method performance. The phase noise powers are measured
through the same sets of circuits and coherent time periods.
Then, the phase noise spectrum shape and its power can
be used to recognize the real target back−scatter from the
DRFM signal. Sometimes, control of the amplitude fluctua-
tion of the received signal is very difficult, therefore, to quan-
tify the phase noise of DRFM received signal with respect to
the target signal, we present a different metric to compare
phase noise levels that are normalized by signal power in
predefined bandwidths. The likelihood ratio test (LRT) is
used for target discrimination. In this case, a threshold level
is achieved by minimum Pfa to discriminate the targets.

The proposed method has a simple structure based on
the inherent characteristics of oscillators. It has no addi-
tional complexities and can easily be adapted to common
radar systems. All presented results are investigated using
real DRFM systems including sub-blocks in their structure.
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We consider both L-band and X-band radar sensors with time
delay andDoppler frequency in the presence of additive white
Gaussian noise (AWGN). The results are shown for various
cases including different ranges, Doppler frequencies, SNRs,
and SJRs in both L-band and X-band.

The remainder of the article is organized as follows.
Section II introduces the CW radar signal model with LFM
modulation, and then considers the DRFM signal model.
Section III explains the phase noise difference in an oscillator
and a phase noise meter set-up, for measuring. Section IV
describes the proposed method based on the different phase
noise levels where DRFM has different oscillator types with
its own phase noise PSD. Then, the theoretical verification
is considered. Finally, a detector defined for target discrim-
ination. In section V, the experimental implementations of
DRFM are investigated in two radar bands (L-band and
X-band) with their components. Then, the test results are
shown in various conditions. In section VI, we present our
conclusions.

II. SYSTEM MODEL
A. REAL TARGET SIGNAL
Nowadays, because of power limitation, most tracking radar
systems are working in the CW mode with modulation.
Tracking radar with linear frequency modulated continuous
wave (LFMCW) signal assumes that a transmitted signal is
infinite in time. Based on this assumption, the st (t) radar
transmitted signal can be described as

s (t) =
√
Esej

(
2π fct+πµt2+ϕ0+ϕMO(t)

)
(1)

where Es is the signal power, fc describes the central MO
frequency,µ is the chirp rate, ϕ0 denotes the initial phase, and
ϕMO (t) is the instantaneous phase of theMO. The phase noise
is a random process with unique PSD, Sϕ (f ), and spectrum
pattern. The received reflection signal from the target can be
written as

r (t) =
√
Esãej

(
2π
(
fc+fdk

)
(t−τk )+πµ(t−τk )2+ϕ0+ϕMO(t−τk )

)
+ n (t) (2)

where fdk is Doppler frequency of moving target, and τk
stands the time delay of the k th detected target by research
radar. The radar cross section (RCS) of target ã is the RCS
with amplitude fluctuation, and n(t) is the complex AWGN
noise with zero mean and variance σ 2

0 . Then, in a radar
system, the received signal r (t) is down-converted to fIF
intermediate frequency (IF) by mixing the received signal
with LO signal. It can be defined as a multiplier, and the
amplitude of the mixer output can be assumed as constant.
The mixer output signal y (t) is described as

y (t) =
√
Esãej

(
2π
(
fIF+fdk

)
t+πµt2−2πµτk t+ϕMO(t−τk )−ϕLO(t)

)
+ nIF (t) (3)

nIF (t) = n (t)× x∗LO (t) (4)

In (3), nIF (t) is the down-converted AWGN noise signal in
the IF band and x∗LO (t) is the LO input signal of the mixer.

After IF band−pass filter (BPF), the high−frequency compo-
nents out of the filter pass band is neglected, and the effects
of ej

(
−2π

(
fIF+fdk

)
τk+πµτ

2
k+ϕ0

)
, conversion gain of mixer, and

other losses are absorbed in ã. If r (t) signal is processed in
the IF frequency, the BPF is used to suppress out−of−band
components, noise, and other signal interference.

B. DRFM TARGET SIGNAL
The jammer is assumed to be self-protection (on board jam-
mer) with vr,J relative radial velocity to radar. The DRFM
captures the radar signal frequency and down−converts by
mixer with its LO signal, and is then quantized by ADC [26].
Thus, the DRFM received signal rD (t) is

rD (t) =
√
Eajej

(
2π(fc+fr,J )(t−τd )+πµ(t−τd )2+ϕ0+ϕMO(t−τd )

)
+ n (t) (5)

where τd is the time delay between the radar and DRFM
system proportional to distance, fr,J is the Doppler frequency
related to jammer radial velocity, and aj is the amplitude of
the captured signal. Then, the signal is down-converted by the
mixer to the IF frequency band. Therefore, we have

rIF (t)

=
√
Eajej(2π(fIF+fr,J )t+πµt

2
+2πµτd t+ϕ0+ϕMO(t−τd )−ϕJLO(t))

+ nIF (t) (6)

ϕJLO (t) is the instantaneous phase of the jammer LO, and
nIF (t) is the band-limited noise in the IF band of the DRFM
system. Finally, the simulated signal passes through recon-
struction filter to minimize the effects of sampling frequency.
Then, it up-converts by LO with fc + fdJ frequency to send
back to the hostile radar receiver. The relative velocity of
the jammer is accounted for; therefore, fdJ includes the fr,J
(jammer velocity). The DRFM transmitted signal can be
expressed as

sJ (t) =
√
EJ ãJej

(
2π
(
fc+fdJ

)
(t−τ f )+πµ(t−τf )2

)
· ej

(
ϕMO(t−τd−τf )−ϕJLO(t−τf )+ϕ

J
LO(t)

)
(7)

where EJ is the energy of the transmitted DRFM signal and
ãJ denotes the RCS with the amplitude fluctuation of the
false target. In a real target, the instantaneous amplitude of
the echo signals is inverse proportional to the forth power
of the target range and has fluctuations with propagation
environment, the aspects view of the target structure and RCS
of the target. The result of these parameters can be modeled
by some stochastic processes [26]. In a DRFM system, the
instantaneous amplitude (ãJ ) is produced by accounting the
above parameters [26], [27]. fdJ is the false target Doppler
frequency. By accounting for the time delay between the
DRFM and radar, τf is τJ − τDL , which is related to the false
simulated target range. Then, the received DRFM signal can
be written as

rJ (t) =
√
EJ ãr,Jej

(
2π
(
fc+fdJ

)
(t−τ J )+πµ(t−τJ )2

)
· ej

(
ϕMO(t−τd−τJ )−ϕJLO(t−τf )+ϕ

J
LO(t)

)
+ n(t) (8)
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where n (t) is the AWGN part with zero mean and vari-
ance σ 2

0 . The received signal amplitude is shown by ãr,J .
Similar to the real target, the mixer output IF signal yJ (t)
at radar receiver can be described as

yJ (t)

=
√
EJ ãJej

(
2π
(
fIF+fdJ

)
t+πµt2−2πµτJ t

)
× ej

(
ϕMO(t−τd−τJ )−ϕJLO(t−τf )+ϕ

J
LO(t−τJ )−ϕLO(t)

)
+ nIF (t)

(9)

where ãJ contains the effects of ej
(
−2π

(
fIF+fdJ

)
τk+πµτ

2
J+ϕ0

)
,

conversion gain of mixer, and other losses. The signal-to-
noise ratio (SNR) of real target and DRFM are define as
Esσ 2

ã /σ
2
0 and EJσ 2

ãJ
/σ 2

0 , respectively. Where σ 2
ã and σ 2

ãJ
are

the variances of the ã and ãJ , and σ 2
0 is the thermal noise of

receiver and AWGN of environment. In order to measure the
phase noise of received signals, the antenna received signal
is down-converted, then sampled before coming through the
processing circuits in radar receiver system. It means the SNR
is defined without processing gain.

III. PHASE NOISE MEASUREMENT AND DIFFERENCES
The phase noise measurement techniques can be sorted into
direct spectrum analyzer read out, two-oscillator method,
and single oscillator method [28]–[31]. The direct spectrum
analyzer is easy operation and be used for general phase noise
measurement. The performance limitations of this method are
residual FM of spectrum analyzer internal LO, the additional
phase noise of LO, mixing up the effects of the amplitude
noise and phase noise, the noise figure (NF) of analyzer raises
the measured phase noise read out [29].

Another method is the reference source with phase detector
that measures the residual additive noise for two oscillators
and has lower phase noise floor [28], [29]. However, this
method requires a very clean and automatically tunable ref-
erence oscillator with high drift ability in wide band that is
so hard to implement [29]. Using the two channels cross-
correlationmethod attains bettermeasuring performance, but,
the measuring action speed depends on the number of corre-
lations. In radar system, the phase noise measurement needs
numerous numbers of correlations that is impassible with this
method [30].

Finally, the single oscillator method like Frequency dis-
criminator is a simple technique that utilized for phase noise
measurement of all kinds of oscillators. This method is appli-
cable especially when the signal source has low rate phase
noise, and spurious frequencies in sideband. Furthermore, the
amplitude noise can be removed by using limiting amplifier
and phase detector. A greater time delay improves the dis-
criminator lower frequency characteristics, however, it needs
longer length which increases the loss of the delay line and
decreases the maximum offset frequency measuring. In prac-
tice, the maximum offset frequency is not important for phase
noise measurement of radar system. This technique is best
for low phase noise signals without using of additional signal
source with undetermined level of phase noise [28], [31].

A. PHASE NOISE MEASUREMENT
In this section, the power spectrum of the radar transmit-
ted signal is approximately measured by a simple method.
To measure the phase noise of an oscillator output signal,
several methods can be used such as an additional oscillator,
mixer, and spectrum analyzer [28]. The block diagram of the
used phase noise measurement set-up is shown in Fig. 1.

FIGURE 1. Block diagram of a phase noise measurement set-up.

In this paper, to avoid the effects of additional phase noise
produced by an external oscillator, a single delay line and a
low noise mixer act as a frequency demodulator [28]. The
oscillator signal with LFM modulation can be expressed as

s (t) = Aosej
(
2π fct+πµt2+ϕ0+ϕos(t)

)
(10)

Aos denotes the amplitude of the oscillator signal, fc is the
oscillator carrier frequency, ϕ0 denotes the initial phase, and
ϕos (t) stands the instantaneous phase of the oscillator. Then,
the oscillator signal is divided into two similar signals by
using a power divider; one goes through a delay line with
an appropriate length and connected to the RF port of mixer,
and another acts as the LO signal for mixer. The amplitude
of the input signal becomes limited to minimize the effect
of amplitude noise and fluctuations. A BPF with a specified
bandwidth suppresses the out−of−band components and the
low noise amplifier (LNA) amplifies the mixer output with
a low noise figure. Therefore, the output of filter can be
expressed as

sϕ (t) = Aosej(2π fcτd+ϕos(t)−ϕos(t−τd )) (11)

where τd is the time delay of the delay line. It can be
assumed that δϕos (t, τDL) = ϕos (t) − ϕos (t − τDL). Here
δϕos (t, τDL) denotes the phase noise term. If τDL is chosen by
these two conditions τDL � TM , and themaximum frequency
of phase noise measurement fmax � 1/

τDL
, where TM is the

time period of frequency modulated signal or time of fre-
quency sweep. By this assumption, phase change during the
time for LFM is very slow compared to rapid random phase
noise changing. Therefore, the total phase noise change is not
affected by the LFM. Hence, based on above-mentioned con-
dition, and for actual oscillators δϕos (t, τ ) � 1, the ϕos (t)
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process can be simplified on the interval of the length τ .
Therefore, it can be written as

δϕos (t, τ ) ≈ τ
dϕos (t)
dt

(12)

Therefore, by substituting (12) in (11), the BPF output
signal is

sϕ (t) = ALNA

(
1+ jτDL

dϕos (t)
dt

)
ej2π fcτDL (13)

It can be seen that the phase noise power is proportional to
the time delay for small τDL . The very low frequencies and
DC component are eliminated by the BPF in Fig. 1. The PSD
of this filtered signal is proportional to the phase noise of the
oscillator Sϕos (f ) that can be taken from

Ssϕ (f ) = A2LNAτ
2
d S dϕos(t)

dt
(f ) (14)

Furthermore, the PSD of the dϕos(t)
dt is S dϕos(t)

dt
(f ) =

4π2f 2Sϕos (f ); so, the final PSD of the phase noise can be
written as

Ssϕ (f ) = 4π2A2osτ
2
d f

2Sϕos (f ) (15)

It seems that based on real conditions for radar systems, the
effect of LFM is not apparent. The phase noise power in the
determined BW = fmax − fmin, Psϕ , can be defined as

Psϕ = 4π2A2osτ
2
d

∫ fmax

fmin
f 2Sϕos (f ) df (16)

FIGURE 2. Effect of delay time on the noise floor [32].

where fmin and fmax are the minimum and maximum fre-
quency of BPF, respectively. In this paper, a practical phase
noise measurement set-up is provided to measure and com-
pare the phase noise of various oscillator signals by using
the same measure set-up. Fig. 2 shows the effect of differ-
ent amount of τd . It can be seen greater the time delay τd
improves the noise floor and total power of phase noise com-
ponents is increased. On the other side, greater τd increase
power loss in the delay-line and limit the maximum offset
frequency fmax . It will exceed the source power available and
cancel further improvement [32].

FIGURE 3. a) An experimental phase noise meter for L-band. b) Measured
PSD of phase noise for the some types of L-band signal source.

B. PRACTICAL PHASE NOISE MEASUREMENTS
Several practical tests are provided to show the power and
spectrum pattern differences of phase noise for various signal
sources. Fig. 3 a) shows the phase noise meter implementa-
tion for the L-band frequency. The implementation set-up is
taken from the previous section. This process measures the
phase noise PSD with accurate approximation, but the phase
noise term still depends on τDL and frequency. To measure
the phase noise in the (10 kHz, 1 MHz) band, an appropriate
time delay (τDL = 150 nano-seconds) is selected. It means
the fmax = 1/2πτDL ≈ 1MHz. In the L-band, the phase
noise meter set-up includes a power divider, a succuform-
141 coaxial cable with 30 meters length, and an ADE-SW
mixer chip, and the output of mixer is amplified by a super
LNA eval AD8332 board. The spectrum of the amplified
signal is shown by the LG SA-920 (9 kHz-3 GHz) spectrum
analyzer. The set-up of the phase noise floor is approxi-
mately −110 dBC/Hz. Some signal sources that are tested
by this set-up are shown in Table I. In Fig. 3 b); it can be
seen that any practical signal sources have their own phase
noise characteristics and detected phase noise signal PSD in
dBC/Hz versus offset frequencies. In L-band results, the used
VCO (ROS-1420-419+) has a very low phase noise power
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TABLE 1. L-band signal sources.

level. This oscillator approximately reaches the noise floor
of the set-up noise in higher frequencies; however, in lower
frequencies it has several powerful components. Its average
phase noise power differs from the noise floor level measur-
ing setup at least 2-3 dB. The model HM81342 HAMEG
synthesizer has an extremely high phase noise level with a
distinctive pattern. This advantage means a distinctive power
and pattern for any signal sources that can be considered as
target discrimination basis. It has a minimum of 20 dB greater
average power to the noise floor.

FIGURE 4. a) An experimental phase noise meter for X-band, b)
Measured PSD of phase noise [dBC/Hz] versus offset frequencies for the
some types of X-band signal source.

Finally, the Farnel synthesizer has a medium phase noise
power in comparison to the above-mentioned signal sources
and has approximately 5-6 dB phase noise power difference.

In the X-band, Fig. 4 a) shows an X-band Wilkinson

TABLE 2. X-band signal sources.

RF power divider for dividing RF power, a succuform-141
coaxial cable with 30 meters length, and a Hittite-HMC410
mixer, and the output of the mixer is amplified by a super
LNA eval AD8332 board. The amplified signal is shown by
an LG SA-920 (9 kHz-3 GHz) spectrum analyzer. The noise
floor of the used set-up is approximately -110 dBC/Hz. The
signal sources that are tested using the above-mentioned setup
(shown in Table 2). To prevent the effect of the amplitude
variations, all input powers to the phase noise meter are
equal. Fig. 4 b) shows the phase noise PSD of detected
signals in dBC/Hz for three practical X-band signal sources
versus offset frequencies. The MKU 10 BAKE oscillator has
a completely different phase noise pattern. The PSD of this
source has low power in low frequencies, and this increased
as the frequency increased. It has 13dB higher phase noise
power in comparisonwith the noise floor. The sourcemade by
Hittite -HMC778 (PLL) has high phase noise with individual
patterns. At least, it has a 30 dB greater average power
than the noise floor. In the third measurement, VCO in the
S-band is frequency multiplied by using an
MKU XN ×4 block to X-band, and has a different phase
noise power. It gives approximately 12 dB higher average
power than the set-up thermal noise floor.

IV. THE PROPOSED METHOD
The proposed anti-deception method is based on phase noise
different characteristics of signal sources in received

signals. We assumed that the transmitted CW radar signal
with LFM is generated by an MO oscillator. Fig. 5 shows
the block diagram of the proposed method with a real tar-
get signal and a false target produced by the DRFM sys-
tem. MO has a low phase noise power level with a specific
PSD pattern.

The base station radars can use many kinds of sub-systems
and devices in their systems. In this method, the radar systems
use low phase noise devices, whereas the DRFM system does
not have this advantage and the LO oscillator in the DRFM
system has different phase noise distribution and power level.
Additionally, a simulated signal is made through some differ-
ent electronic devices with its own frequency response. The
DRFM system contains a mixer, analog filters, single−side
band (SSB) modulator, a digital signal processor (DSP),
and/or field-programmable gate array (FPGA), ADC, and
DAC blocks.

These devices change the radar signal PSD and produce
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FIGURE 5. Block diagram of proposed method to measure the phase noise of target signals.

higher phase noise level. In comparison to the DRFM signal,
the hostile radar receiver has lower phase noise level. In addi-
tion, in many DRFM systems at the last stage, the signal is
up-converted by a jammer second LO. The above-mentioned
effects change the DRFM signal PSD and make higher phase
noise power in comparison to a real back-scatter one. Based
on (6) and (9), the received signal from real target and DRFM
target in the IF band can be represented by

yϕ (t) =



√
Esãrej

(
2π
(
fIF+fdk

)
t+πµt2+2πµτk t

)
.

ej(ϕMO(t−τk )−ϕ
r
LO(t)) + nIF (t) : RealTarget

√
EJ ãJej

(
2π
(
fIF+fdJ

)
t+πµt2+2πµτJ t

)
.

ej
(
ϕMO(t−τDL−τJ )−ϕJLO(t−τf )+ϕ

J
LO(t−τJ )−ϕLO(t)

)
+ nIF (t) : DRFM

(17)

By assuming that δϕos (t, τ ) � 1, the IF filter can sup-
press the out−of−band components and then amplify the
phase noise term. The terms µτk and µτJ are absorbed in
Doppler frequency fdk and fdJ . Therefore in the radar receiver,
we have

yϕ (t) =



√
Esãr

(
1+ j

(
τkδϕr (t, τk)+ πµt2

))
· ej

(
2π
(
fIF+fdk

)
t
)
+ nIF (t) : RealTarget

√
EJ ãJ

(
1+ jτJ ,f

(
δϕJr (t, τDL + τJ )

+ δϕJLO

(
t, τJ ,f

)
+ πµt2

))
ej
(
2π
(
fIF+fdJ

)
t
)
+ nIF (t) : DRFM

(18)

where δϕr (t, τk ) = ϕMO(t − τk ) − ϕrLO(t) belongs to the
real target, and the total jammer phase noise is δϕJ (t, τJ ,f ) =
δϕJr (t, τDL + τJ ) + δϕ

J
LO(t, τf − τJ ), whereas δϕ

J
r (t, τDL +

τJ ) = ϕMO(t − τDL − τJ )− ϕrLO(t) relates to the radar phase
noise.δϕJLO(t, τf − τJ ) = ϕJLO(t − τJ ) − ϕ

J
LO(t − τf ) is the

instantaneous phase of DRFM LO in t = τJ and t = τf

for up-converting and down-converting, respectively. Eq. (18)
is achieved for LFMCW received signal, and this relation is
changed for other kinds of FMCW signals.

Finally at the output of phase noise measuring setup the
IF components (IF plus Doppler frequency) are removed
by a BPF, and assuming that nIF (t) is AWGN noise and
these phase noises are independent. Therefore, these terms
are replaced by their expectation values. Finally, the power
spectrum of phase noise SYϕ (f ) is

SYϕ (f ) =



Es |ãr |
2
(
τ 2k S dϕr (t,τk )

dt
(f )+ 4π2µ2

(2π f )6

)
+NIF (f ) : RealTarget

EJ |ãJ |
2
(
(τDL + τJ )

2 S dϕJr (t,τd+τJ )
dt

(f )

+ τ 2J ,f S dϕJ (t,τJ ,f )
dt

(f )+ 4π2µ2

(2π f )6

)
+ NIF (f ) : DRFM

(19)

In (19), the term 4π2µ2

(2π f )6
appear in both real target and

DRFM signal, although due to the dominant f 6 term in 4π2µ2

(2π f )6
,

it has very small quantity in phase noise measuring band
(10 kHz, 1 MHz) and can be neglected. The NIF (f ) is
assumed as the Gaussian PSD of the filtered AWGN noise
power spectrum. Based on the relation S dϕ(t)

dt
= 4π2f 2Sϕ (f ),

the final PSD of SYϕ (f ) can be written as

SYϕ (f )

=


4π2Es |ãr |

2 f 2τ
2
kSϕr (t,τk ) (f )+ NIF (f ) : RealTarget

4π2EJ |ãJ |
2 f 2

(
(τDL + τJ )

2 Sϕr (t,τd+τJ ) (f )

+ τ 2J ,f SϕJ (t,τJ ,f ) (f )
)
+ NIF (f ) : DRFM

(20)

VOLUME 5, 2017 11461



M. Nouri et al.: Novel Anti-Deception Jamming Method by Measuring Phase Noise of Oscillators

Finally, the phase noise power in the measuring bandwidth
BW , PYϕ , can be written as

PYϕ =



4π2Es |ãr |
2 τ 2k

∫ fmax

fmin
f 2Sϕr (t,τk ) (f ) df + NW

4π2EJ |ãJ |
2
∫ fmax

fmin
f 2

×

(
(τDL + τJ )

2 Sϕr (t,τDL+τJ ) (f )
+τ 2J ,f SϕJ (t,τJ ,f )

(
f , τJ ,f

) )
df + NW

(21)

where NW =
∫ fmax
fmin

NIF (f ) df ≈ BW N0
2 is the noise power

that appears in the measuring bandwidth. The dynamic range
of the received signal is very high and the variation of its
amplitude cannot be eliminated by the limiting amplifier; for
weak signals, hence, in particular, this causes some errors
in phase noise measurement. Therefore, a practical metric is
introduced to quantify the normalized phase noise difference
between the received signal with respect to the total phase
noise of MO and LO in the radar system. ρSϕ is the phase
noise Euclidean distance power that is normalized by the
product of radar phase noise and received signal phase noise.

ρSϕ =

∫ fmax
fmin

∣∣SYϕ (f )− SXϕ (f )∣∣2 df∫ ∣∣SYϕ (f )∣∣ df ∫ ∣∣SXϕ (f )∣∣ df (22)

where SXϕ (f ) is the phase noise power spectrum of the signal
source of the radar that is measured by the same method.
In (22), the normalized Euclidean distance for real target
and DRFM target power spectrums becomes the basis of
the discrimination procedure. The spectrum analyzer mea-
sures the noise power of the input signal in the desired fre-
quency range (fmin, fmax). Then, SXϕ (f ) and SYϕ (f ) versus
frequency is measured using the spectrum analyzer. Accord-
ing to (22), ρSϕ can be calculated directly. More simplicity
can be achieved by use of Cauchy–Schwarz inequality. Note
that SYϕ (f ) , SXϕ (f ) ≥ 0 are real quantities, note also that∫ fmax

fmin

(
SYϕ (f )− SXϕ (f )

)2 df
≤

(∫ fmax

fmin

∣∣SYϕ (f )− SXϕ (f )∣∣ df )2

(23)

By substituting (23) in (22), the upper band of ρSϕ can be
written as,

ρSϕ ≤

(∫ fmax
fmin

SXϕ (f ) df
)2
+

(∫ fmax
fmin

SYϕ (f ) df
)2

∫ fmax
fmin

SXϕ (f ) df
∫ fmax
fmin

SYϕ (f ) df
− 2 (24)

Based on (24), if the normalized Euclidean distance (ρSϕ )
between two signals is less than the threshold level, it is
detected as a real target; otherwise, it is considered a jammer
signal. Eq. (24) can be calculated by simply using the mea-
sured phase noise power (via the spectrum analyzer). In the
tracking radar systems, the antenna beam is pointed on the
target position; hence, the received signal of clutter is weaker
than search radar system with fan beam that receives the

ground clutter strongly. Furthermore, the dynamic range of
RF front-end block in radar receiver and the proposed phase
noise meter is high enough to prevent nonlinearity effects like
intermodulation.

In operational tracking radar system after locking on the
target, the first important step is evaluating the reality of
target. Based on the mentioned assumptions, the proposed
method can discriminate the real target from DRFM target.
Usually, a DRFM (on board jammer) produces some pow-
erful false targets with different ranges and velocities in
order to deceive the radar receiver. If two received signals
have enough Doppler frequency distance, each of them can
be seen as a separate target and the recognition process
can be repeated. Otherwise, if two target signals have the
same Doppler frequency and range. In this rarely case, this
method detects the signal as a DRFM target without any other
detected real target in the antenna beam coverage which gives
information about artificial character of this target that can
lead the decision unit to track on jammer (TOJ) state for this
on board jammer.

V. EXPERIMENTAL RESULTS
In this section, we present experimental results of imple-
mentation in order to evaluate the proposed method.
All presented results are achieved in two operational bands
(L-band, X-band) of radar systems. This section has two
subsections. In the first subsection, the experimental set-up
is investigated and particular aspects of the implementations
are discussed. In the second, the experimental results are
analyzed with details.

A. EXPERIMENTAL SET-UP
We present two experimental results of DRFM systems to
analyze the performance of the proposed method in Fig. 5.
For L-band tests, the carrier frequency is 1.3045 GHz, and the
LFM frequency deviation is 200 kHzwith a sweep rate 40 Hz.
The power of radar transmitter is 1.8 KW, Tx and Rx antennas
gain are approximately 33 dB, the front-end block gain 22 dB,
and the radar receiver total noise figure (NF) plus other
microwave components losses is around 2 dB.

Total tests in this band are done with the same low phase
noiseVCO (ROS-1420-419+) which is controlled by PLL for
both radar and DRFM systems. In this setup, DRFM received
the radar signal, which was first enriched by a low−noise
RF amplifier that contains PGA−103+ with high dynamic
range (IP3 = 45 dBm at 1 GHz), and low NF (NF = 0.6 dB
at 1GHz). The mixer ADE−5W (Mini circuits) is used in
this band, which is followed by BPF and a low noise MMIC
(MAR-6) as IF amplifier. Then, it goes through the RF switch
to the L-band down-converter.

The IF output proceeds to ADC with 10 quantization
bits, then the digital signal is processed by SPARTAN III
FPGA to produce the desirable time delay and amplitude.
The processed signal is then converted to an analog signal
by DAC with 12 quantization bits. The output of DAC is
filtered by IF BPF (reconstruction filter) to reduce the effects
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of sampling. The analog SSBmodulator produces the desired
local frequency plus Doppler frequency (fLO + fd ) by two
quadrature signals. The Doppler frequency signals are pro-
duced by a programmed micro-controller. The output of the
SSB modulator is mixed by the IF signal and up-converts to
the L-band.

FIGURE 6. Experimental DRFM mounted on two plates in L-band. a) Left
plate contains RF blocks, b) Right plate contains digital devices.

This signal is then amplified and sent-back to the hostile
radar. Fig. 6 shows the DRFM set-up for L-band mounted
on two plates. Fig. 6 a) shows the RF components of DRFM
and Fig. 6 b) represents the digital devices besides the L-band
up-converter. In X-band tests, the carrier frequency is
10.2454 GHz, and the LFM frequency deviation is 200 kHz
with a sweep rate 40 Hz. The power of radar transmitter
is 1.5 KW, Tx and Rx antennas gain are approximately 35 dB,
the front-end block gain 24 dB, and the radar receiver
total noise figure (NF) plus other microwave components
is around 6 dB. Naturally, the phase noise power in the
X-band is higher than that in the L-band. Unlike L-band tests,
X-band tests are done with different oscillators. The radar
oscillator is a crystal oscillator (MKU 10 BAKE) with very
low phase noise level. However, the DRFM uses an S-band
VCO (ROS-2960), which is multiplied by a MKU XN ×4
to X-band and controlled by a PLL. In this set-up, DRFM
receives the radar signal and strengthens signal via the RF
amplifier that contains AVA−183A with high dynamic range
(IP3 = 28 dBm at 10 GHz) and NF is 4.5 dB. The mixer

FIGURE 7. Experimental DRFM mounted on two plates in X-band. a) Left
plate contains RF blocks, b) Right plate contains digital devices.

HMC−410 (Mini circuits) is used in this band, which is
followed by BPF and a low noise MMIC (MAR-6) as IF
amplifier. Then, the RF switch output is down-converted to
IF frequency. The IF output proceeds to ADC with 10 quan-
tization bits, and processed by SPARTAN III FPGA to create
desirable range (delay) and amplitude. The processed signal
is converted to analog signal by DAC with 12 quantization
bits. The output of DAC is filtered by IF reconstruction filters
to reduce the effects of sampling. The analog SSB modulator
produces the desired local frequency plus Doppler frequency
(fLO + fd ) by two quadrature signal. The Doppler frequency
signals are produced by a programmed micro-controller. The
output of the SSB modulator is mixed by the IF signal and
up-converts to the X-band. This signal is amplified and sent-
back to the hostile radar. Fig. 7 shows the DRFM set-up for
an X-band mounted on two plates. Fig. 7 a) shows the RF
components of DRFM and Fig. 7 b) represents the digital
devices besides the X-band up-converter.

The major kinds of tracking radars work in microwave
bands like L, S, C, X, andKu band that in these bands the envi-
ronment noise is less than high frequency (HF), and very high
frequency (VHF) bands. In these mentioned bands, the radar
tracks only targets with high SNRs. In these conditions, the
environment noise is smaller than the radar receiver thermal
noise. The thermal noise (flat white noise) from radar receiver
devices, and flicker noise from LNA and RF amplifiers
increase the noise floor measurement [33]. The flicker noise
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FIGURE 8. a) The ρSϕ in L-band for different SNRs. b) Probability of
detection PD for various SNRs in the case of very low false alarm.

approaches to the thermal noise at higher offset frequencies.
The phase noise of oscillators in microwave bands is very
greater than thermal noise of first stage of RF amplifiers or
LNA as in [33]–[35]. Furthermore, the phase detector in fre-
quency discriminator canceled the amplitude noise of thermal
noise which suppresses the thermal noise effect. The thermal
noise and NF of devices are uncorrelated to phase noise [31].
Generally, a practical oscillator of radar system has very low
phase noise. However, when a signal is down/up-converted
(mixer and LO) and amplified by RF amplifier besides the
effect of DRFM jitter on sampling error and quantization
error in ADC [17], [36], [37]. The final phase noise of DRFM
signal is increased and changed, clearly. Finally, it should
be mentioned that any noise floor level is directly related
to input signal PSD that enters to phase noise measurement
equipment.

B. EXPERIMENTAL RESULTS
In this section, the LFMCW radar is considered in L-band
with 1.3045 GHz carrier frequency. For phase noise mea-
surement, the duration of the received signal is 2 seconds.

FIGURE 9. a) ρSϕ for DRFM target in L-band versus range. b) ρSϕ for
DRFM target versus Doppler frequency.

All targets are approaching at a determined range. It is fairly
obvious when the tracking radar has locked onto the tar-
get. The SNR is large enough and the amplitude fluctuation
and target RCS variation are using a slow model. There-
fore, the limiting amplifier eliminates amplitude variation.
The received signals are down-converted with the L-band
mixer, and then filtered in band 10 KHz−1 MHz. The
amplified filtered signals are used for measuring the phase
noise power in a determined frequency range using the
spectrum analyzer. The operational range cells are between
9 km−40 km. The maximum delay time for processing and
decision is 2 seconds. All experimental results are based on
20 independent tests. A DRFM false target are considered
in 20 km range and the radial velocity is approximately 0.7
Mach (fd = 2 KHz). Fig. 8 a) shows ρSϕversus various
SNRs when JSR = 2, 5, 10 dB. It can be seen for SNR
> 10 dB, ρSϕ increases by AWGN noise effect reduction,
although increasing the JSR makes the discrimination bet-
ter. PD represents the probability of true discrimination of
the real target from the jammer. In practical case, when
0 ≤ ρSϕ ≤ 0.5, the detected target assumes to be real target.
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FIGURE 10. a) The ρSϕ in X-band for different SNRs. b) Probability of
detection PD for various SNRs in the case of very low false alarm.

On the other hand, when ρSϕ ≥ 1, the tracking target assumes
as DRFM target. 0.5 < ρSϕ < 1 is the ambiguity area of
detection. Fig. 8 b) shows the PDbased on different SNR.
Based on the results, accurate detection (PD > 90 %) is
achieved when SNR > 10 dB. The Fig. 9 a) displays the
ρSϕ of the received signal phase noise versus different time
delays (ranges), where the Doppler frequency of the target
is 2 KHz, and the SNR is approximately 15 dB. It can be
seen that ρSϕ for the DRFM signal in R ≥ 18 km is greater
than the threshold level for all assumed ranges when JSR =
2, 5, 10 dB. Furthermore, the phase noise power increases
in higher ranges. This happens because of the increased
time−delay between the DRFM signal and the reference
radar signal, which generates more low−frequency phase
noise. Fig. 9 b) reveals the ρSϕ variation versus target speeds
in 30 km range and SNR is 15 dB.

Consequently, the proposed method can detect all jammer
signals in various situations with a PD of more than 90%.
In the X-band radar system, generally the phase noise

power is greater than that in the L-band. In this test, the carrier
frequency is 10.2454 GHz. The received signals are down-
converted with the X-band mixer and filtered by BPF limited
to 10 kHz−1 MHz for calculating the phase noise power.

FIGURE 11. a) The ρSϕ for DRFM target in X-band versus ranges. b) The
ρSϕ for DRFM target versus Doppler frequency.

Similarly, the operational range cells are between
9Km − 40 Km. The maximum period for processing and
decision is 2 seconds. All experimental results are based
on 20 independent tests. Similar to L-band results, when
0 ≤ ρSϕ ≤ 0.5, the detected target assumes to be a real target
and ρSϕ ≥ 1 the tracking target assumes as a DRFM target.
A DRFM false target is considered in 30 Km range and

the Doppler frequency fd = 8 KHz (Fig. 10). Fig. 10 a)
investigates the ρSϕ based on different SNRs when JSR = 2,
5, 10 dB. It can be increased ρSϕ in SNR > 9 dB by AWGN
noise effects reduction. The highest phase noise power is a
little less than the threshold power level, so, the target is
detected as a real target. Fig. 10 b) obtains the probability of
detection PDbased on different SNR. It shows that the accu-
rate detection (PD > 90%) is achieved when SNR > 9 dB.
Similar to the L-band, Fig. 11 a) exhibits the ρSϕ based on
the different time delays (ranges) where the Doppler fre-
quency of the target is 8 KHz, and the SNR is about 15 dB.
It can be seen that DRFM phase noise in R ≥ 15 Km is
detectable for discrimination for all ranges. Longer ranges
increased the phase noise power. Fig. 11 b) shows the ρSϕ for
various target speeds within 30 km range and SNR is 15 dB.
In this result, like in the L-band, the supplementary phase
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noise power is more than 4 dB for the DRFM target. Fur-
thermore, higher JSRs made the discrimination better. So, all
DRFM targets can be detected under these conditions, and PD
is almost 100%.

Note that, X-band oscillators have additional phase noise
power in comparison to L-band oscillators.

VI. CONCLUSION
A novel anti−DRFM jamming method is introduced in this
article. The proposed method analyzes the phase noise effects
of different oscillators in receiving signals to discriminate
targets. Calculating the normalized Euclidean distance differ-
ence of the phase noise level of the received signal is proposed
for the LFMCW tracking radar sensor networks. The phase
noise of DRFM signal and target signal are focused in differ-
ent situations. It can be seen that a simulated DRFM signal
has higher phase noise and changed pattern in comparison
to the real target signal. The theoretical analysis investigates
the difference between the phase noise level in DRFM−made
targets and that of real ones. Then, a simple system is prepared
for implementation to measure the phase noise. All phase
noisemeasurements are done through the same sets of circuits
and equal time periods. Two operational DRFM systems
are produced and used to consider the performance of the
proposed method in both the L-band and the X-band. The
LRT is used for target discrimination based on a threshold
level to achieve the acceptable Pfa of target discrimination.
All experimental tests proved that the proposed method per-
forms well in different ranges, Doppler frequencies, SNRs,
and SJRs. Based on the experimental results, the proposed
method can be utilized in discriminating among real and
the false targets with high PD, particularly when the SNR
is greater than 10 dB. The simple compatible structure is
another advantage of the proposed technique. Finally, this
method can be extended using in wireless sensor networks
and communication systems to recognize the interference and
jamming signals.
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