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ABSTRACT Recently, several privacy—preserving auction schemes are proposed for protecting the bid
privacy and securing the auction. In this paper, a sealed-bid auction scheme focusing on multi-attribute
is presented. And it mainly concentrates on the security issues of multi-qualitative-attribute auction and
utilizes the Pedersen commitment scheme to bind the bid information into commitment for strong bid privacy.
In order to accomplish the public verifiable correctness, the buyers and sellers construct the zero-knowledge
signatures of knowledge and publish them to the bulletin board. In accordance with the security analysis,
major properties, strong bid privacy and public verifiability, are provided under the semi-honest model.
According to a comparison of computation, the proposal’s computation cost is reasonable.

INDEX TERMS Multi-attribute e-auction, bid privacy, public verifiability, semi-honest model, multi-party
computation.

I. INTRODUCTION

The development of the Internet and information technology
completely changed the way that people solve the traditional
problems [1]-[17]. While, it also brings a variety of secu-
rity and privacy issues [18]-[23]. A security protocol can
ensure the security of the applications by using the crypto-
graphic methods and it can perform a security-related func-
tion. In order to solve these practical security problems, many
cryptographic protocols including real authentication [24],
[25], keyword search in encrypted cloud [26]-[28],verifiable
data auditing in Cloud [29] are proposed. These approaches
have played a very important role in security protocol design.

With the rapid development of the Internet and the fast
economic growth, E-commerce plays an important role in
facilitating economic activity and service level. Especially,
e-auction has played a very important role in e-commerce
times and it has been applied to various fields with assorted
environments. Multi-attribute e-auction, which is a primary
mechanism, can automate negotiations in electronic com-
merce and it supports auto-negotiation multiple attributes in
the transaction.

Secure multi-party computation, which creates methods
for parties to jointly compute a function over their inputs
while revealing nothing but the result of the function, is an
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important subfield of modern cryptography. E-auction is just
one application of many examples in the secure multi-party
computation.

Follow the development of the market demands, people
have more requirements and are no longer satisfied with
the price as the only critical measurement to determine who
is the winner of an auction. The concept of ’Configurable
offer’ is proposed by Bichler and Kalagnanam. It not only
characterizes the possible configurations of a configurable
offer as a set of quantitative and qualitative attributes but
also defines the constraints on the association of attribute
values and discounts, markups according to some combi-
nation of attribute values [30]. Engel and Wellman propose
a multi-attribute auction which accommodates Generalized
Additive Independent(GAI) preferences and maintains prices
on potentially overlapping GAI clusters of attributes and
provides an open competition among suppliers over a multi-
dimensional domain [31]. Singh and Benyoucef propose a
novel fuzzy winner determinate method TOPSIS (Technique
for Order Preference by Similarity to Ideal Solution) defining
many kinds of utility functions and calculating the ratio of
deviation from the positive ideal offer with the deviation from
the negative ideal offer [32]. A multi-attribute bid structure is
proposed by Ray et al. [33]. Price and non-price attributes are
included in their multi-attribute bid. While the bid structure of
Ray et al. just describes the dependent relationship between
price attribute and corresponding non-price quantity attribute
and independent relationship among non-price qualitative
attributes. However, [30] and [31] define the dependence of
qualitative attributes and the logical constraints of qualitative
attributes are not pressed by those bid structures, which have
a influence on the quantitative attributes. Some researchers
believe that the interdependent relation among attributes may
be used for evaluating a solution [34], [35]. To overcome
this issue about dependence, they utilize ANP(Analytic Net-
work Process)in place of AHP(Analytic Hierarchy Process)
to enhance the ability of processing the interdependent rela-
tions among attributes. Moreover, they make full use of the
TOPSIS for more evaluation to avoid rank reversal phe-
nomenon and so on [34].

A secure multi-attribute protocol requiring online Trusted
Third Party (TTP) is proposed by Srinath et al. [36]. In [36],
the bid privacy is weak because of the computation of score
function. Furthermore, public verifiability can not be pro-
vided in [36]. Srinath et al.’s second protocol utilizes homo-
morphic properties of Paillier cryptosystem for achieving bid
privacy and public verifiability [37], [38]. However, because
a bid needs to be revealed to auctioneer during the auction,
so the bid privacy is still weak [38].

K
A scoring function is described as: S = > w, - f(x,) — P

in [36] and [38]. Where, S denotes the {atlal score of the
bid evaluation, K denotes the number of non-price attributes,
x, denotes the value of the r* attribute organized by the
seller, w, denotes the weight associated with the attribute,
f+(-) denotes the valuation function corresponding to the
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attribute, and P denotes the bid price [36]. It indicates that
f+(-) only evaluate independent attribute instead of interde-
pendent attribute relation. So the winner determination model
of [36] and [38] is based on the assumption that a multi-
attribute bid can be evaluated to value through linear scoring
function S. Finally, Homomorphic properties of Paillier cryp-
tosystem is adopted for number comparison under encryption
in Srinath et al.” scheme.

Multi-attribute e-auction is still facing many security
issues. Security problems should receive more attention
and concern. Security requirements, such as anonymity,
traceability, unforgeability, are defined by the researchers
who focus on the security issues in e-auction [39]-[42].
Even though researchers have already solved some security
problems of multi-attribute e-auction which are mentioned
above, multi-qualitative-attribute e-auction mechanism intro-
duces several new security issues, such as multi-attribute
privacy-preserving winner determination. Based on Shi’s
scheme [43], a verifiable sealed-bid multi-qualitative-
attribute based e-auction protocol is proposed. It adopts the
Mayer and Wetzel’s scheme and mainly focuses on strong bid
privacy and public verifiable correctness under semi-honest
model [44]. It utilizes the Pedersen commitment scheme to
bind the bid information into commitment for the strong bid
privacy. In order to accomplish the public verifiable correct-
ness, the buyers and sellers construct the Zero-knowledge
signatures of knowledge and publish them to the bulletin
board.

Il. PRELIMINARIES

A. SEMI-HONEST MODEL

Following their prescribed actions in the protocol, all par-
ties are supposed to perform computations and message
exchanges under the semi-honest model. They may pos-
sibly record whatever they perform and try their best
to guess as much information as they can during the
protocol. Every party could launch arbitrary polynomial-
time calculations deviating from the prescribe proto-
col actions. A standard definition form Goldreich is
adopted [45], [46].

Definition 1: Let S C {0, 1}*.Two aggregations (indexed
by S).X = {Xu}wins and Y = {Y,}wins are computationally
indistinguishable if there is a negligible function u for every
family of polynomial-size circuits, {D,},en, N — [0, 1],
so that |pr[Dy(w, X») = 1] —P”[ch(ah Yy) = 11| < u(|wl).
In such a case, it expressed as X = Y.

Definition 2: protocol  securely computes deterministic
functionality f with static semi-honest adversaries if there
are probabilistic polynomial-time simulators S; and S> such
that

{S10x, f (e, YD e, yeto, 13
{S2(x, £ (x, yY)he ye(o,1)*

{view] (x, V)}x ye(0,1)%5

s lle

{view3 (x, Y)}x ye(o.1)*»
where |x| = |y|.
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c

FIGURE 1. The planning and bidding phase.

B. ZERO-KNOWLEDGE SIGNATURES OF KNOWLEDGE
Let p, g be large primes such that g|p — 1. let Z; be the

cyclic subgroup of Z; of order ¢ with independently chosen,

random generators g, 4. The public parameters are g, &, p, g.

1) SIGNATURE OF KNOWLEDGE OF DISCRETE LOGARITHM
The prover chooses a random ¢ €, Z; and computes ¢
H(y,g,g") and r t — ¢ - e. The verifier can check

whether ¢ = H(y, g, g"g°) given ¢ and r. It is denoted by
ZKDL(ely = g°) [47].

2) SIGNATURE OF KNOWLEDGE OF EQUALITY OF
TWO DISCRETE LOGARITHMS

The prover chooses a random ¢ €, Z;‘ and computes ¢

H(1,y2,8, h, g, h")andr =t —c-e. The verifier can check
whether ¢ = H(y1,y2, &, h, g"y{, i"y5), given ¢ and r. It is
denoted by ZKEDL(ely; = g° A y2 = h°) [48].

3) SIGNATURE OF KNOWLEDGE OF REPRESENTATION

The prover chooses a random #; €, Z(;‘ for i=1,2 and com-
putes ¢ = H(y1,y2,8,h, g, g2 -h")andr; = t; — c - ¢; for
i=1,2. The verifier can check whether c = H(y1, y2, g, h, ¥{-
g, »me - g - W), given ¢ and ry,rp. It is denoted by
ZKREP((e1, e2)|ly1 = g Ay2 =g - h!) [49].

C. PEDERSEN COMMITMENT SCHEME

An information-theoretically hiding commitment scheme by
Pedersen is computationally binding under the discrete log-
arithm assumption [50]. To commit a x € Z;, the sender
generates r <, Z7 and compute Cy = g* - h". To open a
commitment, the sender reveal x and r, the receiver verifies

whether C, = g* - h".

12382

a
»dp,

»dg
i
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Ill. PROPOSED SCHEME

As shown in Figure 1 and 2, the proposed scheme is com-
posed of the planning phase,the bidding phase and the winner
determination and verification phase.

Assume that there exist M buyers and n sellers in the
auction scheme. A bulletin board is established for publish-
ing auction information. A Certification Authority (CA) is
adopted in key pre-distribution process. For digital signature,
public/private key pairs are arranged in the buyer and seller
groups. A buyer B; can sign message x as Signg,(x), where
1 <i < M. Aseller S;’s signature of x is denoted as Signg, (x),
where 1 < i < n. The buyer group publishes the attribute sets

A=ay,...,a,...,ay}, where 1 < i < m, m denotes the
cardinality of A. There is a corresponding attribute-value set
a; = (aj, ..., Qijy s a;, ) for each element in A, aj; denotes

a bit string of length /, j denotes whether a attribute-value
a;ij € {0, l}l, 1 < j < k is defined or not, k denotes the
number of attribute-value. O; denotes a configurable offer
O;=(o1,...,0i, ..., 0x), each element o; is collected from
each a;, where 1 < i < k1,1 <j < t,0; € aj, k1 denotes
the cardinality of O;. Assume that each buyer B; sort his
offer set Bidg, = {Op,,, ..., 03,.’_/, ..., Op,;,} according to
his preferences as Op;, < ... ;<...<O0pg;,.

Let p, g be large primes such that g|p — 1. let Z(;k be the
cyclic subgroup of Z; of order g with independently chosen,
random generators g, h. The public parameters are g, A, p, g.

A. PLANNING

T deadiine denotes the auction deadline, ID denotes the identity
of a buy B;, B denotes the auction attribute sets, where B C
A, t denotes the cardinality of a bid, B; signs T, ID, B, t
and publishes T, ID, B, t, Signg,(T, ID, B, t) in the bulletin
board.

VOLUME 5, 2017
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X' oy g ¥
S,‘ Z ) RU Y

S, 5,
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755,

=ZKDL(r, 1A, =A"™)

R, Ry, 1y
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FIGURE 2. The winner determination phase.

B. BIDDING
(1) B organizes offer Bidg, = {Op, ,, ..., Op;, ..., Op,; },

where 1 < i < M,l < j < t. For each OB,;J-,

B generates rp,; < Z(;, and computes Cp,; = gOBiJ .
Wi, 715, = ZKREP((rg,;, Op,) | ag,; = g™ A
CBi,j = gOBi'j : hrBi’j )7 SignB,'(CB,',ja aB,'yj’ nl,B,‘J)- Then
Bpublishes C, ;, ap, ;, 718, ;, Signg,(Cp, ;, as,;, 71.8;;)
on bulletin board.

(2) S organizes offer Bids, = {Os,,, ..., Os,;, ..., Os,,},

where 1 < i < n, 1 < j < t.For each Os,,,

Os. ;
S generates rs;; < Z(;, and computes Cg;; = g " -

Wi, s, = ZKREP((rs,.j,Os- )| as

Cs,; = g% h'Siy, Signs,(Cs, ;, as;;, m1,s;;). Then
S publishes Cg”,asl,,m Sijo Szgnsl(CS,j,as”,m glj)
on bulletin board.

(3) If any 7y p,;; does not verify, S; abort.

(4) If any 7y 5, does not verify, B; abort.

— o'Sij
s, = &4 A

C. WINNER DETERMINATION AND VERIFICATION
(1) B generates RB,«J <~ Z; and computes XB,;,- =
RB,- : RBi .
C ..Jv jTZ,Bij = ZKDL(RB,I | XB,']' = C .,J)?

Signp, (CBu’ XB’]’ 12} Bu) Then publishes Cg;
72,8;;, Signp,(Cp, ;, X, ;, 72,B; ;)-
(2) If S verifies the proof w3, Bijs then S generates RS,«j <~
! Rs; . "Rs. .

’ _ i.j _ i.j
and computes XBi,j = XB,»_,- s XS,-J = CS,-,j ,

1]’ l]’

*
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G ’XIB, ,X Y Zs s, s,

Ry, Ry, ;1
i . "B
Yo, s,

Xy =C Ay, =h")

7y5, = ZKEDL(ry 1Zg =Y, " nag =g"")

.
Co X'y WXy Y 2o g T

73,0 ap,, Ts.n,, verify

g, s Tap  Tsp

X
X' ?zizfequal lelse:0

i Ry, ;1
Yo, ™

Rs. . ’ Rsi.j
Ys, = ki, w5, = ZKEDL(Rs,; | Xp = Xp "7 A
B » ij 1]
RS,-,J- Rs. . rs,
XS = CS A YS = h i), ZS = Y ) T3S, =
ZKEDL(rSU | Zs,; = Y Sid S nas; = g '/) Slgnsl(CSU,
Xl;j Xs.;s Ysij» Zs; s nz Si;» 73.5;;)- Then publishes

/
Cs,j» Xp. > X5, Ysi;5 Zs, s 2.8;55 73,5, Signs;(Cs;
X i XS,]s YSija ZS,’j’ nZ,S,‘Jw 7T3,Sij)'

3) If B verifies the proof Sijs T3 5,1, then computes

3 B
X.g',’,j = (Z J) l]’Xgi_j = ﬁ If Xé =
yg
ij
Xgi,j’ then OBi,j = OSi,j’ else OBi,j #* OSi,j'
Then computes 73 5,; = ZKDL(Rp,;; | Xgij =

Rp; ;
(ZSU) Rsiy, 74B; = ZKDL(Rp; | A1 = YSi-fJ)’
s, = ZKDL(’"BI-J | Aj Aeri,j)’ SignB,-(X_é,-j,

R RB; sy,

YSi,j > LS 5 7T3,Bl‘,js 7T4,B,'1j’ ”5,3,‘./'), Then PUb'
lish ooy RBy RBTEy

ishes XSM,YSI.J , Ys,-,j » T3,B;;» T4.B;;» T05B;;

Signg, (X}, Yg " ¥ "
lgnBi( S tsiy 1Sy 37[3,3,',]"7-[4,3,',]"7[5,3,',]')'
(4) IfS verifies the proof 3 g, ;, 74,8, ;, 705,B, ;» then checks
X, ' X
r9 Bij A Bij
Sij* YRB i Bij Sij YRBin'rBin ’
Siij Sij

Og,;, else Ogs;; # Op,;.
According to B;’s preferences Op, |, < ...

then Og,;; =

< OBi,j < ...

< Og,,, gets the biggest index number j of Op,;; for each
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seller S;, where Os;; = Op,;, the seller who possesses
the j will be the wmner The winner determination process
can be checked and verified by other sellers in the same
way.

IV. SECURITY ANALYSIS
Theorem 1: Assume that the buyer B; organizes Bidp, =
{0B,\»---,08;;, ... , Op,,} sorted according to B;’s prefer-
ences Op,, < < Op,; < < Og,,. The seller S;
organizes Bids; = {Os,,, ..., Os,;, ..., Os;, }. After bidding
phase, B; and S; commit to their bids, make proofs for their
bids, and verify each other’s bid.

Proof: After B; organizes Bidp,, then B; generates rp, ;
and computes commitment CB,;_,- = gOBi.f - h'"% in which B;
binds and hides Og,; .ap;; = . No one other than B;
is able to compute Cp,; because of the intractable discrete
logarithm problem [51]

To prove the knowledge rp, ;, Op; ; subjectto ap,; = g B A
Cp,; = ¢%%ii . W'%ij, B; generates f1, t» and computes ¢ =
H(agp, ;. CB[,_,,g, h, gt"gt2 “hY, =t —corpy, =
t2 —c- OB[ After gets c, rq, r, S; checks the equation

H(aB,],CBU g, h, aB g CC] g"? - W), First, it can
eas1ly be seen that an honest prover will always succeed in
constructing a valid proof since

ag, g = (g7 - g =g,

ths’i,j g7 nt =g

C'OBi,j . hc rB. 127(,‘-03”. . htl —c- rBl]

t].g
tz.ht]

Second, assume that a cheating prover who does not know
rB;, and 03,,_,- is able to compute such proofs. Since the hash
function is hard to invert, we can assume that the values

< i g and Cgl_’j - g™ - W' are fixed before ¢ is computed.

It also seems necessary to prepared to compute a proof for
many other possible ¢ when fixing the values aB o g’ and
Cg,. - 8™ - h'! for the prover. But it means that the cheatmg
prover could also compute different representations of a¢ B

g and Cgi/_ .

knowledge of rp;; and Op, ;, the discrete logarithm of ap,;
and CB,-,]- to the base g and 4, it contradicts the assumption
that the cheating prover does not know rg; ; and Og, ;. That
means that no one except B; is able to make proofs for his
bid.

S; can be proved by the same way.

Theorem 2: In the winner determination phase, B; com-
pares O, ; with Oy, ; of S; and verifies whether the bid is O, ;

g" - "1 to the bases g and 4, which implies the

S; compares Os; i with Op; i of B; and verifies whether the bid

is OBi,j'
Proof: B; generates Rp,; < Z(; and computes
RB,—- ) RB,—-
X, CB,-,,'J* mop,; = ZKDL(Rp; | Xp,; = CBi,jJ)’
Signp,(Cs, ;, Xp;;, 72,;;)- Then publishes Cg, ;, Xp, ;, 72,8, ;.

Szgngl.(CBLj,XBi‘_/.,nz,Bu) on bulletin board. After S; veri-
fies 72,8, and checks whether the bid equals 03[.’_/.. Then
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Rs. .

R * r ij _

Si generates Rg, ; < Z; and computes XBLj =X Bi , Xs;; =
Rs, R

J _ S; _ / _

Cs.’' Ys, = h°4, ms, = ZKEDLRs, | Xy =

RSi' Rg. . R rs. .
J i,] _ S-’- —_ L]
Xp, A Xs, Cs.) N Ys, = W), Zs, = Y5,

rs. .
773-,51',1‘ = ZKEDL(}”S”. | Zgl._j = YS,-;/ AN asi’j =
rs. . .
8 l’})?SlgnS,'(CS,'_ja Xt/;w.a XS,-J-, YS,‘J’ ZS,'_j’ 72,85 7-[3,5,"1')- Then
- /
pub]lshes CS,-J, XBi,j’ XS,'_jv YSI‘_J" ZS,‘J! 77:2,5,'“,‘5 773,5,'1/'»
SlgnS,(CS, ,s i’ XS,'J" YS,'Vjv ZS,',.,W 7T2,S,',j’ 77:3,5,'11')' After
B; verifies the proof 72,85 T3,8;, and checks whether the bid
equals Oy, ;.
Theorem 3: In the winner determination phase, if
/ . " J—
X5, = XB,» then O, ; = Op, ;.
Proof:
CRS” rs; \Rs,
/ XSi.j RBi' Sr/ RB[-- (g h l'j) W RB’..
5, = () = () = ()
y ZSi,j YSU h Si,j ij
L]
05 Rs RB
=8
X! XRSi'j RBi.j'RSi,j
"o Bij Bij Bij
B. . — —_
Uy (SR N
lJ
. rg. .\Rp. .-Rs. .
Z@w%w)ww:fB&@”
(hRSi,j)RB
Os, .-Rs. .-Rp, . Op. .-Rs; .-R
If Xél_’j = Xl/?/,-,j’ then g %ii "SiiBij = gUBij TSR =
Os;; = Oy,

Theorem 4: Privacy of Op, ; and O, ; is provided from the

bidding phase to the winner determme phase
Proof: In the bidding phase, Os,; is bound by Cp,;,

where Cp,; = gOBtj - h"%ii . Even though an attacker gets the
TBij» the attacker still needs to face the intractable discrete
logarithm problem [51]. In the winner determine phase, Og; ;
is still protected by C, ;. Privacy of Op, ; and Oy, ; is provided
throughout the process.

Theorem 5: After B; publishes the winner result, each
S; can verify the winner determination result in the winner
determine phase.

Proof: Firstly, each B; verifies the comparison

of Op;; and Os,; by following theorem 4.2. After
RB' . RB- FB. .
) : ’ ij i Ph
B; publishes XS,;,-’ YS,;,- , YSU s TT3.B; ;> T04,B; j» 7T5,B; >
RB,—- RBi “IB;

Signg, (X, . Ys, " Y5, ' 3.8y, a8, 75 By ). Each S

verifies tllle proof (3.8, 4., j» 7T5.B;- Then computes
/ X,
? =
XSi.j A RB; ;7B; j
YS
comparison between Os; ; and Oyg; ; is true.

All comparison results between Bidg, = {Og,,,...,
O, ..., Op,} and Bids, = {Os,,, ..., Os,,. ..., Os,,} are
summarized together. According to B;’s preferences Op,; , <

. < Op;; < ... < Og,,, gets the biggest index number j
of 03 for each seller S;, where Oy; = = Op, o the seller who
possesses the j is the winner.

, if the equation is true, the result for
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TABLE 1. The achieved properties.

Properties [36] [38] [43] Proposal
Trusted third-party Yes No No No
Strong bid privacy No No Yes Yes
Bulletin board No Yes Yes Yes
The number of parties 3 2 2 2
Attribute relation Independent Independent Independent, Independent,
dependent, dependent,
interdependent interdependent
Winner determination Quantitative Quantitative Qualitative and quantitative Qualitative and quantitative
Adversary model Semi-honest(TTP) Semi-honest Semi-honest Semi-honest
TABLE 2. The numbers of different computation operations.
Phase [36] [38] [43] Proposal
The initiation phase 1 HF 1 HF
2R 2R 1R 1R
n+3 PKE 1 PKE 1 PKE 1 PKE
0 1 PKD 1 PKD 1 PKD
The bidding phase 0 0 t+2 HF 6t R
n PKE n(T+1)+2T PKE t+1 PKE 22t ME
n PKD n(T+2)+2T PKD 0
The opening phase 0 0 tR
0 0 2(t+1) HF
n PKE 2nT PKE t PKE
0 n(T+1) PKD t+1 PKD
The winner determination | 0 0 nt HF 8t R
phase
0 2nT PKE 0 34t ME
n PKD 0 0

PKE: Public Key Encryption; PKD: Public Key Decryption; HF: Hash Function; ME: Modular Exponentiation; R: generate a random number; t: number of
offer; T: number of attribute; n: number of supplier

By theorem 4.2-4.5, it shows a bid does not have to be
opened for achieving winner determination and public ver-
ifiability in the proposed scheme, so the strong bid privacy is
provided during an auction.

V. DISCUSSIONS AND EXPERIMENTS

At first, a comparison among related protocols is summarized
in Table 1. Because of complicated relation among attributes,
the bid expression is important to winner determination pro-
cess. In [36] and [38], a linear utility function is introduced
for multi-attribute bid evaluation. It is assumed that every
attribute is independent in each multi-attribute bid using lin-
ear utility function. The bid structure of the proposed scheme
and Shi’s scheme are flexible to support independent, depen-
dent and interdependent attribute relation [43]. Accordingly,
[36], [38] only support quantitative attribute winner determi-
nation, the proposed scheme and Shi’s scheme can support
both quantitative and qualitative attribute winner determina-
tion. It is assumed that all parties launch computations and
message exchange according to protocol specifications in
these schemes. However, during or after protocol execution,
any party might try his/her best to infer as much additional
information as possible. In addition, a TTP support is needed
in [43].

Furthermore, a comparison of the computation operations
in related protocols is shown in Table 2. Assume that the
length of the prime number p is 512, 1024, 1536 bits in
modular exponentiation, public key encryption, certification
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V772 [38]
[43]
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Opening Winner determination Total

FIGURE 3. Comparison of computation time (key=512bit, t=10, T=20,
n=>50).

and signature (for RSA), hash function digest is 512 bits (for
SHA-1). Because computation operation of RSA can be
summarized as a modular exponentiation operation, and the
computation operation of a modular exponentiation is about
O(|L]) times that of a modular multiplication, where |L|
denotes the bit length of L. So compared with a modu-
lar multiplication computation in Z*, the computation time
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FIGURE 4. Comparison of computation time (key=1024bit, t=20, T=30,
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FIGURE 5. Comparison of computation time (key=1536bit, t=30, T=40,
l|=50).

consumed by hashing operations and random generation can
be neglected [52].

At last, a performance simulation is provided.
Reference [36], [38], and [43] and proposal are imple-
mented in C using MIRACL library and server configuration:
Microsoft Windows XP Professional 2002 Service Pack 3,
Intel(R) Core(TM), CPU 2.53 GHz, 1.98 GB of RAM [53].
The average time for computing a single modular exponen-
tiation is 1.2ms for 512-bit,7ms for 1024-bit,and 30ms for
1536-bit. t, T, n denotes the number of bid, attribute and
seller separately. For a small-scale system design, assume
that n > T = t. Several experiments have been done and
three typical experiments are shown in Figure 3, 4, 5. The
comparisons of computation time of the related protocols are
shown in Figure 3, 4, 5. Because strong privacy and public
verifiability can not be provided in [36], the computation
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time of [36] is much less than [38]. Due to [43] takes hash
function instead of public key system, the computation time
of [43] is much less than [38] in the opening and winner
determination phase. According to Figure 3, 4, 5, it shows that
the computation cost of the proposed scheme is reasonable
and less than [38].

VI. CONCLUSIONS

In this paper, it demonstrates a verifiable sealed-bid multi-
qualitative-attribute e-auction protocol with semi-honest
adversaries. In the proposed scheme, it solves the privacy-
preserving multi-qualitative-attribute winner determination
problem. In accordance with the security analysis, the strong
bid privacy and public verifiability are provided during an
auction. Computation simulation of protocols shows the com-
putational cost of the proposed scheme is reasonable.
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