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ABSTRACT Attribute-based encryption, especially for ciphertext-policy attribute-based encryption, can
fulfill the functionality of fine-grained access control in cloud storage systems. Since users’ attributes may
be issued by multiple attribute authorities, multi-authority ciphertext-policy attribute-based encryption is an
emerging cryptographic primitive for enforcing attribute-based access control on outsourced data. However,
most of the existing multi-authority attribute-based systems are either insecure in attribute-level revocation
or lack of efficiency in communication overhead and computation cost. In this paper, we propose an
attribute-based access control scheme with two-factor protection for multi-authority cloud storage systems.
In our proposed scheme, any user can recover the outsourced data if and only if this user holds sufficient
attribute secret keys with respect to the access policy and authorization key in regard to the outsourced data.
In addition, the proposed scheme enjoys the properties of constant-size ciphertext and small computation
cost. Besides supporting the attribute-level revocation, our proposed scheme allows data owner to carry out
the user-level revocation. The security analysis, performance comparisons, and experimental results indicate
that our proposed scheme is not only secure but also practical.

INDEX TERMS Attribute-based encryption, multi-authority cloud storage, two-factor protection,
attribute-level revocation, user-level revocation.

I. INTRODUCTION
As a new computing paradigm, cloud computing has attracted
extensive attentions from both academic and IT industry.
It can provide low-cost, high-quality, flexible and scalable
services to users. In particular, cloud computing realizes the
pay-on-demand environment in which various resources are
made available to users as they pay for what they need.

Cloud storage is one of the most fundamental services [1],
which enables the data owners to host their data in the cloud
and through cloud servers to provide the data access to the
data consumers (users). However, it is the semi-trusted cloud
service providers (CSPs) that maintain and operate the out-
sourced data in this storage pattern [2], [3]. Therefore, the pri-
vacy and security of users’ data are the primary obstacles that
impede the cloud storage systems fromwide adoption [4], [5].

To prevent the unauthorized entities from accessing the sen-
sitive data, an intuitional solution is to encrypt data and then
upload the encrypted data into the cloud [6], [7]. Neverthe-
less, the traditional public key encryption and identity-based
encryption (IBE) [8] cannot be directly adopted. The reason is
that they only ensure the encrypted data can be decrypted by
a single known user, such that it will decrease the flexibility
and scalability of data access control.

Attributed-based encryption (ABE) proposed by
Sahai and Waters in [9], can be viewed as the generalization
of IBE [8]. In an ABE system, each user is ascribed by a set
of descriptive attributes. The user’s secret key and ciphertext
are associated with an access policy or a set of attributes.
Decryption is possible if and only if the attributes of cipher-
text or secret key satisfy the access policy. Such an advantage
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makes ABE simultaneously fulfill the data confidentiality
and fine-grained access control in cloud storage systems.
Goval et al. [10] formulated two complimentary forms
of ABE: key-policy ABE (KP-ABE) and ciphertext-policy
ABE (CP-ABE). In KP-ABE, user’s secret key is associated
with an access policy and each ciphertext is labeled with a set
of attributes; while in CP-ABE, each ciphertext is associated
with an access policy and user’s secret key is labeled with
a set of attributes. Compared with KP-ABE, CP-ABE is
more suitable for the cloud-based data access control since
it enables the data owner to enforce the access policy on
outsourced data.

However, there remains several challenges to the
application of CP-ABE in cloud-based data access control.
On one hand, there is only one attribute authority (AA)
in the system responsible for attribute management and
key distribution [11]–[13]. This precondition cannot satisfy
the practical requirements once users’ attributes are issued
by multiple AAs. For example, a studying abroad agency
encrypts some specific messages under the access policy
(‘‘SCUT.student’’ and ‘‘TOEFL=105’’). In this way, only the
receiver who is the student of SCUT and now has a TOEFL
score of 105 can recover these messages. One important
thing to note about these two attributes is that the attribute
‘‘SCUT.student’’ is administrated by the SCUT.Registry and
the attribute ‘‘TOEFL=105’’ is issued by the ETS. On the
other hand, in most existing schemes, the size of ciphertext
linearly grows with the number of attributes involved in
the access policy, which may incur a large communication
overhead and computation cost. This will limit the usage
of resource-constrained users. Last but not the least, the
attribute-level revocation [11], [14] is very difficult since each
attribute is conceivably shared by multiple users.

A. RELATED WORK
As mentioned above, CP-ABE is a promising cryptographic
mechanism for fine-grained access control. Bethencourt et al.
explicitly formalized the notion of CP-ABE and proposed a
CP-ABE scheme in [15], but its security proof was given in
the generic group model. Cheung and Newport [16] proposed
another CP-ABE scheme that supports AND∗+,− access pol-
icy, and proved its security under decision bilinear Diffie-
Hellman assumption. Later, a number of CP-ABE schemes
were proposed [17]–[21] for better efficiency, or security,
or expressiveness. The first multi-authority ABE (MA-ABE)
scheme was proposed by Chase in [22], where there are
several AAs and one central authority (CA) in the system.
Each AA issues a set of attribute secret keys to each user,
while the CA distributes a global unique identifier together
with a final secret key to each user. Other multi-authority
ABE schemes have been proposed in [23]–[27].

Emura et al. [28] put forth a CP-ABE scheme with
constant-size ciphertext. And yet, their scheme only supports
the (n, n)-threshold access policy on multi-valued attributes.
Another CP-ABE scheme with constant-size ciphertext was
proposed in [29], and works for the (t, n)-threshold case.

Cheng et al. [30] proposed two new CP-ABE schemes, which
have both constant-size ciphertext and small computation
cost for AND∗+,− access policy. Sreenivasa and Dutta [31]
proposed the first fully security CP-ABE scheme with
constant-size ciphertext by adopting the technique of [28]
over composite order bilinear group.

The revocation issue is an important and cumber-
some problem in attribute-based systems. Several CP-ABE
schemes which support attribute-level revocation have been
proposed in [11], [13], [14], and [32]. For attribute-level
revocation, any revoked user only loses part access privileges
as some attributes are removed. That is, each revoked user
can still access the data as long as his/her remaining attributes
satisfy the access policy. Besides binding an expiration time
to each attribute, the revocation methods in CP-ABE schemes
can be classified into two categories: directly revocation [32]
and indirectly revocation [11], [13], [14]. In the direct revo-
cation, the AA publishes the revocation list so that users
can integrate revocation information into the ciphertext while
encrypting data. A non-revoked user can decrypt the cipher-
text only if the attributes of that user satisfy the access policy
in the ciphertext. The advantage of this method is that the
attribute-level revocation can be enabled without updating
attribute secret keys for the non-revoked users. In the indirect
revocation, the AA needs to update the secret key with respect
to the revoked attribute for each non-revoked user, instead
of making the revocation list public to users. Concretely,
Zhang et al. [32] drew support from an auxiliary function to
indicate which ciphertexts are involved in revocation events
to update these involved ciphertexts. Yu et al. [14] proposed
a CP-ABE scheme with indirect attribute-level revocation
by the semi-trusted proxy deployed in the data server. The
key re-randomization is adopted in Yang et al.’s CP-ABE
scheme [13]. Hur and Noh [11] proposed an immediate
attribute-level revocation mechanism in CP-ABE by utilizing
a binary key-encrypted-key tree for attribute group key dis-
tribution. Different from the attribute-level revocation, user-
level revocation makes the revoked users lose all the access
privileges in the system. In [33], Attrapadung and Imai pro-
posed a CP-ABE scheme with direct user-level revocation by
combining the techniques of broadcast encryption and ABE.

B. MOTIVATION
A number of CP-ABE schemes with respect to data access
control for multi-authority cloud storage systems have been
proposed in [2] and [34]–[37]. In order to achieve the revoca-
tion functionality, the proposed schemes in [2], [34], and [36]
need secure communication channels to update the attribute
secret keys for the non-revoked users. But, Wu et al. [35]
pointed out that Yang et al’s DAC-MACS scheme [2] cannot
guarantee the backward security in active attack model. The
reason is that any revoked user still retrieves his/her ability to
decrypt some confidential data as a non-revoked user when
he/she intercepts the ciphertext update keys delivered from
the involved AA. The same security weakness also exists in
the schemes of [34] and [36]. Subsequently, Wu et al. [35]
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proposed a new extensive scheme called NEDAC-MACS
based on Yang et al’s DAC-MACS scheme [2]. From the
efficient point of view, the proposed multi-authority CP-ABE
schemes in [2], [34], [35], and [37] do not possess the char-
acter of constant-size ciphertext. It is a negative impact on
communication overhead and/or computation cost. Beyond
that, the data owners in the schemes of [2] and [34]–[37]
are voiceless in the permission revocation. Because these
schemes only supported attribute-level revocation. It is not
conducive to performing the commercial properties of data
owner in cloud computing. Therefore, to construct secure,
efficient and revocable access control scheme for multi-
authority cloud storage systems is still meaningful.

C. OUR CONTRIBUTION
Inspired by [38], we propose TFDAC-MACS, a secure, effi-
cient and revocable data access control scheme with two-
factor protection for multi-authority cloud storage systems
in this paper. On the whole, our proposed TFDAC-MACS
can be considered as a multi-authority CP-ABE scheme
with double-level revocation mechanism. Compared with the
existing CP-ABE schemes for multi-authority cloud storage
systems, our proposed TFDAC-MACS has the following sig-
nificant features:

1) Our proposed TFDAC-MACS can provide two-factor
data encryption protection for multi-authority cloud storage
systems. Each user needs to satisfy two requirements when
recovering the outsourced data. One is the attributes of this
user satisfy the access policy, and the other is this user has
the authorization key.

2) The proposed TFDAC-MACS supports the ANDm
access policy, and enjoys the properties of constant-size
ciphertext and small computation cost. By making use
of the server-aided re-encryption technology, the proposed
TFDAC-MACS achieves the attribute-level revocation. At the
same time, the data owner is allowed to execute the user-level
revocation in the proposed TFDAC-MACS.

3) Our proposed TFDAC-MACS is proven secure against
chosen plaintext attacks in the random oracle model. Since
the users’ global unique identifier is used to link the
attribute secret keys and authorization key, the proposed
TFDAC-MACS can resist the collusion attack. Meanwhile,
the forward security and backward security are guaran-
teed in our proposed TFDAC-MACS. Theoretical analysis
and experimental results indicate that the computation
costs of encryption, decryption and attribute revocation are
efficient.

D. ORGANIZATION
The rest of the paper is organized as follows: in Section II,
we briefly introduce some preliminaries used in this paper.
The overview of our proposed TFDAC-MACS is pre-
sented in Section III and the detailed construction is given
in Section IV. We analyze the proposed scheme in the terms
of both security and performance in Section V. Finally, the
conclusion is summarized in Section VI.

II. PRELIMINARIES
In this section, we first review some cryptographic back-
ground. Thenwe introduce the access policies involved in this
paper.

A. BILINEAR MAPS AND COMPLEXITY ASSUMPTIONS
Let G, and GT be two cyclic multiplicative groups with the
same prime order p, and g be a generator of G. A bilinear
pairing e : G × G → GT is a bilinear map if it has the
following properties:
• Bilinearity: e(ga1, g

b
2) = e(g1, g2)ab for ∀g1, g2 ∈ G and

∀a, b ∈ Z∗p .
• Non-degeneracy: e(g, g) 6= 1.
• Computability: There exists an efficient algorithm to
compute e(g1, g2) for ∀g1, g2 ∈ G.

Using the above notations, the decisional Bilinear Diffie-
Hellman (DBDH) assumption [8] and decisional n-Bilinear
Diffie-Hellman Exponent (BDHE) assumption [39] are
defined as follows.
Definition 1: Given ga, gb, gc ∈ G for unknown

a, b, c ∈ Z∗p and a random element Z ∈ GT , the
DBDH problem is to distinguish e(g, g)abc and Z . For
an adversary B, define its advantage as AdvDBDHB (1κ ) =
|Pr[B(g, ga, gb, gc, e(g, g)abc)=1]−Pr[B(g, ga, gb, gc,Z ) =
1]|. We say that the DBDH assumption holds, if for
any probabilistic polynomial-time (PPT) adversary B, the
AdvDBDHB (1κ ) is negligible.
Definition 2: Let g and h be two independent generators

of G. Denote −→y g,α,n = (g1, g2, · · · , gn, gn+2, · · · g2n) ∈
G2n−1, where gi = gα

i
for unknown α ∈ Z∗p . The decisional

n-BDHE problem is to distinguish e(gn+1, h) and a random
choice of Z ∈ GT . For an adversary B, define its advan-
tage as Advn−BDHEB (1κ ) = | Pr[B(g, h,−→y g,α,n, e(gn+1, h)) =
1] − Pr[B(g, h,−→y g,α,n,Z ) = 1]|. We say that the decisional
n-BDHE assumption holds, if for any PPT adversary B, the
Advn−BDHEB (1κ ) is negligible.

B. ACCESS POLICY
An access policy W , namely a ciphertext policy in CP-ABE,
is a rule that returns either 0 or 1 given a set of attributes
L. In our proposed scheme, we only consider the ANDm
access policy [28], [40], i.e., AND-gate on multi-valued
attributes.
Definition 3: Assume that the universe of attributes

U = {u1, · · · , un}. Let the number of possible values
for ui be ni and the possible values be indexed as Vi =
{vi,1, · · · vi,ni}. Given an attribute list L = [L1, · · · ,Ln′ ],
where Li ∈ Vi be an attribute value for ui, and a cipher-
text policy W = [W1, · · · ,Wn′ ], we say that L satisfies
W if and only if Li = Wi, for ∀i ∈ {1, · · · , n′}. The
notation L � W is used to represent the fact that L sat-
isfies W , and the case of L does not satisfy W is denoted
by L 2 W .
Although the expressiveness of ANDm access policy is

somewhat restricted as compared with the tree-based and
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LSSS-realizable access policy, ANDm access policy still
remains useful in reality.

III. OVERVIEW
In this section, we first introduce the system model of
TFDAC-MACS. Then, we give the framework of our pro-
posed TFDAC-MACS. At last, the security assumptions and
threat models are presented.

A. SYSTEM MODEL
As shown in Fig. 1, TFDAC-MACS consists of five kinds of
entities: CA, AAs, data owners, users and CSP.

FIGURE 1. System model of TFDAC-MACS.

The CA sets up the system, and responses the registration
requests from all the AAs and users. However, the CA is not
involved into any attribute-related management.

Each AA administers a distinct attribute domain and gen-
erates a pair of public/secret key for each attribute in this
attribute domain. Without any doubt, each attribute is only
managed by a single AA. Once receiving the request of
attribute registration from a user, the AA generates the cor-
responding attribute secret keys for this user. Additionally,
each AA is responsible to execute the attribute revocation of
users.

Before uploading a shared data to the cloud storage servers,
the data owner defines an access policy and encrypts the data
under this access policy. After that, the data owner sends the
ciphertext and its corresponding access policy to the CSP.
Meanwhile, the data owner is responsible for issuing and
revoking the user’s authorization.

Each user is labeled with a set of attributes, besides a global
unique identifier. In order to obtain the shared data, each user
needs to request the attribute secret keys and authorization
from AAs and data owner, respectively. Any user can down-
load the ciphertext from the CSP. Only the authorized user
who has the specific attributes can successfully recover the
outsourced data.

It becomes obvious that the CSP provides data storage
service and enforces the process of ciphertext update. The
ciphertext update occurs in the following two cases: (1) any of
AAs revokes users’ one or more attributes; (2) the data owner
revokes one or more authorized users.

B. FRAMEWORK OF OUR TFDAC-MACS
The framework of TFDAC-MACS consists of the following
phases:

1) PHASE 1 (SYSTEM INITIALIZATION)
First, the CA generates some global public parameters for
the system, and accepts both the AA registration and user
registration.

Then, each AA and data owner respectively generate the
public parameters and secret information used throughout the
execution of system.

2) PHASE 2 (SECRET KEY AND AUTHORIZATION
GENERATION)
When a user submits a request of attribute registration to AA,
the AA distributes the corresponding attribute secret keys to
this user if his/her certificate is true. When a user submits an
authorization request to data owner, the data owner generates
the corresponding authorization key and delivers it to this
user.

3) PHASE 3 (DATA ENCRYPTION)
For each shared data, the data owner first defines an access
policy, and then encrypts the data under this specified access
policy. Thereafter, the data owner outsources this ciphertext
to the CSP. The encryption operation will use a set of public
keys from the involved AAs and the data owner’s authoriza-
tion secret key.

4) PHASE 4 (DATA DECRYPTION)
All the users in the system are allowed to query and download
any interested ciphertexts from the CSP. A user is able to
recover the outsourced data, only if this user holds the suf-
ficient attribute secret keys with respect to access policy and
authorization key with regard to outsourced data.

5) PHASE 5 (ATTRIBUTE-LEVEL REVOCATION)
For attribute-level revocation, the AA who manages the
revoked attribute, issues a new public key to this revoked
attribute, and generates attribute update keys for non-revoked
users and a set of ciphertext update components for CSP.
Each non-revoked user who holds the revoked attribute will
update the corresponding attribute secret key upon receiv-
ing the attribute update key. Based on the set of cipher-
text update components, the ciphertexts associated with the
revoked attribute will be updated by the CSP.

6) PHASE 6 (USER-LEVEL REVOCATION)
In order to revoke a user’s access privilege, the data owner
generates a new authorization secret key used for authoriza-
tion, a set of authorization update keys for non-revoked users
and a set of ciphertext update components for ciphertext
update. When receiving the authorization update key, each
non-revoked user updates the authorization key and obtains
the new version. All the involved ciphertexts will be updated
by the CSP based on the set of ciphertext update components.
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C. SECURITY ASSUMPTIONS AND THREAT MODELS
Following [2] and [38], we have the following assumptions
in TFDAC-MACS:
• The CA is a full trusted party.
• Each AA is also trusted. But, any of AAs will never
collude with users.

• The CSP is honest but curious, namely semi-trust. It will
correctly execute all the prescribed operations, but may
try to decrypt the ciphertexts stored in the cloud servers
by itself.

• Each user is dishonest, and may collude with others
to obtain unauthorized access to data. Meanwhile, each
user is not allowed to expose his/her attribute secret keys
and authorization key to an adversary.

Based on the above security assumptions, two threats are
considered in this work. One is denoted by Type-I threat:
decrypt without authorization key, and the other is denoted
by Type-II threat: decrypt without adequate attribute secret
keys. The goal of the adversary in these two threat models is
to decrypt the ciphertexts beyond its privileges.

IV. OUR CONSTRUCTION
In this section, we present the detailed construction of our
proposed TFDAC-MACS. The main challenge issue is how
to make the two factors into an integration, rather than two
separate parts of double encryption. We leverage the multi-
authority CP-ABE technology to implement the fine-grained
access control, and adopt the IBE technology to enhance
the security protection. Furthermore, we use the server-aided
re-encryption technology to achieve double-level revocation
mechanism such that the updated ciphertexts only be recov-
ered by the non-revoked users. The detailed description is
presented as follows:

Define the universe of attribute U = {u1, · · · , un}. Let
Uaid = {uaid1 , · · · , uaidnaid } denote the attribute domain for
AAaid , where naid is the total number of attributes managed
by AAaid . We set Said,i = {vaidi,1, · · · , vaidi,ni} be the multi-
value set for uaidi and use the notation [i] to denote the
set {1, · · · , i}.

A. PHASE 1 (SYSTEM INITIALIZATION)
1) CASetup: The CA runs this algorithm to set up the system,
which takes the implicit security parameter κ as input.

a) The CA chooses two multiplicative groups G and GT
with the same prime order p. Let g be a generator of G and
e : G × G → GT be a bilinear map. The CA also chooses a
hash functionH : {0, 1}∗→ G. The global public parameters
of the system are: GPP = (p, g,G,GT , e,H ).
b) Each AA should register itself to the CA. If the AA is a

legal authority in the system, the CA assigns a global unique
identifier aid to it.
c) For each user, the CA assigns a global unique identifier

uid , a pair of public/secret key (pkuid , skuid ) and a certificate
Cert(uid) to this user.
2) AASetup: Each AA takes the GPP and its managed

attribute domain Uaid as the input of this algorithm to

generate the public key and its corresponding master secret
key.

The AAaid first randomly chooses xaid ∈ Z∗p and computes
e(g, g)xaid . Then, the AAaid randomly chooses yaidi,j ∈ Z∗p
and computes gyaidi,j for each attribute value vaidi,j ∈ Said,i.
The public key PKaid = (APKaid = e(g, g)xaid ,
{UPKaidi,j = gyaidi,j |uaidi ∈ Uaid ∧ vaidi,j ∈ Said,i}), and
its corresponding master secret key SKaid = (ASKaid =
xaid , {USKaidi,j = yaidi,j|uaidi ∈ Uaid ∧ vaidi,j ∈ Said,i}).

3) DOSetup: The data owner with identifier oid , denoted
by DOoid , takes the GPP as the input of this algorithm to
generate a pair of public/secret key used for authorization.

The data owner DOoid randomly chooses α ∈ Z∗p as
the authorization secret key OSKoid , and computes its cor-
responding public key OPKoid = gα .

B. PHASE 2 (SECRET KEY AND AUTHORIZATION
GENERATION)
4) AAKeyGen: When a user DCuid submits a request of
attribute registration to AAaid , the AAaid first authenticates
whether this user is a legal user by verifying the certificate
Cert(uid). If the Cert(uid) is invalid, it aborts. Otherwise, the
AAaid assigns an attribute list Luid,aid to userDCuid according
to his/her role or identity. Then, the AAaid runs this algorithm
with taking the global public parameters GPP and master
secret key SKaid as input. It outputs a set of attribute secret
keys SKuid,aid for user DCuid .
Suppose vaidi,j ∈ Luid,aid , the AAaid computes SKvaidi,j =

gxaidiH (uid)yaidi,j . Thus, the corresponding attribute secret
keys is SKuid,aid = {SKvaidi,j |vaidi,j ∈ Luid,aid }.
5) Auth: When a user DCuid submits an authorization

request to data owner DOoid , the data owner DOoid first
authenticates whether this user is a legal user by verifying
the certificate Cert(uid). If the Cert(uid) is invalid, it aborts.
Otherwise, the data owner DOoid runs this algorithm with
taking the authorization secret keyOSKoid as input. It outputs
an authorization key SKuid,oid for user DCuid .

The data owner DOoid computes the authorization key
SKuid,oid = H (uid)α and delivers it to user DCuid .

C. PHASE 3 (DATA ENCRYPTION)
6) Enc: The data owner DOoid runs this algorithm to encrypt
a data m under the access policy W with taking the pub-
lic keys (

⋃
aid∈IAW

APKaid ,
⋃

vaidi,j∈W
UPKaidi,j) and authorization

secret key OSKoid as input, where IAW denotes as the index
set of involved AAs. Let naidW denote the number of involved
attributes that managed by AAaid in W .
The data owner DOoid randomly chooses s ∈ Z∗p and sets

CTW = (W ,C1,C2,C3), where

C1 = m · (
∏

aid∈IAW

e(g, g)xaidn
aid
W )s, (1)

C2 = gs, (2)
C3 = (

∏
vaidi,j∈W

gyaidi,j )s+α. (3)
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Finally, the data owner DOoid selects an unique label
IDW for this data and uploads the (oid, IDW ,CTW ) onto
the CSP.

D. PHASE 4 (DATA DECRYPTION)
7) Dec: Upon receiving the ciphertext CTW from the CSP,
user DCuid first check whether

⋃
Luid,aid � W . If it

is true, the user DCuid runs this algorithm with taking
his/her global unique identifier uid , the attribute secret key⋃
SKuid,aid and the authorization key SKuid,oid to decrypt the

data m.
Based on the attribute values in W , the user DCuid aggre-

gates the attribute secret keys to generate
SKW =

∏
vaidi,j∈W

SKvaidi,j . Then, the user DCuid computes

UPKW =
∏

vaidi,j∈W
UPKaidi,j. The data m is recovered as:

m =
C1 · e(H (uid),C3)

e(C2, SKW )e(SKuid,oid ,UPKW )
. (4)

E. PHASE 5 (ATTRIBUTE-LEVEL REVOCATION)
Assume that an attribute of user DCuid is revoked from
AAaid and the revoked attribute value is vaidi,j. The involved
AAaid first queries the CSP for ciphertext components⋃

(oid, IDW ,C2), where vaidi,j ∈ W . Then, the AAaid
generates a ciphertext update component CUK IDW

vaidi,j
for

each (oid, IDW ,C2). Moreover, the AAaid needs to com-
pute an attribute update key KUK uid ′

vaidi,j
for each non-

revoked user DCuid ′ . This phase contains the following three
algorithms:

8) KeyUpdate: The AAaid runs this algorithm with taking
a non-revoked user list NRU , the secret key ASKaid , the
master secret key USK1aidi,j, the public key OPKoid and the
ciphertext components

⋃
(oid, IDW ,C2) as input. It outputs

a new UPKaidi,j for vaidi,j, attribute update keys
⋃
KUK uid ′

vaidi,j

and ciphertext update components
⋃
CUK IDW

vaidi,j
.

a) The AAaid randomly chooses y′aidi,j ∈ Z∗p as the new
master secret key for the attribute value vaidi,j. Then, theAAaid
computes UPKaidi,j = gy

′
aidi,j .

b) For each non-revoked user DCuid ′ ∈ NRU , the
AAaid generates an attribute update key KUK uid ′

vaidi,j
=

H (uid ′)y
′
aidi,j
−yaidi,j .

c) For each (oid, IDW ,C2), the AAaid computes the cipher-
text update component CUK IDW

vaidi,j
= (gs · gα)y

′
aidi,j
−yaidi,j .

The AAaid sends KUK uid ′
vaidi,j

and
⋃

(oid, IDW ,CUK
IDW
vaidi,j

) to
each non-revoked user DCuid ′ and the CSP,
respectively.

9) SKUpdate: Upon receiving the attribute update key
KUK uid ′

vaidi,j
, the user DCuid ′ runs this algorithm to update

his/her attribute secret key as SK ′vaidi,j = SKvaidi,j ·KUK
uid ′
vaidi,j
=

gxaid · H (uid)yaidi,j · H (uid)y
′
aidi,j
−yaidi,j = gxaid · H (uid)y

′
aidi,j .

10) CTAUpdate: The CSP runs this algorithm to update the
involved ciphertexts when receiving

⋃
(oid, IDW ,CUK

IDW
vaidi,j

).
According to the oid and IDW , the CSP first

retrieves the involved ciphertexts component (C1,C2,C3).
Then the CSP randomly chooses r ∈ Z∗p and
computes

C ′1 = C1 · (
∏

aid∈IAW

e(g, g)xaidn
aid
W )r

= m · (
∏

aid∈IAW

e(g, g)xaidn
aid
W )(s+r), (5)

C ′2 = C2 · gr = gs+r , (6)

C ′3 = C3 · CUK IDW
vaidi,j
· (

∏
vaidt ,j∈W ,vaidt ,j 6=vaidi,j

gyaidt ,j )r · gy
′
aidi,j

r

= (
∏

vaidt ,j∈W ,vaidt ,j 6=vaidi,j

gyaidi,j )(s+α+r) · (gy
′
aidi,j )(s+α+r).

(7)

F. PHASE 6 (USER-LEVEL REVOCATION)
Suppose that the data owner DOoid wants to revoke the
access privilege of user DCuid . The data owner DOoid
first chooses a new authorization secret key and computes
its corresponding public key. Then, the data owner DOoid
generates a new authorization update key for each non-
revoked users and a set of ciphertext update components for
ciphertext update. This phase contains the following three
algorithms.

11) DAAuthUpdate: The data owner DOoid runs this algo-
rithm by taking the old authorization secret key OSKoid , the
non-revoked user list NRU ′ and the public parameters from
each AAaid as input.

a) The data owner DOoid randomly chooses β ∈ Z∗P as
the new authorization secret key OSK ′oid , and computes the
corresponding public key OPK ′oid = gβ .

b) For each non-revoked user DCuid ′ ∈ NRU ′, the
data owner DOoid generates an authorization update key
AUKuid ′,aid = H (uid ′)β−α .
c) For each attribute value vaidi,j, the data owner DOoid

computes the ciphertext update component UAUaidi,j =
(UPKaidi,j)

β−α
= (gyaidi,j )β−α .

Finally, the data owner DOoid sends AUKuid ′,aid and
(oid,

⋃
UAUaidi,j) to each non-revoked user and the CSP,

respectively.
12) AuthUpdate: Upon receiving the new authorization

update key, each non-revoked userDCuid ′ runs this algorithm
to update his/her authorization key as: SK ′uid ′,oid = SKuid ′,oid ·
AUKuid ′,aid = H (uid ′)β .
13) CTOUpdate: The CSP runs this algorithm to update

all the outsourced ciphertexts of data owner DOoid when
receiving (oid,

⋃
UAUaidi,j).
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For each retrieved ciphertext (oid, IDW ,CTW ), the CSP
first randomly chooses r ′ ∈ Z∗p and computes

C ′1 = C1 · (
∏

aid∈IAW

e(g, g)xaidn
aid
W )r

′

= m · (
∏

aid∈IAW

e(g, g)xaidn
aid
W )(s+r

′), (8)

C ′2 = C2 · gr
′

= gs+r
′

, (9)

C ′3 = C3 ·
∏

vaidi,j∈W

UAUaidi,j · (
∏

vaidi,j∈W

gyaidi,j )r
′

= (
∏

vaidi,j∈W

gyaidi,j )(s+β+r
′). (10)

Notice that each user in the system can verify the valid-
ity of his/her authorization key by e(OPKoid ,H (uid)) ?

=

e(g, SKuid,oid ). If it is true, the authorization key issued by
the data owner is valid. Otherwise, the authorization key that
this user holds is invalid.

V. SECURITY ANALYSIS AND PERFORMANCE
COMPARISON
In this section, we prove that our proposed TFDAC-MACS
is secure against the two threats in Section III-C. We also
discuss that the proposed TFDAC-MACS can guarantee data
confidentiality against the CSP, collusion resistance, forward
security and backward security. The performance compar-
isons and experiment simulations are also carried out in this
section.

A. SECURITY ANALYSIS
As we have said, there are two threats in our proposed
TFDAC-MACS. Thus, we separate two security levels for
the data confidentiality of our proposed scheme in the static
cases. One is allowing an adversary to obtain the attribute
secret keys but not the authorization key, and the other is the
reversed case.

For Type-I Security: To prove the security of our proposed
TFDAC-MACS for static Type-I adversary, we construct
an IBE scheme, called VBFIBE. The VBFIBE scheme is a
various of Boneh and Franklin’s IBE scheme [8]. There are
two differences between these two schemes.
• Message space: The VBFIBE scheme requires
M ⊆ GT , while Boneh and Franklin’s IBE scheme sets
M ⊆ {0, 1}n.

• The form of ciphertext: C = (C1 = gr ,C2 = m · grID)
and C = (C1 = gr ,C2 = m ⊕ H2(grID)) are the
ciphertext of m in these two schemes, respectively.

Lemma 1: Suppose that the DBDH assumption holds inG,
then there is no PPT adversary who can break the security of
VBFIBE scheme with non-negligible advantage.

Proof: Suppose that there exists an adversary A,
which breaks the above VBFIBE scheme with
AdvVBFIBEA (1κ ) ≥ ε. We can construct an algorithm B that
solves the DBDH problem in G. By taking (g, ga, gb, gc,Z )

as input, B’s goal is to output 1 if Z = e(g, g)abc and
0 otherwise. B works by interacting with A in a selective
identity game [41] as follows:

Initialization: The selective identity game begins with
A first choosing an identity uid∗.

Setup: B sets Ppub = ga, and sends the system parameters
of VBFIBE (g, p,Ppub) to A.
Phase 1: A adaptively issues the following queries to B.
• H1-query: B simulate the random oracle H1 for A’s H1
queries by maintaining a table H list

1 . When A submits
the identity uid∗ to B, B responds to A with Quid∗ =
H1(uid∗) = gb. WhenA submits an identity uid 6= uid∗

to B, B responds as follows:
1. If the query uid already appears in H list

1 in
a tuple (uid,Quid , t, coin), then B responds with
Quid = H1(uid).
2. Otherwise, B randomly chooses coin ∈ {0, 1} and t ∈
Z∗p . If coin = 0, thenB computesQuid = gt . If coin = 1,
then B computes Quid = gbt . B add (uid,Quid , t, coin)
intoH list

1 and sendsQuid toA as the response ofH1(uid).
• Private key query: A submits uid 6= uid∗

to B for obtaining the private key duid . B first
retrieves uid in H list

1 . If such an item exists in H list
1 ,

B obtains (uid,Quid , t, coin) from H list
1 . If coinuid = 0,

B responds to A with duid = (ga)t . If coinuid = 1,
B reports failure and terminates. If there is no such an
items in H list

1 , B first runs the operates in H1-query and
obtains (uid,Quid , t, coin). After that, B responds to A
or terminates based on the value of coin.

Challenge: When A decides that the Phase 1 is over, A
submits two messages M0,M1 ∈ GT to B. B picks a random
bit b∗ ∈ {0, 1} and computes the challenge ciphertext C∗ =
(gc,Mb∗ · Z ). Hence, if Z = e(g, g)abc then C∗ is a valid
encryption ofMb∗ under the public keyQuid∗ . If Z is a random
element in GT , then C∗ is independent of b∗ in A’s view.
Phase 2: The same as Phase 1.
Guess: A outputs a guess b′ ∈ {0, 1}. If b′ = b∗, B

outputs 1 in the decisional BDH game to guess that Z =
e(g, g)abc. Otherwise, it outputs 0 to indicate that Z is a
random element in GT .
Assume that A makes a total of qE private key queries

in the above game. The probability that B does not abort in
Phase 1 or 2 is 1/2qE . Thus, we have AdvDBDHB (1κ ) ≥ ε/2qE .

By the DBDH assumption, we know that the above
VBFIBE scheme is IND-sID-CPA secure in the random ora-
cle model. This completes the proof of Lemma 1.
Theorem 1: Suppose that there is no PPT adversary who

can break the security of VBFIBE scheme with non-
negligible advantage. then, there is no PPT Type-I adver-
sary who can break our TFDAC-MACS with non-negligible
advantage.

Proof: Suppose that there exists a Type-I adver-
sary A1, which breaks the proposed scheme with
AdvTFDAC−MACSA1

(1κ ) ≥ ε. We can construct an adversary
A2 that breaks the VBFIBE scheme. Let the challenger B
administrate the VBFIBE scheme and want to attack an
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instance of DBDH. Once A1 launches the interaction with
A2, A2 submits an interaction request to B for obtaining the
public parameters.

Setup: A2 takes the public parameter of VBFIBE scheme
(p, g,G,GT ,Ppub) from B. Firstly, A2 randomly chooses
xi ∈ Z∗p and computes APKi = e(g, g)xi for AAi.
Then, A2 randomly chooses yik ,j ∈ Z∗p for each attribute

vik ,j, and computes UPKxik ,j = e(g, g)yik ,j . A2 sends
(Ppub,

⋃
APKi,

⋃
UPKik ,j) to A1, where ik ∈ [n], j ∈ [nik ].

Phase 1: A1 makes the following query for obtaining the
attribute secret keys.A2 can answerA1’s query by executing
the H1-query to B.

AAKeyGen query: Suppose A1 submits an attribute list
Luid to A2 for a query on attribute secret keys, where uid
is a user’s global unique identifier. A2 first submits an
H1-query with uid to B and obtain the response H1(uid).
Then, A2 computes SKvik ,j = gxiH1(uid)yik ,j for vik ,j ∈ Luid .

A2 sends SKLuid = {SKvik ,j |vik ,j ∈ Luid } toA1 as the response
of Luid ’s query.

Challenge: A1 submits an access structure W ∗ =

W ∗1 , · · · ,W
∗
m and two messages M0,M1 ∈ GT to A2. A2

randomly chooses an global unique identifier uid∗ and sends
uid∗ to B for H1-query, where Luid∗ � W ∗. Then, A2 sends
the (uid∗,M0,M1) to B, and is given the challenge ciphertext
CT = (C1,C2 = Mb · T ). A2 sets x∗W =

∑
aid∈IAW∗

naidW ∗xaid
and y∗W =

∑
vik ,j=W

∗
ik
yik ,j. Then, A2 computes the challenge

ciphertext for A1 from CT as: CTW ∗ = (W ∗,C ′1 = C2 ·

e(g,C1)xW∗ · e(H1(uid∗),C1)y
∗
W ,C ′2 = C1,C3 = (Ppub)yW∗ ).

Finally, the challenge ciphertext CTW ∗ is send to A1.
Phase 2: The same as Phase 1.
Guess: A1 outputs a guess b′ ∈ {0, 1}, and then

A2 concludes its own game by outputting b′. Thus, we
have AdvVBFIBEA2

(1κ ) = AdvTFDAC−MACSA1
(1κ ). Based on the

Lemma. 1, we know that the Type-I adversary has non-
negligible advantage against the proposed scheme, which
completes the proof of this theorem.
Theorem 2: Suppose that the DBDH assumption holds

in G. Then, there is no PPT Type-I adversary who can
break the security of our TFDAC-MACS with non-negligible
advantage.

This theorem follows directly from Lemma 1 and
Theorem 1.

For Type-II Security: Here we prove that the pro-
posed TFDAC-MACS is provable security against the static
Type-II adversary under the decisional n-BDHE
assumption.
Theorem 3: Suppose that the decisional n-BDHE assump-

tion holds in G. Then, there is no PPT Type-II adversary
who can break the security of our proposed scheme with non-
negligible advantage.

Proof: Suppose that there exists a Type-II adversaryA,
which breaks the proposed scheme with
AdvA(1κ )TFDAC−MACS ≥ ε. We can build a simulator B that
has advantage ε in solving the decision n-BDHE problem
in G.

Assume thatA choosesW ∗ = {W ∗1 , · · · ,W
∗
m} as the chal-

lenge access policy. Let IUW ∗ = {i1, · · · , im} denote the index
set of attributes specified in W ∗. The number of attributes
that managed by AAaid in W ∗ is denoted by naidW ∗ . B interacts
with A as follows:

Setup. B takes a random decisional n-BDHE challenge
(g, h,−→y g,α,n,Z ) as input, and generates the public parame-
ters. B randomly chooses k∗ ∈ [m], a ∈ Z∗p and xi, yi,j ∈ Z∗p
for i ∈ [n], j ∈ [ni]. For k ∈ [m], B randomly chooses
x∗ik , y

∗
ik ∈ Z∗p . Assume that the attribute uik∗ is managed

by AAaid∗ .
For each AAaid , B computes the public key APKaid as

follows:
1) For aid ∈ IAW ∗ − {aid

∗
}, B computes APKaid =

e(g, g)x
∗
aid .

2) For aid∗,B computes APKaid∗ = e(g, g)x
∗
aid ·e(g, g)α

n+1
.

3) For aid /∈ IAW ∗ , B computes APKaid = e(g, g)xaid .
For ik ∈ IUW ∗ − {ik∗}, suppose uik ∈ Uaid , B computes

the public key UPKik ,j for attribute value vik ,j (j ∈ [nik ]) as
follows:

1) If vik ,j = Wik and aid 6= aid∗, B computes UPKik ,j =

gy
∗
ik g
−naid

∗

W∗

n+1−ik
. If vik ,j = Wik and aid = aid∗, B computes

UPKik ,j = gy
∗
ik ·

∏
t∈IUW∗−{ik∗ }

gn+1−t .

2) If Wik 6= vik ,j and aid 6= aid∗, B computes
UPKik ,j = gyik ,j . If Wik 6= vik ,j and aid = aid∗, B computes
UPKik ,j = gyik ,j ·

∏
t∈IUW∗−{ik∗ }

gn+1−t .

For ik∗ , B computes the public key UPKik∗ ,j for attribute
value vik∗ ,j (j ∈ [nik∗ ]) (j ∈ [nik ]) as follows:

1) If vik∗ ,j = Wik∗ , then UPKik∗ ,j = g
y∗ik∗ ·∏

t∈IUW∗−{ik∗ }

gn+1−t .

2) If vik∗ ,j 6= Wik∗ , then UPKik∗ ,j = gyik∗ ,j ·∏
t∈IUW∗−{ik∗ }

gn+1−t .

For ik /∈ IUW ∗ , suppose uik ∈ Uaid , B computes the public
key UPKik ,j for attribute value vik ,j as follows:

1) If aid 6= aid∗, B computes UPKik ,j = gyik ,j .
2) If aid = aid∗, B computes UPKik ,j = gyik ,j ·∏

t∈IUW∗−{ik∗ }

gn+1−t .

Then, B sends (ga,
⋃
APKaid ,

⋃
UPKil ,j) to A, where

il ∈ [n], j ∈ [nil ].
Phase 1. A makes the following two queries for

obtaining the attribute secret keys and authorization key. Dur-
ing this phase, B simulate the random
oracles H for A’s queries by maintaining a
table L.
• Auth query: When there is a query on the authorization
key for a global unique identifier uid ,B needs to look for
whether an item containing uid has been in L. If there is
no such item, B randomly chooses ik ′ ∈ [n], z ∈ Z∗p ,
and adds the item (uid, ik ′ , z,H (uid) = gik′g

z) into L
and return (gik′g

z)a to A. Otherwise, B extract the last
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component of this item, denoted by H (uid), and returns
H (uid)a to A.

• AAKeyGen query: Suppose A submits an attribute list
Luid to B for a query on attribute secret key, where uid
is a user’s global unique identifier and Luid 2 W ∗. For
Luid , there must exist ik ∈ IUW ∗ such that Lik 6= Wik .
Without loss of generality, we assume that Lîk = vîk ,j
and Wîk 6= vîk ,j.
B first retrieves the item which contains uid in L. If
such an item (uid, ik ′ , z,H (uid) = gik′ g

z) exists, then B
computes the attribute secret keys associated with Luid .
For uîk , suppose uîk ∈ Uaid , B computes the attribute
secret key of vîk ,j as follows:
1) If îk 6= ik∗ and aid ∈ IAW ∗ − {aid

∗
}, B computes

SKvîk ,j = gx
∗
aid (gik′ g

z)−yîk ,j .
2) If îk 6= ik∗ and aid = aid∗, B computes SKvîk ,j =

gx
∗
aid (gik′ )

−yîk ,j · (
∏

ik∈IUW∗−{ik∗ ,ik′ }

g−1n+1−ik+ik′ )(UPKîk ,j)
−z.

3) If îk = ik∗ , B computes SKvîk ,j = gx
∗
aid (gik′ )

−yîk ,j

(
∏

ik∈IUW∗−{ik∗ ,ik′ }

g−1n+1−ik+ik′ ) · (UPKik∗ ,j)
−z.

For ik ∈ IUW ∗ and k 6= k̂ , suppose uik ∈ Uaid ′ , B
computes the attribute secret key of vik ,j = Wik ∈ Luid
according to the following cases:
1) If ik 6= ik∗ and aid ′ 6= aid∗, B computes SKvik ,j =

gx
∗
ik (gik′ )

−y∗ik g
naidW∗
n+1−ik+ik′

(UPKik ,j)
−z.

2) If aid ′ = aid∗, B computes SKvik ,j =

gx
∗
aid (gik′ )

−y∗ik (
∏

ik∈IUW∗−{ik∗ ,ik′ }

g−1n+1−ik+ik′ ) · (UPKik ,j)
−z.

For ik /∈ IUW ∗ , suppose uik ∈ Uaid ′′ , B computes the
attribute secret key of vik ,j ∈ Luid as follows:
1) If aid ∈ IAW ∗ − {aid

∗
}, B computes SKvik ,j =

gx
∗
aid (gik′g

z)−yik ,j .
2) If aid = aid∗, B computes SKvik ,j =

gx
∗
aid (gik′ )

−yik ,j (
∏

ik∈IUW∗−{ik∗ ,ik′ }

g−1n+1−ik+ik′ ) · (UPKik ,j)
−z.

3) If aid /∈ IAW ∗ , B computes SKvik ,j = gxaid (gik′g
z)−yik ,j .

If there is no an item containing uid in L, B generates an
item (uid, îk , z,H (uid) = gîkg

z) in L and then computes
the attribute secret keys with respect to Luid as above.
Finally, B sends SKLuid = {SKvik ,j|vik ∈ Luid } to A.

Challenge. B sets x∗ =
∑

aid∈IAW∗
(naidW ∗xaid ) and

y∗ = y∗i1 + · · · + y
∗
im , and aggregates the public attribute keys

as:

APKW ∗ = APK
naid
∗

W∗

aid∗
∏

aid∈IAW∗−{aid
∗}
APK

naidW∗
aid

= e(g, g)x
∗
+naid

∗

W∗ α
q+1
,

UPKW ∗ = UPKik∗,j
∏

ik∈IW∗−{ik∗ }
UPKik ,j = gy

∗

.

After receiving two messages M0 and M1 of equal length
submitted by A, B picks a random bit b ∈ {0, 1} and

computes the challenge ciphertext CTW ∗ = (W ∗,C1 =

MbZ
naid
∗

W∗ e(g, h)x
∗

,C2 = h,C3 = hy
∗

UPKW ∗a).
Phase 2. The same as Phase 1.
Guess.A outputs a guess bit b′ of b. If b′ = b, B outputs 1

in the decisional n-BDHE game to guess that Z = e(gn+1, h).
Otherwise, it outputs 0 to indicate that Z is a random element
in GT . Thus, if Z = e(gn+1, h), then CTW ∗ is a valid cipher-
text and we have Pr[B(g, h,−→y g,α,n, e(gn+1, h)) = 1] =
1
2 + Adv

TFDAC−MACS
A (1κ ) ≥ 1

2 + ε.
If Z is a random element in GT , the message Mb is com-

pletely hidden from A and we have Pr[B(g, h,−→y g,α,n,Z ) =
1] = 1

2 .
Therefore, B has advantage at least ε in solving the deci-

sional n-BDHE problem in G.
By the n-BDHE assumption, we know that the proposed

scheme is secure against the Type-II adversary. Thus, we
complete the proof of this theorem.

Data Confidentiality: The above theorems only prove
that the data confidentiality of our proposed TFDAC-MACS
can be guaranteed against the unauthorized users or autho-
rized users with insufficient attributes. For the CSP, it cannot
properly decrypt any ciphertext since the decryption algo-
rithm involves the attribute secret keys and authorization key.
Although the CSP executes the process of ciphertext update,
the CSP could not have the ability to decrypt any ciphertext.
Because the CSP only uses the ciphertext update components
to re-encrypt the involved ciphertexts with blindness of mas-
ter secret keys and new authorization secret key. Therefore,
data confidentiality against the CSP is guaranteed.

Collusion Resistance: The main challenge in designing
an ABE scheme is to prevent against attacks from collud-
ing users. In the proposed scheme, to decrypt a ciphert-
erxt, the colluding users should compute the value of∏
vaidi,j∈W

e(g, g)yaidi,js. To obtain this value, the colluding users

need to aggregate the attribute secret keys that corresponding
to access policyW , and then pair the C2 from the ciphertext.
But, the attribute secret keys of a user are related to the hash
value of his/her global unique identity in the system. There-
fore, the attribute secret keys of different users cannot be
aggregated together for decryption. This means our proposed
TFDAC-MACS can resist the collusion attack.

Forward Security:When a new user joins into the system,
the attribute secret keys and authorization key of this user
are all corresponding to the updated public attribute keys and
new authorization secret key, respectively. So he/she can still
decrypt previous ciphertexts, only if his/her attributes satisfy
the access policies. Therefore, the forward security of the data
is guaranteed in our proposed TFDAC-MACS.

Backward Security: If a user drops an attribute from
his/her attribute set, this user cannot decrypt the previous
ciphertexts, unless the remaining attributes satisfy the access
policies. It consists of two reasons. One is that any involved
AAaid does not generate the corresponding attribute update
key for this user, and the other is the CSP re-encrypts these
ciphertexts referred to this revoked attribute value. Due to
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TABLE 1. Security comparison between our scheme and other schemes.

TABLE 2. Notations used in performance comparison.

TABLE 3. Performance comparisons of MA-CP-ABE schemes.

the user’s blindness of x ′aidi,j and r , this user cannot update
the secret key of this attribute value and reverse the new
ciphertext back to previous non-revoked state. Therefore, a
user that one of his/her attributes is revoked and the rest
attribute values are insufficient for the access policy cannot
recover the outsourced data.

When a user is revoked by the data owner, the data
owner does not generate the authorization update key for this
revoked user. Furthermore, the CSP also re-encrypts the data
owner’s ciphertexts that bring these ciphertexts into corre-
spondence with the new authorization key. These two points
cause the revoked user cannot update his/her authorization
key and reverse the new ciphertext back to previous non-
revoked state, respectively. Thus, the revoked user cannot
recover the outsourced data.

In a word, the proposed TFDAC-MACS can guarantee the
backward security.

Table 1 details the comprehensive security comparisons
between our proposed TFDAC-MACS and some existing
CP-ABE schemes in multi-authority cloud storage sys-
tems. It is noted that our proposed TFDAC-MACS and
NEDAC-MACS [35] does not need to a secure channel in
revocation phase.

B. PERFORMANCE COMPARISON
To evaluate the efficiency, we carry out the performance com-
parisons among the five schemes in Table 1. Some notations

that are used in the performance comparisons are briefly
shown in Table 2.

Table 3 details the comparison results from the access
policy, the parameter size, the encryption cost, the decryp-
tion cost and the type of revocation mechanisms. Our pro-
posed TFDAC-MACS and Chen et al’s scheme [36] only
support the ANDm access policy, while DAC-MACS [2],
MAACS [37] and NEDAC-MACS [35] all support the
LSSS-realized access policy. It may bring some performance
advantages for our proposed TFDAC-MACS and Chen et al’s
scheme [36], due to the the simplicity of ANDm access policy.
Except for the MAACS [37], the rest schemes are all con-
structed in prime order bilinear group. As shown in Table 3,
only our TFDAC-MACS achieves both the attribute-level
revocation and user-level revocation. It also can be figured
out that the storage cost of each user in our TFDAC-MACS
is higher than that in Chen at al.’s scheme [36]. The reason is
that each user still needs to store the authorization key in our
TFDAC-MACS except for the attribute secret keys. We know
that the ciphertext size implies the communication overhead
in the system. The size of ciphertext in our TFDAC-MACS
and Chen at al.’s scheme [36] are constant, while that in
DAC-MACS [2], MAACS [37] and NEDAC-MACS [35]
are linear to the scale of access policy. Therefore, our
TFDAC-MACS and Chen at al.’s scheme incurs less com-
munication overhead than the other three schemes. Since the
pairing operation and exponential operation consume more
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FIGURE 2. Comparisons of encryption time and decryption time. (a) Encryption. (b) Decryption. (c) Encryption. (d) Decryption.

FIGURE 3. Comparison of attribute revocation.

computation cost than other operations, we only consider
the computation cost of these two operations in the pro-
cess of encryption and decryption. The encryption cost of
data owner in our TFDAC-MACS is the same as that of
Chen er al.’s scheme [36], which is lower than that of DAC-
MACS [2], MAACS [37] and NEDAC-MACS [35]. Indeed,
our TFDAC-MACS needs less multiplication operation than
Chen et al.’s scheme [36] in computing the ciphertext com-
ponent C1. The decryption cost of users in DAC-MACS [2],
MAACS [37] and NEDAC-MACS [35] are greatly alleviated
by partitioning the computationally jobs of decryption and
outsourcing the complicated bilinear pairing operations to the
CSP. In our TFDAC-MACS, the job of decryption is only
done by each user, where the decryption cost of each user
is 3tp.

For precisely evaluating the computation costs, we imple-
ment our TFDAC-MACS and other three schemes with the
Miracl library. We use an HP workstation equipped with
3.6GHz Intel Core CPU and 8GB Memory to simulate the
CSP and AAs. The platform for data owner and user is a
laptop with 2.53GHz Intel Core CPU and 2GB Memory.
All the simulation platforms runs theWindows 7 Professional
64-bit operating system. In our simulation experiments, we
set p is a 160-bit prime and the number of users is 50.
The total number of universe attributes in the system is set
as 60.

Fig. 2 describes the computation costs of encryption and
decryption. They are somehow similar to the theoretical ones.
In Fig. 2(a) and Fig. 2(b), the number of AAs is fixed to 6.
And we set 10 as the number of involved users’ attributes

from each AA in Fig. 2(c) and Fig. 2(d). As shown in
Fig. 2(a) and Fig. 2(c), the encryption costs of
DAC-MACS [2] and NEDAC-MACS [35] are linear to the
scale of access policy in ciphertext, while that of Chen et al.’s
scheme [36] and our TFDAC-MACS is nearly a constant
value. We can see that the proposed TFDAC-MACS has
the minimum overhead on encryption. In Fig. 2(b) and
Fig. 2(d), the decryption time for DAC-MACS [2] and
NEDAC-MACS [35] includes the computation time of CSP.
Chen et al’s scheme [36] is superior to that of the remain-
ing schemes in decryption cost, and Our TFDAC-MACS
incurs less computation time of decryption than
DAC-MACS [2] and NEDAC-MACS [35]. But, users in
DAC-MACS [2] and NEDAC-MACS [35] only spend very
small computation cost on decryption since the most com-
putation overhead of decryption is done by the CSP. In our
simulation experiments, the number of users who hold the
revoked attribute is set as 2. Fig. 3 shows the comparison
of computation cost in attribute-level revocation. In sum-
mary, our TFDAC-MACS is efficient through the compar-
ison results. In our simulation experiments, the computa-
tion cost of user-level revocation for our TFDAC-MACS
is 0.616s when revoking one user. Maybe this result is a
little expensive. Because the data owner in user revoca-
tion needs to compute a large number of exponentiation
operations.

VI. CONCLUSION
In this paper, we propose a new data access control scheme for
multi-authority cloud storage systems. The proposed scheme
provides two-factor protection mechanism to enhances the
confidentiality of outsourced data. If a user want to recover
the outsourced data, this user is required to hold sufficient
attribute secret keys with respect to the access policy and
authorization key with regard to the outsourced data. In our
proposed scheme, both the size of ciphertext and the number
of pairing operations in decryption are constant, which reduce
the communication overhead and computation cost of the
system. In addition, the proposed scheme provides the user-
level revocation for data owner in attribute-based data access
control systems. Extensive security analysis, performance
comparisons and experimental results indicate that the pro-
posed scheme is suitable to data access control for multi-
authority cloud storage systems.
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