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Communications

During the past decade, the Internet of Things (IoT) has
revolutionized the ubiquitous computing with multitude of
applications built around various types of sensors. A vast
amount of activity is seen in IoT based product-lines and this
activity is expected to grow in years to come with projections
as high as billions of devices with on average 6-7 devices per
person by year 2020. With most of the issues at device and
protocol levels solved during the past decade, there is now
a growing trend in integration of sensors and sensor based
systems with cyber physical systems and device-to-device
(D2D) communications. 5™ generation wireless systems (5G)
are on the horizon and IoT is taking the center stage as devices
are expected to form a major portion of this 5G network
paradigm. IoT technologies such as machine to machine
communication complemented with intelligent data analytics
are expected to drastically change landscape of various indus-
tries. The emergence of cloud computing and its extension to
fog paradigm with proliferation of intelligent ‘smart’ devices
is expected to lead further innovation in IoT. These devel-
opments excite us and form a motivation to survey existing
work, design new techniques, and identify new applications
of IoT. Researchers, scientists, and engineers face emerging
challenges in designing IoT based systems that can efficiently
be integrated with the 5G wireless communications.

We received enthusiastic response to our special issue call
for papers. A total of nine high quality papers were received
out of which only seven were selected after a thorough review
process. Invited articles were sought from two highly cited
and accomplished researchers. Dr. Mischa Dohler (Fellow
IEEE, Kings College London, UK) and Dr. Mung Chiang
(Fellow IEEE, Princeton University, USA).

The first article “MIMO-NOMA design for small packet
transmission in the Internet of Things”, written by a collabo-
rative team of researchers Ding et al.,, opportunistic serving
mechanism is designed as part of the effort in the novel
paradigm of Multiple Input Multiple Output Non-Orthogonal
Multiple Access transmission scheme. Under the proposed
method, one user is completely served with their quality
of service requirements completely taken care of whereas
second user is served opportunistically under the NOMA
paradigm. The main contribution of this article is a design
with two sets of system parameters, precoding and power
allocation coefficients, in order to ensure that the potential
of NOMA can be realized even if the users’ channel con-
ditions are similar. Two types of power allocation policies
are developed in this paper. One is to meet first user’s QoS

requirements in the long term. For example, in order to
satisfy its targeted outage probability. The other is in which
to realize second user’s QoS requirements instantaneously,
e.g., the power allocation coefficients are designed to realize
its targeted data rate for each channel realization.

Machine to machine communication has a significant role
to play in emerging internet of things paradigm in years
and decades to come. The emerging [oT-5G scenario extends
sensor based IoT capabilities to robots, actuators and drones
for distributed coordination and low-latency reliable execu-
tion of tasks at hand. In the invited work titled “Enabling
the IoT machine age with 5G: Machine-type multicast ser-
vices for innovative real-time applications” by Condoluci
et al., core attention is focused on the end-to-end reliability,
latency, and energy consumption comprising both up and
downlinks for 5G-IoT communication. The authors propose
the definition, design, and analysis of machine-type multicast
service (MTMS). They recommend different procedures that
need to be redesigned for MTMS and derive the most appro-
priate design drivers by analyzing different performance indi-
cators, such as scalability, reliability, latency, and energy
consumption. Overall, a very interesting read complemented
by open problems and future research directions to pursue.

Security is one of the biggest challenges faced by Internet
of Things. With devices becoming ubiquitous and pervasive
in day to day lives necessitate reliable and secure algorithms.
The third article, “Security enhancement for IoT communi-
cations exposed to eavesdroppers with uncertain locations”
by Xu et al., develops a secure framework for eavesdroppers
with Uncertain Locations in [oT. With the assumption that the
locations of eavesdroppers change independently from hop to
hop, authors derive an expression for the secrecy outage prob-
ability of the two-hop transmission, which is shown to be the
upper bound of the outage probability when the locations of
eavesdroppers remain unchanged. Following this expression,
the end users formulate a secrecy rate maximization problem
with the secrecy-outage probability constraint. The optimal
rate design for codebooks and power allocation between the
source and relay are derived. By studying the performance of
the optimal scheme in some special cases, we obtain several
insights concerning the setting of system parameters.

In the article, “Enabling massive IoT in 5G and beyond
systems: PHY radio frame design considerations” by
Ayesha [jaz et al., the authors propose a flexible frame struc-
ture and design for massive Internet of Things (IoT) devices
working in 5G wireless network. The authors also discussed
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the interdependence of different frame design parameters,
service requirements and characteristics of radio environ-
ment. Based on these interdependency, they provide guide-
lines for radio numerology design and elaborated on the
frame design for IoT communications in 5G networks to
support massive connection density of low-rate, low-power
devices. The article concludes with some key research find-
ings and challenges massive IoT in 5G wireless network.

It is estimated that in year 2020, 20 to 40 billion devices
will be connected to the Internet as part of the Internet
of Things. A critical bottleneck for realizing the efficient
IoT is the pressure it puts on the existing communication
infrastructures, requiring transfer of enormous data volumes.
In the article “CONDENSE: A reconfigurable knowledge
acquisition architecture for future 5G IoT”, by Dejan Vuko-
bratovic et al., the authors propose a architecture named
‘Condense’ which integrates the acquisition of IoT-generated
data within the 3GPP MTC (machine type communications)
systems. The proposed Condense architecture introduces a
service within 3GPP MTC systems — computing linear and
non-linear functions over the data generated by MTC devices
This service brings about the possibility that the underlying
communication infrastructure communicates only the desired
function of the MTC- generated data (as required by the given
application at hand), and not the raw data in its entirety. This
transformational approach has the potential to dramatically
reduce the pressure on the 3GPP MTC communication infras-
tructure. The article concludes by discussing challenges, pro-
vides insights, and identifies future research directions for
implementing function computation and function decompo-
sition within practical 3GPP MTC systems.

In the article, ‘“Frequency-domain oversampling for cog-
nitive CDMA systems: Enabling robust and massive mul-
tiple access for Internet of Things” by Su Hu et al., the
authors utilize the concept of cognitive radio with dynamic
non-continuous spectrum bands and code division multiple
access to tackle the challenge of massive spectrum resource
management in IoT. In order to suppress multiple access
interference resulting from the non-orthogonality of partial
available spectrum bins, carrier frequency offset, and spec-
trum sensing mismatch, the authors propose an enhanced
receiver design that combines the frequency-domain over-
sampling scheme (FDO) and linear minimum mean square
error (MMSE) method. The simulation results show that
the cognitive-CDMA with FDO-MMSE receiver outperforms
that with conventional per-user MMSE receiver in the pres-
ence of multipath fading channels, carrier frequency offset,
and spectrum sensing mismatch.

In the invited article, “A survey of client-controlled
HetNets for 5G” by Michael Wang et al., a comprehensive
review is provided on spectrum of client-controlled Het-
Nets for 5G networks: from the fully devolved distributed
local control approach to the hybrid control approach where
clients may make the decisions given some global infor-
mation provided by the network. After giving a thorough
review, the authors also provide future research directions
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and recommendations for evolution of 5G heterogeneous
networks as an enabler for next generation internet of things.

To conclude, the Editors would like to thank all authors
who submitted their manuscripts against this Special issue.
There had been some very exciting submissions though we
could only accept best seven high quality submissions. The
editorial staff also thanks the reviewers for their timely com-
ments on the manuscript which helped us improve the presen-
tation and quality of the content manifold. All the associate
editors thank the Editor in Chief Dr. Michael Pecht for his
assistance in making this special issue a reality. We would
also like to thank the publications editor Ms. Kimberly Shu-
mard for her continuous follow up on timelines and manage-
ment of articles to ensure timely completion of the review
process. We complete this note by letting the readers know to
stay tuned with IEEE Access as we expect even more exciting
issues in months to come.
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