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ABSTRACT Healthcare data are becoming increasingly important in the life of people. By utilizing
healthcare data in a proper and secure manner, the elderly may avoid some sudden diseases, whereas young
people can monitor their health condition. In the hospital, for certain sizes of detection objects, an effective
method of data transmission becomes very significant. In view of the movement of patients in the hospital,
we introduce a type of network called incompletely predictable networks to describe such scenarios. The
patients move in a certain trend or are only active in a certain limited range. To achieve high performance
when transmitting healthcare data in such networks, a novel protocol called the direction density-based
secure routing protocol is proposed in this paper. Both the moving direction and the influence of node group
movement are considered. The novel protocol innovatively takes the density of the node moving direction
into consideration, which makes full use of the relationships among the moving individuals. Moreover,
the design of the secure routing with authenticated message transmission ensures secure healthcare data
communication. The simulation shows that our protocol achieves a high packet delivery ratio with low
overhead and end-to-end delay.

INDEX TERMS Direction density, incompletely predictable networks, secure routing protocol, healthcare
data.

I. INTRODUCTION

Personal health has aroused great concern among modern
residents. The great demands of social development and the
urgent need for continuous monitoring and early warnings
for personal health promote the further development of
techniques for processing and transmitting health data.

A large amount of healthcare data exists in wireless body
area networks (WBANSs) [1], [2]. WBANs are a type of
wireless communication network that take the human body as
the center, with components including wearable or embedded
sensors, a portable personal terminal and a remote control
center. Different types of sensors can be important collectors

of human physiological data. These sensors send information
to the remote control center through the personal terminal.
The remote control center analyzes and processes the data to
meet different application requirements. Due to the charac-
teristics of being inexpensive, portable, and providing real-
time monitoring, WBANs have wide application prospects
in fields such as medical and healthcare, emergency rescue,
smart homes, military, entertainment, tracking and position-
ing, and so forth [3]-[6]. At present, WBANSs have important
theoretical significance and application value in the fields
of the prevention and treatment of various diseases and the
health care of the elderly and disabled. Most importantly,
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the socialization and popularization of WBANs cannot
be separated from the secure and reliable communication
protocol. Researchers have devoted considerable efforts to
realize this aspect [7], [8].

Contemporary medical treatment is more inclined to
real-time monitoring of the treatment objects. Abundant
and various data collected by sensor nodes attached to or
implanted in the human body contain vast medical informa-
tion, which might help medical staff to improve treatment
methods [9], [10]. If one wants to provide unified care to
the patient in a certain range, the transmission of healthcare
data will become a vital problem. The quality of life of city
inhabitants is a crucial element of national stability, prosper-
ity and social harmony. Currently, the intelligence concept
has been popular among the people. Intelligent health care
is an important component of the intelligent trend [11], [12].
The real-time monitoring and effective early warning of var-
ious diseases can no longer be separated from the intelligent
health monitoring platform. In this scenario, individuals in
the network (medical staff or patients) only move within
a small range. Consequently, the network constructed by
objects being observed in a certain area can be treated as
an incompletely predictable network or the so-called IPN.
IPNs are thoroughly discussed in [13]. IPNs refer to a type of
network in which individuals move in a certain range or with
a particular trend. The characteristics of IPNs are relatively
small amounts of topology changes and partly predictable
movement tendencies.

Aiming at solving the particular problems of IPNs and the
transmission of healthcare data, a novel protocol named the
direction density-based secure routing protocol (DDSRP) is
proposed. Based on the situation of node mobility and posi-
tion, we attempt to transmit messages efficiently and safely.
In the field of traditional ad hoc networks, some protocols
that utilize the information of nodes’ moving direction have
been presented by some researchers. However, none of these
works have mentioned the significance of direction density.
Direction density can not only master the directions of nodes
but also the movement characteristics of a certain area or the
node group movement. This work is the first time in which
the concept of direction density has been proposed.

Moreover, healthcare data have extremely high security
requirements [14]. Thus, ensuring secure healthcare data
communication is necessary. DDSRP provides secure routing
with mutual authentication mechanisms to safely transmit
healthcare data. This makes DDSRP able to ensure commu-
nication efficiency and privacy between different individuals
in the network. We compare DDSRP with ad hoc on-
demand distance vector (AODV) routing [15] and dynamic
organized topology-based routing using the greedy algo-
rithm (GrD-OTBR) [13] to show its performance in the
simulation part of this paper. Moreover, security analysis of
the protocol is also presented in the same section.

The remainder of this paper is organized as follows.
In Section II, some up-to-date related works that utilize
moving direction to design routing protocols or that use

9164

new methods to provide secure routing services are listed.
In Section III, the model of a hospital healthcare data trans-
mission and the model of IPNs are given. In Section IV,
the detailed definition of direction density is presented.
In Section V, the entire process of implementing the secure
routing protocol is described in detail. In Section VI, the
security analysis and simulation results are stated. Finally,
a conclusion is drawn in Section VII.

Il. RELATED WORK

In the current century, research on network routing protocols
is increasing. Many excellent routing protocols have been
proposed to solve the routing problems in network communi-
cation [16]-[18]. Some researchers have broken the original
limit of the design of network routing protocols with new
technologies. According to the characteristics of mobile ad
hoc networks, some researchers have made full use of the
node mobility features, among which the nodes moving direc-
tion is a more popular research area.

Kouah et al. [19] selected a proper relay node to be the
next hop in terms of moving direction, moving speed and
distance to the sink of the candidate nodes. The protocol aims
at achieving a high delivery ratio, short path length and low
overhead. The proposed protocol is associated and compared
with GPSR.

Gupta et al. [20] also utilized the metrics of moving direc-
tion, successful delivery and latency records, as well as the
recent proximity to the direction, to adapt to post-disaster
scenarios. A 4-tier network architecture was proposed in this
work to describe post-disaster scenarios.

Ghafoor et al. [21] attempted to establish a reliable routing
link in vehicular ad hoc networks, incorporating the relative
direction between the source vehicle and candidate vehicles,
the distance to the destination and the beacon reception rate.
By weighting the three parameters, the protocol selects the
optimal intermediate vehicle.

Pandey et al. [22] proposed a distance and direction-based
location-aided routing (DD-LAR) protocol. They developed
a mathematical model to evaluate DD-LAR in terms of path
duration and hop count metrics.

Li and Ko [23] investigated two types of routing costs:
position-only-dependent costs such as hops, throughput or
energy and traffic-proportional costs such as energy-load
balancing. Two numerical approaches for determining the
routing direction, the fast marching method and the finite
element method, were also investigated in this work.

In addition, healthcare data communication security is
also widely investigated. Many remarkable secure rout-
ing protocols and great security mechanisms have been
proposed [24]-[32].

Yao et al. [33] proposed a trust routing based on the social
similarity (TRSS) scheme, which finds routes in terms of a
nodes trustworthiness. This protocol can achieve remarkable
performance against many types of attacks. However, there
is room for improvement in terms of detection accuracy and
cost.
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Yao et al. [34] proposed a secure routing with decode-and-
forward relaying. The protocol was proven to achieve nearly
the same performance as an exhaustive search.

Luo et al. [35] presented a symmetric lookup-based rout-
ing algorithm referred to as symmetric-chord to prevent net-
works from being attacked by malicious nodes. They claimed
to achieve an effective approach for routing security.

Ahmed et al. [36] presented a trust and energy aware
secure routing protocol (TESRP) for WSNs. The statement
in this paper indicates that TESRP can ensure data dissemi-
nation and balance out energy consumption.

It is beyond dispute that the information of moving direc-
tion is applied to design good routing protocols in dif-
ferent ways and with different technical means [37], [38].
However, there is still considerable room for utilizing a node’s
moving direction. Additionally, communication security in
the medical field is also of considerable importance. This
indicates that proposing a routing protocol for healthcare data
transmission and communication needs to consider routing
performance and communication security simultaneously.
In this paper, a novel secure routing protocol based on the
direction density of movement is proposed for networks
that have nodes moving in a small range or with a certain
tendency.

Ill. MODEL DESCRIPTION

Incompletely predictable networks are networks whose
topologies are relatively stable over a long period of time,
resulting from nodes with a fixed activity range in the net-
works. Fig. 1 illustrates this case of IPN in practice. This
figure shows a real-time monitoring system for user’s health
in IPNs. Different patients in different wards move around
their wards in limited ranges. Medical staff can be aware of

Background Data Processing

FIGURE 1. An example of IPN in wise medical.
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the physical conditions of the patients through the network
and the data handled in the background. In this system,
the sensor nodes receive physiological data of users, which
are collected and transmitted to the remote-control center
and medical staff. According to the up-to-date information,
the medical staff implement real-time monitoring of users.
The remote-control center is responsible for the long-term
monitoring of user health status. By regularly sending health
reports to healthcare workers, the remote-control center helps
medical staff to make further judgments of the user health
status and provide further treatment plans.

The abstract model of IPNs is illustrated in Fig. 2. In detail,
Fig. 2(a) shows the topological distribution of nodes at a
specific moment, whereas the time-space graph in Fig. 2(b)
shows the locations of the nodes and the relationship between
them in the form of a sequence of snapshots in the network.
Note that some notations used in our protocol are presented
in Table 1.

oeds

=1 =1 =2 =3 =4 time
(@) (b)

FIGURE 2. A time-evolving network: (a) a snapshot of the network and
(b) time-evolving topologies of the network.

TABLE 1. Notations in our protocol.

Symbol  Description

0 Direction angle

PD Direction density

H Division order

Zs The source zone

Zp The destination zone

ZTR The target relay zone

DR Density representation node
Zrs The temporary source zone
ZTD The temporary direction zone
(T, t5) The static key pair

(Fi,e;)  The ephemeral key pair

K A shared secret key
P The generator of the group of points over a finite field

IV. DIRECTION DENSITY

A ““good” moving direction is generally considered to be the
direction of a node that is moving toward the position of the
destination node. To better study a node’s moving direction,
we first define the concept of direction angle, on the basis of
which the concept of direction density is defined.
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A. DIRECTION ANGLE

The definition of direction angle is given in Definition 1.
Definition I (Direction Angle): The direction angle is

defined as the angle between the direction of node movement

and that of message transmission.

G(x,n) Moving direction

. Direction Angle &
C (XmJ’o) ¢

Transmission D("'u’."u)

direction

FIGURE 3. Example of direction angle.

In detail, we define the candidate node that might be
selected to be the relay node as C and the destination node
as D in Fig. 3. We utilize the location change of node C
in a short period of time to define the moving direction.
Specifically, as shown in Fig. 3, the coordinates of C are
C (x0,y0) a period of time ago, and then the coordinates
become Ci (x1, y1). The vector CC; actually indicates the
moving direction; in other words, CC| = (x; — xg, y1 — Y0)-
The coordin_)ates of destination D are D (xp, yp). Similarly,
the vector CD indicatei>the direction of message transmis-
sion; in other words, CD = (xp — xo, yp — Yo). From the
above definition, it is not difficult to see that the direction
angle can be calculated using Eq. (1).

—_
CC;-CD

f=arccos | —7—7—=7 (1)
‘ccl‘ - ‘CD‘

The definition of direction angle is an important criterion
for determining the direction density in the later phase of the
protocol. To a certain extent, the size of the direction angle
reflects the probability that the target node can receive the
information transmitted by the node as a forwarding node.
When a node moves away from the destination node, we
consider that it is not suitable to be utilized as a forwarding
node.

B. DIRECTION DENSITY
The direction density of each zone is defined in Definition 2.

Definition 2 (Direction Density): The direction density of
a zone is defined as the proportion of the nodes with smaller
direction angles among all nodes in the zone.

The direction density pp can be presented as in Eq. (2).
Here, note that every node has its own direction density; thus,
when nodes want to authenticate each other for communica-
tion, the value of direction density (pp) is utilized as a part of
message authentication code (MAC).

> nodes with small direction angle in the zone

pD @

> nodes in the zone

In this paper, we define a node with a direction angle that
is less than or equal to 45° as the node with a proper direction
angle.
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FIGURE 4. Example of direction density.

As shown in Fig. 4, nodes A (1,1,130), B (1,1,40),
C (1,1,89), E (1,1,30), and F (1,1,5) are in the same
zone. It can be determined through calculations that B,
E, and F have relatively small direction angles (less than
45 degrees), whereas A and C are moving away from D.
According to Definition 2, the direction density of this zone
op =3/5=0.6.

V. DIRECTION DENSITY-BASED

SECURE ROUTING PROTOCOL

To facilitate the description, we assume that the entire net-
work region is a rectangular area with randomly distributed
nodes. Fig. 5 shows the specific process of the proposed
protocol.

At the very beginning of the process, the division order
of the entire network is artificially defined. By dividing the
entire network area into several parts, the direction density of
each part can be calculated if necessary. During each round
of the protocol, a target relay zone, which is en route from the
source zone (temporary source zone) to the destination zone
(temporary destination zone), is selected. It has the highest
value of direction density among all the candidate zones. The
target relay zone will be treated as a temporary source or
destination zone and be utilized in the next round of routing.
When a message is transmitted from one node to another, the
two nodes need to authenticate each other. Generally, DDSRP
can be divided into two parts. In the routing selection part of
DDSREP, there are three very significant phases, which will
be stated in detail, followed by the secure routing part of
the routing protocol. To introduce the process of the protocol
more clearly, a specific case analysis is presented after the
introduction of all parts.

A. THE ROUTING SELECTION PART OF

THE PROPOSED PROTOCOL

The three phases in this part are the division and localiza-
tion phase, density judgment phase and forwarding phase.
Detailed descriptions of these three phases are given in the
following.
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Determine the
order of division

l

Determine the
source zone (Z5)
and the destination
zone (ZD)

l

Choose a target
relay zone
according to the Zs
(Z15) and ZD (Z1D)

Determine DR as
the temporary

Choose a density
representation (DR)
node

—

DR is in the neighbor zone of the Zs (Z7s)
No and it is authenticated?

destination and
ZTR the temporary
destination zone
(Z1D)
A

l Yes

Transmit the
message to DR

}

Determine DR as
the temporary
source and the ZTR No
as the temporary
source zone (Z75)

|

ZTs and ZD are neighbor zones? —

l Yes

Transmit the
message to ZD

FIGURE 5. The flow chart of the proposed protocol.

1) DIVISION AND LOCALIZATION PHASE

The division and localization phase can be viewed as the
initial stage of the entire protocol. According to the total
number of nodes in the network and the size of the network
area, the entire area is divided into several pieces of suitable
size. We utilize the order H of division to indicate the number
of parts that the entire area is divided into. For instance,
if H equals 4, the entire network area is divided into 16 parts,
as shown in Fig. 6.

Subsequently, each area position in the entire network
will be defined in the form of coordinates. In this paper,
the zone at the upper left corner of the entire network is
defined as the (0,0) zone. In Fig. 6, S is located at the (1,1)
zone, while D is located at the (3,3) zone. The zones that
contain the source node and destination node are called the
source zone (Zs) and destination zone (Zp), respectively. For
a certain destination node, each node has a deterministic
triple Tl? (x — axis, y — axis, DA) at each time 7. S has such a
triple 7§ (1, 1, 0).

Determination of order 7: The value of H determines
the node density of each zone in the network. The selection
of H must be moderate. A H that is too large leads to a

VOLUME 4, 2016
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FIGURE 6. lllustration of the division and localization phase.

node density of each zone that is too low. If the number of
nodes in each zone is too small, the direction density will
become meaningless. In contrast, if the value of H is not
large enough, the direction density cannot fully represent the
moving attribute of the nodes in the entire zone because of
too many nodes being divided into one zone. The method for
calculating H is expressed by Eq. (3).

p-G
k

where G represents the size of the network area and p repre-
sents the node density of the network. The size of each zone
is denoted by k. For instance, the division order H equals 4,
and the entire network size is 16. The node density is set as 1.
The number of nodes in each zone might be k = % =1

H= 3)

2) DENSITY JUDGMENT PHASE

In this phase, we need to address the following issues. First,
the standard for determining the direction density of a zone
needs to be clarified. Second, the protocol should provide
a clear specification for which zones need to be used for
comparison with each other in terms of direction density.

First, according to Definition 2, the number of nodes with
direction angles less than or equal to 45° relative to the total
number of nodes in a single zone is defined as the direction
density of that zone. This helps to find the zone that has the
largest proportion of nodes with small direction angles.

The second issue to be addressed is to define the zones
that need to be judged. In this paper, all zones with horizontal
and vertical coordinates that are greater than or equal to that
of Zg and Zp (except for both the source and destination
zones) are considered. In these zones, the zone with the
maximum direction density is selected, which is called the
target relay zone or Zgg.

3) FORWARDING PHASE

The setting of this phase is to allow the message to be trans-
mitted to the target relay zone that is set during the previous
phase. Through the nodes in this zone, messages are then
expected to be sent to the destination zone.
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Density Representation Node: The density represen-
tation (DR) node is one node that is randomly selected
from the nodes in the target relay zone to represent all
nodes in that zone as a relay node. For a selected tar-
get relay zone, a random target point is set as shown in
Fig. 7. The node that is closest to the random target will
be chosen as the DR node. In Fig. 7, it is very clear that
node Cs will be chosen as a DR node. In the secure part of
DDSRP, the authentication between two adjacent DR nodes is
presented.

OC 1

(2 Random™ (75

Target
O ™85,
GO

4
FIGURE 7. The selection of a density representation (DR) node.

Neighbor Zone: Before stating the working principle of
this phase, there is a concept that needs to be defined. The
concept of neighbor zone is given in Definition 3

Definition 3 (Neighbor Zone): Two different zones that
share a boundary line or a vertex call each other the neighbor
zone; in other words, they are neighbor zones.

This definition is used to determine whether the two zones
are adjacent. If two zones are adjacent, then they are neigh-
bor zones and no additional target relay zones need to be
discovered for message forwarding. The owner of the mes-
sage will find a suitable path through one or more hops
to forward the message to the DR node or the destination
zone.

Temporary Source and Destination Zone: During the
transmission process, when it is discovered that the chosen
Z7r and Zg are not neighbor zones, a novel Zrg needs to be
selected on the path from Zg to the previous Zrg. Therefore,
we consider the previous Z7g to be a temporary destination
zone or Zrp.

However, when the message is transmitted to the
Z7r and Z7y is not the neighbor zone of Zp, we still need to
determine a new Z7g on the path from the previous Zrg to Zp.
In that case, the previous Zrg is considered to be a temporary
source zone or Z7s.

4) STATEMENT OF A SPECIAL CIRCUMSTANCE

Note that not all situations in which Zg (Z7s) and Zp (Z7p) are
not neighbor zones require selecting a new Zzg again. There is
one exception where only one zone exists between Zg (Z7s)
and Zp (Zrp). In other words, if the horizontal coordinates
of the two zones are the same but the vertical coordinates
have a difference of 2, it is not necessary to find Z7g for
the communication between the zones. The zones with the
same horizontal coordinates and vertical coordinates with a
difference of 2 have the same characteristic.
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B. THE SECURE ROUTING PART OF
THE PROPOSED PROTOCOL
As we all know, healthcare data are very private and impor-
tant, as such data contain personal physiological parameters
and are related to personal health and even life safety [39].
In our protocol, after the target node is found following
the routing selection part, authentication needs to be imple-
mented in the routing between the nodes. If the target node
is authenticated, the message transmission will continue.
Otherwise, the selected node will be abandoned and a sub-
optimal node will be chosen to be the target. Assume that
there is a node DR; that wants to transmit a message to DR;.
We need to ensure that the communication between the two
nodes is secure. In other words, DR; needs to know whether
the node that is accepting his message is DR;. DR; also needs
to know whether the source of the message is secure. For this
reason, DR; and DR; need to authenticate each other prior
to transmitting any healthcare data, as illustrated in Fig. 8.
Reference [40] utilized a similar method to achieve secure
communication between a patient’s controller and healthcare
worker’s device. The authenticated key agreement method is
proven to be secure. Note that a message authentication code
algorithm denoted as MAC is needed, such as HMAC. It is
utilized to provide key confirmation. H; is a key derivation
function. To provide a practical example, 7; can be SHA-1.
Note that DR; and DR; have two public keys to achieve
forward secrecy: a static one and an ephemeral one. The static
public key will be bound to the individual for a period of
time, generally through the use of certificates. Each run of
the protocol generates a new ephemeral public key. The static
key pair of DR; is denoted as (73, t;), whereas the ephemeral
key pair of DR; is denoted as (E;, e¢;). Here, T; = t;P and
E; = e;P. Similarly, DR; takes (T}, t;) and (E}, ¢;) as its static
key pair and ephemeral key pair, respectively. Note that the
value of the direction density pp is used as a part of MAC.
The authentication process is illustrated in Fig.8.

1) DR; generates ¢; €g [1,n — 1], computes the point

E; = e;P and sends it to DR;.

2) a) DR generates ¢; €g [1,n — 1] and computes the
point Ej = ¢;P.

b) DR; computes 5; = (¢ + Ejtj) mod n and
K = hs;j(E; + ET)> IfK = O, DR; terminates
the protocol run with failure. /C is the shared
secret key.

¢) DR; utilizes the x-coordinate value x of the point
K to compute a shared key KL = H(x).

d) DR; computes MACx(2, pp;, ppi, Ej, E;) and
sends this and E; to DR;.

3) a) DR; computes s; = (e; + E;w;) mod n and
K = hsi(Ej + E;T)). If K = O, DR; terminates
the protocol run with failure.

b) DR; utilizes the x-coordinate value x of point K
to compute a shared key K = H(x).

¢) DR; computes MACk(2, ppj, ppi. Ej, E;) and
verifies that this equals what was sent by DR;.
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Computes: E; = e;P
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K=hs;(E; + E;T;)

K =H(x)

si=(r; +Eit) modn
K = hsy(E; + ET))

K =3, (x)

Verifies:

MACy (2, pp;, Ppi, Ej, E;)

MACy (3, ppi, Ppj Ei, Ej)

»  Verifies:

MACsy(3, ppi, Ppj, Ei, Ej)

FIGURE 8. Authentication message transmission between density representation

nodes.

d) DR; computes MACx (3, ppi, pp;, Ei, Ej) and
sends this to DR;.
4) DR; computes MACx(3, ppi, ppj, Ei, Ej) and verifies
that this equals what was sent by DR;.
5) The shared secret is K, where K = hs;(E; + ET]-) =
th(E,' + E_','T,') = hS,'SjP.

After the five steps, DR; and DR; successfully authenticate
each other. Through this method, the healthcare data can be
transmitted to authenticated individuals in the network.

C. AN EXAMPLE OF THE ROUTING PROCESS
To describe the process of the entire routing protocol more
clearly, we assume two different situations, as shown in Fig. 9,
to illustrate the specific process.

It is clearly observed from Fig. 9 that the source node
is located at zone (1,1) and the destination node at (3,3).

Therefore, zone (1,1) is called the source zone Zg and (3,3)
is called the destination zone Zp. According to the routing
algorithm proposed in this paper, the direction densities pp of
the seven zones, which are (2,1), (3,1), (1,2), (2,2), (3,2), (1,3)
and (2,3), are calculated and compared. The zone with the
highest value of pp is chosen to be the target relay zone Zrg.
In the first case in Fig. 9, zone (1,2) is selected to be Zrg.
One of the nodes in zone (1,2) is selected as the density
representation node DR;. The Zg and Zrg where the node
DR is located have a common boundary, which indicates
that the two zones are neighbor zones. Thus, node S directly
finds the path of the message to the node DR;. When S finds
that it cannot communicate with DR, directly, it selects a
suitable relay node to forward the message to DR;. Once the
message has been received, DR takes itself as the temporary
source node and D as the destination node. Zyg where DR is
located is viewed as a temporary source zone Zrs. The phases

R

2

e n

2

e n

Da

DR:

N
d
\
DRi \
[N Da
‘O\D‘Rz N
19 % ({
& DRi \
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FIGURE 9. An example of the routing process.
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that have been previously experienced will be repeated.
Zone (2,3) is selected as Zrg from zones (2,2), (3,2), (1,3)
and (2,3). DR, is randomly chosen from the nodes in zone
(2,3). The zone of node DR and the zone of node DR, have a
common vertex, and thus, they are confirmed as the neighbor
zones. After a two-hop relay, the message is sent to DR, from
DR;. At this moment, the zone where DR, is located is the
neighbor zone of the destination zone Zp. The message will
be sent to any node in Zp.

In the other case, in the first round to find the Zrg, from
zones (2,1), (3,1), (1,2), (2,2), (3,2), (1,3) and (2,3), zone
(2,3) is the one with the highest value of pp. One node
in this zone is randomly chosen as DR;. According to the
judgment of the zone coordinates, Zg and the first Z7r are not
neighbor zones. Subsequently, the second round to find a new
Ztr starts immediately. The scope of the density judgment
includes zones (2,1), (1,2), (2,2) and (1,3). Clearly, zone (1,2)
is selected as Zrg, and a node in Zzg is chosen as DR5.
Under the current circumstances, Zg and the second Z7p are
neighbor zones. Therefore, the message is transmitted from
the source node S to DR,. Meanwhile, the first and second
target relay zones are now the neighbor zones. Thus, the route
from DR; to DR; is also established. When the message is
delivered to DR, the following message transmission that
occurs is identical to the first case.

VI. SECURITY ANALYSIS AND

PERFORMANCE EVALUATION

In our simulations, one floor of a hospital covering an area
of one square kilometer is taken as the simulation object.
There are approximately 20, 50, 100 or 150 patients on the
floor in the different simulations. The patients move in their
own way in the range of the certain floor. The simulations are
implemented with ns-2 [41]. Some parameters utilized in our
simulations are listed in Table 2.

TABLE 2. Parameters used in simulation.

Parameter Value
Number of nodes 20, 50, 100, 150
Mac IEEE 802.11 DCP
Traffic source CBR for UDP-based traffic
Node speed 0~5m/s

Propagation model
Simulation time

Two-ray ground reflection
1000 seconds

The movement model of the patients can be described
by IPNs, as briefly summarized by the following
three points:

o The node number is limited in the network;

o The nodes are initially located at fixed positions called

basic positions;

o The nodes move in a limited range around the basic

positions if they need to.

The following metrics utilized in [42] are taken as
the performance measurements to analyze our routing
protocols:
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Packet Delivery Ratio: The definition of packet delivery
ratio is the number of delivered packets from all generated
packets.

Normalized Routing Overhead: Normalized routing over-
head is the number of routing packet transmissions in all data
packet transmissions.

Average End-to-end Delay: The representation of average
end-to-end delay is the average number of the time intervals
between delivered packets and generated packets.

To summarize, the performance metrics discussed in this
paper are packet delivery ratio, normalized routing overhead
and average end-to-end delay. These three metrics are dis-
cussed in terms of the effect of node density.

A. SECURITY ANALYSIS OF OUR ROUTING PROTOCOL

In addition to recording data, an adversary can alter, inter-
cept and replay messages in an active attack. An authentica-
tion mechanism is used to achieve a trusted communication
environment by convincing a controller that the nodes he is
communicating with are indeed the nodes they claim to be.
The analysis of the concrete security properties withstanding
active attacks that we are concerned about in the presented
protocol is shown as follows.

1) MALICIOUS INSIDER RESISTANCE

Malicious insiders [38] are misbehaving discharged patients.
In the proposed protocol, the authentication is similar to
the protocol proposed in [40], which has been proven to be
secure. From DR;’s perspective, the only one except him-
self who can compute MACy.(2, IDj, ID;, R;, R;), the K in
which is someone who can compute K, must be DR;. Thus,
DR; has the assurance that DR; has computed /C and K. For
this reason, the authentication message transmission between
DR; and DR; provides explicit key authentication and can
resist attacks from malicious patients.

2) IMPLICIT KEY AUTHENTICATION

Implicit key authentication is a fundamental security prop-
erty, which implies that only the users who A wants to agree
upon a common key with are able to compute a key. In our
protocol, nodes communicate with the authenticated message
transmission process. Only DR;, the object DR; wants to
communicate with, can compute the key. It is clear that our
protocol provides implicit key authentication.

B. PERFORMANCE ANALYSIS OF OUR PROTOCOL
Based on the theoretical analysis, we use the ns-2 simulator
to implement the simulation and comparison among AODYV,
GrD-OTBR [13] and our proposed protocol. The version
ns-2.35 is used, and the protocols are run on Ubuntu 12.04.
We considered different node densities in a fixed-size net-
work to determine the performance of the protocols. As men-
tioned above, 20 nodes, 50 nodes, 100 nodes and 150 nodes
are set with fixed moving ranges and transmission ranges.
The packet delivery ratio, normalized routing overhead and
average end-to-end delay are taken into consideration as the
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delay.

performance metrics. The data of each parameter of AODV,
GrD-OTBR and the proposed protocol DDSRP are plotted
in Fig. 10.

In general, it is not difficult to see that, compared with
the other two protocols, the proposed protocol is very
competitive.

Fig. 10(a) illustrates that the packet delivery ratio of AODV
rapidly increases as the number of nodes increases. In con-
trast, the delivery ratios of GrD-OTBR and DDSRP remain
at a high level despite the changing node density. It is not
difficult to determine that the performance of DDSRP in
terms of packet delivery ratio remains better than that of
GrD-OTBR, and the reason for this is that DDSRP makes full
use of the information of node moving direction. The mastery
of the hot spots with high direction density is helpful for the
further route discovery. However, when the node density is
low, the reference value of the direction density is reduced
accordingly, which is the reason for the relatively low ratio
when the node density is 20.

As shown in Fig. 10(b), there is a substantial improvement
of the normalized routing overhead of DDSRP compared with
the other two protocols. In particular, in the case of a high
node density, DDSRP improves the problem of high overhead

VOLUME 4, 2016

of GrD-OTBR. This is because the DDSRP only needs to
calculate and record the real-time direction density of each
area. Obtaining the topology of the entire network, which is
required in GrD-OTBR, is avoided in DDSRP. This allows a
considerable amount of transmission and storage overhead to
be saved.

According to Fig. 10(c), the variation trend of the average
end-to-end delay of DDSRP is similar to that of AODV.
In other words, the larger the node density is, the lower
the delay will be. The reason for the low delay of DDSRP
is that nodes in each area are viewed as a group, which
can greatly capitalize on the regional advantages of node
movement. Through the aforementioned methods, improved
transmission efficiency leads to a low end-to-end delay.

To summarize, in the situation described by IPNs, the novel
protocol appears to be more appropriate in terms of the three
metrics compared in our simulations.

VIl. CONCLUSION

In this paper, the process of healthcare data communication is
considered. We define the environment of hospital care as an
incompletely predictable network (IPN), where nodes move
in a limited range or with a certain trend. A novel protocol
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named the direction density-based secure routing protocol
(DDSRP) is proposed to solve the transmission efficiency

and

communication security of healthcare data in [PNs. This

protocol takes full advantage of the moving information of
nodes to route in IPNs. Through the characteristics of IPNs,
DDSREP utilizes the concept of direction density for routing
with the information of nodes’ moving direction and node
group movement. Moreover, DDSRP ensures the security
of healthcare data communication using an authenticated
message transmission process. The simulation shows that
the protocol performs well in terms of packet delivery ratio,
normalized routing overhead and average end-to-end delay.
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