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ABSTRACT. The fifth-generation (5G) network is regarded as a key enabler technology for promoting
the Internet of Things (IoT) and overcoming the corresponding challenges in the future, such as the
support of low communication latency, high data rates, and managing numerous connections to devices
in IoT-based ecosystem. To meet such requirements with the realization of 5G network technology as
well as the qualification for cloud-based services, the resource deficient mobile end users must gain
secure access to remote cloud computing servers. A robust multiserver authentication may ensure the
stipulated computational efficiency for authenticated key agreements in 5G networks. Many Multi-Server
Authentication (MSA) protocols have been presented so far for various applications. Yet, the compliance
to perfect forward secrecy (PFS), untraceability, and privacy-based security features, along with the
resilience to de-synchronization and other known attacks, is uncertain. Recently, Wu ef al. presented
another MSA scheme for a distributed cloud-based 5G environment. Although the scheme fulfills PFS;
however, we identified that Wu ef al. is prone to impersonation attack, password guessing attack, and
man-in-the-middle attack. We have demonstrated an efficient and secure multiserver authentication
protocol SEMS-5G ensuring PFS and all other significant security properties that previous schemes could
not offer. The results of SEMS-5G are validated using automated ProVerif tool and formally analyzed
using BAN logic analysis. The analysis and results prove that our scheme supports all security features at
an economical cost.

INDEX TERMS 5G network, Internet of Things, Cloud computing, Multi-server authentication, Perfect forward secrecy

I. INTRODUCTION malicious adversaries. Without appropriate security

The 5G network technology has proved to be a key
propellant in realizing the future demands of the internet of
things (IoT)-based ecosystem. The researchers have
streamlined their focus in this particular area of interest
recently. The emerging applications of [oT call for defining
new performance standards in the spheres related to IoT,
such as artificial intelligence, big data, managing
innumerable network connections, latency, power
requirements, network coverage, and security, etc. The IoT
network brings a world of tiny objects in contact with each
other, while those objects may encompass smart homes,
health, transportation, industry, and military fields. A
substantial fragment of the information is derived from
IoT-based sensors. It is also projected that by the end of
the year 2020, the growth curve of IoT devices may
approach the figure of fifty billion [1, 2]. Besides, the
cultural shift of priorities of end users in favor of mobile
gadgets not only leads to the exponential growth of IoT
devices but also uncovers an arena of openings for

VOLUME XX, 2017

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 License. For more information, see https://creativecommons.org/licenses/by-nc-nd/4

measures, it would be untenable to induct the IoT-based
applications and exchange sensitive nature of data. The
sensors deployed in the fields may collect and transmit data
to other devices or intermediate gateways. In a few
applications, the user may also directly access the sensor
devices. The bulk of the data produced by IoT sensors is
accessed and stored on cloud servers, which is later
available to authenticated end users. The data capturing and
transmission to end users may involve diverse network
domains, including field sensors, data centers, cloud servers,
edge computing nodes, and mobile end users [3-5].

The heterogeneity of 5G networks, as defined above,
calls for an efficient and secure protocol framework for
multiple servers ensuring privacy, perfect forward secrecy,
and resistance to known attacks across the diverse network
domains. The online services delivered by distributed cloud
servers in 5G technology must be protected from
unauthorized access at each level of a heterogeneous
network domain [6-8]. In general, the IoT environment is
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exposed to many risks that could lead to sudden power
breakdown and network disruptions. The sensitive nature of
captured data needs to be communicated using encryption
keys (session key) established out of mutually agreed and
secure authenticated key agreements. Due to the power
deficient devices as well as distributed and diverse domain-
based architecture, there is a need to design an efficient yet
secure multiserver authentication protocol for 5G networks.
Although there are many multiserver authentication
protocols that are presented before to address the
requirements of various applications. However, most of
those schemes are employing costly public key
cryptosystem-based operations, which render those
protocols inapplicable for a power deficient environment
[27, 37]. In this study, we review a MSA-based scheme by
Wu et al presented for a distributed cloud-based 5G
environment [35]. The scheme provides many useful
security features; however, we discover that Wu et al. is still
prone to impersonation attack, man-in-the-middle attack,
and password guessing attacks. With this consideration, we
propose a novel multiserver authenticated key agreement
scheme which is efficient due to the use of low cost
symmetric operations, as well as secure since it adheres to
deliver PFS, untraceability, privacy and resistance to known
attacks.

A. RELATED WORK

In 1981, the Lamport [9] presented a pioneer password-
based authentication protocol over a public channel.
Nonetheless, the main drawback of this protocol was to
consult a password table with lots of other attacks and
overheads. Then, there were a few improved protocols [10-
12] to cover the drawbacks in [9]. In 2001, Chang and Wu
[13] and Hwang et al. [14] presented authentication
protocols based on smart cards. Later, many other smart
card-based authenticated key agreements were presented
[15-18]. Li et al. [19] put forward the identity authentication
scheme employing the neural networks for multiserver
environment. In addition, to enhance the security of login
the factor of the smart card was complemented with
biometric factor and was termed as three-factor
authentication. Lately, many researchers presented three-
factor authentication schemes to boost the security of
protocols [20]. The multiserver architecture is being adopted
for some time to aid the authentication procedures of
resource deficient devices by gaining computational
efficiencies.

Following the same multiserver paradigm, many security
solutions have been presented [21-29]. Wu et al. [30]
designed a multiserver authentication protocol for
distributed cloud-based architecture; however, their scheme
was defenseless against a stolen device attack as well as a
privileged insider attack. Afterward, Wu et al. [35] found
that the scheme [30] was prone to privileged insider threats
and did not fulfill perfect forward secrecy [35]. Also, [35]
presented an improved scheme; however, it was found as
vulnerable to Man-In-The-Middle (MIDM) attack as well as
identity and password guessing threats. Later, Amin and
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Biswas [33] designed a lightweight authenticated key
agreement protocol for IoT-based devices in distributed
cloud architecture. Nonetheless, the scheme was suffering
from privacy problems and was prone to offline-password
guessing attack. The Tsai and Lo [27] presented another
authentication protocol for a distributed cloud environment;
however, the protocol was prone to many attacks. After that,
Irshad et al. [29] presented a multiserver authentication
protocol employing bilinear pairing operations for a
distributed mobile cloud environment; however, it was
found to be susceptible to many problems [35]. Then,
Mollah et al. [37] identified few security limitations in edge
computing and demonstrated the comparative analysis on
privacy problems of edge computing. Onwards, Kunal et al.
[36] also discussed different security applications of fog and
edge computing. Then, Irshad et al. [46] designed an
anonymous multiserver authentication protocol enabling the
construction of session key from offline registration centre
with the use of Elliptic Curve Cryptography (ECC)
operations. The scheme, however, employed costly ECC
operations in comparison with other symmetric key-based
schemes. Later, Ying et al. [44] presented a lightweight user
authentication protocol for multi-server 5G networks
employing self-certified public key cryptography, however,
the scheme was susceptible to user impersonation, password
guessing and stolen verifier threats. Thereafter, Xiong et al.
[45] came forward with an efficient privacy-aware key
agreement scheme having hierarchical access control for the
cloud computing paradigm. However, the scheme was
vulnerable to user impersonation and stolen verifier threats.
Lately, Xie et al. [48] presented a PUF-enabled lightweight
three-factor access control technique for multiserver
paradigm, however, the scheme seems to employ PUF
function without appropriate fuzzy extractor function that
might lead the scheme to desynchronization attack.

Thus despite many demonstrated authentication schemes
so far, there is still a need for more efficient yet secure
security solutions for being implemented in a distributed
cloud or 5G network environment. The summary of the
related work is also presented in Table I.

B. NETWORK MODEL

The contributed model introduces a control authority to
administer various cloud computing servers, as shown in
Fig. 1. Cloud computing provides bulk management and
storage facility of data. The multiserver authentication
scenario in 5G architecture comprises three participating
entities, 1) the mobile user (Ui), 2) cloud server (Sj), and 3)
controlling authority (CA). The mobile device of the user
supports mmWave as well as device-to-device (D2D)
technologies to communicate not only with one another but
also with the server. The mobile and smart devices are
deficient in computational power, in general. The control
authority administers many cloud servers. The cloud servers
provide services to mobile end users. The control authority
is responsible for registering the mobile users and assists in
mutual authentication between the cloud server as well as
mobile users. The contributed model provides a way of
sharing the same session key among all three participants.
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Table 1. Tabular depiction of literature work

Scheme Features Drawbacks Year

Lietal. [19] A multiserver authentication scheme for architecture | Password guessing attack 2001
using neural networks

Wau et al. [30] An IoT-based authentication protocol for distributed | Lacking forward secrecy and resistence to previleged 2018
cloud computing insider attack

Wu et al. [35] A smart-card-based remote wuser authentication | Prone to MIDM and password guessing attack 2020
scheme for multiserver environment

Amin and Biswas [33] A lightweight user authentication scheme for multi- | Prone to offline password guessing threat 2016
gateway based WSN

Tsai and Lo. [27] A privacy-aware authentication protocol for | Prone to impersonation and forgery attacks 2015
distributed mobile cloud computing environment

Irshad et al. [29] An lightweight chaotic map based authentication | Prone to impersonation and forgery attacks 2016
protocol for multiserver architecture

Irshad et al. [46] An anonymous multiserver authenticated key agreement with | Employed costly ECC operations 2018
offline registration centre using ECC operations

Ying et al. [44] Lightweight user authentication protocol for multi-server 5G | Prone to user impersonation, password guessing and stolen | 2019
networks using self-certified public key cryptography verifier threats

Xiong et al. [45] An Efficient Privacy-Aware Authentication Scheme With | Prone to user impersonation and stolen verifier threats 2022
Hierarchical Access Control for Mobile Cloud Computing
Services

Xie et al. [48] Physical-Unclonable-Function-Based  Lightweight Three- | Use of PUF without appropriate fuzzy extractor function 2023
Factor Authentication for Multiserver Architectures might lead the scheme to desynchronization attack

Control Authority
(CA)

Cloud Servers (S;)

Fog cluster with
subscribers (U;)

— CA-Sjinternet connection
I ﬂ:bﬂ o
<

—==— Cellular-Access point wireless
communication
- Registration on secure channel

- Cluster of cloud servers

5G based D2D communication

E==)> Mutual authentication on
insecure channel

Fig. 1 Distributed cloud-based 5G architecture

C. CONTRIBUTION

The main contribution of this proposed scheme is
described below:

e A lightweight and anonymous  multiserver
authentication protocol for the cloud-IoT-based 5G
network environment has been designed.

e The informal as well as formal analysis depict that our
proposed authentication scheme not only adheres to
PFS, privacy and untraceability features but is also
resilient from up-to-date known threats.

e A widely accepted rigorous formal security analysis
ROR model has been employed to prove the security
features of the contributed model.

e The performance evaluation presents the comparative
analysis of various schemes with the contributed
model, which affirms the strong features of the
proposed scheme.

D. SCHEME ORGANIZATION
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The organization of this research study is illustrated below:
Section 2 presents the review and cryptanalysis of the Wu et
al. scheme [35]. Section 3 demonstrates the proposed
model. Section 4 analyzes the study on formal as well as
informal grounds. Section 5 illustrates the performance
evaluation analysis. The last section concludes this work.

Il. REVIEW OF WU ET AL. SCHEME
This section presents the working and cryptanalysis of the
Wu et al. scheme.

A. REVISITING WU ET AL. SCHEME

There are three participating entities in this protocol, i.e., the
user Ui, cloud server Sj, and control authority CA. The
notations used in this paper are given in Table II.

1) SERVER REGISTRATION PROCEDURE
The cloud server performs its registration process with
trusted authority by following the under-mentioned steps:

Step-1: Initially, the server Sj chooses its identity SIDj and
random integer es, and submits these parameters to CA.
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S; REGISTRATION OF S; CA
' 2. fe, SID; }
1. Chooses e,, SID; >,

! 3. Stores e,, SID;, selects CSID;, computes A, =h(CSID; || y)
1

5. Stores {e, CSID;, A,} safely |4

4. {CSID, 4} ‘

U; REGISTRATION OF U; CA

1. Selects ID,,, password PW,,, and random
number r,, Calculates HW, = h(PW, ||r,)

2. {ID,HW,}

»
'
1

3. Stores HW,, computes C;i=h(h(ID,) @®HW,),ID;,., CID, y
E; = h(CID; || y)@h(ID, ||HW,), Stores{C;, E,, CID,, h(.)} in SC

> 4. {SC} ;

5.E,=r,@h(ID,)||PW,), Stores E, in SC

U; S; CA

1 MUTUAL AUTHENTICATION !

1. Ujinputs the ID,, PW,, and computes r, =E,@h(ID, || PW,), HW,=h(PW, || ), C;*=
h(h(ID,)@HW,) , Checks C;* ?=C,, Generates R; T,, Computes N,=E;@h(ID, || HW,), N;)=N; @R,
Ns=h(CID; || R)@ID,, Ny=h(R; || CID; || ID, || T.), M;={CID;, N5, N5, Ny, T,,}

(M) >

2. S; Checks T, and generates R;, T, Ns= A;@R;, N = h(SID; || R;) &SID,,
N7:h(Rj I S[Dj [| NI Ty, MZZ{CSIDjI Ns, Ng Ny, T}

5 (M), M }

»
»

3. CA Checks Ty, R;* = N;@h(CID||| y), ID,*=N;@h(CID|||R;*), N;*=h(R;* || CID; || ID,*|| T,), N;* ?=N,, R;*=N;®
h(SID; || y), SID;* = Ns@h(CSIDj|| R;*), N;*=h(R;* || SID;* || N,* || Ty), N;* ?=N;, Generates R,., CID/"", CSID;"",
T., Computes f; =h(R;* || ID,* || HW,), f;j=h(SID;*||R;*||ey), a=f;&f, SK.= h(R;* @R;*&R @ (fl|f})), Ns=R;*@R.@D
h(@R* || HW, ™), Ng:h(Rj*@R() [| R*) @CID;{"", N;y=h(CID{"" ||y) @ h(R;*|| (Rj*@Rc))! Ni= Ri*@Rc@h(Rj* ey,
N1s=h((R*@R,)|| R*)@CSID;"", N;;=h(CSID" ||y) @h(R*||(R*@R,), Z=h(f; |IN7 ||R* | SID, || ;|| T.), Zy=h(N ||
ID Il 1| Ri*), Ms={ a, Z}, Z, Ng, No, Nyo, Ni1, Nio, Ny, Tef

M} !

4. S; verifies T,, fi=h(SID; || R; || e, fi*= a &, R*@R.= N;;@h(R; ||ey), CSID""=h(R;*@R,) || R;) @N;5, A"
=N Oh(R||(R*@R,)), Zi*=h(f; |IN7 ||R; || SID; || fi* || To), Verifies Z;*=Z,, SK=h(R,@R;*@R. @ (f; |If})), (4,
CSID) <--- (A]new, CSIDjneW), Timestamp TS*, M4:{Ol, Zz, Ng, Ng, N](), T;.*, TC}

! 1
| |
| |
| 1€

P () : ;

5. U;verifies T*, fi= h(R; || ID, || HW,), f;*= a &, R;*@R. = Ns@h(R;||HW,), Sk,=h(R;@R;*@R H(fi||f))
Zy=h(f; [INy || RAD, || f; [|1To). Verifies Z,*=Z,, CID{*"=h((R;*@R)||R) @No, N|""=N;9@h(R; ||(
R/*@RJ)) Elnew:NInewe_)h(IDu H HVVLJ, (EI: CIDi)<"'(E1nEW, CIDinEW)

Fig. 2 Wu et al. scheme
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Figure 3 depicts the
pictorially.

Step-2: The CA, after receiving the request, chooses
pseudo-identity CSID; for server, and stores SID; and e, in
its repository. Next, the CA computes 4,=ha(CSID; || y) and
submits {CSID;, 4,} to Sj. The Sj stores the parameters {e,,

CSID;, A} safely.

2) USER REGISTRATION PROCEDURE
The user executes its registration process with CA by
pursuing the under-mentioned procedure, as depicted in
Figure 3.
Step-1: The user after determining its identity ID,, password
PW,, and selecting a random integer r»,, computes HW, =
h(PW, || r,), and submits the registration request {/D,, PW,}
to TA.
Step-2: The CA stores the parameter HW,, and calculates
Ci=h(h(ID, )®HW,), generates identity of smart card /Dy,
pseudonym identity CID; Then, it further calculates £; =
h(CID; || y)®h(ID, || HW,) and stores {C;, E; CID, h()} in
smart card (SC). Finally, it submits the SC to the user.
Step-3: Next, the user calculates E,= r,@h(ID, || PW,), and
further adds £, in SC.

3) LOGIN AND AUTHENTICATION PROCEDURE
The user needs to build an agreed session key with §j, while
the CA assists in establishing this shared session key using
the following procedure.
Step-1: Initially, the U; inputs ID,, PW, , and calculates r,
=E,@n(ID, || PW,),, HW,=h(PW, ||r.), C;*= h(h(ID,) BHW,).
Then, it verifies C;* ?=C, and generates timestamp T, and
random integer R; using pseudorandom number generator
(PRNGQG). Next, it calculates N;=FE;@h(ID, || HW,), N;=N; @
R, Ns=h(CID; || R) @ID,and N,=h(R; || CID; || ID, || T,).
Next, it submits the authentication request M;={CID; N,
N;, N, T,} to server.
Step-2: The server checks the freshness of 7, and engenders
a random number R; and timestamp 7. Then it calculates
Ns= 4,@R;, Ns = h(SID; || R;) @ SID;and N,=h(R; || SID; ||
Ny|| Ty). Next, it sends M; and M,={CSID,, N5, N, N7, T} to
CA.
Step-3: The CA after receiving M; and M, checks the
timestamp 7, If it is within the freshness threshold, it
computes R;* = N,@h(CID||| y), ID,*=N;@h(CID/|R;*),
N*=hR;* || CID; || ID,*|| T,) and verifies the equality for
N,* ?=N,. If it does not match, it terminates the session, or
else it calculates R*=N;@ h(SID; || y), SID;* =
Ne@h(CSID]| R*), N*=h(R* || SID* || Nj* || TJand
verifies the equation for N,* ?=N,. If it is true, then further
engenders a random number R,, pseudo-identities CID;"" as
well as CSID;"" and a fresh timestamp 7. Then it calculates
i =hRH|IDHHW,), f=h(SID|R*|le), a=f@, SK.=
hR* @R*PR.®@ (filf), Ns=R*@R.D h(R;* || HW,*),
No=h(R*@R.) || R;¥) @CID;"", N1g=h(CID{"" ||y) @ h(R*||
(R*@R.)), Nu=R*@R.Gh({R* |le), Np=h((R*@R.)]|
R @CSID™",  Ni5=h(CSID;"" |ly) @h(R*|(Ri*@R,)),
Zi=h(h(CSID;"™ |p)|| CSID;"" |If; |IN7 [|R;* || SID; || fi || Te)
and Z,=h(h(CID;"" ||y) ||CID;"" ||Ny || ID.MIf; IIf; || Ri*)-

server registration procedure
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Finally, it sends the message M;={ a, Z; Z, Ns Ny Ny
Ny, Npo, Ny, T} t0 S

Step-4: The S;verifies T, and computes f; =h(SID; || R; || ey),
fi*=a&), R*@R.~= N, @h(R; |ley), CSL jnew:h(Ri*@Rc) I
R) &N, A" = Ni;@h(R)||(R*&R), Z, *=h(A,""
[|CSID/ " | ||| N7 R |SID;||f;*| T.), and verifies Z,* ?=Z,. If
it is true, it further calculates SK,=h(R;*@R;*@R . &(f; ||f})
and replaces (4, CSID;) with (4,"", CSID;""). Next, it
generates timestamp 7, * and sends the message M,={ «, Z,,
Ng, Ny, Ny, T* T, } to user as shown in Fig. 2.

Step-5: The U; verifies 7,* and computes f;= h(R; || ID, ||
HW,), f*=a@&f, R*@R. = Ns@h(R||HW,), Sk,~h(R;@R*&D
R.@ (i1 ), CID"=h((R;*@R,)|| R;) @Ny, N;"""=N;y@h(R;
[|( R*@R.)), Z,=h(f; ||Ns || RID, || £;11T,). Then it verifies the
equality for Z,* ?=Z, If it is not true, it terminates the
session. Or else it calculates E;""'=N,"""@h(ID, || HW,) and
replaces (E;, CID;) with (E;"", CID;""") in its smart card.

Table II. Description of symbols

Symbols Semantics

C4: Controlling Authority

U S The " user, jth cloud server

ID,, PW,: Identity and password of U;

SID; : Identity of cloud server S;

IDy.: Identity of smart card for U;

CID;: Pseudo-identity of U;

CSID;: Pseudo-identity of S;

SK,, SK,, SK. Session keys constructed by Uj, S;and CA

T, T, T. Timestamps assumed by Uj, S; and CA

ny: A 160-bit high entropy prime integer

h(): One-way hash operation

A: Malicious adversary

e, R, R, R.: Randomly generated 160-bit integers by
participants

Ew()/Di(): Symmetric encryption/decryption using key k

||©®: Concatenation and Exclusive-OR functions

B. CRYPTANALYSIS OF WU ET AL.

The Wu et al. is ascertained to be having four
vulnerabilities, including a design limitation and few attacks
such as impersonation threat, man-in-the-middle attack, and
identity as well as password guessing attack. The
cryptanalysis of Wu et al. scheme is given as follows:

1) ONE DESIGN LIMITATION
The user can never match the equality for Z,*= Z, i.e.
Z,=h(Ny || ID*||f; IIf; || Ri*) as constructed by CA and
Zy*=h(f; ||Ns || RI|D, || £;*||T,) as computed by user. This
suggests that the user and CA can never agree to mutually
agreed session key merely because of non-matching of the
same computed parameters on both ends.

2) MAN-IN-THE-MIDDLE ATTACK

The user U; and server S; are unable to verify the legitimacy
of pseudonyms {CID;"", CSID;/*"*} as well as {h(CID/"|y),
h(CSID;"" ||y)} parameters. An adversary may alter the Ny
and N, factors, i.e. No=h(R*@R,)||R;*) @CID;"" and N,=h((
R*@R.)|| R;*) @CSID;/" of message M; without coming into
the knowledge of U; and S;, respectively. This constitutes a
successful man-in-the-middle attack on Wu et al. by a
possible adversary.
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S/’ REGISTRATION OF S; CA
' 2. fe, SID; }
1. Chooses e,, SID; >,

3. Stores e,, SID;, selects CSID;, computes A, =h(CSID; || y)

5. Stores {e, CSID;, A,} safely

4. {CSID, A}

Ui

REGISTRATION OF U;

CA

1. Selects ID,, password PW,, and random |
number r,, Calculates HW, = h(PW, ||r,) |
U

2. {ID,HW,}

3. Stores HW,, computes C;i=h(h(ID,) @HW,),ID;., Generates CID,, y
= h(CID; || y) @h(ID, ||HW,), Stores{C,, E,;, CID,, ny,h()} in SC

L 4. {8C} !

5. D,=h(ID,||PW,) mod ny, E;=r,®@D,, Stores: E, in SC

Ui Sj C4
: MUTUAL AUTHENTICATION !

1. U;inputs the ID,, PW,, and computes D,'=h(ID,, ||PW,) mod ny, r, =E,@D,’, HW,=h(PW, || ),
C*= h(h(ID,) @HW,) , Checks C;* ?=C,, Generates R,, T,, Computes N;=E;@h(ID, || HW,), N,=N,
@R, Ns=h(CID; || R)@ID,, Nj=h(R; || CID; || ID, || T), M;={CID;, N5, N3, Ny T}

M)

»
L gl

2. 8; Checks T, and generates R;, T, Ns= A;@R;, N,
N7=h(R; || SID; || N,|| Ty, MZZ{CSI » Ns, N, N7, T}

= W(SID; || Ry @SID;

| M, M, } .

T Ll

3. CA Checks Ty Rj* = Ny@h(CID|| ), IDy*=N;@h(CID{|R;*), Ny*=h(R:* || CID; || ID*|| T, No* ?=N,, Rj*=N5@9
h(SID; || ), SID;* = Ny@h(CSID}|| R,*), N;*=h(R;* || SID;* || Ny* || T,), N;* ?=N;, Generates R,, CID;'", CSID""
T,, Computes f; =h(R;* || ID,* || HW,), f=h(SID,|R*|le), a=/i@, SK.= h(R;* @R*@R.@ (F|lf)). Ny=R*@R.&
h(@R* || HW,®), No=h((R*@R,) || R;*) @CID;"", N1y=h(CID;"" ||y) @ h(R:*|| (R; *@Rz)) Ni= R*@R @h(R *ley),
Ni=h((R*@R,)|| R*) @CSID;*", N;3=h(CSID;"" ||y) @h(R*||(R*@R.)), Z;=h(h(CSID;"" ||y)|| CSID;/" ||f; [IN7 ||R;*
| SID; || fi 1| To), Zo=h(h(CID{"*" ||y) ||CID{"" ||N4 || ID,*|Ifi IIf; || R*), Q=h(f; ||N7 ||1R* || SID; || fi | Te), Z3 =Ef Z;
[|Nsl| Nol| Nyol| Te }, Ms={ @, Z}, Z3, N11, Ny, Nys, Tp}

1 1 1
1 [

. M} !

S; verifies T,, ;i=h(SID; || R; || ey, fi*= a @, R*@R.= N;,@h(R; |le,), CSID/"*=h((R*&R,) || R) BN, A"
an@h(RH(R *@RY), Zi*= h(A/’eWHCSID”eWHf [N 1R || SID; || fi* || T.), Verifies Z*<Z,, Q" h0‘\|N7HR |
SID; || fi* || To), {Zs]| Nsl| Nol| Niol| Te }=Dor {Z3}, SK.=h(R;@R; *&R @ (i 1), (A, CSID) <--- (A",
CSID,-”eW), M,={a, Z5 Ny, Ny, N1y }

L {My} : :

5. U; computes fi= h(R; || ID, || HW,), f;*= a @, R*@R, = Ns@h(R/||HW,), Sk,=h(R;@R;*@R. A |f)),
CID/"=h((R;*@R,)||R) @No, N;""=N;y@h(R; ||( R*@R.), Z,=h(N,"" ||CID," |[N, || IDIf; ||f; || R,
Veriﬁes ZQ*ZZQ, E]new:N1n6w@h([Du H HVVLJ, (E], CIDZ‘)<---(E1MM: CIDinew)

Fig. 3 Pictorial representation of SEMS-5G

3
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(kk*kkkkkkkkkkk*x* Channels **kkkkkkkkkkkkk)

free S_Cl:channel [private]. (*Confidential Channel%)
free P_Cl: channel. (*Insecure Channel¥*)
(***kxkkkx* Shared keys **kkkxkkkx)

free SKu:bitstring. [private]

free SKs:bitstring. [private]

free SKc:bitstring. [private]

(******x**** constants and variables **k*kk*k*%)

free y:bitstring [private]. (**The secret key of CA**)

free Ci:bitstring [private].

free es:bitstring [private].

free CIDi:bitstring [private].

free CSIDj:bitstring [private].

(***xkkkkkk** Constructor and Deconstructors**kxkkkkkkkk)

fun h(bitstring) :bitstring. (**hash digest function**)

fun addone (bitstring) :bitstring. (**for addition of one*¥)

fun mod(bitstring, bitstring) :bitstring. (**modulus*%*)

fun mult(bitstring, bitstring) :bitstring. (**scalar multipliction*¥*)
fun senc(bitstring, bitstring) :bitstring. (**symmetric encryption#*¥*)
reduc forall z:bitstring,key:bitstring; sdec(senc(z, key)  key)=z.
fun con(bitstring, bitstring) :bitstring. (**concatenation**)
reduc forall m:bitstring,n:bitstring; getfirst (con(m, n))=m.
reduc forall m:bitstring,n:bitstring; getsecond(con(m, n))=n.
fun XOR(bitstring,bitstring) :bitstring.

equation forall a:bitstring,b:bitstring; XOR(XOR(a,b) ,b)=a.
(FhHkhkkkkkkhhkhkh* Events *rskskkkkdkokorss)

event Ui_started(bitstring) .

event Ui Authed(bitstring) .
(Fhdkkkkhkhkhhkhhkhhkdk  Queries *kkkkkkkkkkkkkkhkhdk)

query attacker (SKu) .
query attacker (SKs) .
query attacker (SKc) .

query id:bitstring; inj-event(Ui_ Authed()) ==> inj-event (Ui_started()).
Fig. 4 Channels, Constants, and functions

3) IMPERSONATION ATTACK There are three participating entities in this protocol, i.e.,
An adversary A, during the course of the protocol the user Ui, cloud server S;, and control authority CA.
execution, may intercept and block the delivery of Before registering the entities (users and servers), the CA

» . . . . 4
message on its way to the server from CA. Next, A may sglects its private key y, and a medlum.mteger N (Z S M=
directly forward the partially selected contents of the 2°) [35]- The proposed model comprises the registration
intercepted message towards the user, while the later ~ Procedures for servers and users, as well as login and
successfully authenticates the message, but will be unable authentlcatl'on procedures enabling the construction of the
to notice the malicious involvement of adversary agreed session key among the three participants.
circumventing the server. In this manner, the server A. SERVER REGISTRATION PROCEDURE
remains ignorant of the generated session key by the
participating user or CA.

4) IDENTITY AND PASSWORD GUESSING ATTACK
According to Wang et al. scheme [34], in Wu et al. the
identity and password can both be guessed for being low
entropy strings if not used in combination with high
entropy random variables or long term secrets for
computing hash digest parameters. In case an adversary
steals the smart card and its contents, and then using those

The cloud server completes its registration process with
trusted authority by following the under-mentioned steps:
Step-1: Originally, the server S; chooses its identity SID;
and random integer e, and submits these parameters to
CA. Figure 3 depicts the server registration procedure
pictorially.

Step-2: The CA, after receiving the request chooses
pseudo-identity CSID; for server, and stores SID; and 160-
contents it may compute it may compute the /D, and PW,, 21;: ;}C;r}ggjf)/ )H; n(lits 51:}?1}:1?: Slt(;rgslg e);t,] ¥ (t:OA Sﬁor;lggt;?
from E, by using the following steps. stores fe CSID. A} safely ’

Step-1: The adversary having access to E, and C; ¥ ’ '
calculates r,* =E;@h(ID,* || PW,*), HW,*=h(PW,* || r,*) B. USER REGISTRATION PROCEDURE

and Ci'= h(h(ID,*)@HW,*). Then it verifies the equality ~ The user completes its registration process with CA by

for ;' ?=C.. pursuing the following procedure, as depicted in Figure 3.
Step-2: 1f this does not hold true, it selects another identity Step-1: The user, after determining its identity ID,,
or password from the dictionary. Otherwise, it confirms password PW,, and selecting a random integer 7,
the validity of the selected identity as well as the password computes HW, = h(PW, || r,), and submits the registration
for a particular user U,. request {ID,, PW,} to TA.

Step-2: The CA stores the parameter HW,, and calculates
Ci=h(h(ID,)®HW,), generates identity of smart card /Dy,
pseudonym identity CID;. Then, it further calculates E; =

lll. PROPOSED MODEL (SEMS-5G)

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 License. For more information, see https://creativecommons.org/licenses/by-nc-nd/4



This article has been accepted for publication in IEEE Access. This is the author's version which has not been fully edited and
content may change prior to final publication. Citation information: DOI 10.1109/ACCESS.2024.3381616

IEEE Access

Multidiscipinary ; Rapid Review § Dpen Access loumal

(Fxkkkkkkkkkkkkkkdk Ul's processkrkkkkkkkkktkskkkk)

Let process_Ui=

new IDu: bitstring;

new PWu: bitstring;

new ru:bitstring;

new SIDj:bitstring;

let HWu= h(con(PWu, ru)) in

let Du=mod (h(con(IDu, PWu)), no) in
let E2=XOR(ru, Du) in

in(S_Cl, (xCi:bitstring, xEl:bitstring, xCIDi:bitstring, xno:bitstring));

!
Event Ui_started() ;

New PWu’ :bitstring;

Let let Du’=mod(h(con(IDu, PWu’)), xno) in

Let ru’=XOR(E2, Du’) in

Let HWu’=h(con(PWu’, ru’)) in

Let Ci’=h(XOR(h(IDu), Hwu’)) in

if Ci’ = xCi then

new Ri: bitstring;

new Tu: bitstring;

let N1=XOR(E1l, h(con(IDu, PWu))) in
let N2=XOR(N1l, Ri) in

let N3=XOR(h(xCIDi, Ri), IDu) in

let N4=h(con(con(Ri, xCIDi), con(IDu, Tu))) in

out(P_C1, (xCIDi, N2, N3, N4, Tu));

in(P_C1,(, xZ;: bitstring, xNs: bitstring, xN,: bitstring, xNio: bitstring, xTc:bitstring)

let fi=h(con(con(Ri, IDu, ), HWu) in

let £j=XOR(, fi) in

let SKu=h (XOR (XOR (XOR(xN8, h(con(Ri, HWu))), Ri), con(fi, £j))) in

let CIDinew=XOR (h(con(XOR(Rj’, Rc),Ri)), xN9) in

let Nlnew=XOR(xN10, h(con(Ri, XOR(Rj’, Rc)))) in

let Z;'=h(con(con(con(con(Nlnew, CIDinew), con(N4, IDu), con(fi, £j)), Ri))) in

if Z,'= xZ, then

let Elnew=XOR(Nlnew, h(con(IDu, HWu))) in

let El=Elnew in
let CIDi=CIDnew in
event Ui_Authed() ;
0) .

Fig. 5 User Process

h(CID; || y)®h(ID, || HW,) and stores {C; E; CID, ny,
h()} in smart card (SC). Ultimately, it sends the SC to the
user.

Step-3: Next, the user computes D,=h(ID,, || PW,) mod ny,
E,=r,@D,, and further adds E, in SC.

C. LOGIN AND AUTHENTICATION PROCEDURE

The user needs to build an agreed session key with S,
while the CA assists in establishing this shared session key
using the following procedure.

Step-1: Initially, the U; inputs ID,, PW, , and calculates
D,/=h(ID, || PW,) mod ny, r, =E>@D,', HW,=h(PW, || 1),
C*= h(h(ID,)®@HW,). Then, it verifies C;* ?=C, and
generates a random integer R; and timestamp 7,. Next, it
calculates N;=E,;@h(ID, || HW,), N,=N; @ R, N;=h(CID;
[|R) @ID,and N,=h(R)||CID,||ID,||T,). Next, it submits the
authentication request M;={CID,, N,, N;, N, T,} to server.

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 License. For more information, see https://creativecommons.org/licenses/by-nc-nd/4

Step-2: The server checks the freshness of 7, and
engenders a random number R; and timestamp 7. Then it
calculates Ns= A4;@R;, Ns = h(SID; || R;) & SID; and
N=h®R; || SID; || N4| Ty. Next, it sends M; and
M,={CSID,, N;, N, N;, T,} to CA.

Step-3: The CA after receiving M; and M, checks the
timestamp 7, If it is within the freshness threshold, it
computes R;* = N,@h(CID||| y), ID,*=N;@h(CID|||R;*),
Ng*=h(@R* || CID; || ID,*| T,) and verifies the equality
check for N,* ?=N, If it is not true, it abandons the
session, or else it calculates R;*=N;&@ h(SID; || y), SID;* =
Ns@h(CSID)|| R/*), N;*=h(R;* || SID;* || Ns* || T,) and
verifies the equality for N;* ?=N,. If true, then further
engenders a random number R,, pseudo-identities CID;""
as well as CSID;"" and a fresh timestamp 7, Then it
calculates f; =h(R*|ID,*||HW,), f=h(SID;¥||R;*||ey),
a=f;&;, SK.= hR* @R*ER.D (fllf)), Ns=R*@R.®D
MR* || HW®), Ne=h(R*@R) || R* @CID",
No=h(CID!” ) @  h@RH|  (R*@R,),
N =R*@R.Eh(R/* ||ey), Ni>=h((R*&R,)|| R;*) @CSID,"",
Nua=h(CSID/®" [y) @h(R;¥|(R*@R.), Z/=h(h(CSID}""
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Wl CSID/ |If [IN; [IR* || SID, || /i || To.
Z,=h(h(CID/" ||y) [|CID/" ||Ny || ID.(Ifi |Ifi 1| R,
O=h(f; IN; ||R* |[SID] | £11T.) and Z; =EgfZ, |INsl| Nol| Nil T.
4. Finally, it sends the message M;={ @, Z;, Z;, N;;, N;5, Np3,
TL} to Sj.

Step-4: The §; verifies T,, and computes f; =h(SID; || R; ||
e), fit=ad, R*@R= N; @R |le) CSID/"=
H(RF@R,) || R) @Npp, A/ = Ny @h(R||(R*ERy),
Z*=h(A{"" ||CSID/™ |[fl[NIR|ISIDIf*| T, and
verifies Z;* ?=Z,. If it is true, it further calculates O'=h(f;
[IN7 1R || SID; || f* || To). {Za|| Nsll Noll Nygll Te }=Dor {Z3},
SK=h(R;@R;*@R.&(f; ||f;) and replaces (4, CSID;) with
(4", CSID/*"). Next, it generates timestamp 7,* and
sends the message M,={a, Z, Ng Ny Ny } to user as
shown in Fig. 3.

Step-5: The U; computes fi= h(R||ID,||HW,), fi*=a &,
R*@R, = Ny @ h(R||HW,), Sk=h(R@R*@R. A
CID!™"= h(R*@RJ|| R) @No N/"=N@h(R; ||(
R*@R.), Zy=h(N/"||CID/*IN,IID,IIf; |If || R). Then it
verifies the equality for Z,* ?= Z, If it is not true, it
abandons the session. Otherwise, calculates
E/""=N;""@&h(ID, || HW,) and replaces (E; CID,) with
(E;"", CID{"") in its smart card.

IV. SECURITY ANALYSIS

This section presents the formal analysis, ProVerif-
oriented security verification, and informal discussion on
security aspects.

A. FORMAL ANALYSIS (BAN LOGIC)

We use BAN logic to analyze that the participants Ui and
Sj mutually share the created session key SK as computed
by the CA. Using this SK, the user can get the desired data
from the server. The following symbols and procedures for
this analysis can be referred to [29], [32]-[33].

a) Goals

We lay down the following Target Goals (TG):

SK
TG, :UEUSS
SK
TG, :SEUSS
SK
TG; :CAEUS
SK
TG, :UESEUSS
SK
TGs :SEUEUSS
SK
TG :CAEUEUSS
SK
TG, :CAESEUSS
b) Message Idealization
M]Z U— S: {CID,, Nz, N3, N4, Tu}
M;: U— CA: {CID, N,, N;, Ny}
Mj: S— CA {CID,, Nz, N3, N4, CS[DJ, N5, Ng, N7, Ty}
M4: CA—>U {a’, ZZ: Ng, Ng, N](), Tg*, Tc}

Ms: CA—S: {a, Z), Z,, N5, No, Njg, Nyj, Npo, Ny, T}
Mﬁ: S—U: {a, Zz, N& NQ: N]()) Tr*}

¢) Preliminary Assumptions of States
Al: U |28 (R)
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A2:S |24 (R)
A3: CA |=¢(R)
h(CIDi || )

A4: CA |=U«——>CA

A5: CA |=#(CID))

A6 :CA|= # (CSID;)

A7 :CA|zU|=R;

A8 :CA|= S [=N,

A9 :CA|= U |>ID,

A10:CA4|= S |=ID

All :CA|=# (ID,)

A12:CA|= 4 (SID)

Al3: U |z USCA

Ald: CA |z Ul A
h(CSIDj || y)

Al5: CA |= Se———CA

Al6: CA |z S<CA

Al7:S |= SSCA

Al8: U [zULCA

A19: U= CA |=f,

A20: S|z CA [=f,

A21: Ul=# (R,@R,)

A22: U|= CA |>(R;@R,)

A23:S|=S <£> CA

A24: S|=4 (R;@R,)

A25: S|=CA |[=(R;@R,)
h(CSID; || ¥)

A26:S|=S—CA
h(CID; || y)

A27:U|=U——CA

A28: S|=4#(CID))

A29 :S|=U |=R;

A30: CA|=#(R)

A31l: CA|=#(R)

d) Proof

Referring to M, and Seeing Rule (S-R)
S1: S < {CID;, N.(R;, CID;),,, N5, N, T, }
Using S1, we have
S2:S < {(R;,CID;), }
Employing A26, A27, we have

h(CIDj || y)

S3:S|=Se—U

Employing S2, S3, as well as Message-Meaning (M-M)
rule, we have

S4:S |=U | ~ (R;, CIDy)

Referring to A28, S4, Freshness Rule (F-R), and the
nonce verification rule, we have

S5:S 12U | =(R;, CIDy)

After applying on each statement, we have

S6:S |=U | =R;

Applying A29, S6, and Jurisdiction Rule (J-R), we have

9
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S7:S = R,

(Kkkdkkkkkkkkkkkkkk SJ75 ProCEsSHkkkkkkkkkkkkkkkkk)
Let process_Sj=

new SIDj: bitstring;

new es: bitstring;

out(S_Cl, (es, SIDj));

in(S_Cl, (zCSIDj:bitstring, zAl:bitstring);

Now considering M,, applying the S-R, we have

in(P_Cl1, (zCIDi:bitstring, zN2:bitstring, zN3:bitstring, zN4:bitstring, zTu:bitstring));

new Rj:bitstring;

new Al: bitstring;

Let N5=XOR(Al, Rj) in
Let N6=XOR(h(SIDj, Rj), SIDj) in
New Ts:bitstring;
Let N7=h(con(con(Ri, SIDj)), con(zN4, Ts) in

out (P_C1, (zCIDi, zCSIDj, zN2, zN3, zN4, N5, N6, N7, zTu, Ts));

in(P_Cl,(szz bitstring, zZs;: bitstring, zNi;;: bitstring, zN;,: bitstring, zN;s;: bitstring, zTc:bitstring)

zfj=h(con, con(SIDj, Rj), es) in

zfi’= XOR (, zfj) in

let CSIDjnew=XOR (h(con (XOR(zNi;, h(con(Rj, es))), Rj)), zN;z) in
let Alnew=XOR(zN;3, h(con(Rj, XOR(zNii, h(con(Rj, es)))))) in

if zZ1’= zZl1 then

let Q’=h(con(con(con(zfj, N7), con(Rj, SIDj)), con(zfi, Tc)) in
substance=sdec(zZ3, Q') in

let Tc=getsecond(substance) in

let Nl0=getsecond(getfirst (substance)) in

let N9= getsecond(getfirst(getfirst(substance))) in

let N8= getsecond(getfirst(getfirst(getfirst(substance)))) in

72= getfirst(getfirst(getfirst(substance))) in

let CSIDj=CSIDjnew in

let Al=Alnew in

out(P_C1, (, Z2, N8, N9, N10);
event Ui_Authed() ;

0

).

zZ1’=h(con(con(con (Alnew, CSIDjnew), con(zfj, N7)), con(con(Rj,

SIDj), con(zfi’, Tc)))) in

SKs= h(XOR(XOR(Rj, XOR(zNii;, h(con(Rj, es)))), con(zfi, z£j))) in

Fig. 6 Server’s process

S8: CA <{CID;, N;: (R, CIDy)y ,Ns: {IDy)n(cipyl Ry » Nov T}
According to S-R,

S9: CA <{(R;,CID;)y }

Applying A4, S9, and M-M rule, we have

S10: CA|=U |~ (R;, CID;)

Next, according to AS, S3, the F-R & N-V rule, we have
S11: CA|=U | =(R;, CID;)

By applying S11 property and Belief Rule (B-R), we
have

S12: CA |=U | =(R))

S13: CA |=U | =(CID;)

By applying A7, S12, and J-R, we have

S14: CA| =R;

Using S8 and the S-R, we have

S15: CA < {{IDu)nceipyli ) +

Applying A5, S14, & M-M rule, we have

S16:CA|=U |~ (IDy)

Applying Al1, S16, & N-V rule, we have

S17: CA|=U |=ID,

Applying A9, S17, and J-R, we have

S18: CA |= 1D,

Applying A14, S14, S18, and the B-R, we have
S19: CA |=(IDy, R;, HW,)

v fi=h(R; || ID, || HW,), we have

S20: CA |=f;

Using M3 as well as the S-R, we have

S21: CA<{CSID;, Ns: (Rj, CSID})y .Ng: ( SIDpn(csin)|i v,) -
Ny, T}

On the application of S-R, we have

$22: CA <{(R;,CSID;), }

Applying A15, S22, and M-M rule, we have
S23: CA|=S |~ (R}, CSID;)
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Applying A6, S23, the F-R, and N-V rule, we have
S24: CA|=S | =(R;, CSID;)

Applying the B-R, we have

S25: CA|=S|=R;

S26: CA|=S | =CSID;

Applying A8, S25, and J-R, we have

S27: CA | =R;

Using S21, and S-R, we have

S28: CA < {(SIDj)p(csip,| &)) }

Applying S27, CA <CSID;, and M-M rule, we have
S29: CA |=S | ~SID;

Applying A12, S29, and N-V rule, we have

S30: CA |=S|= SID;

Applying A10, S30, and J-R, we have

S31: CA |=SID;

Applying A16, S31, S27, and B-R, we have

§32: CA |= (SID;, R;, &)

“f=h(SIDj||R/||e;), we have

S33: CA |=f;

Applying A3, S14, S20, S27, S33, and B-R, we have
S34: CA |= U<S—I>(S (TG3)

Applying A30, S34, and Session Key (S-K) rule, we have
$35: CAIZU [FUSS (TGe)

Referring A31, S34, and S-K rule, we have

S36: CA |=S |EU<S—I>(S (TGy)

Using M4, and S-R, we have

S37:Us{a:, N5 (f ) Zs: (Nas 1Dy, £, R, Ted i N
(R; @RcInwryl Hw,s Teh

Applying the S-R, we have

S38: Ux{(Ny, ID,, f;, R;, Ty}

Applying A18, S38, and M-M rule, we have

S39: U|=CA |~ (N4 ID,, f;, R, T0)

Applying Al, S39, F-R and N-V rule, we have
S40: U |[=CA|= (N, ID,, f, R, T0)

Utilizing the B-R, we have

S41: U |[zCA |=f;

Applying A19, S41, and N-V rule, we have

S42:U |=f;

Referring to S37 and S-R, we have

S43: U{(R; @R n(r,|| Hw,) }

Applying Al, A13, S14, as well as M-M rule, we have
S44: U|=CA |~ (R;@R,)

Applying A21, S44, and N-V rule, we have
S45:U|=CA | = (R;@R,)

Applying A22, S45, and J-R, we have

S46: U|= (R; @R,)

Applying A1, S48, and S-K rule, we have

SK
S49: U [=S [ USS (TGy)

Referring Ms, and S-R, we have

850: S <{ a: (f )y Zi: (No, SIDj, fi, Ry, o)y, No

(Ry @Rc)n(r,|ley): Te}

Applying the S-R, we have

S51: S <{(Ny, SID;, f,, Ry, Te)y, }

Applying A23, S51, and M-M rule, we have

S52: S|=CA |~ (N, SIDj, f;, R;, T.)

Applying A2, S52, N-V rule and freshness rule, we have
S53: S = CA |= (N, SID;, fi, R;, T;)

Utilizing the F-R, we have

S54:S|=CA = f;
Applying A20, S54, and N-V rule, we have
S55:S = f;

In accordance with S50 and S-R, we have

S56: S<1{(Ri@RC)h(Rj||eS)}

Applying A2, A17, S33, and M-M rule, we have
S57:S|= CA |~ (R;@R,)

Applying A24, S57, and N-V rule, we have

S58: S|=CA |= (R;®@R,)

Applying A25, S58, and J-R, we have

S59: S|=(R;@R,)

Applying A2, A23, S55, S58, and F-R, we have
S60: S|= (R, R; @R, fi. f; )

SK
S61: S |EUeS (TGy)
Applying A2, S61, and S-K rule, we have

SK
$62: SEU| = U &S (TGs)
B. PROVERIF TOOL-BASED VERIFICATION

In this section, we used automated ProVerif [38] to
validate the security properties of the proposed model. It
helps to prove authentication, secrecy as well as
observational equivalence features of the cryptographic
techniques. It provides support of frequently employed
crypto-operations to construct the protocols. It translates
the protocol algorithm into abstract illustration using
Horn clauses, and evaluates the probability of security
fetures held by resolution on the clauses. We designed a
simulation model based on the processes for the user,
cloud server, control authority registration, as well as
mutual authentication. The following procedures are
demonstrated in ProVerif:

1) We created secure and public channels, i.e., S C/ and
P _Ci, for the purpose of communication in registration
and mutual authentication phases, respectively. Using
secure channel, the user and cloud servers are registered,
while the public channel is used to establish session keys
SK,, SK; and SK, by the user, cloud server, and control
authority, respectively. We also employed XOR, hash
function, and string connection operations in different
procedures.

9
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CA’s process

Let Ui_reg=
in(S_C1, (rIDu:bitstring, rHWu:bitstring)):
new CIDi:bitstring;

let Ci=h(XOR(h(rIDu), rHWu)) in

let E1=XOR(h(con(CIDi, y)), h(con(rIDu, rHWu))) in

out(S_Cl, (CIDi, Ci, El1, no));

let Sj_Reg=
in(S_Cl1, (res:bitstring, rSIDj:bitstring));
new CSIDj:bitstring;

let Al=h(con(CSIDj, y)) in

out(s_Cl, (CsIDj, Al));

let CA_Auth=

in(P_Cl, (yCIDi:bitstring, yCSIDj:bitstring, yN2:bitstring, yN3:bitstring, yN4:bitstring, yN5:bitstring,
yN6:bitstring, yN7:bitstring, yTu:bitstring, yTs:bitstring));

let Ri’=XOR(yN2, h(con(yCIDi, y))) in
let IDu’=XOR(yN3, h(con(yCIDi, Ri’))) in

let N4’=h(con(con(con(Ri’, yCIDi ), IDu’), yTu)) in

if N4’= yN4 then
let Rj’=XOR(yN5, h(con(SIDj, y))) in
let SIDj’=XOR(yN6, h(con(yCSIDj, Rj’))) in

let N7’=h(con(con(con(Rj’, SIDj’ ), N4’), yTs)) in

if N7’= yN7 then

new Rc:bitstring;

new CIDnew:bitstring;

new CSIDnew:bitstring;

new Tc:bitstring;

let fi=h(con(Ri’, IDu’), rHWu) in
let f£j=h(con(SIDj’, Rj’), res) in
let y =XOR(fi, £j) in

let SKec=h(XOR(XOR(XOR(Ri’, Rj’), Rc), con(fi, £j)) in

let N8=XOR(XOR(Rj’, Rc), h(con(Ri’, rHWu))) in

let NO9=XOR(h(con(XOR(Rj’, Rc), Ri’)), CIDinew) in
Rc)))) in
let N1l=h(XOR(XOR(Ri’, Rc), h(con(Rj’, res)))) in

let N10=XOR(h(CIDinew, y), h(con(Ri’, XOR(R3j’,

let N12=XOR(h(con(XOR(Ri’, Rc), Rj’)), CSIDjnew) in

let N13=XOR(h(con(CSIDjnew, y), h(con(Rj’, XOR(Ri’, Re))))) in

let zl=h(con (con (con (con (con (con (con (h(con (CSIDjnew, y)), CSIDjnew), £i), yN7), Rj’), SID3), £i), Tc)) in

let 2z2=h(con (con (con(con (con (con (h(con(CIDinew, y)), CIDinew), yN4), rIDu’), £i), £3), Ri’)) in

let Q= h(con (con(con(con(con(fj, yN7), Rj’), SIDJj),

let substance= con(con(con(con(2Z2, N8), N9), N10),

let Zsz=senc(substance, Q) in
out(P_Cl, (, Z1, Z3, Nii, Niz, N1z, Tc));
0.

Let process_CA = Ui_reg | Sj_reg | CA Auth.

£i), Te)) in

Tc) in

Fig.7 CA’s Process

2) We initiated a few queries for validating the security
requirements. Fig. 4 describes the channels, constraints,
variables, and constructors. Fig. 5 depicts the user’s
process as process_Ui. Fig. 6 describes the cloud server’s
process as process_Sj, while Fig. 7 shows the process of
control authority CA. In Fig. 7, we describe the protocol
by employing User Authed(.) and User_Started(.).

3) The tested results are

RESULT not attacker(SKul]) is true.

RESULT not attacker(SKs[]) is true.

RESULT not attacker(SKc[]) is true.

RESULT inj-event(Ui_authed) ==>inj-event(Ui_started) is
true.

Hence, the contributed model affirms the verification
with ProVerif by defeating the known attacks with the
help of mutually established session keys, i.e., SK,, SKj,
and SK..

C. INFORMAL SECURITY ANALYSIS

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 License. For more information, see https://creativecommons.org/licenses/by-nc-nd/4

This subsection discusses the security aspects of the
proposed scheme on informal lines, as given below:

1) MUTUAL AUTHENTICATION
In SEMS-5G, all of the three participants mutually
authenticate one another in a single session [39]. If an
adversary eavesdrop the communication messages {M;-
M} on a public channel, it will not be able to calculate the
mutually agreed session key SK as constructed between the
legal entities. This is because, the server S; verifies user U;
and CA on the basis of verification for equality Z;
P=h(A,"" ||CSID/" If; |IN; ||R, || SID; || fi* || T.). If it is
not true, there must be some possibility of replay or
impersonation attack on the part of the adversary, and S
shall abort the session. S; monitors the shared parameter e,
to verify a message from CA, however, it cannot
authenticate U, directly, though it can verify that CA
responds to the same authentication request that is
forwarded to CA. The CA authenticates U; and S; on the
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positive verification reports of the equations N,* ?=N, and
N;* ?=N,, respectively, by consulting verifiers in its
repository. These verifications justify the issuance of
pseudonym identities CID; and CSID; by the CA. Likewise,
U verifies S;as well as CA upon the positive verification of
equality Z, ?=h(N, || ID,¥||f; |If; || R;*). This equation
matching entails that Z, is constructed by legal CA while f;
can only produce by that C4 having HW,, and the message
is forwarded by the same §; whom it had forwarded the
authentication request.
2) RESISTS OFFLINE-PASSWORD GUESSING
THREAT

In SEMS-5G, the attacker may not compute the password
or identity since the user computes D, by calculating
D,=h(ID, || PW,) mod ny, while the D, parameter is stored
as E,= r,@D, in the smart card. This eliminates the
chances of guessing ecither low entropy password or

identity [34] since there will be ~ 232 candidate
(ID,, PW,) pairs satisfying C;* ?=C;, where F represents the
possible combinations in identity /D, or password PW,,.

3) RESISTS REPLAY OR IMPERSONATION ATTACK
If an attacker intercepts the messages {M;-M,} on a public
channel, and replay any of these messages towards legal
participants Ui, Sj, or CA, then these entities may
successfully foil the replay attack with conviction [40].
The CA may assess the possibility of replay by verifying
the timestamp as well as the equation N,* ?=N,. The server
and user may thwart this attack by verifying the equations
Z;*=Z; and Z,*=Z,, respectively. Although the server and
user do not verify CA on the basis of timestamp, yet these
entities may counter the replay attack on the basis of nonce
verification.

4) SUPPORTS PERFECT FORWARD SECRECY

In SEMS-5G, if an attacker manages to compromise the
private secret key of a legal participant, yet the former may
not be able to compute a valid session key SK,= SK,=SK =
h(R:@R,@R.® (f|f)). This is because of the fact; the users
and servers share other crucial parameters as well, for
instance HW, and e, respectively, with CA contributing
towards upholding the feature of perfect forward secrecy.

u* u
| %1, * Frw,|
n

5) SUPPORTS ANONYMITY

The SEMS-5G confers anonymity and untraceability-based
security features to the user. An adversary may neither
recover identity /D, of the user, nor could have any clue
using the intercepted messages {M;-M,} that may help the
former to associate a session to a particular user U, [41].
An adversary cannot break the assumption of hash digest
function and guess the original identity /D, from the
recovered C; or E; parameters in polynomial amount of
time.

6) RESISTS MAN-IN-THE-MIDDLE ATTACK
The SEMS-5G, unlike Wu et al, ensures mutual
authentication to the involved participants as elaborated in
sub-section (1) above, which nullifies any probability for
an adversary to initiate MIDM attack [42].

7) RESISTS PRIVILEGED INSIDER ATTACK

Our scheme is resistant to privileged insider attacks in case
the attacker is able to compromise the registration request
parameters of the user during the registration phase [43].
For instance, the adversary after accessing the registration
request parameters D, HW, may not compromise the
session key. For guessing the password from HW,, the
adversary needs to break the assumption of hash digest
function. It is computationally infeasible to compute the
password in polynomial amount of time without the
knowledge of random number 7,. For this purpose, the
adversary must compromise the smart card and steal its
contents as well [47]. Therefore, our scheme may resist a
privileged insider attack.

8) RESISTS STOLEN VERIFIERS ATTACK

In SEMS-5G, if A steals the users’ verifiers from the
repository of CA, for instance HW,, the former will not be
able to calculate mutually authenticated session key as
constructed among the legal participants [49]. In our
scheme, the calculation of session key SK must require
access to Ui’s smart card, shared secrets, and access to the
private secret key of CA at the same time, which is based
on the strong assumption of the capabilities related to the
adversary [50].

9) RESISTS STOLEN SMART CARD ATTACK

Table III: Functionality Comparison

Irshad etal.  Aminetal. Wuetal. Wuet SEMS-5G

[29] [31] [30] al.[35]
Achieves anonymity and untraceability X X v v v
Immune to an offline-password guessing attack v X v X v
Immune to an impersonation attack X v X X v
Immune to replay attack X v v v v
Resists session-specific temporary information attack v v X v v
Immune to stolen smart card attack v v X v v
Immune to Privileged insider attack X v X v v
Achieves session key agreement v X v X v
Achieves mutual authentication X v v X v
Achieves perfect forward secrecy v v X v v

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 License. For more information, see https://creativecommons.org/licenses/by-nc-nd/4
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Table IV. Computational cost (ms)

Irshad et al. Amin et al. Wu et al. Wu et al. SEMS-5G
[29] [31] [30] [35]

U; ATy+3Tc= 9Ty~ 11Ty~ 13Ty~ 14Ty~
381.14ms 0.046ms 0.056ms 0.068ms 0.072ms

S; ATy 2T~ 4Ty~ 6Ty~ 8Ty~ Ty +Ts=
254.10ms 0.020ms 0.031ms 0.041ms 0.056ms

CA 6Ty+Tc~ 10Ty~ 19Ty~ 19Ty~ 20T+ Ts=
127.07ms 0.051ms 0.098ms 0.098ms 0.113ms

Total 14Ty+6Tc= 23Ty~ 36Ty~ 40Ty~ 43Ty+2Ts=
762.32ms 0.119ms 0.186ms 0.206ms 0.243ms

If an attacker steals the user’s smart card and its contents {C,
E,, E, CID, ny h()}, still the former may not be able to
initiate either impersonation attack or compute previous
session keys. This is because; the attacker has no access to
either HW, or identity ID, or password PW, parameters.
Hence, our scheme is immune to stolen smart card attacks.

V. PERFORMANCE ANALYSIS

The formal and informal analysis demonstrates the security
strength of the contributed scheme over previously presented
schemes. In this section, we evaluate and analyze the
performance of proposed scheme against various multiserver
authentication schemes such as Irshad et al. [29], Amin ef al.
[31], Wu et al. [30], Wu et al. [35] in distributed cloud-based
5G environment. Table III depicts the comparisons of
security functions for various authentication schemes with
our proposed scheme. As it is evident from that table, the
schemes [29] and [31] does not support anonymity and
untraceability features. The schemes [31] and [35] are prone
to offline-password guessing attacks. Similarly, [29], [30]
and [35] are susceptible to impersonation attacks. The Wu et
al. scheme [30] is found to be prone to stolen smart card
attacks and session-specific temporary information attacks.
The schemes [29] and [30] do not provide resistance to
privileged insider attacks. Similarly, the schemes [29] and
[35] lack mutual authentication between legal participants,
while the [30] does not support perfect forward secrecy to its
stakeholders.

Table IV depicts the comparison of computational costs of
our scheme and other related protocols. We assumed the
computational costs of the scheme [30]. According to [30],
the computational delay of the user, server, and CA in our
scheme can be computed as 0.072ms, 0.056ms, and 0.113ms,
respectively. The total computational delay is calculated as
0.243ms. The computational cost of our scheme is less than
Irshad et al. [29], while a little more than [30], [31], and [35],
i.e., 0.119ms, 0.186ms, and 0.206ms respectively. Although,
the cost of our scheme is a bit more than [30]-[31, [35] with
few more hash-based operations, yet more secure than those
schemes in terms of security features as depicted from Table
III. In our scheme, the exclusive-OR operation is assumed to
be of negligible cost [14]. Hence, the security assessment
regarding Table III shows that the contributed scheme is not
only immune to all known attacks, unlike previous schemes,
but bears almost the same computational cost, as a few more

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 License. For more information, see https://creativecommons.org/licenses/by-nc-nd/4

hash operations bear trivial additional cost, but enhances the
security of scheme as depicted in tables.

VI. CONCLUSION

The paradigm shift from a conventional centralized system
towards 5G-based distributed network domains raises many
security challenges. In this paper, we critically examine Wu
et al., a multiserver authentication scheme that was proposed
for a distributed cloud-oriented 5G environment. The scheme
supports few convincing security properties including perfect
forward secrecy and anonymity. However, the scheme is
vulnerable to a man-in-the-middle attack, impersonation
attack, as well as offline password guessing attack. Hence the
identified threats render the scheme impractical for industrial
applications. In this context, we proposed an efficient and
secure multiserver authentication protocol (SEMS-5G) for
distributed cloud-based 5G architecture, ensuring PFS,
anonymity, untraceability, as well as resistance to all known
attacks. The formal security analysis and automated
simulation-based validated results prove that our scheme is
efficient as well as address the concerns that earlier protocols
could not address in 5G cloud based architecture.
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