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ABSTRACT At present, massive amounts of data are utilized for artificial intelligence technologies such as 

machine learning and deep learning. However, these data must be utilized carefully while preserving data 

privacy. Data anonymization is a technique enabling both data mining and privacy protection, preventing the 

identification of individuals by generalizing the data to include multiple records with the same values. In this 

study, we consider a data-publishing infrastructure for personal data sharing. The infrastructure anonymizes 

data prior to publishing it to users for privacy protection; however, the problem of unauthorized republishing 

by malicious users must be considered. To address this issue, we studied digital watermarking methods that 

correlate data users with anonymized data. Our previous method embedded information indicating the 

original user to detect illegally republished data. However, this method did not focus on information loss. 

This study proposes another digital watermarking method for anonymized data that achieves low information 

loss. The proposed method replaces values in tuples to embed information. To reduce the information loss 

caused by the embedding, the proposed method selects replacement values from the candidates whose 

meanings are similar to the original. We propose the use of vector-conversion tables to select replacement 

values. The proposed method also extends the maximum length of the embedded bit string by embedding 

multiple bits into a single tuple. Moreover, we measured the tolerance to distortion attacks to evaluate the 

efficacy of the proposed method. The proposed method is non-blind, i.e., data prior to digital watermarking 

is required to perform extraction. 

INDEX TERMS Anonymization, Big data applications, Data privacy, Data security, Error correction 

codes, Watermarking 

I. INTRODUCTION 

Driven by the accelerating development of cloud computing 

and mobile technology, massive amounts of data have been 

collected and stored by various organizations such as 

companies, medical institutions, and governments. Owing to 

the development of Internet of Things (IoT) devices, 

opportunities to obtain sensitive real-time customer data are 

increasing. Such data, often referred to as big data, are of 

considerable value for artificial intelligence (AI) applications 

such as machine learning and deep learning. For example, the 

electricity usage of houses in the future can be predicted by 

analyzing the current usage captured by smart meters [1]. If 

we implicitly allow residents to consume less electricity at 

peak times, peak shifting of electricity usage can be achieved. 

Although such data are valuable, they must be carefully 

handled in consideration of privacy concerns because the data 

normally include personal information. Hence, privacy 

concerns must be considered when the data are widely 

published. 

Converting data to statistical information has been noted as 

a promising solution. For example, NTT DOCOMO, INC. 

provides statistical information consisting of estimated 

numbers of people with segmented location information and 

timestamps [2]. This information is related to mobile phone 

users because population data are estimated based on the 

locations of mobile phone users. However, an attacker who 

wants to track a specific target user’s location cannot achieve 

their objective because the statistical information contains 

only the estimated number of people. 

Although statistical information solves the privacy concern, 

such information is not suitable for applications that require 

individualized information. Hence, anonymization methods 

have been used to reduce privacy concerns while retaining 

individualized records. Anonymization methods first delete 
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attributes that directly contain private information, such as IDs 

and names [3][4]. These attributes are generally columns in a 

table. In addition, the methods eliminate unique records from 

the data to prevent attackers from finding a specific person’s 

record. To eliminate this vulnerability, anonymization 

methods delete or abstract values in records. For example, 

identification numbers are deleted, and concrete addresses are 

replaced with abstracted information such as city, prefecture, 

and country. Attributes are generally abstracted if they are 

regarded as private information when combined with other 

attributes. Some metrics have been proposed to indicate 

privacy protection levels. For example, k-anonymity indicates 

the minimum number of records containing the same 

combination of values [5]. This metric has been adopted by 

several privacy models and guidelines. For example, a privacy 

model regarding anonymization under the General Data 

Protection Regulation (GDPR), which was suggested by the 

Article 29 Data Protection Working Party, requires k>10 [6]. 

The Working Party was the predecessor of the European Data 

Protection Board. Other guidelines, including the European 

Medicines Agency’s Policy 007 Implementation Guideline, 

also recommend this value [7]. 

Our previous work introduced an infrastructure enabling 

data publishing while preserving the privacy of related 

individuals [8]. The infrastructure assumes that users obtain 

data from a data manager. The data are provided by data 

providers and anonymized by the data manager before 

distribution. The data manager consists of four entities: a 

manager of the provided data, a manager of constraints 

regarding data publishing, a data publisher publishing 

anonymized data, and a manager of the previously 

anonymized data. A data user can order anonymized data by 

submitting a request with their requirements. The 

requirements include data entries and privacy protection levels, 

such as k-anonymity values. Moreover, a data provider shares 

request constraints via the infrastructure in advance. Data 

users create their requirements based on the request constraints. 

The manager of previously anonymized data differentiates the 

infrastructure from other anonymization methods. The 

previously anonymized data are referred to when the 

infrastructure anonymizes new data. This anonymization 

procedure prevents attacks that defeat privacy protection by 

integrating previously published data.  

In addition to attacks to defeat privacy protection, we must 

consider problems of illegal data republishing. The proposed 

infrastructure in [8] provides the same data to data users when 

the users request the same requirements. The problem occurs 

when some of the users republish the provided data without 

the permission of the related data providers. To deter illegal 

republication, the provided data must be linked to each of the 

receiving data users, even if they have the same requirements. 

When illegally republished data are found, the linkage 

identifies the source of the republished data. Deterring illegal 

republications is important, especially for critical data. For 

example, researchers using health data must manage such data 

carefully because they contain sensitive and personal 

information of related patients. Only authorized researchers 

are generally permitted to use such data, and only for narrowly 

specified purposes approved in advance. In these cases, both 

the data providers and the users are responsible for the usage 

of the health data. Developing methods to deter illegal 

republication would support strict data management policies 

and procedures, and such methods also serve as a deterrent to 

illegal republications. 

Log management is a key solution to deter illegal 

republications. This solution logs the accessing time and 

commands of each user to detect the source of republications. 

However, log management does not suit the proposed 

infrastructure in [8] because we cannot track logs beyond 

centrally managed networks. 

Another solution involves the use of digital watermarking 

techniques, which conceal additional information called a 

digital watermark in data. If the information of the receiving 

data user is embedded as a digital watermark, we can identify 

which user was the source of the republished data by 

confirming the watermark in the republished data. In this case, 

the digital watermark could be a unique ID for a data user. The 

proposed infrastructure publishes slightly different 

anonymized data to data users with unique watermarks, even 

if their requirements are the same. 

In general, the main target of conventional digital 

watermarking methods is multimedia data such as images and 

audio [9][10]. Because multimedia data consist of digitalized 

signals, digital watermarks are embedded by modifying the 

signals slightly to avoid reducing the quality of the data. In 

contrast, anonymized data usually contain string values. 

Therefore, transferring digital watermarking methods for 

multimedia data to anonymized data is difficult. Although 

there are some digital watermarking methods for string values, 

they are not suitable for anonymized data because they modify 

character decorations, such as character codes, line spaces, and 

blank spaces. These solutions cannot be applied to 

anonymized data because data users can easily remove such 

decorations by importing the received data to databases. The 

import process would even be performed by those who do not 

intend to remove digital watermarks, such as data analysts. 

Hence, a digital watermarking method for anonymized data is 

required. 

In our previous study, a digital watermarking method for 

anonymized data was proposed [11]. The previously proposed 

digital watermarking method anonymizes further to embed 

digital watermarks in the anonymized data. Because 

embedded digital watermarks differ between data users, a 

different version of anonymized data is published to each data 

user. Such a distribution is a vulnerability in that comparisons 

of different versions of the anonymized data may lead to 

disclosure of insufficiently anonymized information, resulting 

in a loss of anonymity. To prevent disclosure, the previous 

method modifies not the original data but the data that are 

already sufficiently anonymized. In this case, at worst, the 
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malicious data users would obtain the anonymized data in the 

same state as that prior to watermarking. In addition, attacks 

have been developed to degrade the watermark in the data by 

adding or removing records from anonymized data (a 

distortion attack). The previous method used an error-

correction code to protect digital watermarks from distortion 

attacks. Moreover, digital watermarking methods must 

consider the information loss caused by value modification. 

Watermarks need to be embedded while maintaining the 

quality of the data (i.e., usability) as much as possible. A 

disadvantage of the previous method involves the 

considerable amount of information loss caused by digital 

watermarking. 

Schrittwieser et al. proposed a method that generates 

different anonymized data for each data user [12]. This 

method expresses digital watermarks by changing the 

abstraction level of the values for anonymization. This method 

adopts El Emam's algorithm [13] to suppress the difference in 

information loss among anonymized data. However, this 

method does not consider the loss of anonymity. 

This study proposes a digital watermarking method for 

anonymized data that enables the identification of the source 

of illegal data republications. Although this purpose is the 

same as in our previous method, the embedding technique of 

the proposed method is considerably updated to suppress 

information loss while enhancing tolerance to distortion 

attacks. 

The remainder of this paper is organized as follows. Some 

techniques related to the proposed method are described in 

Section II, and the details of the proposed method are 

presented in Section III. Section IV provides an evaluation. 

Finally, Section V presents our conclusions. 

The key contribution of this study is the proposal of a digital 

watermarking method for anonymized data that reduces 

information loss compared with the conventional method. The 

proposed method enables verification of the source of illegal 

or unauthorized data redistributions, i.e., the originally 

receiving data user, by embedding information of each 

specific data user into the data as a digital watermark when 

publishing. The proposed method further promotes the 

publishing of anonymized data. Note that we do not propose 

privacy-preserving methods such as anonymization herein; 

privacy protections against attacks are beyond the scope of this 

study. 

II. RELATED TECHNIQUES 

The proposed watermarking method is inspired by the use of 

fingerprint codes to protect against collusion attacks. In 

collusion attacks, multiple malicious data users attempt to 

degrade digital watermarks by comparing the anonymized 

data received by each of several data users. The malicious data 

users could then note and delete the differences to corrupt or 

even remove the embedded watermarks. Additionally, the 

method consists of an error correction code in conjunction 

with cryptography to protect against distortion attacks. In this 

section, we describe these techniques. The usage of these 

techniques in the proposed method is described in Section III.  

A. DIGITAL WATERMARKING 

Originally, physical watermarks were figures or patterns on 

paper that appeared using transmitted light. Watermarks were 

used to confirm the authenticity of paper documents because 

the printing of a watermark requires special techniques that 

cannot be easily mimicked. In contrast to printed papers, 

electronic data can be easily copied. Therefore, watermarks for 

electronic data, i.e., digital watermarks, cannot be used to 

prove the authenticity of the data. Instead, digital watermarks 

are used to embed additional concealed information. For 

example, digital watermarks are commonly used for copyright 

protection. When duplicating multimedia data, such as image 

and sound data, digital watermarks are embedded into 

duplicated data to distinguish between the original and 

duplicated data [14]. 

When developing digital watermarking methods for 

anonymized data, the following features must be considered. 

1) SUPPRESSING INFORMATION LOSS 

Digital watermarking methods modify data values to embed 

digital watermarks so as not to allow the watermark to be 

easily removable; however, the modification causes 

information loss. Such information loss should be suppressed 

as much as possible. 

2) TOLERANCE TO DISTORTION ATTACKS 

Malicious users of anonymized data may execute distortion 

attacks to degrade embedded digital watermarks. Hence, 

digital watermarking methods should be tolerant to distortion 

attacks.  

3) ACCESS CONTROL TO DIGITAL WATERMARK 

If an embedded digital watermark allows open access similar 

to physical watermarks, the watermark must be readable by an 

arbitrary user. However, if the embedded information is 

intended to be kept secret, such as information to identify a 

receiving data user, the information must be accessible to the 

authorized persons only (access control); otherwise, the 

information may be accessed or modified by malicious actors. 

Encrypting the information before embedding is effective in 

restricting accessibility.  

4) TEXT WATERMARKING TECHNIQUES 

Digital watermarking techniques for digital text documents are 

called text watermarking techniques. According to [15], text 

watermarking techniques can be categorized as follows. 

⚫ Visible and invisible: If digital watermarks are visible in 

the document, the watermarking techniques are 

categorized as visible. In contrast, invisible 

watermarking techniques hide digital watermarks. 

⚫ Detectable and readable: If data users of digital text 

documents are able to detect digital watermarks, the 

watermarking techniques are referred to as detectable. 

Similarly, readable watermarking techniques allow data 

users to read embedded digital watermarks.  
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⚫ Robust, fragile, and semi-fragile: Digital watermarking 

techniques that produce watermarks that cannot be 

erased are categorized as robust. Digital watermarks 

created by fragile watermarking techniques can be 

detected, may be altered, and may be erased. Fragile 

digital watermarking techniques are used to detect 

falsification. Digital watermarking techniques for 

content authentication are referred to as semi-fragile. 

⚫ Blind and non-blind: Digital watermarking techniques 

that require data from before the embedding was 

performed are categorized as non-blind. In contrast, if the 

embedded digital watermarks can be extracted without 

using the original data, the techniques are referred to as 

blind. 

⚫ Zero-watermarking: Digital watermarking techniques 

that do not embed any information are categorized as 

zero-watermarking. Zero-watermarking techniques use 

characteristics of text documents to identify each 

document. 

⚫ Simple and multiple: Digital watermarking techniques 

that embed digital watermarks only once are categorized 

as simple. In contrast, techniques that insert digital 

watermarks multiple times without affecting the already 

inserted watermarks are referred to as multiple. 

The proposed watermarking method should be invisible to 

avoid the removal of embedded digital watermarks. The 

digital watermarks of the proposed method should be robust 

and not detectable to avoid collusion and distortion attacks. In 

addition, the embedded digital watermarks produced by the 

proposed approach should not be readable, to enable access 

control protocols. We cannot use zero-watermarking 

techniques because multiple data users request the same 

anonymized data. 

B. TARDOS FINGERPRINTING CODES 

When generating watermarked anonymized data for multiple 

data users, malicious data users may execute collusion attacks 

against an embedded watermark by analyzing the difference 

between varying copies of watermarked data. Tardos et al. 

proposed fingerprint codes called Tardos Fingerprinting 

Codes that probabilistically identify malicious data users who 

execute collusion attacks [16]. We describe the process of this 

method below. Assuming the number of data users is 𝑛, let the 

ID of a data user 𝑗 be matrix 𝑥𝑗 = {𝑥𝑗,1, 𝑥𝑗,2, ⋯ , 𝑥𝑗,𝑖 , ⋯ , 𝑥𝑗,𝐿}, 
where 𝐿 is the length of the ID. Since 𝑥𝑗,𝑖  denotes each bit 

entry of the ID of user 𝑗, 𝑥𝑗,𝑖 is a binary digit 0 or 1. The digit 

is randomly defined by 𝑝𝑖 , which represents the probability of 

𝑥𝑗,𝑖 = 1. The expression of 𝑝𝑖  is shown in (1). 

 𝑝𝑖~
1

𝜋√(1−𝑝)𝑝
. (1) 

In the process of identifying colluding data users, the 

correlation value 𝑆𝑗  between the pirated matrix 𝑌  and 𝑥𝑗  is 

calculated for 0 < 𝑗 < 𝑛. The calculation equation for 𝑆𝑗  is 

shown in (2). 

 𝑆𝑗 = ∑ 𝑦𝑖𝑈𝑗,𝑖
𝐿
𝑖=1 , (2) 

where 

  

 𝑈𝑗,𝑖 =

{
 

 √
1−𝑝𝑖

𝑝𝑖
     𝑖𝑓 𝑥𝑗,𝑖 = 1

−√
𝑝𝑖

1−𝑝𝑖
   𝑖𝑓 𝑥𝑗,𝑖 = 0

. (3) 

C. ADVANCED ENCRYPTION STANDARD 

The Advanced Encryption Standard (AES), as a type of block 

cipher, is a symmetric-key encryption method. Symmetric-key 

encryption uses one secret key for the encryption and 

decryption processes. The block cipher encrypts plaintext at 

intervals of several bits. Each interval is called a block. The 

general block length of the AES is 128 bits. The length of a 

ciphertext is a multiple of the block length. 

AES outputs ciphertext generated from multiple blocks 

when the length of the plaintext is longer than the block length. 

The blocks should not be isolated by the encryption process to 

prevent attacks replacing parts of the ciphertext to modify its 

plaintext. In addition, the encryption key should be modified 

with each block encrypted; otherwise, attackers would be able 

to read the plaintext from a ciphertext without decryption. In 

other words, a block of ciphertext should show the same block 

of plaintext with the same encryption key. Several methods to 

connect blocks have been proposed to solve these problems. 

Cipher block chaining (CBC) mode and CounTeR (CTR) 

mode are recommended by Ferguson et al. [17]. One of the 

differences between the CBC and CTR modes is the influence 

on neighboring blocks when a portion of the ciphertext is 

flipped from 0 to 1 and vice versa (bit flipping). In the CBC 

mode, when a bit in a block is flipped, it affects the block and 

its two neighboring blocks, which prevents them from 

providing the correct decryption result. In contrast, bit flipping 

in the CTR mode affects only a single block. 

D.  TURBO CODE 

An error-correction code enables the recovery of correct bit 

strings, even when the bit string contains flipped bits, by 

adding a string of parity bits to an original bit string. Turbo 

code is an error-correction code whose transmission efficiency 

is considered to be among the highest in the data transmission 

domain. In other words, turbo codes require shorter bit lengths 

to encode a bit string to achieve an equivalent error-correction 

ability to other error-correction code methods. In the encoding 

process, the turbo code first interleaves the input data string, 

generating two parity bit strings from the original data string 

and the interleaved string using an internal encoder. Next, the 

generated strings are decimated alternately to reduce the total 

length of the two strings by half (a puncturing process). 

Although the puncturing process is irreversible, it is effective 

in reducing the length of a bit string resulting from encoding. 

Finally, the punctured parity bit string is connected to the 

original bit string.  
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In the decoding process, the turbo code attempts to obtain a 

decoded result by repeatedly running an internal decoder. The 

soft output Viterbi algorithm (SOVA) [18] is an algorithm 

involving such a process. In this algorithm, a data string and a 

parity bit string are used for each running process. In addition, 

a decoded result output from the previous running process is 

input into the subsequent running process. Prior to the 

decoding process, an encoded bit string is divided into a data 

string and a parity bit string. The two parity bit strings that 

were punctured during the encoding process are recovered 

from the parity bit string of the encoded bit string using the 

mean values of “0” and “1” instead of the bits omitted during 

the puncturing process. Non-interleaved and interleaved data 

strings are used alternately for each running process of the 

internal decoder. The previous decoded result is also 

interleaved or de-interleaved before the next running process 

using the data string. The recovered parity bit string is selected 

according to whether the data string is interleaved or not. The 

final decoding result is obtained by iteration of the internal 

decoding process. 

E. VECTOR REPRESENTATION OF WORDS 

The proposed method uses the vector representation of words 

to measure the similarity of meanings in data when embedding 

digital watermarks. Some machine-learning methods have 

been developed to calculate vector representations called 

distributed representations. Mikolov et al. proposed the skip-

gram [19] and continuous bag-of-words (CBOW) models in 

2013 [20]. The neural networks of these two models consist of 

two fully connected layers with a single hidden layer. The 

required number of neurons is equivalent to the number of 

dimensions of the words. 

The machine-learning procedures of the two models are the 

reverse of each other. Fig. 1 shows the architectures of the 

skip-gram and CBOW models. 𝑊𝑡  in the figure denotes the 

vector representation of a word appearing in the 𝑡-th position 

in the text. In the skip-gram model, 𝑊𝑡 is an input vector of 

the neural network designed to predict vectors of its 

surrounding words 𝑤𝑡−𝑤𝑖𝑛𝑑𝑜𝑤 , ⋯ , 𝑤𝑡−1, 𝑤𝑡+1, ⋯ , 𝑤𝑡+𝑤𝑖𝑛𝑑𝑜𝑤 . 

The 𝑤𝑖𝑛𝑑𝑜𝑤  denotes the window size used for prediction. 

The input vector is a one-hot vector in which the number of 

dimensions is defined by the corpus size. In contrast to the 

skip-gram, the neural network of CBOW predicts the word 

vector from the surrounding words. 

Although both the skip-gram and CBOW models consider 

surrounding words, they do not consider the similarity of parts 

of words (subwords). For example, “pen” and “pencil” have 

“pen” as a common subword and their meanings are similar to 

each other. However, the skip-gram and CBOW models may 

represent these two words as very different vectors. 

Bojanowaski et al. proposed FastText, which considers 

subwords [21]. FastText sets closer vectors to words that have 

the same subwords. One of the shortcomings of FastText is 

that it sets closer vectors to words that have the same subwords 

even if they have dissimilar meanings. However, this 

shortcoming is mitigated because FastText also sets the 

vectors using the surrounding words. In addition, the 

shortcoming would not be influential for some words, such as 

location information. 

III. PROPOSED WATERMARKING METHOD 

In this study, we propose a digital watermarking method for 

anonymized data. We consider the use of the proposed method 

to identify the source of unauthorized or illegal data 

redistributions. Fig. 2 shows an overview of the assumed 

distribution of anonymized data. Data providers provide their 

data to data users via a data manager. Data providers provide 

raw (i.e., non-anonymized) data to the data manager. The data 

manager anonymizes the provided data and publishes it to data 

users who require the data. When publishing anonymized data 

to data users, the data manager embeds digital watermarks into 

the anonymized data. The digital watermarks include 

information on each data user, such as their user ID and the 

publication date of the information to them. The embedded 

watermark differentiates multiple anonymized data copies, 

even if multiple data users request data according to identical 

requirements or specifications. If one of the data users 

republishes data illegally, the data manager identifies the data 

user from the digital watermark embedded in the republished 

data. The data manager holds both raw and anonymized data. 

The proposed method embeds digital watermarks into 

anonymized data, rather than raw data, to avoid loss of 

anonymity caused by comparing multiple published 

anonymized data copies. 

 
FIGURE 1.  Architectures of the skip-gram and CBOW models (window=2) 

(refer to [20]) 

 

 
FIGURE 2.  Overview of the assumed distribution method for anonymized 

data 
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A. POTENTIAL PROBLEMS 

Malicious actors may modify the received data for distortion 

attacks. Therefore, the proposed method must be resilient to 

attacks. We considered five problems when developing the 

proposed method as follows. 

1) PROTECTION OF DIGITAL WATERMARKS  

Although the proposed approach aims to prevent the illegal 

extraction of embedded digital watermarks, malicious actors 

could extract the digital watermarks. Only authorized entities, 

such as a data manager, are permitted to access the digital 

watermarks. Therefore, the protection of digital watermarks in 

such situations is required. To do so, we encrypt digital 

watermarks using AES before embedding. The data manager 

generates a secret key and encrypts the digital watermarks. 

After encryption, the data manager holds the key for the 

extraction phase. The secret key is identical for digital 

watermarks of different data users owing to the difficulty in 

identifying the combination of keys and digital watermarks in 

the extraction phase because of the similarity of AES 

ciphertexts. 

When using AES, we selected the CTR mode because the 

influence of distortion attacks is small. The CTR mode 

requires an initial value called an initial vector or nonce. An 

initial value is used to change the ciphertext, even if the same 

plaintext is encrypted with the same key. As mentioned in the 

previous paragraph, we do not change the secret key. Instead, 

we use different initial values for different data. This scheme 

results in identical data if the embedded watermark is the same. 

When the watermarking information is the same as others, the 

proposed approach modifies the information to be unique. 

2) TOLERANCE TO DISTORTION ATTACKS 

Distortion attacks against the digital watermarks of the 

proposed method include the addition, deletion, and 

replacement of records in the anonymized data to degrade the 

watermarking. Therefore, we can consider distortion attacks 

as noise against the digital watermark. The proposed method 

uses a turbo code to ensure tolerance to distortion attacks. The 

digital watermarks are encoded using the turbo code after AES 

encryption. 

3) TOLERANCE TO COLLUSION ATTACKS 

In collusion attacks against the digital watermarks of the 

proposed method, malicious data users compare their received 

data and delete the detected differences in records not held in 

common to degrade the embedded digital watermark. To 

prevent this attack, we developed the proposed approach by 

extending the Tardos Fingerprinting Code. The details of the 

extension are described at the end of Section III. 

4) LOSS OF ANONYMITY 

We must consider the loss of anonymity caused by the 

comparison between multiple anonymized data copies 

provided by the data manager. This problem causes 

disclosures of insufficiently anonymized data. Because the 

problem occurs due to the difference in published data, we 

embed digital watermarks after sufficiently executing 

anonymization. Owing to this solution, attackers who execute 

the loss of anonymity would merely obtain sufficiently 

anonymized data, even if the attackers completely removed 

the digital watermarks. 

5) USABILITY OF PUBLISHED DATA 

The proposed method modifies the anonymized data to embed 

digital watermarks. The embedding causes information loss in 

the data. We evaluate the usability of the published data using 

several information loss metrics in Section IV. 

B. FLOW OF THE PROPOSED WATERMARKING 

1) OVERALL WATERMARKING FLOW 

Fig. 3 and Fig. 4 illustrate the overall flow of the digital 

watermarking and extraction phases, respectively. In the 

watermarking flow, the information to be embedded as a 

digital watermark is encrypted using AES. Next, the proposed 

method encodes the encrypted information, that is, ciphertext, 

using a turbo code. The encoded and encrypted information is 

embedded as a digital watermark into the anonymized data. 

The anonymized data will be published to the related data 

users. In the extraction flow, the target data are compared with 

the original anonymized data that do not contain any digital 

watermarks. The difference shown in the comparison indicates 

the embedded digital watermark. Then, the digital watermark 

is decoded and decrypted using the turbo code and AES to 

obtain the embedded information. The original anonymized 

data are owned by the data manager only. Therefore, the 

extraction flow can be executed only for the data manager. In 

addition, the data manager must store the AES key safely. 

The proposed method modifies the character string values 

of the data to embed digital watermarks. If the format of the 

character string values is a vector representation, we can 

modify the values while considering their meanings by 

calculating the vector values. In the proposed method, we 

convert the string values to vector representations. The 

conversion is executed according to a vector-conversion table 

 
FIGURE 3.  Overall flow of the information embedding phase of the 

proposed digital watermarking 

 

 
FIGURE 4.  Overall flow of the information extraction phase of the proposed 

digital watermarking 

 



This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/

This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI
10.1109/ACCESS.2021.3110984, IEEE Access

 

VOLUME XX, 2017 9 

containing the corresponding vector representations of 

character string values. In this study, we generated and 

compared two vector-conversion tables. One was generated 

using FastText, and the other was generated based on the 

background knowledge of the data. Both assign closer vector 

values to character string values with similar meanings. The 

proposed method does not directly represent digital 

watermarks using vector representations because the word of 

the calculated vector value may not exist. Instead, we 

represent digital watermarks by the distances of values before 

and after modification. The distance is calculated using the 

vector representations of these two values. 

2) EMBEDDING FLOW 

Pseudocode I represents the embedding flow. The embedding 

flow consists of two steps: a sorting step and a modification 

step. The proposed method embeds digital watermarks in 

binary format. The digital watermark is represented by 

modifying the values in the records. Each tuple of anonymized 

data contains a single record. Because the position of the 

modified tuple is used to represent the digital watermark, the 

proposed method first sorts the order of the tuples (sorting 

step). Then, the values in the sorted tuples are modified 

(modification step). Both the position of the modified tuples 

and the meaning of the replaced values represent the 

embedded digital watermark. 

The tuples cannot be sorted uniquely because anonymized 

data contain some tuples with the same combination of values. 

Therefore, in the sorting step, we first create groups of tuples 

that have the same value of a selected attribute for sorting and 

then sort the tuple groups according to the values of the 

attribute. Note that the attribute that will be modified in the 

modification step should not be selected to create the groups. 

Otherwise, we cannot successfully align the tuple groups when 

extracting the embedded digital watermark. After sorting, we 

divide each group into subgroups. Tuples in each of the 

subgroups will be modified to represent a portion of the digital 

watermark. This dividing sub-step is effective in extending the 

embeddable length of the digital watermark because the length 

depends on the number of groups. In forming subgroups, we 

focus on the attributes that will be modified in the modification 

step. 

In the modification step, the values of the attribute are 

replaced with abstracted values according to the relevant 

hierarchical tree structure. Because every value has a parent 

value in the tree structure, we create subgroups by grouping 

tuples for which parent values of the focused attribute are 

TABLE I 

GROUPING EXAMPLE (PARENT VALUES ARE IN BOLDFACE) 

Group Subgroup “Address” attribute 

G1 

g1 

*, *, Bunkyo, Tokyo 

*, *, Chiyoda, Tokyo 

*, *, Itabashi, Tokyo 

*, *, Meguro, Tokyo 

*, *, Nakano, Tokyo 

*, *, Shinjuku, Tokyo 

*, *, Toshima, Tokyo 

g2 
*, Ebisu, Shibuya, Tokyo 

*, Higashi, Shibuya, Tokyo 

g3 

*, *, Yokohama, Kanagawa 

*, *, Kawasaki, Kanagawa 

*, *, Fujisawa, Kanagawa 
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28 
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31 

32 
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# Pseudocode to embed a message msg into an anonymized 

#  data D 

 
SET D 

# D_wm is a copy of D, which msg will be embedded. 

SET D_wm = D 
SET attr_G  # An attribute of D to create groups 

SET attr_g  # Another attribute of D to create subgroups 

SET attr_g_tree  # A hierarchical tree structure of attr_g 
SET attr_g_vct  # A vector-conversion table of attr_g 

 

msg = “Data user A”  # The information to be embedded 
msg_e = AES_enc(msg)  # Encrypt msg using AES 

msg_e_t = turbo_enc(msg_e)  # Encode msg_e using turbo code 

 
# An iterator function that sequentially returns a part (n-bit long)  

#  of msg_e_t 

DEFINE iter_msg(n) 
 

## SORTING STEP ## 

# Sort tuples in D according to attr_G and get the list of 
#  the sorted values in attr_G without duplications 

G_list = get_sorted_values(D, attr_G) 

 
for G_value in G_list do 

  # Get tuples that contain G_value in attr_G to create a group G 

  G = get_tuples(where attr_G == G_value in D) 
 

  # Sort tuples in G according to parent values of attr_g 

  #  and get the list of the parent values without duplications 
  g_list = get_sorted_parent_values(G, attr_g) 

 

## MODIFICATION STEP ## 
  for p_val in g_list do 

    g = get_tuples(where the parent value of attr_g is p_val in G) 

 
    # Get the candidate list from attr_g_tree to modify values 

    cand_list = get_candidates(p_val, attr_g_tree) 

 
    # Calculate the assigned bit-string length of a part of msg_e_t 

    cnum = array_size(cand_list)  # Get the number of candidates 

    bit_length = ⌊log2 𝑐𝑛𝑢𝑚⌋  # Get the assigned length 

 
    # Get the assigned string (wm) in decimal form 

    wm = binary_to_decimal(iter_msg(bit_length)) 

 
    # Select a tuple randomly from g 

    target_tuple = select_tuple(g) 

 
    # Select one of the candidates from cand_list whose ranking 

    #  of the distance is the same as watermark. 

    # The ranking is calculated using attr_g_vct 
    new_value = select_new_val(target_tuple, cand_list, 

                                                    attr_g_vct, wm) 

 
    #Replace the value of target_tuple with new_value in D_wm 

    replace_value(D_wm, target_tuple, new_value) 

  end for 

end for 

 

return D_wm 
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equivalent. Subgroups are sorted according to the parent 

values. Table I shows a grouping example (parent values are 

in boldface). The parent values of the subgroups g1, g2, and 

g3 are “Tokyo,” “Shibuya, Tokyo,” and “Kanagawa,” 

respectively. The hierarchical tree structure is prepared in this 

step, while referring to the values before anonymization. 

Although both g1 and g2 contain tuples that include “Tokyo,” 
they are separated owing to the difference in their parent 

values. This type of separation occurs when the abstraction 

levels of tuples in anonymized data are not aligned. 

When the value of the focused attribute is modified in the 

modification step, some candidates are available for 

replacement. For example, the value of a Japanese address 

“Shibuya, Tokyo” can be modified to an alternative close 

address such as “Meguro, Tokyo” or “Setagaya, Tokyo.” In 

the proposed method, the information of the choice itself 

represents a part of the digital watermark. In the modification 

step, only a single tuple in each subgroup is modified to 

identify values before and after modification to extract 

embedded digital watermarks correctly. 

Candidate values for the modification consist of values that 

have the same parent value as the modified value. Each 

modification represents a part of the digital watermark, which 

is a bit string. The assigned bit-string length is calculated as 

⌊log2 𝑐𝑛𝑢𝑚⌋ where 𝑐𝑛𝑢𝑚 is the number of candidates. Note 

that values that are not contained in the original data must be 

excluded from consideration as candidates. Otherwise, 

attackers may distinguish the value as modified for embedding. 

After the selection of candidates, we calculate the distance 

between the value to be modified and each candidate and 

evaluate the ranking of the distances in ascending order. While 

evaluating the distances, we convert the bit string that will be 

embedded in the subgroup to a decimal number. Then, a 

candidate whose rank is the same as the decimal number is 

selected, and the modified value is replaced with the candidate. 

For example, when embedding a bit string “010” by modifying 

a value “Shinjuku, Tokyo,” a value whose distance is the 

second closest to “Shinjuku, Tokyo” is selected from the 

candidates because the decimal form of “010” is “2.” Fig. 5 

shows an example of the closest candidate values in ascending 

order. The distance is measured using a vector-conversion 

table shown in Table II, which is based on geographic distance 

as background knowledge. According to Fig. 5, the value is 

replaced with “Toshima, Tokyo.” Table III shows an example 

of the modification step. The modified value is shown in 

boldface. The 6th tuple in the subgroup g1 in Table I was 

replaced, as shown in Table III. 

As mentioned in Section III-B-1, vector-conversion tables 

can also be generated as machine-learning models, such as the 

skip-gram and CBOW models. Existing models can be used if 

the model contains words in the anonymized data. If no 

existing model contains such words, a model for the 

conversion can be generated by learning from the data before 

anonymization. In this study, we prepared two vector-

conversion tables for the evaluation using a machine-learning 

method and background knowledge, respectively. The details 

are described in Section IV. 

The proposed method represents multiple bits using a single 

modification. This feature reduces the information loss caused 

by embedding. Because the number of tuples in a subgroup is 

limited, long bit strings cannot be embedded into a single 

subgroup. Such bit strings are split, and each part of the bit 

string is embedded into each subgroup. Although the proposed 

digital watermarking method is categorized as a simple 

method of text watermarking, it can be used as a multiple 

method by embedding the bit string multiple times. 

3) EXTRACTION FLOW OF DIGITAL WATERMARK 

Pseudocode II represents the extraction flow. The proposed 

digital watermarking method is a non-blind method. The 

sorting step is first executed to extract the embedded digital 

watermark. We then link each subgroup of the watermarked 

data to the non-watermarked version. In the linking procedure, 

we find records containing values that were used in the sorting 

step. Then, we link subgroups that have the same parent values. 

 
FIGURE 5.  Values that are close to “Shinjuku, Tokyo” in ascending order 

(geographic-distance-based order) 

 
TABLE II 

EXAMPLE OF VECTOR-CONVERSION TABLE 

BASED ON GEOGRAPHIC DISTANCE 

Character string Vector (lat/long) 

Shinjuku, Tokyo 

Shibuya, Tokyo 
Toshima, Tokyo 

Nakano, Tokyo 

Chiyoda, Tokyo 
Bunkyo, Tokyo 

Meguro, Tokyo 
Itabashi, Tokyo 

35.694, 139.703 
35.662, 139.704 

35.726, 139.717 

35.708, 139.664 
35.694, 139.754 

35.708, 139.752 

35.641, 139.698 
35.751, 139.709 

 
TABLE III 

EXAMPLE RESULT OF THE MODIFICATION STEP 

(THE 6TH TUPLE HAS BEEN REPLACED WITH “TOSHIMA” TO EMBED 

“010.” THE REPLACED VALUE IS SHOWN IN BOLDFACE.) 

Group Subgroup “Address” attribute 

G1 g1 

*, *, Bunkyo, Tokyo 
*, *, Chiyoda, Tokyo 

*, *, Itabashi, Tokyo 

*, *, Meguro, Tokyo 
*, *, Nakano, Tokyo 

*, *, Toshima, Tokyo 

*, *, Toshima, Tokyo 
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After linking the subgroups between the two data sets, we 

check the difference between each pair of subgroups to 

identify a modified tuple. Then, we calculate the rank of the 

modified tuple as in the modification step. A part of the digital 

watermark is extracted by converting the rank to a binary 

format. The assigned bit length of the subgroup can be 

calculated from the number of candidates for the modification. 

The extracted bit string is padded with “0” until its length 

equals the assigned bit length. All bit strings extracted from 

every subgroup are aligned to represent the digital watermark. 

After the extraction, the embedded information is decoded and 

decrypted from the embedded digital watermark using both an 

error-correction code and an encryption method, as shown in 

Fig. 4.  

We developed the proposed digital watermarking method 

by extending the Tardos code. In collusion attacks, once a 

malicious data user finds records that are different from related 

records in other watermarked data owned by colluding data 

users, the malicious user would replace the found records with 

the related records. In the process of identifying colluding data 

users, we use the fact that watermarked data are not identical 

even if the original anonymized data were the same because 

the modified records and replaced values are different for each 

data user. Namely, we can narrow the search for possible 

identities of colluding data users by analyzing the combination 

of the records and their values. 

IV. EVALUATION 

To evaluate the efficacy of the proposed method, we 

implemented it using Python 3.6.4. In addition, we 

implemented our previous method [11] for comparison. 

The dataset used for evaluation was generated using a web 

application [22]. Each tuple of the generated dataset included 

the fabricated personal information of an individual. The 

attributes of the dataset included gender, phone number, 

birthday, address, and sleeping hours. Before embedding 

digital watermarks, attributes other than sleeping hours were 

properly abstracted to achieve 3-anonymity. The ranges of the 

values in the dataset are listed in Table IV. Because the 

proposed digital watermarking method causes information 

loss, an attribute for which the additional information loss is 

comparatively acceptable should be selected. In the evaluation, 

we embedded digital watermarks using the values of the 

address attribute in the anonymized dataset. 

For the evaluation, we implemented two versions of the 

proposed watermarking method. These two implementations 

used different vector-conversion tables to measure the 

distances of values when embedding bit strings. Each vector-

conversion table was generated using a vector representation 

method. One of the vector-conversion tables was generated 

using FastText as a distributed representation, and the other 

was generated using a geographic-distance-based 

representation that used geographic distance as background 

knowledge. 

The vector representation used in the proposed digital 

watermarking method is commutable. We used two methods 

of vector representation to evaluate the influence of digital 

watermarking. The representation methods included both the 

TABLE IV 

ATTRIBUTES IN THE DATASET 

Attribute Range of the values 

Gender Male or Female 

Phone number Landline 
Birthday Birthday of 20 years to 59 years old 

Address Address in Kanto area in Japan 

Sleeping hours 2 hours to 15 hours 
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# Pseudocode to extract a message msg from D_wm 

# The meanings of variables and functions are the same as in 

#  Pseudocode I 
 

SET D 

SET D_wm 
SET attr_G 

SET attr_g 

SET attr_g_tree 
SET attr_g_vct 

 

msg_e_t = “”  # Encrypted and encoded msg will be stored. 
 

G_list = get_sorted_values(D, attr_G) 

 
for G_value in G_list do 

  # Get groups from both D and D_wm 

  G = get_tuples(where attr_G == G_value in D) 
  G_wm = get_tuples(where attr_G == G_value in D_wm) 

 

  g_list = get_sorted_parent_values(G, attr_g) 
 

  for p_val in g_list do 

    # Get subgroups from both G and G_wm 
    g = get_tuples(where the parent value of attr_g is p_val in G) 

    g_wm = get_tuples(where the parent value of attr_g is p_val 

                                    in G_wm) 
 

    # Find the modified tuple and calculate the ranking of the 

    #  modified tuple using attr_g_vct by comparing g and g_wm 
    wm = calc_wm(g, g_wm, attr_g_vct) 

 

    # Get a part of msg that is embedded in g_wm 
    wm_binary = decimal_to_binary(wm) 

 

    # Get the assigned bit-string length of g 
    cand_list = get_candidates(p_val, attr_g_tree) 

    cnum = array_size(cand_list) 

    bit_length = ⌊log2 𝑐𝑛𝑢𝑚⌋ 
 
    # Pad wm_binary with “0” until its length equals bit_length 

    padded_wm_binary = pad(wm_binary, “0”) 

 
    # Append padded_wm_binary into msg_e_t 

    msg_e_t = join(msg_e_t, padded_wm_binary) 

  end for 

end for 

 

msg_e = turbo_dec(msg_e_t)  # Decoded by turbo code 
msg = AES_dec(msg_e)  # Decrypted by AES 

 

return msg 
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distributed representation and geographic-distance-based 

representation. 

FastText was used as the distributed representation. We 

implemented FastText using the code provided by Facebook 

[23]. The generated dataset before anonymization was used as 

the corpus of the skip-gram machine-learning model, 

considering each tuple in the dataset as a single element. The 

distance between 𝑑  and 𝑑’  was calculated using the cosine 

similarity 𝐶𝑆(𝑑, 𝑑′) as shown in (4). The range of 𝐶𝑆(𝑑, 𝑑′) 
is 0 to 1, and the value increases when 𝑑 is similar to 𝑑’. 

 𝐶𝑆(𝑑, 𝑑′) =
𝑑⋅𝑑′

‖𝑑‖⋅‖𝑑′‖
. (4) 

To prepare geographic-distance-based representations, we 

used the latitude and longitude provided by the Ministry of 

Land, Infrastructure, Transport, and Tourism of Japan [24]. 

We calculated the distance 𝐷(𝑑, 𝑑′) between 𝑑 and 𝑑’ using 

Euclidean distance with the equation shown in (5). Although 

the Earth is a non-Euclidean space, we used the Euclidean 

distance because all locations in the dataset were located in 

Japan, and they were not far from each other. In contrast to 

cosine similarity, the 𝐷(𝑑, 𝑑′) increases when 𝑑 is far from 𝑑’. 
 𝐷(𝑑, 𝑑′) = ‖𝑑 − 𝑑′‖. (5) 

As described in Section III-B-1, in the proposed method, the 

information that is to be embedded as a digital watermark is 

encrypted using AES. In the evaluation, we set the character 

code of the embedded information to ASCII. Next, the 

ciphertext was encoded using turbo code. Because the length 

of the parity bit string was the same as that of the input bit 

string, the length after encoding was double. The encoded bit 

string was embedded into the anonymized dataset. 

When embedding the bit string, the tuples in the dataset 

must be sorted and grouped, as described in Section III-B-2. 

In the evaluation, we sorted and grouped the tuples using the 

attributes of gender, phone number, and sleeping hours. After 

sorting and grouping, the address attribute was modified to 

embed the bit string. The embedded bit string was split 

according to the size of the subgroups.  

Compared to the method proposed in the present work, our 

previous digital watermarking method does not use the vector 

representation of words. Instead, the previous method embeds 

digital watermarks by abstracting values as in anonymization. 

The previous method uses an encryption technique and an 

error-correction code, and sorts and groups tuples, similar to 

the proposed method. However, the previous method does not 

create subgroups when modifying tuples. The previous 

method regards a (not sub) group in Table I as a subgroup in 

the proposed method. In the previous method, the embedded 

bit string is split according to the size of each group. The 

number of abstracted tuples in each group represents the 

decimal form of the assigned bit string. When extracting the 

embedded bit string, the previous method compares the target 

dataset with the original anonymized dataset. The number of 

modified tuples is counted for each group, and the results are 

converted to binary format while padding leading zeros to 

restore the assigned bit length. The assigned bit length is 

calculated as ⌊log2(|𝐺| + 1)⌋, where |𝐺| denotes the number 

of tuples in group 𝐺. The restored bit strings are joined, and 

the watermarked information is obtained by decoding and 

decrypting the joined bit string. 

A. INFORMATION LOSS 

The proposed method results in information loss because it 

modifies the values in the dataset. Generally, methods for 

measuring information loss are defined according to the 

situations and conditions considered in various studies 

[5][25][26]. Some measurement methods calculate 

information loss using a hierarchical tree structure. Although 

the proposed method also uses hierarchical tree structures, 

these measurement methods do not apply to the proposed 

method because the proposed method replaces the value with 

another that is at the same level in the structure. In this study, 

we defined three measurement methods by extending an 

abstraction-level-based method and a hierarchical-tree-

structure-based method. 

1) ABSTRACTION-LEVEL-BASED METHOD 

Fig. 6 illustrates an example abstraction level of the address 

attribute, where ℎ  denotes the level of the values. In this 

example, 𝑑𝑖
′ is an anonymized value of 𝑑𝑖. When the proposed 

method modifies 𝑑𝑖
′  for embedding, the method selects the 

replacement value 𝑑𝑖
′′  from the same level. Because the 

information-loss calculation using ℎ  does not consider the 

information-loss caused by this replacement, the information 

loss 𝐿𝑜𝑠𝑠𝑖 is additionally calculated using the difference in the 

meanings between these two values. ℎ  can be extended by 

adding 𝐿𝑜𝑠𝑠𝑖 . For the evaluation, the difference in meaning 

 
FIGURE 6.  Example abstraction level of the address attribute. The arrows 

indicate the flow of the value modification from 𝑑𝑖 to 𝑑𝑖
′′. 

 

 
FIGURE 7.  Example hierarchical tree structure of the address attribute. The 

arrows indicate the flow of the value modification from 𝑑𝑖 to 𝑑𝑖
′′. 
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was measured using the two representation methods: 

distributed representation and geographic-distance-based 

representation. 𝐿𝑜𝑠𝑠𝑖  for each representation method was 

calculated using (6) and (7). min(𝐶𝑆𝑐𝑎𝑛𝑑)  represents the 

minimum cosine similarity between 𝑑𝑖
′ and the candidates of 

𝑑𝑖
′′, whereas max(𝐷𝑐𝑎𝑛𝑑) represents the maximum Euclidean 

distance between 𝑑𝑖
′ and the candidates of 𝑑𝑖

′′. 

For the distributed representation, 

 𝐿𝑜𝑠𝑠𝑖 =
1−𝐶𝑆(𝑑𝑖

′,𝑑𝑖
′′)

1−min(𝐶𝑆𝑐𝑎𝑛𝑑)
. (6) 

For the geographic-distance-based representation, 

 𝐿𝑜𝑠𝑠𝑖 =
𝐷(𝑑𝑖

′,𝑑𝑖
′′)

max(𝐷𝑐𝑎𝑛𝑑)
. (7) 

2) HIERARCHICAL-TREE-STRUCTURE-BASED METHOD 

The third measurement method that we defined by referring to 

[25] is based on a hierarchical tree structure. The measurement 

method represents the abstraction levels of the modified 

values. Fig. 7 shows an example of the hierarchical tree 

structure of the address attribute. The leaves of the tree 

structure 𝑇 = {𝑡1, 𝑡2, ⋯ , 𝑡𝑁} are tuples in the attribute. In this 

measurement method, the information loss of a single attribute 

between 𝑑𝑖  and 𝑑𝑖
′  is calculated as 𝐼𝐿𝑖  using (8), where 

𝑠𝑖𝑧𝑒(𝑑) represents the number of tuples for which the parent 

value is 𝑑. The equation is used only when 𝑑𝑖 is modified for 

anonymization. The information loss of values modified for 

digital watermarking is calculated using (9). In this case, the 

value 𝑑𝑖 is abstracted to 𝑑𝑖
′ for anonymization and modified to 

𝑑𝑖
′′ for embedding the digital watermark. The information loss 

of all attributes in the dataset is calculated using (10), where 

𝑁𝐴 denotes the number of attributes. 

 𝐼𝐿𝑖 =
𝑠𝑖𝑧𝑒(𝑑𝑖

′)−𝑠𝑖𝑧𝑒(𝑑𝑖)

|𝑇|−𝑠𝑖𝑧𝑒(𝑑𝑖)
 (8) 

 𝐼𝐿𝑖 =
𝑠𝑖𝑧𝑒(𝑑𝑖

′)+𝑠𝑖𝑧𝑒(𝑑𝑖
′′)−𝑠𝑖𝑧𝑒(𝑑𝑖)

|𝑇|−𝑠𝑖𝑧𝑒(𝑑𝑖)
 (9) 

 𝐼𝐿 =
∑ ∑ 𝐼𝐿𝑖

𝑁𝐴
𝑖=1𝑡∈𝑇

|𝑇|⋅𝑁𝐴
 (10) 

B. EVALUATION OF INFORMATION LOSS 

We evaluated information loss using three measurement 

methods. Two of these are abstraction-level-based methods 

for a distributed representation and geographic-distance-based 

representation. The third is the hierarchical-tree-structure-

based method. We calculated the information loss as the 

average of 20 trials. The length of the embedded bit strings 

was 0–1,000 bits in 40-bit intervals. The information loss of 0-

bit embedding indicates the information loss caused by 

anonymization before digital watermarking. The proposed 

digital watermarking method was able to embed bit strings of 

up to 1,060 bits, whereas our previous method used 620 bits. 

As mentioned in Section III-B-2, the maximum length of the 

bit strings depends on the number of groups in the embedding 

process and the number of candidates for the modification step 

in each group. The maximum length of the bit strings can be 

extended by increasing the number of groups and the number 

of candidates. Even if the information that is to be embedded 

as a digital watermark exceeds the maximum length of the bit 

strings, the problem can be solved using a key-value database. 

In this solution, the original information is stored in the 

database as a value, and the related key, which is shorter than 

the value, is embedded instead of the value. The data manager 

shown in Fig. 2 is appropriate for managing the database. 

The evaluation results show that the proposed method 

reduced information loss in all three measurement methods 

compared with our previous digital watermarking method. Fig. 

8 shows the information loss measured using the abstraction-

level-based method with a distributed representation. The 

vertical axis indicates information loss, and the horizontal axis 

 
FIGURE 8.  Information loss measured using the abstraction-level-based 

method with the distributed representation 

 

 
FIGURE 9.  Information loss measured using the abstraction-level-based 

method with the distributed representation (excluding existing method) 

 

 
FIGURE 10.  Information loss measured using the abstraction-level-based 

method with the geographic-distance-based representation 
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indicates the length of the embedded bit string. The vertical 

axis is unitless, whereas the units of the horizontal axis are bits. 

The blue line with circles denotes the proposed method with 

location information as a vector-conversion table based on 

background knowledge. The orange line with triangles 

denotes the proposed method with another vector-conversion 

table generated by a distributed representation. We used 

FastText to create a distributed representation. The green line 

with squares denotes our previous digital watermarking 

method (existing method). Although the information losses of 

all three methods increased linearly, the information losses of 

the proposed methods were not as high as that of the existing 

method. The proposed methods can embed a 1,000-bit string 

with an information loss equivalent to that of the existing 

method at 100 bits (10 times shorter). Because the existing 

method represents embedded bit strings by the number of 

modified values in a group, the information loss increases 

more than in the proposed method, which can represent 

multiple bits by modifying a single value. Fig. 10 and Fig. 12 

show the information loss measured using the abstraction-

level-based method with geographic-distance-based 

representation and the hierarchical-tree-structure-based 

method, respectively. These two figures present similar results 

to those shown in Fig. 8.  

Fig. 9, Fig. 11, and Fig. 13 present the same results shown 

in Fig. 8, Fig. 10, and Fig. 12, respectively, without the results 

of the existing method. According to Fig. 9, the information 

loss of the proposed method with a distributed representation 

is lower than that of the location information version. 

However, the information loss of the proposed method with a 

distributed representation is higher than that of the other 

version in Fig. 11. The results show that if a method adopts a 

representation to select modified values and the same 

representation is used to measure information loss, the 

information loss may be smaller than that of other methods. In 

contrast to Fig. 9 and Fig. 11, the measurement method of 

information loss in Fig. 13 was not used by either of the two 

methods. According to the results, the use of a distributed 

representation reduces information loss compared with a 

geographic-distance-based representation. The results show 

that the method using a distributed representation tends to 

replace values with candidates having a smaller number of 

leaves than the method using a geographic-distance-based 

representation. However, according to Fig. 12, the difference 

is very small in comparison with the existing method.  

C. PROTECTION FROM DISTORTION ATTACKS 

The proposed method uses a turbo code to protect against 

distortion attacks. The tolerance to the attacks depends on the 

adopted embedding method because tuples in the dataset are 

attacked, whereas some bits of the bit string encoded by the 

turbo code are not directly attacked. Before evaluating the 

tolerance of the proposed method, we evaluated the tolerance 

 
FIGURE 11.  Information loss measured using the abstraction-level-based 

method with the geographic-distance-based representation (excluding existing 

method) 

 

 
FIGURE 12.  Information loss measured using the abstraction-level-based 

method with the hierarchical-tree-structure-based method 

 

 
FIGURE 13.  Information loss measured using the abstraction-level-based 

method with the hierarchical-tree-structure-based method (excluding existing 

method) 

 
FIGURE 14.  Tolerance of the implemented turbo code to distortion attacks 
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of the implemented turbo code to a distortion attack. The input 

bit string of the turbo code is an AES ciphertext with a length 

of 128, 256, or 384 bits. Ten plaintexts were randomly 

generated for AES encryption. Because the length of the parity 

bit string is the same as that of the input bit string, the length 

after encoding is double. We flipped some bits in the encoded 

bit strings to emulate a distortion attack. In the evaluation, we 

set the ratio of the flipped bits, that is, the attack ratio, at 

intervals of 1/128 from 1/128. Therefore, the attack ratios 

followed the pattern of 1/128, 2/128, 3/128, and so forth. For 

each attack ratio, we attempted to decode the turbo-coded bit 

string after the distortion attack and confirmed the success of 

the decoding. The trial was executed 100 times for each attack 

ratio, and the number of successes was counted. Fig. 14 shows 

the results of the evaluation. The vertical axis indicates the 

success rate, and the horizontal axis indicates the attack ratio. 

According to Fig. 14, for all three bit lengths, the success 

rate was over 95% when the attack ratio was less than 3.9%. 

When the attack ratio was greater than 12.5%, the success rate 

was 0%. In addition, for most of the attack ratios, the success 

rate was high when the bit string was short. The reason for this 

is the decoding algorithm of the implemented turbo code. The 

decoding process repeatedly runs the SOVA as an internal 

decoder. To reduce the calculation cost, SOVA does not 

execute the decoding process for all candidates, but only for 

some high-likelihood candidates. Because the number of 

executing bit strings is fixed, the probability that the decoder 

executes the true bit string is high when the bit length is short. 

To evaluate the tolerance to distortion attacks, we 

implemented four attacks. The first is a permutation attack that 

permutates tuples in a random order. The rest of the 

implemented attacks are deleting, adding, and replacing 

attacks that respectively delete, add, or replace the records of 

the data. These are common types of distortion attacks in the 

watermarking domain. For the evaluation, we first prepared an 

anonymized dataset with a digital watermark embedded in the 

31-letter ASCII character string using the proposed method 

and attacked the dataset. Next, we attempted to extract the 

embedded information using the extraction flow. The 

extracted information was compared with the original 

information to check whether the two pieces of information 

were identical. This metric is stricter than that of our previous 

evaluation in [11]. We executed this procedure 50 times for 

each attack type and attack ratio. We counted the number of 

identical results in the 50 trials as the detection success rate. 

The length of the AES ciphertext was 256 bits. We increased 

the number of either added, deleted, or replaced tuples, that is, 

the attack ratio, from 0% in 5% intervals until the success rate 

was 0%. 

For the permutation attack, all methods maintained a 100% 

success rate. This occurred because both the existing and 

proposed methods sort tuples as the first step in digital 

watermarking. The initial order of tuples did not affect the 

success rate. 

Fig. 15, Fig. 16, and Fig. 17 show the evaluation results 

obtained for adding, deleting, and replacing attacks, 

respectively. The legends of the three graphs are the same as 

those in Fig. 8 to Fig. 13. The vertical axis indicates the 

detection success rate, and the horizontal axis indicates the 

attack ratio. The existing method indicated a success rate of 

0% when the attack ratio was 5% or 10%. The result is similar 

to the evaluation of the implemented turbo code shown in Fig. 

14. In the existing method, the number of modified tuples 

directly represents the embedded bit string. When one of the 

modified tuples is attacked, one bit of the embedded bit string 

is affected. The affected bit length is sometimes two bits in a 

special situation. For example, if the number of modified 

 
FIGURE 15.  Tolerance of the proposed and existing digital watermarking 

methods to the adding attack 

 

 
FIGURE 16.  Tolerance of the proposed and existing digital watermarking 

methods to the deleting attack 

 

 
FIGURE 17.  Tolerance of the proposed and existing digital watermarking 

methods to the replacing attack 
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tuples is changed from 6 to 5 due to a distortion attack, the bit 

string will change from “110” to “101.”  

The success rate of the proposed method was higher than 

that of the existing method for every distortion attack. This is 

due to the difference in the required number of modified tuples 

for embedding. The existing method represents embedded bit 

strings based on the number of modified values in a group, 

whereas the proposed method modifies a single tuple in a 

subgroup to represent multiple bits. Thus, the proposed 

method can embed a bit string by modifying a smaller number 

of tuples than the existing method. Owing to this advantage, 

the probability of attack on the modified tuple is lower than 

that in the existing method, providing further protection 

against distortion attacks. In addition, the advantage allows the 

maximum number of embeddable bit strings to be increased. 

The evaluation results of the proposed method differed 

slightly among the distortion attacks. The detection success 

rate remained up to 40% of the attack ratio against the adding 

attack only. This is because the adding attack does not delete 

tuples that are modified to embed bit strings, whereas deleting 

and replacing attacks can delete such tuples. The reason for 

detection failure against the adding attack is the 

misidentification of a modified tuple in a subgroup. 

V.  CONCLUSION 

In this study, we proposed a digital watermarking method that 

enables the embedding of bit strings into anonymized data. 

The proposed method can prevent unauthorized or illegal 

redistributions on infrastructure and platforms that allow the 

publishing of anonymized data. The proposed method enables 

the confirmation of the source of an illegal redistribution, i.e., 

the originally receiving data user, by embedding information 

of each data user into the data as a digital watermark when 

publishing. Although this purpose and features are the same as 

in our previous digital watermarking method for anonymized 

data, the embedding technique of the proposed method has 

been considerably updated to suppress information loss while 

enhancing tolerance to distortion attacks. The evaluation 

results showed that the proposed method can embed bit strings 

with low information loss and high tolerance to distortion 

attacks compared with the previous method. Although the 

information losses of all three methods increased linearly, the 

information losses of the proposed methods were not as high 

as that of the previous method. The proposed methods can 

embed a 1,000-bit string with an information loss equivalent 

to that of the existing method at 100 bits (10 times shorter). In 

terms of tolerance to distortion attacks, the previous method 

indicated a success rate of 0% when the attack ratio was 5% 

or 10%, whereas the detection success rate of the proposed 

method remained up to 40% of the attack ratio. Moreover, the 

proposed digital watermarking method was able to embed bit 

strings of up to 1,060 bits, whereas the previous method used 

620 bits. The proposed method is superior to the previous 

method in terms of the low information loss, the tolerance to 

attacks, and the embeddable length of the digital watermark. 
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