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ABSTRACT Frequency division duplex (FDD) massive multiple-input multiple-output (MIMO) systems
introduce a large overhead in downlink channel estimation in contrast to the time division duplex (TDD)
mode. This overhead results in a considerable spectral efficiency (SE) gap between the FDD and TDD
modes. In this paper, we consider the performance of the TDD and FDD massive MIMO systems with
a spatially correlated channel in the presence of jamming in the network. We show how a smart jammer
can effectively design its attack signal to degrade the network performance in terms of the downlink SE.
Since the jammer can obtain different information about the channels in the TDD and FDD modes, two
distinct jamming strategies are proposed for each mode. In the numerical results, the performance of both
the TDD and FDD modes under the optimized jamming designs are evaluated and compared. Our results
show that despite more attention to the TDD mode in current massive MIMO systems, it is more vulnerable
to smart jamming attacks compared to the FDD mode which results in a smaller SE-gap between the modes.
Furthermore, a countermeasure technique is proposed to combat this jamming attack in both the TDD and
FDD modes by estimating the jamming power, grouping users, and allocating power among them. The
numerical results demonstrate the effectiveness of the proposed countermeasure techniques in both the TDD
and FDD modes.

INDEX TERMS frequency division duplex (FDD), massive MIMO, physical layer security, smart
jamming, time division duplex (TDD).

I. INTRODUCTION

MASSIVE multiple input multiple output (MIMO)
technique is one of the main solutions to meet the

huge capacity demands in 5G networks. In massive MIMO
systems, a large number of antennas are used at the base
stations (BSs) that serve low-complexity user equipments
(UEs) [1]. By adopting this technology, a remarkable im-
provement in the network spectral efficiency (SE) can be
achieved even with linear processing and non-ideal hardware
[2]. To get these advantages, it is crucial to acquire accurate
channel state information (CSI) at the BS [3], [4]. Massive
MIMO can be deployed in time division duplex (TDD) and
frequency division duplex (FDD) modes. Taking advantage
of channel reciprocity in the TDD systems, the channel esti-
mation process can be much simpler than the FDD systems,
and hence the TDD mode is often preferred in implementing

massive MIMO systems. Obtaining the downlink CSI in the
FDD massive MIMO systems may incur a huge training
overhead which reduces the SE of the network. However,
most of the current wireless networks are working in the FDD
mode and it is still favored by network operators. Recently,
many researches have been conducted on adopting FDD for
massive MIMO systems by reducing the downlink training
and feedback overhead, e.g. [5]–[8].

On the other hand, security has always been an important
concern in wireless networks. Eavesdropping and jamming,
which are two major security issues in wireless systems, can
endanger confidentiality and reliability of such systems. The
security issues can be studied in all layers of the network.
Physical layer security is known as an efficient approach to
deal with the security problems in wireless channels [9]–[11].
Recently, the physical layer security has been investigated ex-
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tensively in the massive MIMO systems [12]–[21]. Massive
MIMO has been shown to be resilient against passive eaves-
dropping due to high degree of freedom. However, an active
eavesdropper that attacks the training phase can introduce
pilot contamination in the network and drastically degrades
the system performance [12], [13]. In [12], the secrecy rate
analysis of massive MIMO systems in the presence of the
pilot contamination attack was addressed. The authors in [13]
considered power allocation for a smart jammer who tries
to attack both training and data phases in the uplink of a
TDD massive MIMO network. A multi-cell TDD massive
MIMO was studied in [14] with a passive eavesdropper in the
network. An information theoretic analysis was conducted to
assess the secrecy rate and the outage probability by adopting
matched filter precoding and artificial noise generation at the
BS. An active eavesdropper was examined in [15] for the
same scenario as in [14] and the asymptotic results were
derived under a pilot contamination attack. The maximum
secure degree of freedom of a TDD massive MIMO with
pilot contamination attack was investigated in [16]. An ad-
vanced adversary with a full-duplex large-scale array was
analyzed in [17] for a TDD massive MIMO network, and the
achievable ergodic secrecy rate of the system was derived.
The authors in [18] presented a robust receiver scheme in
the uplink of a TDD massive MIMO to make the system re-
silient against jamming attacks. In [19], a jamming detection
method for the TDD massive MIMO systems was illustrated
by exploiting unused pilots in the training phase. A jamming
suppression method was proposed in [20] for TDD massive
MIMO systems. Note that almost all of the previous works on
the physical layer security of massive MIMO systems have
considered the TDD mode, and to the best of our knowledge,
the FDD mode has not been studied before in the literature.

In this paper, we address the problem of physical layer
security in massive MIMO networks in both the TDD and
FDD modes. In particular, we examine a multi-user massive
MIMO system with spatially correlated channels where there
is a multi-antenna smart jammer who aims to degrade the
data transfer from the BS to the UEs. This problem is in-
vestigated from two points of view. First, from the jammer’s
perspective, we design optimal jamming attack strategies
for each of the TDD and FDD modes. Then, we develop a
countermeasure method to suppress the jamming effect and
improve the network SE. The main contributions of this paper
can be summarized as follows.

• Two smart jamming schemes are introduced to attack
the downlink of massive MIMO systems with spatially
correlated channels for each of the TDD and FDD
modes.

• A countermeasure technique is proposed for both the
TDD and FDD massive MIMO systems to improve the
network SE under the jamming attacks. By adopting our
proposed countermeasure, the BS can use its transmit
power efficiently to suppress the jamming effect on
network SE.

• A comparison between the TDD and FDD massive
MIMO systems under the smart jamming attacks is
conducted. We show that the TDD mode is more vul-
nerable against a smart jamming attack compared to the
FDD mode, because the smart jammer can obtain more
information about the channels in the TDD mode. As a
result, the SE gap between the TDD and FDD modes in
massive MIMO systems can become quite small.

The rest of this paper is organized as follows: In Section
II, the system model and channel structure are introduced.
Section III presents the proposed jamming strategies and the
signal design problems. We propose the countermeasure in
Section IV. Section V illustrates the simulation results and
finally, Section VI concludes the paper.

Throughout the paper, we use boldface uppercase, bold-
face lowercase and italic letters to denote matrices, vectors
and scalars, respectively. The notation (.)H indicates conju-
gate transpose and A(i : j) represents a matrix containing
columns i through j of a matrixA. The expectation operator
is expressed by E{.} and v ∼ CN(0,R) stands for circu-
larly symmetric complex Gaussian random vectors with zero
mean and covariance matrix R. An L × L identity matrix
is defined by IL. The covariance matrix of two random
vectors x and y is denoted by Cx,y . We indicate the inner
product of two matrices A and B by 〈A,B〉. The subspace
which spans the vectors a1,a2, ...,aK is represented by
Span(a1,a2, ...,aK).

II. SYSTEM AND CHANNEL MODEL
We consider a multi-user network consisting of a large-

scale BS using M � 1 antennas to serve K single-antenna
UEs. There is a smart jammer in the network equipped
with N antennas who intends to degrade the network SE
as much as possible. Fig. 1 illustrates the system model.
The block fading channel model is assumed in which the
channels are constant in the time-frequency plane in each
block, defined by the coherence bandwidth and the coherence
time of the channels, and change independently between
different blocks. We also assume that the channels are spa-
tially correlated which is a more realistic model. The fading
channel from the BS and the jammer to the k’th UE are
modeled as hk ∈ CM×1 and gk ∈ CN×1, respectively,
where hk ∼ CN(0,Γk) and gk ∼ CN(0,Rk) with Γk
and Rk being the covariance matrices of the channels. In
addition, the path-loss plus shadowing in the channels from
the BS and the jammer to the k’th UE are defined by ηk and
βk, respectively. The k’th UE receives a composition of the
signals transmitted by the BS and the jammer as

yk =
√
Pkηkh

H
k wksk +

√
βkg

H
k z

+
K∑

i=1,i6=k

√
Piηkh

H
k wisi + nk, (1)

where z is the signal transmitted by the jammer, Pi, wi ∈
CM×1, and si represent the transmit power, the precoding
vector, and the data symbol intended for the i’th UE, re-
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FIGURE 1: System Model.

spectively, and nk ∼ CN(0, σ2
k) indicates the additive white

Gaussian noise (AWGN) at the k’th UE.
By employing the channel covariance matrix, the channel

vector hk can be decomposed as

hk =
√
MΓ

1/2
k xk, (2)

where xk ∼ CN(0, 1
M IM ). Since we intend to study the

massive MIMO system performance under a jamming attack
in the downlink data phase of both the TDD and FDD modes,
we adopt a flexible model for the estimated channel that can
be used irrespective of the duplex mode of the system.

The estimated channel at the BS is modeled as [22]–[25]

ĥk =
√
MΓ

1/2
k

(√
1− τ2

kxk + τkek

)
, (3)

where ek ∼ CN(0, 1
M IM ) is a random vector independent

of xk to model the channel estimation error and τk ∈ [0, 1]
accounts for the accuracy of the estimation. The regulating
parameter τk can take into account the difference in estima-
tion errors between the TDD and FDD modes, due to distinct
downlink channel estimation approaches. Smaller values of
τk correspond to more accurate estimation of the channel.
The value of τk depends on many factors including the length
and power of training sequences, pilot contamination effects,
and the quality of the CSI feedback links. In general, in the
TDD mode, the minimum length of the training sequences is
L = K while in the FDD mode it is L = M . However, by
exploiting the spatial correlation of the channels, the length
of the pilot sequences in the FDD mode can be chosen much
smaller than M [5]–[8]. In this paper, we assume L = αM
for the FDD mode where α ≤ 1 determines the training
overhead.

By assuming uniform distribution of the scatters in the
environment and linear uniform arrays at both the BS and
the jammer, we use the one-ring model to describe the spatial
correlation between the channel coefficients as [26]

[R]i,j =
1

2∆

∫ ∆+θ

−∆+θ

e−j2πD(i−j)sinαdα, (4)

where ∆ represents the angular spread, θ indicates the az-
imuth angle of the UE, and D is the antenna spacing.

III. JAMMING ATTACK DESIGN

For a smart jamming signal design, we propose the jamming
signal to be modeled as a zero-mean complex Gaussian
random vector z ∼ CN(0,Rz) with covariance matrix
Rz = E(zzH), where Rz is the matrix to be designed.
To this end, we first use eigenvalue decomposition of Rz

as Rz = UzDzU
H
z where Dz = diag(λz1 , λz2 , ..., λzN )

is a diagonal matrix containing the eigenvalues of Rz in
decreasing order and Uz denotes a unitary matrix consisting
of the corresponding eigenvectors. The matrixUz determines
the subspace of the jamming signal. To design the jamming
signal, the jammer selects the best eigenvalues (and corre-
sponding eigenvectors) by exploiting its information about
the legitimate system and considering a utility function.

As we assume that the jammer cannot acquire any informa-
tion about the channels between the BS and the UEs, it is also
not possible for the jammer to estimate the network SE or
the received signal-to-interference-plus-jamming and noise
ratio (SIJNR) at the UEs. Therefore, a smart strategy at the
jammer is to maximize its jamming power at the UEs during
the downlink data transmission. This power depends on the
channels from the UEs to the jammer in each coherence
block.

The average jamming power Qk received at the k’th UE in
each realization of the channels is

Qk = Ez
[∣∣∣√βkgHk z∣∣∣2] = βkg

H
k Rzgk = 〈Rz, βkgkgHk 〉,

(5)

where the last equality results from the cyclic property of
inner product. Depending on the operation mode of the mas-
sive MIMO system, the smart jammer may adopt different
strategies to maximize the jamming powers at the UEs. This
is related to different information that the jammer can acquire
in the two modes.

A. TDD MODE

In the TDD mode, because of the reciprocity property1,
the BS can estimate the downlink CSI directly from the
uplink CSI using the pilots transmitted by the UEs in the
uplink training phase. It is beneficial as the uplink training
overhead is independent of the number of BS antennas. In a
similar way, a smart jammer who knows the pilots used in the
system, can take advantage of this reciprocity and exploit the
pilots transmitted by the UEs to estimate the instantaneous
channels between the jammer and UEs. We will show how
it can jeopardize the TDD massive MIMO systems against
downlink jamming attacks.

In the uplink training phase, the UEs transmit orthogonal
pilots φi (i = 1, 2, ...,K) and the jammer receives the signal

1It should be noted that in practical systems, calibration on the estimated
channels is needed, which has been investigated well in the massive MIMO
literature.
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Yj which can be expressed as

Yj =
K∑
k=1

√
βkρgkφk +Nj (6)

where ρ is the uplink training power of the UEs, φk ∈ C1×L

represents the normalized pilot sequence of length L, i.e.
φkφ

H
k = L, assigned to the k’th UE, and Nj ∈ CN×L

indicates the AWGN at the jammer with entries of zero-mean
and variance σ2

j .
Using the orthogonality of the pilots, the jammer computes

ỹk =
1√
βkρL

Yjφ
H
k = gk + ñj (7)

where ñj =
Njφ

H
k√

βkρL
∼ CN(0,

σ2
j

βkρL
IN ). Therefore, the

jammer can exploit the channel reciprocity in the TDD mode
and apply ỹk to estimate the channels from the jammer to
the UEs gk. In a worst-case scenario, the jammer may have
access to the channel correlation matrices of the UEs and
adopt a minimum mean square error (MMSE) estimator to
find gk with high accuracy. After estimating gk, the jammer
can obtain the received jamming power Qk at the k’th UE.
Then the jammer chooses Uz and Dz based on the values
of Qk. Here, the jammer can employ two approaches for
designingRz as follows.

1) Maximizing sum of the jamming power at the UEs
(MaxSum)

An efficient strategy that the jammer can follow for design-
ing its attack signal is to deliver as much power as possible to
all the UEs. By using this strategy, the jammer affects some
specific UEs which are more vulnerable to the jamming at-
tack. This is suitable for the cases where the jammer has low
transmission power. To this end, the optimization problem for
jamming design is formulated as

max
Rz

K∑
k=1

Qk = 〈Rz,
K∑
k=1

βkgkg
H
k 〉 (8)

s.t. tr(Rz) ≤ Pj
Rz = RH

z

Rz � 0

where Pj is the maximum transmission power at the jammer.
This is a convex optimization problem [27] and the following
lemma gives its closed-form solution.
Lemma 1: DefiningG =

∑K
k=1 βkgkg

H
k , the optimal matrix

R∗z that solves the problem in (8) is

R∗z = PjuG1u
H
G1

(9)

where uG1 is the eigenvector corresponding to the largest
eigenvalue of the matrixG.

Proof: See Appendix A.
The optimal solution (9) states that the jammer should

generate its attack signal in the one-dimensional subspace
aligned with the dominant eigenvector of the matrix G. A

closer look atG reveals that it is the summation of K rank-1
matrices, and thus its rank ismin(N,K). Although the dom-
inant eigenvector ofG is determined by the channel gains of
all the UEs, i.e. βk‖gk‖22 (k = 1, 2, ...,K), the UEs with
larger channel gains have more contributions. Consequently,
the MaxSum design generates more jamming power at these
UEs. Therefore, if the channel gains have large variations,
e.g. when the jammer is very close to one UE and far from
other UEs, this design may neglect the UEs with weaker
channel gains and only a small portion of the UEs will be
under attack.

2) Maximizing product of the jamming power at the UEs
(MaxProd)

When the jamming power is sufficient, the jammer can
follow another approach to affect a larger number of the
UEs and degrade the network SE more severely. In fact,
the jammer must select a cost function to deliver high jam-
ming power to a larger group of the UEs. We propose a
scheme which maximizes the product of the jamming pow-
ers

∏K
k=1Qk. In fact, to maximize this cost function, the

jamming power at the UEs should be close to each other.
Therefore, a large number of UEs will be affected by the
jamming attack. In this approach, the optimization problem
for jamming design becomes

max
Rz

K∏
k=1

Qk =
K∏
k=1

〈Rz, βkgkgHk 〉 (10)

s.t. tr(Rz) ≤ Pj
Rz = RH

z

Rz � 0.

Based on the solution of (8), we conclude that the sub-
space of the matrix Rz must be the same as the orthogonal
subspace which spans all the channel vectors gk. We define
this subspace as

V = Span

(
g1

‖g1‖2
,
g2

‖g2‖2
, ...,

gK
‖gK‖2

)
. (11)

By representing each orthonormal basis of this subspace by
vi, the optimal matrixR∗z is selected as

R∗z =
r∑
i=1

piviv
H
i , (12)

where pi is the eigenvalue corresponding to vi, to be opti-
mized. Note that r ≤ min(N,K).

Assuming this structure for R∗z , the optimization problem
in (10) can be converted to

max
p1,...,pr

K∏
k=1

〈
r∑
i=1

piviv
H
i , βkgkg

H
k 〉 (13)

s.t.
r∑
i=1

pi = Pj ,

pi ≥ 0 i = 1, ..., r.
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Because of the non-convex cost function in (13), this problem
is non-convex and cannot be solved efficiently in the current
form. However, it can be transformed to a convex problem by
defining

K∏
k=1

〈
r∑
i=1

piviv
H
i , βkgkg

H
k 〉 =

K∏
k=1

bTk p, (14)

where bk =
[
〈v1v

H
1 , βkgkg

H
k 〉, ... , 〈vrvHr , βkgkgHk 〉

]T
and p = [p1, p2, ..., pr]

T . Instead of maximizing
∏K
k=1 b

T
k p,

we can maximize its logarithm. Therefore, the optimization
problem in (13) is equivalent to

max
p

K∑
k=1

logbTk p (15)

s.t. 1Tp = Pj ,

pi ≥ 0, i = 1, ..., r,

where 1 represents a vector whose elements are all one. The
problem (15) is convex and can be efficiently solved by using
the available numerical methods [27].

B. FDD MODE
In the FDD mode, the uplink and downlink channels operate

in separate frequency bands. Therefore, the reciprocity prop-
erty does not hold and the BS has to transmit pilot signals to
the UEs so that each UE estimates its own downlink channel
gain and feeds back it to the BS. In contrast to the TDD
mode, the jammer cannot exploit the pilots transmitted by
the UEs to estimate the channels from the jammer to the
UEs. However, the jammer can acquire the channels from
the UEs to the jammer using the pilots transmitted by the
UEs. Then, the jammer can exploit this information to obtain
second-order statistics of the channels.

In our proposed jamming method in the FDD mode, the
jammer first estimates the correlation matrix of the channels
from the UEs to the jammer. Then, it should convert this
matrix to the reverse direction channel correlation matrix, i.e.
Rk. Many techniques have been developed in the multi-user
MIMO systems which can be used for this purpose, e.g. [28]–
[32]. We consider a worst-case scenario where the jammer
has obtained perfect estimation of the correlation matrices
Rk (k = 1, 2, ...,K). Note that these matrices vary slowly
over time and once the jammer estimates them, they can be
used for a period of time without being outdated.

Apparently, the jammer cannot compute the received jam-
ming power Qk at the UEs in each realization of the channel.
However, since the jammer knows the correlation matrices
Rk, it can obtain the average received jamming power at each
UE as

Qk = E [Qk] = E
[
βkg

H
k Rzgk

]
(16)

= tr
(
RzE

[
βkgkg

H
k

])
= 〈Rz, βkRk〉. (17)

Similar to the TDD mode, the jammer has two options to
design its attack signal.

1) Maximizing sum of the average jamming power at the
UEs (MaxSum)

In this case, the optimization problem for jamming design
becomes

max
Rz

K∑
k=1

Qk = 〈Rz,
K∑
k=1

βkRk〉 (18)

s.t. tr(Rz) ≤ Pj
Rz = RH

z

Rz � 0.

This problem is similar to (8) and its solution can be found
by Lemma 1 with selecting G =

∑K
k=1 βkRk. Here, the

dominant eigenvector of the matrix G is associated with
the UEs with larger values of tr(βkRk), i.e. the UEs with
larger values of βk and eigenvalues. Therefore, when some
particular UEs have significantly better long-term statistical
channel conditions, the MaxSum jamming design would not
affect all the UEs, and a large portion of them may be immune
to this jamming. Note that in contrast to the TDD mode, the
jammer does not need to update the attack signal in each
realization of the channel, since the design is based on the
long-term statistics of the channel.

2) Maximizing product of the average jamming power at the
UEs (MaxProd)

The same analysis as in the TDD mode holds here, except
that the jammer uses βkRk instead of βkgkgHk in (10), and
the optimal subspace of Rz should be constructed based on
the eigenvectors of all the UEs as

V = Span [u11
,u21

, ...,uK1
] (19)

where uk1 is the dominant eigenvector of Rk. With this
definition, the jammer obtains R∗z similar to (12) - (15) by
replacing βkgkgHk with βkRk for each UE.
Remark 1: It is interesting to note the difference between
the TDD and FDD modes when dealing with the jamming
attacks. In the TDD mode, the jammer adjusts its jamming
signal subspace continuously based on the instantaneous CSI.
In contrast, in the FDD mode, the jammer selects Rz based
on the long-term behavior of the channel, i.e. second-order
statistics. Therefore, the TDD jamming design demands
more computational complexity compared to the FDD mode.

IV. COUNTERMEASURE AGAINST JAMMING
In the previous section, we have discussed the optimal

strategies for a jammer to effectively degrade the massive
MIMO system’s performance in both the TDD and FDD
modes. Now in this section, we will propose a countermea-
sure technique at the BS against the jamming attacks. We
present a three-step method to suppress the jamming impact
on the system. Our proposed countermeasure is mainly a
smart power allocation method based on the received jam-
ming power at the UEs. One should note that because of the
channel hardening property in massive MIMO systems [2],
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Ψ̃k =
Pkθk

∣∣E [hHk wk]∣∣2∑K
i=1 PiθkE

[∣∣hHk wi∣∣2]− Pkθk ∣∣E [hHk wk]∣∣2 + βkE
[
gHk Rzgk

]
+ σ2

k

. (20)

the BS can rely on the large-scale variations of the channel for
downlink power allocation. The signal to interference plus
jamming and noise ratio (SIJNR) Ψ̃k is derived as (20) at the
top of this page. Then, A lower bound for the k’th UE’s SE
can be derived as [2]

SEk ≥ (1− L

Tc
) log2

(
1 + Ψ̃k

)
, (21)

where L is the number of symbols dedicated to the channel
estimation and Tc represents the size of a channel coherence
block.

The BS has several options to select the power allocation
cost function, e.g. sum-SE, max-min-SE, and SINR product
of the UEs [2]. In [2], it was shown that if the product of
the SINR of the UEs is adopted as the power allocation cost
function, all the UEs are likely to experience high SE and
this approach would result in better fairness in comparison
to other power allocation schemes. However, in the presence
of a jammer, some particular UEs located near the jammer
may suffer from severe jamming interference. For such UEs,
allocating more transmit power has negligible effect on their
SE and this power is wasted without improving the system
performance. In fact, if the product of Ψ̃k for all the UEs is
employed, these severely jammed UEs make the BS allocate
more transmit power to them so that the fairness holds for
all the UEs. Therefore, a more efficient approach for the
BS in this scenario is to apply the summation of UEs’ SE
as the power allocation criterion. The sum-SE maximization
problem is non-convex and cannot be solved effectively.
Also, aside from the severely jammed UEs, the sum-SE as the
power allocation may lead to unfairness among the remaining
UEs. Therefore, we propose that the power allocation is
performed in the following three steps.

A. JAMMING POWER ESTIMATION
In order to perform the power allocation with a cost function

based on (21), the BS needs to have an estimation of the
average jamming power received at each UE in advance. To
do so, we propose that for a period of C � Tc channel uses
in nt consecutive blocks, the BS does not transmit any signal
in the downlink data phase. Therefore, in this period, each
UE receives

ykc,n =
√
βkg

H
kc,nzkc,n + nkc,n (22)

where ykc,n is the signal received at the k’th UE in the c’th
channel use of the n’th block. Then, the UEs compute an
estimation of their received jamming power as

Q̂k =
1

ntC

nt∑
n=1

C∑
c=1

ykc,ny
∗
kc,n . (23)

Each UE quantizes the computed value and feeds back it
to the BS. After nt blocks, the BS has an estimation of the
jamming power and can apply this information in the power
allocation of the future blocks.

B. USER GROUPING
In this step, the BS assesses the received jamming power

fed back from the UEs and groups the UEs into two different
sets based on their jamming condition. We define ΥJ as a set
containing the jammed UEs and ΥS as a set including the
safe UEs. For the k’th UE, if Q̂k ≥ χP0

K θk
∣∣E [hHk wk]∣∣2,

the UE will be in the jammed group, otherwise the UE will
be in the safe group. The parameter χ is a positive scalar and
determines the threshold of the grouping. Selecting a large
value for χ may result in including some severely jammed
UEs in the safe set, which degrades the countermeasure
performance. On the other hand, smaller values of χ can
cause a large number of UEs to be designated as jammed
UEs, which is not favorable for the network performance as
described in the next step.

C. POWER ALLOCATION
After grouping the UEs in the previous step, the BS allocates

its downlink power among the UEs by considering the group-
ing information. The UEs in the jammed group are severely
affected by the jamming attack and increasing their power
cannot improve their SE significantly. Thus, the BS power
will be wasted without increasing the network SE. Therefore,
for that group the BS sets the jammed UEs’ power to zero, i.e.
Pk = 0, for k ∈ ΥJ , and serves only the safe group UEs by
considering the following optimization problem

max
Pk, k∈ΥS

∏
k∈ΥS

Ψ̃k (24)

s.t.
∑
k∈ΥS

Pk = P0,

Pk ≥ 0 for k ∈ ΥS .

This problem can be converted to a geometric programming
optimization problem easily by defining an auxiliary variable
and then it can be solved by numerical tools [27].

The proposed countermeasure can be adopted in both the
TDD and FDD modes. However, one should note that in the
FDD mode, the jammer designs Rz based on the correlation
matrices of gk. Therefore, the jammer does not update Rz

during nt blocks. In contrast, in the TDD mode, this matrix
is selected based on the instantaneous values of gk and
varies with time during nt blocks. Thus, the jamming power
estimation in (23) can be performed with better accuracy in
the FDD mode.
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FIGURE 2: The CDF of the SE for one UE in the network with MRT.

V. SIMULATION RESULTS
For numerical validation of the proposed jamming attacks

and the countermeasure, we consider a massive MIMO net-
work consisting of a BS with M antennas which serves
K = 10 single antenna UEs in a cell with the radius of 500
m. Also, there is a jammer with N = 16 antennas located at
a distance of 250 m from the BS. The UEs are uniformly and
randomly distributed in the cell with a minimum distance of
50 m to both the BS and the jammer. The path-loss exponent
and the shadowing standard deviation are nl = 3.76 and
σsh = 10 dB, respectively. The central frequency equals
fc = 2 GHz and the uniform linear arrays with the antenna
spacing of D = λ/2 are assumed at the BS and the jammer.
The angular spread is set to ∆ = 10◦ and the azimuth angle
of the UEs, θ, is uniformly distributed in [−60◦, 60◦]. The
estimation error parameter τk in (3) is assumed to be identical
for all the UEs. We assume τ = 0.3 and τ = 0.5 for the
TDD mode and the FDD mode, respectively. The FDD mode
overhead coefficient is fixed at α = 0.5 and the grouping
threshold is assumed to be χ = 5. All the figures are derived
with 1500 different random setups of UEs locations.

First, we evaluate the performance of the smart jamming
designs proposed in Section III in the TDD and the FDD
modes. Then, we assess the performance of the proposed
countermeasure on the jamming scenarios. To see the impact
of the smart jamming design, we consider a naive jammer
with the uniform jamming signal covariance matrixRz as

Runi
z =

Pj
N
IN . (25)

Fig. 2 compares the cumulative distribution function (CDF)
of SE for one UE in the network under different jamming
scenarios when the BS adopts maximum ratio transmission
(MRT). As we see, when there is no jamming in the network,
the TDD outperforms the FDD drastically due to high down-
link overhead in the FDD mode. For the uniform jamming
case, the same difference holds as expected. However, when
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FIGURE 3: Sum SE with respect to jamming power for the proposed
jamming designs with RZF precoder.
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FIGURE 4: Sum SE with respect to the number of BS antennas for
the proposed jamming designs with MRT.

our smart jamming designs proposed in Section III are em-
ployed, the TDD performance degrades more than the FDD.
This difference can compensate the overhead effect such that
the FDD mode performance gets close to the TDD mode with
a high probability.

Fig. 3 presents the sum SE of all the UEs for different val-
ues of the jamming power when the BS adopts the regularized
zero forcing (RZF) precoder. As we see, the proposed Max-
Sum and MaxProd jamming attacks outperform the uniform
jamming attack remarkably. However, for the TDD mode, by
increasing the jamming power, the smart jamming designs
have more severe impact on the SE and make the sum SE
of the TDD become close to that of the FDD mode in the
high jamming power environments. Also, as expected, the
MaxProd jamming design works better than the MaxSum
design for higher jamming power, because the MaxProd can
affect more UEs. On the contrary, when the jamming power
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is not large enough, the MaxSum design would be a better
choice for the jammer.

Figures 4 and 5 illustrate the sum-SE for different numbers
of BS antennas with MRT and RZF precoding, respectively.
When there is no jammer in the network, the TDD out-
performs the FDD with increasing the number of antennas.
However, when there is a smart jammer in the network, the
TDD performance becomes close to the FDD up to around
100 antennas, which is a typical number in practical massive
MIMO scenarios.

For the evaluation of the proposed countermeasure, Fig. 6
presents the CDF of SE for one UE in the FDD mode with
MRT. The system performance without countermeasure and
the case with no jammer in the network are also plotted for
comparison. In the no jamming case, the BS is assumed to
adopt equal power allocation. Apparently, the system perfor-
mance without the countermeasure has a significant gap with
the no jamming scenario. By applying our proposed coun-
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termeasure, this gap narrows and the probability of having a
higher SE for the UEs improves remarkably. In addition, the
SE for the UEs in the safe group can even outperform the no
jamming case which is due to the merit of non-equal power
allocation in the countermeasure.

Fig. 7 shows the effect of the proposed countermeasure on
the sum SE of the system under different jamming attacks
for the TDD and the FDD mode with MRT. As expected,
this countermeasure can provide significant gains in the sum
SE, because it prevents wasting the power on the severely
jammed UEs. Even at high jamming power, our proposed
countermeasure works well. Fig. 8 exhibits the results with
RZF precoding. In this regard, the countermeasure can bring
the tremendous improvement in sum SE again. By comparing
Figures 7 and 8, one should note that in the high jamming
power regime, adopting the proposed countermeasure with
MRT case can result in the same performance as the case
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with RZF precoding without any countermeasure.

VI. CONCLUSION

In this paper, we have studied the impact of smart data
jamming attacks on massive MIMO systems in the TDD and
FDD modes. We have shown that the TDD massive MIMO
system is more vulnerable to smart data jamming attacks
compared to the FDD mode because the smart jammer can
acquire more information about the channels in the TDD
mode. Based on the difference in the channel information
acquisition in the two modes, we have proposed two smart
jamming designs. Simulation results have demonstrated that
the SE-gap between the TDD and FDD modes becomes
remarkably narrow in the presence of the smart jammers,
due to more vulnerability of the TDD mode. Then, we
have proposed a jamming countermeasure at the BS against
such smart jamming attacks. This approach consists of three
steps: jamming power estimation, user grouping, and power
allocation at the BS. Simulation results have proven that by
using this countermeasure, the BS can improve the network
SE against the smart jamming attacks significantly.

APPENDIX A

The optimization problem in (8) is convex and can be
solved using the Lagrangian method. Denoting the eigen-
value decomposition of G as G = UGDGU

H
G and defining

X = UH
GR

∗
zUG, this problem is equivalent to maximizing

the cost function 〈DG,X〉 under the same constraints where
R∗z = UH

z DzUz is the optimal solution to this problem. The
Lagrangian is computed as

L = −〈DG,X〉+ ν (〈IN ,X〉 − Pj)− 〈V ,X〉, (26)

where ν and V are Lagrangian multipliers. Then, Karush-
Kuhn-Tucker (KKT) conditions [27] are expressed as

〈νIN −DG ,X〉 = 0, (27)
νIN −DG � 0, (28)
tr(X) = Pj , (29)
X � 0, (30)
ν ≥ 0, (31)

where inequality (28) implies that ν ≥ λG1 . We can rewrite
(27) as

〈νIN −DG ,X〉 =
N∑
i=1

(ν − λGi
)Xii = 0, (32)

where Xii represents the i’th diagonal entry of X . As
ν ≥ λG1

, we conclude that (ν − λGi
) ≥ 0 for i = 1, ..., N .

Therefore, the only case where the above equality holds
occurs when (N − 1) diagonal entries ofX are zero, and the
non-zero entry ν = λGi makes the above summation equal
to zero. Thus, we have ν = λG1

. Based on (29), it follows

X = UH
G UzDzU

H
z UG = diag (Pj , 0, ..., 0) , (33)

which results in Uz = UG and Dz = diag (Pj , 0, ..., 0).
Therefore, the optimalR∗z equals (9).
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