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ABSTRACT This paper reports an approach for monitoring aging and integrity of CMOS circuits through additively 
manufactured Resistive Random-Access Memory (ReRAM) based test structures. MgO-based ReRAM devices demonstrated 
excellent temperature sensing and aging modalities with simultaneous storage of sensed temperature and age as a change in the 
resistive state. The Process Voltage Temperature (PVT) characteristics, aging, and temperature sensitivity of MgO-ReRAM 
devices were experimentally studied and modeled to capture resistance distributions and temperature-based modalities. This in-
memory sensing feature of ReRAM was integrated with specially designed read circuitry using 180 nm CMOS technology, to 
produce a measurable change in spiking-frequency over the lifetime of the ReRAM under normal aging conditions with the 
underlying CMOS circuits.  Large feature sizes were used so these circuits can be fabricated in-house in trusted foundry. 
Temporal changes in temperature of underlying CMOS circuit could be captured by instantaneous change in resistive state of 
ReRAM with local temperature fluctuations which translated to a change in read circuit output. The characteristics of this circuit 
is studied in detail using simulations.  Due to additive integration of ReRAM and associated circuitry, this approach for aging 
and integrity monitoring (AIM) ensures large spatial and accurate temporal monitoring of underlying CMOS die with minimal 
loss of the functional chip area for these added security features. The passive, in-memory sensing, and non-volatile nature of 
ReRAM also ensures low-power consumption in these circuits. The devices resistance states and material composition are 
specific to every device preventing reverse engineering and tampering of the devices, thus making it an attractive approach for 
adding customized security and trust features in advanced CMOS nodes-based circuits.       

INDEX TERMS Aging, Integrity, Monitoring, ReRAM

 

I. INTRODUCTION 

The semiconductor industry has moved to global 
manufacturing as the complexity and expense of manufacturing 
Integrated Circuits (IC) components increases, specifically, 
beyond 45 nm Complementary Metal Oxide Semiconductor 
(CMOS) technology node. The extreme complexity of the 
industry provides a deeper explanation for this shift. The 
nonstop, consumer- and applications-driven demands for better 
power, performance, area, and cost (PPAC) of ICs requires a 
heavy investment in research and development (R&D) 
encompassing design, efficient and low-cost manufacturing, 
testing, assembling and packaging, and distribution. These 
demands have led to the consolidation of major semiconductor 
manufacturing facilities [1]. While this has benefitted fabless 
semiconductor design companies by providing access to 
advanced CMOS transistor technology nodes in a more cost-
effective manner, it has also raised concerns about the integrity 
and security of these fabricated ICs. Globalization of the supply 
chain undoubtedly exposes ICs to various vulnerabilities. 
Particularly from IC fabrication standpoints, adversary can use 
compromised process technologies for IC fabrication. With 
scaling of feature sizes, maintaining process uniformity is 
becoming an increasingly challenging task. A slight variation 
in process parameters can cause significant impact on device 
performance, reliability, aging, and yield across the wafers.  

To address this, foundries typically place dummy 
patterns on masks (a process referred to as dummification) to 
improve uniformity of processes, such as, Deep Reactive Ion 

Etching, Photolithography, Chemical Mechanical Polishing, 
Depositions, or Metallization’s [2]. A slight modulation of 
features on mask can alter the uniformity of processes that can 
have significant impact on device and circuit performance. 
Additionally, dormant defects can be introduced in material 
stacks of devices or isolation layers that becomes active only 
under certain operational conditions (e.g. bias, temperature), 
thus, leading to device failure. Insertion of Trojan circuits 
during fabrication, or insertion of counterfeited dies during 
packaging are also possible. 

Under these circumstances, we can assume an attack 
model where: (i) foundry uses compromised process 
technology leading to devices with compromised reliability not 
detected under normal burn-in tests, (ii) insertion of Trojans 
circuits during fabrication either during dummification by 
foundry or by malicious designer as part of IC design itself.   An 
attacker, who is aware of these vulnerabilities, can leverage this 
knowledge and cause severe damages in several ways 
including: (i) accelerated aging of circuits during normal 
operations causing early failure of components, (ii) triggering 
of Trojan causing accelerated failure of circuits or leaking of 
information, (iii) modulation of circuit delays and power by 
triggering Trojans, (iv) altercation of data stored in on-chip 
memories or LUTs by intentional thermal variations, (v) 
alteration of parasitics, and (vi) isolation layer breakdown 
causing shorting of devices.    These types of attacks become a 
concern as fabless design companies typically desire reliable 
and secure components with an expected lifetime of over 10 
years.  
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Traditionally, IC designers have attempted age-aware 
designs and circuit failure predictions by capitalizing on the 
bias-temperature dependent changes in device switching 
characteristics over time. Previously employed methods for 
measuring reliability included individual device probing, ring 
oscillator (RO) frequency monitoring, and built-in self-test 
(BIST) structures. However, device probing increases 
measurement time significantly, lacks accuracy and requires an 
extensive measurement setup. To tackle this issue, various 
research works presented on-chip circuit reliability monitors for 
accurate measurement and statistical analysis [3,4]. The most 
common approach for IC integrity monitoring is a RO-based 
circuit. The output frequency of CMOS based RO circuit 
changes over time as the gate-oxide of CMOS transistors 
degrades due to Bias Temperature Instabilities (BTI) or hot 
carrier injection (HCI) under voltage and temperature stress. 
This provides sensing modalities by utilizing peripheral 
circuitry to measure the frequency changes [5]. However, there 
are inherent issues in this approach. For example, any portion 
of the RO circuit itself on an IC can be tampered with during 
the manufacturing process and their change in frequency over a 
10-year lifespan is <10% which does not allow for a high level 
of accuracy when predicting the age of the circuit. Additionally, 
if one component of the RO fails then the entire circuit is 
unusable. RO circuits also consume significant static and active 
power which makes them unattractive for power constrained 
systems. To combat this several ROs are utilized in the circuit 
for aging with averages taken from the combined totals for age 
prediction.   

Unlike a traditional aging monitors or BIST circuits 
that are more localized on-chip, when designing Aging and 
Integrity monitoring (AIM) circuits for ensuring trust and 
security features one has to also worry about the fact that during 
the run time of the circuit an adversary can attack any specific 
part of the circuit or any specific part of the circuit can fail at 
any time. This creates a need for having AIM circuitries with 
large spatial and temporal coverage of the CMOS IC design to 
ensure, at minimum, every crucial part of the circuit is 
monitored, as shown in Fig. 1(a).  Typical IC devices such as 
the octal D-Flip Flop shown in Fig. 1(b) have thermal profiles 
which are not consistent across the entire chip and in this 
instance has a 5°C difference between the highest and lowest 
operating temperatures. This test was performed using a 5V 
bias and 1MHz clock with no other external inputs to map the 
base operating temperature of the IC. This indicates that some 
sections of the design with higher temperatures will fail sooner 
and thus must be monitored separately than the rest of the chip. 
Considering that each RO circuit will consume significant 

functional area on the chip as it needs to be integrated with the 
CMOS in the front end of the line (FEOL) process, it becomes 
expensive and impractical to deploy them for large spatial and 
temporal coverage [6]. This clearly leaves an area for 
improvement which can be addressed through arrays of 
Resistive Random-Access Memory (ReRAM) devices, as 
reported in this paper for the first time. 

ReRAMs are two-terminal emerging non-volatile 
memory (NVM) devices consisting of a top electrode (TE), 
bottom electrode (BE) and a switching oxide (SO) between TE 
and BE. The resistance of the device can be toggled between a 
low resistance state (LRS) and a high resistance state (HRS) by 
changing SO properties by applying set and reset voltage 
biases. To set the ReRAM devices a positive voltage around 1-
2V is applied to the TE while the BE is grounded and to reset 
the device a negative 1-2V is applied using the same 
configuration. The most common method for applying the 
voltage is a short pulse, but several researchers also sweep the 
voltage from 0-2V to understand the behavior of the devices 
across the voltage range. ReRAM devices have gathered 
tremendous research attention, primarily, for off-chip data 
storage, on-chip memory for System on Chip (SoC) 
applications due to low-switching voltages [7], reconfigurable 
elements for FPGAs [8], and in-memory computing 
architectures [9,10]. The crossbar integration of ReRAM 
devices with access devices provides opportunity to develop 
dense memory structures and compatibility with the CMOS 
process-flow. However, ReRAM devices currently suffer from 
device-to-device and cycle-to-cycle variabilities in switching 
states which is undesired for the above-mentioned NVM 
applications and much research is needed to address this issue.  

While variabilities in ReRAM imposes issues for its 
applications as NVM, development of ReRAM devices and 
their applications has begun extending beyond an NVM 
structure. For example, the random variability in ReRAM 
resistive states has been explored for designing PUFs [11,12]. 
However, PUFs are usually desired to have a long lifetime and 
show minimal drift in Challenge Response Pair (CRP) tests 
over time under Process Voltage Temperature (PVT) 
variations, which remains to be proven for ReRAM. 
Interestingly, our observations on experimentally fabricated 
ReRAM devices have indicated accelerated aging and 
temperature-based changes in resistive states of the device. This 
provides us significant opportunity to further explore these 
modalities in ReRAM devices and specifically tailor these 
devices to use them as AIM elements for CMOS ICs. The 
objective of this paper is to present the concept of an additive 
ReRAM-based integrity and aging (ARIA) monitoring circuits 
for CMOS ICs.  When compared to RO based monitors, ARIA 
monitors offer inherent benefits as it can be integrated on 
prefabricated CMOS dies using additive manufacturing 
techniques. The feature sizes of ARIA components can be 
relatively large ensuring such fabrication to be conveniently 
performed in trusted in-house foundries, thus, making these 
circuits secure against tampering. Additionally, ARIA monitors 
will not consume any FEOL functional area of CMOS ICs, 
therefore, designers can take advantages of high-density scaled 
transistor technologies in untrusted foundries while ensuring 
complete spatial and temporal coverage for aging, reliability, 
and integrity monitoring using ARIA monitors, fabricated in-
house.     

 
Fig. 1: Spatial coverage of an IC design with a) monitoring circuits taking 
large sections of functional area and b) temperature profile of an octal D-
flip flop. 
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Fig. 2(a) presents an approach to implement ARIA 
monitors where the signal to be sensed (e.g. temperature or 
current from underlying IC) can be fed to ARIA monitors by 
routing vias from underlying CMOS ICs to the top of the die. 
ARIA monitors can be additively integrated on this die aligned 
with these pre-routed sensing pads from CMOS ICs as well as 
partially integrated on the fabricated die.  This allows the ARIA 
monitors to sense the signal of the desired underlying circuit. In 
a particular instance where temperature is used as sensing signal 
then a continuous stressing of ARIA monitors under this 
temperature will lead to the changes in ReRAM states that can 
be used to monitor the aging of ICs under normal operations. 
Also, if a Trojan is triggered in the underlying IC then it will 
cause a local heating and instantaneous increase in temperature. 
This is due to changes in power which are caused by the active 
Trojan and will also be reflected in the IC’s thermal profile [13]. 
This will lead to an abrupt change in the resistive states of 
ReRAM in ARIA monitors. This feature can be utilized for 
integrity monitoring. One should note that unlike a usual diode- 
or transistor- based temperature sensor, ReRAM not only 
senses temperature but also stores it as change in resistive 
states, such allowing for in-senor storage of information which 
is very unique and novel feature explored in this work.   

The second integration approach shown in Fig. 2(b) 
relies on individual ARIA monitors which have the full sensing 
capabilities of the previous design without having to utilize any 
of the original CMOS design space. This method requires 
through silicon vias and bonding of the two dies where access 
to each desired circuit to be monitored has a pad connection on 
the surface of the fabricated IC. The major benefit of this design 
is not having to customize the IC design to allow space for the 
monitoring circuit but rather be able to place the ARIA 
monitors wherever they are necessary. 

The other benefits of this method include ability to 
integrate these components on CMOS dies using low thermal 
budget process that allows for additive integration of these 
components in trusted in-house foundries. With each CMOS 
design there are security metrics or design-specific areas of a 
circuit that needs to be monitored, thus there is no one solution 
that fits all needs. Customizable solutions for AIM through 
additive manufacturing, as proposed in this paper, will be cost 
effective for the designers and will monitor the aging and 
integrity of the portions of the circuit where it is placed. 

The remainder of this paper is organized as: section-II 
discusses the additive fabrication of ReRAM as ARIA monitors 
and characterization of resistance states, section-III covers the 
temperature and aging modalities of ReRAM, its impact on 
resistances in LRS, HRS, and virgin resistance state (VRS), 

section-IV discusses the design of ARIA monitor circuit design 
and simulation results, and Section-V presents conclusions and 
prediction strategies for circuit monitoring using ReRAM based 
in these studies. 

 

II. ADDITIVE APPROACH FOR RERAM AIM 

The concept of additive manufacturing relies on taking a 
silicon die from a foundry, such as, TSMC or Global 
Foundries, to additively manufacture components in house or 
at a trusted foundry. The benefit of additive manufacturing is 
the lower density of structures and the simple design of a 
ReRAM device structure. In order to fabricate the ReRAM 
devices on top of a silicon die, just three masks will be 
required, one for patterning the bottom electrodes, one for 
patterning the isolation layer, and one for patterning the top 
electrodes. Once the die is received from the manufacturer, a 
chemical mechanical polish (CMP) will be required to remove 
the passivation layer to gain access to the metal vias at the top 
layer. Once this is done the first deposition of the bottom 
electrode consisting of a metal such as Ru, TiN, Pt, Cu and Au 
is done and patterned to create a larger sized pad for the 
deposition of the isolation layer. Separating the two metal 
layers, top electrode and bottom electrode is crucial to prevent 
shorting of the device and also allows a hole to be etched for 
the deposition of the oxide. This buffer layer typically 
consisting of Low-Temperature SiN or SiO2, is patterned and 
etched. The transition metal oxide (TMO) layer is then 
deposited which can be tailored to the desired lifetime by 
changing oxides such as HfO2, TaOx, MgO or SiO2 and defect-
engineering via intrinsic or extrinsic doping in these oxides. 
Once the oxide is deposited, a top electrode is then deposited 
and patterned to create a contact to access the metal layers of 
the CMOS. This process can be done using a low density 
design on top of high density areas with only the need of a 
metal via coming up to the bottom electrode contact point as 
shown in Fig. 3. The other benefit of this process is that it can 
be accomplished below 200°C which will not impact the 
underlying CMOS layers. The ideal additive design will also 
use long channel mosfets (~180 nm) that can be fabricated in 
house to design all of the peripheral circuitry on top of the 
CMOS structure as well, but this step was not part of this 
research. 

 The ReRAM devices studied in this work were 
fabricated as a Ruthenium (Ru)/Magnesium Oxide 
(MgO)/Titanium (Ti)/Tungsten (W) stack. The layer 

Fig. 2: Visual representation of a) on chip peripheral circuitry with metal 
via structures and b) single chip 3-D integration for additively 
manufactured ReRAM AIM circuit on top of silicon die. 

 
Fig. 3: Diagram of fabrication structure for additively manufactured 
ReRAM on top of silicon die with contact vias to the top and bottom 
electrode where the BE via connects to the circuit to be monitored and 
the TE via goes to the peripheral circuitry required to monitor the device 
state.
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thicknesses were deposited as follows: 40 nm thick Ru BE. 
Then a 6 nm of MgO TMO layer was deposited by reactive 
sputtering of Mg from Mg target in a mixed 12 SCCM Ar and 
5 SCCM O2 at 2mTorr pressure environment at room 
temperature.  Once this was done, the interface layer of 10 nm 
Ti and TE of 70 nm W was deposited. The wafer was patterned 
using photolithography and the TE was etched to define the 
device areas. Devices of size 30µm x 30 µm squares were 
tested in this work for all experimental results. All 
measurements were performed using Keithley 4200 
Semiconductor Characterization System fitted with 4225 Pulse 
Modulation Unit by probing devices in a Cascade probe 
station. Temperature based measurements were performed by 
probing devices on a Cascade Mircrotech SummR 12000AP. 
This data will be presented and explained in secion III. 

 

III. TEMPERATURE SENSITIVITY AND AGING MODEL 

FOR RERAM 

The proposed ARIA circuits capitalizes on exploting the 
temperature sensing and aging modalities in ReRAMs, which 
is not well-understood. In this section we present our 
experimental observations and models to capture these 
dynamics in MgO-ReRAM. Switching characterstics and 
temperature modalities have been previously studied in Mg 
doped HfO2 [14], HfO2 multi-state characteristics [15], and 
variabilities in MgO based ReRAM [16]. To the best of our 
knowledge, this is the first attempt to systematically report and 
model these parameters in ReRAM devices. These 
measurements can have implications not just for ARIA circuits 
but also for the other applications of ReRAMs. Schematically 
shown in VRS (i.e. right after fabrication without any voltage 
stress) in Fig. 4(a). MgO as switching oxide was investigated 
in this work because of the unique defect dynamics in MgO 
owing to an interplay between Mg2+, Vo

2+ as a function of 
process parameters and operating conditions which could 
provide an increased temperature and aging sensitivity, as 
desired by ARIA circuits. Ti was used as an interfacial layer 
(IL) due to its relatively low Gibbs free energy of oxide 
formation that can help in gettering excessive oxygen from 
MgO.   During the deposition of MgO/Ti in ReRAM, the initial 
defect concentration in the oxide is typically governed by the 
material stacks and process parameters that creates an 
unknown distributions of devices in the VRS. To better 
understand the variability in the VRS, 100 individual devices 
of 30µm x 30µm were tested using a 0.2V read bias and their 
resistance distribution is shown in Fig. 5(a). The distribution 
of the resistances is based on a mean of 18MΩ and a std. 
deviation of 4MΩ. This variance is somewhat extensive when

 

compared to the typical 6% tolerance in 180 nm transistors 
[17,18].  Thus, if ReRAM in VRS is used in ARIA circuits then 
slight changes in the resistances will not be detected by the 
monitoring circuits as it would be within the tolerance bounds 
for VRS. Therefore, other states in ReRAM needs to be 
investigated for this purpose.  

Next, to obtain other states, a one-time electroforming 
process was necessary to observe the desired switching 
characteristics in this device. Due to the manual nature of the 
tests only a limited number of the devices (45) were chosen to 
undergo the swtiching process from LRS to HRS. The 
electroforming process causes a soft breakdown of oxide by 
forming a defect-assisted filament consisting of Vo

2+ or metal 
rich-regions, such as Mg2+, schematically shown in Fig. 4(b).  
Electroforming process was performed by a 2V voltage-pulse 
across the device for a 100ns period. Fig. 5(b) shows the 
distribution of LRS after electroforming where the mean is 
220Ω with a std. deviation of 30Ω. The device can be brought 
back to HRS by applying a reset voltage that causes retraction 
of filament, possibly due to local oxidation, shown in Fig. 4(c). 
HRS is obtained by applying a -1.5V voltage-pulse for a 100ns 
period to the devices already in LRS. The resultant resistances 
of each device were measured by applying a 0.2V read pulse 
for 1 µs. The HRS distribution across multiple devices is 
shown in Fig. 5(c). This distribution has a mean of 18KΩ and 
a std. deviation of 3.5KΩ. The tolerance of HRS is better than 
VRS by 2% with a single switching cycle, but can be further 
improved by taking devices whose resistance lies outside one 
std. deviation and cycle the devices again to decrease the std. 
deviation allowing the ARIA circuit to have a better resolution. 
Fig. 5(d) shows a typical DC switching cycle for these devices. 
A low set (0.7V) and reset (-1.0V) was observed which attests 
that these devices can be programmed conviniently using 
nominal power supplies on-chip.  

Next, temperature sensitivity (ST) of these states were 
measured. For this test, independent 30µm x 30µm devices 
were used for measuring VRS, HRS, and LRS. To achieve the 
LRS state a device was set by applying a 1.2V pulse with a 
100µA compliance current to prevent breakdown of the oxide. 

 
Fig.4: Schematic representation of ReRAM oxygen vacancies and 
filament formation mechanics where the voltages represent the applied 
bias from TE with BE grounded in (a) VRS, (b) LRS, and (c) HRS. 
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Fig. 5: Variability in ReRAM devices showing the Distribution of 30µm 
x 30µm ReRAM devices in a) 100 devices in VRS (b) 45 in LRS (c) 45 
in HRS with a normal distribution fitted to the data to be used in 
simulation and (d) a typical DC switching cycle with 0.7V set and -1.0V 
reset. 

10000 15000 20000 25000
0

2

4

6

8
 

C
ou

nt

Resistance Distribution (Ohms)

  HRS

150 200 250 300
0

5

10

 

C
ou

nt

 LRS

1.0x107 1.5x107 2.0x107 2.5x107 3.0x107
0
5

10
15
20
25
30
35

C
ou

nt

 VRSb)

c)

d)

-1.0 -0.5 0.0 0.5 1.0
1E-7

1E-6

1E-5

1E-4

0.001

0.01

C
u

rr
en

t 
(A

)

Voltgage (V)

 ReRAM Switching Cycle

LRS

HRS

a)

a)

b)

c)

d)



This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/.

This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/ACCESS.2019.2951661, IEEE Access

To achieve the HRS, separate devices were set using the 
previously described method then reset by applying a -1V 
pulse. This created three distinct states where the LRS, HRS 
and VRS that had no dependence on each other to prevent 
biasing of the data. Measurements were then taken from 7 
devices in each resistance state (i.e. VRS, HRS, LRS) as 
temperature was increased from 300K to 385K. The current (I) 
through devices in different states were read by applying a 0.2V 
read pulse on each device at a given temperature. The 
temperature was increased linearly with several reads of each 
device taken at 5K intervals. The ln(I) vs. 1/T plot for VRS, 
HRS, and LRS is shown in Fig.6.  Clearly, each state showed 
different sensitivity to the temperature as evident from the slope 
of ln (I) vs. 1/T. A linear fit to this curve was obtained for each 
state indicating mechanism of conduction to be governed by 
Frenkel-Poole (FP), given by equation (1) below.  

ln 𝐼 ln 𝑞𝜇𝑁 𝐴𝐸       (1) 

where, ΦT is the trap energy level, 𝜀  is the permittivity in 
vacuum, and 𝜀  is the dielectric constant, q is unit electronic 
charge,  is electron mobility, Nc is the initial density of states, 
E is the electric field, k is the Boltzmann’s constant, T is 

temperature in K [19]. The slope (Φ 𝑞𝐸
𝜋𝜀 𝜀 ) of the 

curve is indicative of temperature sensitivity 𝑆

𝑑 𝑙𝑛𝐼
𝑑 1

𝑇
 and was extracted from Fig. 6 and reported 

in Table-I for different states.  The FP curve fit for VRS was 
consistent across the temperature range.  LRS showed very low 
ST which is not desired by ARIA circuit. It should be noted that 
ohmic conduction through oxide also has similar dependence 
on T as FP, therefore, the transport mechanism ambiguity in 
LRS can be resolve by I vs. V fitting, indicating ohmic 
conduction in LRS, as reported by previous work [19]. Most 
interesting features were observed in HRS which is inarguably 
the most intriguing state of the device due to complex defect 
dynamics.  HRS showed two distinct slopes above and below 

around 360K as evident from two different linear curve fits in 
these regions. Below 360K HRS current showed minimal 
dependence on temperature indicating mechanism to be 
governed by either temperature independent process (such as 
tunneling), or existence of shallow traps, or trap-assisted 
tunneling (TAT) that has similar dependence on temperature 
as FP [19]. Above 360K, slope is much higher indicating 
higher ST, particularly desired for integrity sensing, discussed 
later in section IV.   
 
Table-I: ST in different states of MgO-ReRAM device 

State kST (eV) 
VRS 0.28 

HRS-1 0.01 
HRS-2 2.01 
LRS 0.05 

 
 To understand the aging characteristics of these states 
Accelerated Lifetime tests were performed. The time to failure 
(TTF) of an oxide at a given temperature is given by equation 
(2) below as,  

𝑇𝑇𝐹 𝐴𝑒 𝑒                                   (2) 
 

𝑜𝑟, ln 𝑇𝑇𝐹 ln 𝐴 𝛽𝑉 𝐸
𝑘𝑇                        (3) 

 
where, Ea is activation energy, A is a constant , k is 
Boltzmann’s constant, and T is temperature in K,  is a 
constant, and Vs is stress voltage [20,21].  The TTF of several 
devices were tested at varying temperatures by keeping 
devices at a constant Vs of 0.2V to determine how long it would 
take to fail. The device states used to test were VRS and HRS 
and the criteria for determining failure was when the device 
state becomes more conductive than LRS. Devices in LRS 
were already very conductive and did not show any further 
breakdown, therefore, they were eliminated from this test.  
Shown in Fig. 7 is the natural log of the TTF as a function of 
T. The Ea was calculated from the slope as 0.76eV for HRS 
and 0.72eV for VRS. Once the Ea is known experimentally, the 

 
Fig. 7: Natural log of the time to failure vs Temperature of RRAM 
devices in HRS and VRS. 
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Fig. 6: Test results from Temperature testing over 300K to 385K in LRS, 
HRS, and VRS read with a 0.2V bias. 
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overall acceleration factor (AFT,V) for aging at a given Vs can 
be written as:  

𝐴𝐹 , 𝑒 /   
                                (4) 

 
where, T0 is the chip operating temperature, Ts is the stress 
temperature.   
  Ideally, for ARIA circuits as age monitors, it is 
important to be able to measure and model degradation in HRS 
and VRS at different T0 over time before device fails. This is 
because T0 will be different for different IC to be monitored or 
different regions of the IC to be monitored.   Degradtion in 
HRS and VRS over time can be attributed to the generation of 
additional traps in MgO (such as Mg2+ or Vo

2+) under 
continuous thermal stress of T0, generated by operation of 
underlying IC (Fig. 1 and Fig. 2). The trap density, Dt, 
generated over time can be given as Eq. 5 below, 
 

 𝐷 𝛼 ∗ 𝑡    (5) 

 
where 𝛼  is the approximated initial concentration, m is the 
logarithmic defect generation rate and t is the stress time [22]. 
Based on this equation, I(t)T,V, i.e. current measured through 
VRS or HRS ReRAM stressed with constant T and V over t 
before device fails can be empirically written as:  
 

𝐼 𝑡 , 𝐼 0 𝛾 ∗ 𝐼 0 ∗ 𝑡                  (6) 
 

where, I(0) is the initial current through unstressed device at 
temperature T, and 𝛾 and m are fitting parameters that need to 
be extracted experimentally. Note, once m is known for a given 
T and V, then it can be calculated for other T and V by 
modifying TTF using AFT,V, shown in equation (4). To extract 
𝛾 and m experimentally, I was read through device in HRS 
over time under constant temperature of 368K (95C) at stress 
bias of 0.2V, shown in Fig. 8(a). This temperature was chosen 
as an appropriate temperature from which several data points 
could be taken during the lifetime otherwise the device would 
fail too quickly at higher temperatures and too slowly at lower 
temperatures. From this plot, 𝛾 and m values were extracted as 
3.75E-8 and 4.03, respectively. From these fitting parameters, 
equation (6) was then used to simulate I vs. Time in HRS at 
higher and lower temperatures showing how the I profile of the 

device changes at different T over its lifespan, shown in Fig. 
8(b). Note, the 𝑚 values, calculated using equation (6), and 
used for these simulations are shown in Table-II, while I(0) 
values at different T is taken from Fig. 6 for HRS. Clearly, the 
HRS degrades faster over t at higher stress temperatures and 
degradation in HRS current over time is an apparent indicator 
of aging over its operational lifetime. Upper current limit was 
set at 5mA, when device was declared as completely failed. 
 
Table-II: Logarithmic defect-generation rate in MgO-ReRAM 
at different temperatures with 0.2V stress 

Temperature (K) Log Defect Generation Rate 
338 3.26 
348 3.58 
358 3.87 
368 4.03 
378 4.55 

 
 By using this approach, Fig. 9 shows a simulation of 
degradation of resistance in VRS and HRS at constant 
temperature of 328K over its lifetime. It should be noted that 
328K was chosen to understand feasibility of using these 
devices to monitor the normal operating temperature and age 
of a MIPS processor which typically heats up to this 
temperature [23]. From Resistance vs. Lifetime, it can be seen 
the resistance changes rapidly in the beginning indicating that 
there is significant degradation of the oxide during the 
beginning of its life. Then, resistance changes slow down to 
saturate towards the end of its life and eventually degrades 
below LRS. This clearly, indicates potential for using these 
devices for age monitoring.  

The devices can also be used for integrity monitoring 
by capitalizing on ST of these devices, particularly, the HRS, 
shown in Fig. 6. High ST in HRS indicates the potential for 
sensing the temperature of a circuit at high resolution. For 
example, when a Trojan is activated in this processor the local 
area will heat upwards of a few degrees K which will cause an 

 
Fig. 8: Oxide degradation due to high temperature and a 0.2V stress 
where (a) increase in current over time experimentally observed at 368K 
and simulated curve using Eq. (6) and (b) extrapolating simulation of 
increasing current at other temperatures based on Eq. (4) and Eq. (6) with 
a dashed line showing the maximum current flowing through the ReRAM 
device indicating a complete oxide breakdown. 
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Fig. 9: Extrapolation of HRS and VRS degradation over lifetime given 
starting condition with 328K operating temperature. Inset indicates a 
drop in relatively instantaneous resistance as Trojan turns-on leading to 
local temperature increase from 328K to 332K.  
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instantaneous change in resistance of device based on its ST. 
Based on Fig. 6, it should be noted in order to detect a Trojan 
the thermal impact of the Trojan circuit must cause a minimum 
of a 2K temperature increase to be detected by the circuit 
otherwise it will not be detected as the temperature difference 
will be indistinguishable and within normal read variability. 
The result of this instantaneous change is captured in the inset 
of Fig. 9. During this small time frame the ReRAM device will 
change resistance state but will return to its normal state after 
the Trojan becomes inactive and the normal aging of the 
devices continues. One  should note that ARIA ReRAMs do 
not require high write endurance cycles. All that is needed is 
one-time programming into HRS.  However,  when used in 
ARIA circuits, its it important to minimize die-to-die and inter-
die variations in resistance values in various states. Due to 
stochastic nature of switching, HRS helps in averaging out the 
impact of process-induced Die-To-Die and Inter-Die 
resistance variations that can be evident in VRS. Therefore, if 
one samples multiple ReRAMs in HRS randomly across 
wafers then it can be expected to have a similar Gaussian 
distribution. HRS also provides opportunity to program the 
intial state which can have two implicaitons: (i) tailoring the 
starting point allows the intial state of the devices to have 
approximately the same resistance and age in the same manner 
eliminating the random distribution and (ii) makes it extremely 
difficult to replicate the aging of the specific monitor or reverse 
engineer the design and materials used to develop it. Another 

interesting point to be noted is that typically variability in 
ReRAMs increases as devices are scaled down below 100 nm 
which is critical when they are used for high-density NVM 
applications. However, ARIA circuits does not need ultra-
small ReRAMs. Ideally, relatively larger feature sizes are 
desired so these can be fabricated at low-density in trusted 
foundries on top of CMOS dies. The larger feature sizes helps 
in mitigating the variability issues in ReRAMs.  Next section 
presents peripheral circuit design of ARIA monitors that can 
leverage these temperatures and aging modalities of ReRAM 
for predicting age and integrity of the underlying IC. 

 

IV. ARIA PERIPHERAL CIRCUIT DESIGN AND 

SIMULATION 

Utilizing the discussed HRS, aging, and temperature-based 
changes in ReRAM, an ARIA circuit was designed to monitor 
the age and temperature of neighboring areas. The circuit 
needed to be capable of analyzing the state of the ReRAM 
device and produce a digital output which could be used by the 
CPU to determine the temperature or age of the circuit. Several 
circuit designs would suffice for this application, but the circuit 
was designed to be capable of being entirely fabricated on top 
of the CMOS die. The ARIA circuit designed in Fig. 10(a) 
includes: a 4-bit addressable array of 16 ReRAM devices 
connected in a crossbar, used as the input to the current mirror 
(CM) to create a reference current. The array configuration is 

Fig. 10: Circuit diagram for the ReRAM control logic circuit and current mirror output using 180nm technology where a) shows the control logic for a 16-
bit array of RRAM devices used to create a reference current for a current mirror using L=180nm and W=360nm, b) Resistance weight distribution of the 
ReRAM devices in HRS and c) Current output vs. ReRAM resistance of the current mirror circuit.

 
Fig. 11: The second section of the ARIA circuit includes the a) Axon Hillock Circuit (AHC) which current source is the current supplied from the current 
mirror b) The raw AHC output simulation data of four equivalent resistance states: 40KΩ, 15KΩ, 5KΩ, 500Ω and c) the frequency values and duty cycle 
of the oscillating signal as the ReRAM resistance changes. 
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used to create multiple references for a single ReRAM device 
in HRS allowing the system to average out the impact of PVT 
and aging variabilities in each individual ReRAM device. The 
0.2V read and 1.8V write signals are connected to access 
transistors controlled by the serial-parallel interface which 
requires a one-time write to place the devices into the initial 
state and then a constant read bias for the remainder of their 
lifetime. The current mirror is comprised of two transistors 
designed with L=180nm and W=360nm to handle the current 
range produced by the RRAM devices. Fig. 10(b) shows the 
resulting resistance values of the ReRAM devices from the 
one-time programming in the array to the input of the CM 
circuit. This way if a single device fails it will not stop the 
circuit from functioning, though adjustments need to be made 
to compensate for single device failure and the eventual failure 
of all the devices. Fig. 10(c) indicates the reference current 
(Iref) vs. equivalent resistance based on the aging or 
instantaneous temperature changes of the devices. If the 
equivalent resistance is equal to two ReRAM devices, 40KΩ, 
the output current is 10μA and once these devices degrade 
down to 500Ω the output current increases to 40μA. 

Next, to re-use some of the previous design concepts based 
on RO-based AIM, the objective was to convert the change in 
Iref as an array of voltage pulses (0/1) with frequencies and 
duty cycles proportional to the Iref. The current to spike 
converter, such as Axon Hillock Circuit (AHC), was identified 
as suitable for this purpose [24]. The AHC circuit using 180 
nm CMOS technology was design in Cadence, shown in Fig. 
11(a), with Iref from CM circuit as input. The transistor sizes 
for the dual inverter are all W=L=180nm, the transistors which 
control the reset mechanism are W=180nm and L=360nm to 
allow for faster resetting of the AHC, and the capacitors are 
4pF and 2pF. The bias voltage for the NMOS transistor VB 
was set to 0.7V as to control the resetting of the AHC. The 
input voltage is set to 1V to keep a low voltage supply and 
reduce the power consumption of the circuit. The design of the 
transistors and capacitors were based on the stable range of 
current produced by the current mirror to operate the AHC. 

 The current values supplied by the current mirror circuit 
were used as the input of the AHC. The raw simulation data of 

four equivalent resistance states: 40KΩ, 15KΩ, 5KΩ, 500Ω 
are shown in Fig. 11(b). From the raw output of the AHC, the 
frequency of the spikes generated, and the duty cycle were 
calculated over a 10μs period to allow for a significant number 
of spikes to occur. Several other resistance ranges were tested 
in the AHC to show the entire spectrum of resistance values. 
Fig. 11(c) displays the frequency values and duty cycle of the 
signal as the ReRAM begins to degrade in resistance and the 
current supplied by the current mirror increases. The frequency 
hovers around the 2.25MHz range until the resistance of the 
ReRAM increases beyond 15KΩ. As the resistance of the 
ReRAM increases further the frequency drops down to 
1.75MHz at 40KΩ. While the frequency of the AHC does not 
change much over the full resistance range of the ReRAM 
devices, the duty cycle of the output does. The duty cycle 
shows a change from 75% at 500Ω to only 30% at 40KΩ.  

Knowing the operating frequency of the output of the AHC, 
the pulse train can be sampled through linear feedback shift 
register (LFSR) to produce a definitive output for changes in 
the frequency. The final output of the circuit can be generated 
through a series of Flip Flops creating the aforementioned 
LFSR shown at the output of the AHC in Fig. 12(a) for a 
digitized serial output value. The clock frequency of the LFSR 
is set to the output of the AHC to monitor the frequency 
changes over a given time period. Spectre simulations of the 
DFFs for four equivalent resistance states: 40KΩ, 15KΩ, 5KΩ, 
500Ω are shown in Fig. 12(b). The average of the output state 
of the DFFs were calculated over a 20μs length of time and 
converted to a percentage of 1’s which is the percentage of 
time the DFFs output 1V over that time interval. The results of 
the output of the DFFs is shown in Fig. 12(c) where the 
percentage of high or 1 value outputs decreases linearly as the 
resistance increases. When the resistance of the ReRAM array 
is at the minimal value, the outputs of the DFFs are around 
85% ones and when the resistance is at the maximum value the 
output changes to only 23% ones. This output shows a linear 
change in the % of high output which provides a high-quality 
step metric for differentiating between subtle resistance 
changes. This creates a high-resolution monitor for the aging 
and temperature of a circuit. The outputs of the DFFs would 

 
Fig. 12:  The third section of the ARIA circuit which includes a) a series of DFFs creating an LFSR to sample the output of the AHC and produce a digital 
output signal b) the raw simulation data of the DFFs output for four equivalent resistance states: 40KΩ, 15KΩ, 5KΩ, 500Ω and c) the Average output of 
the LFSR is given as a percentage of 1’s or high output as the ReRAM device changes resistance. 
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allow for a LUT to be used for monitoring the age or 
temperature of the circuit but would need to start sampling on 
the rising edge of the AHC due to the slight changes in 
frequency from the change in ReRAM resistances. A 
comparator could also be used to differentiate between the 
number of high outputs within a string of a given length. 
Monitoring circuitry should consume minimal power, use low 
voltage, and be low cost. The ARIA circuit metrics compared 
to other solutions is presented in Table-III below.  
 

V.  CONCLUSIONS AND FUTURE WORK 
In conclusions, our studies indicated that ReRAM devices 

can be additively manufactured on an IC and used to monitor 
the age and temperature of the underlying circuit. This AIM 
circuit uses low power, frequency, and voltage. Fabrication 
strategies for the process of additively manufacturing the 
ReRAM devices and their integration with the underlying 
CMOS architecture was discussed. The number of ReRAM 
devices which can be used to monitor the system will depend 
on how long the system is expected to be used. Since each 
ReRAM device has a lifespan dictated by Eq. 6 and there are 
16 devices in the array, the desired number of arrays which can 
be used for monitoring one section can be calculated. By 
utilizing a counter and changing to another array once one has 
been completely used the circuit size will increase but it will 
provide a longer aging monitor. The thermal profile of the SoC 
may want to be studied through simulation or aging to 
determine the best areas to place the ReRAM system to provide 
an accurate age and integrity monitor. Experimental studies in 
combination with simulations showed resistance distributions 
in LRS, HRS, and VRS of devices. These studies also included 
data for changes in the temperature impacting the resistance in 
the three different states. Accelerated aging of ReRAM devices 
at temperatures of 338K-378K were performed and the time to 
failure of the devices were measured. This was used to develop 
model to predict the lifespan of the devices at different 
operating temperatures and long-term degradation due to aging. 
Devices had a manageable variability across HRS and 
temperature changes. Additionally, the impact of these 
variabilities in HRS of ReRAM on AIM circuit operation was 
mitigated through using an array of multiple devices whose 
states could be evenly distributed, thus, reducing the impact of 
variability. The HRS was found to be much more susceptible to 
changing states due to increases in local temperature and aging 

which was measured as change in current using the current 
mirror circuit appropriately. While HRS is used to determine 
the temperature and integrity of the IC, if the underlying IC is 
designed to operate at high temperatures at all times the device 
will not be able to detect any difference as it will already be 
close to LRS. This limits the temperature range in which this 
device and ultimately system will be able to operate and thus 
the device would need to be modified to handle higher 
temperatures. A Spectre simulation was performed on a 
ReRAM array resistance divider network fed into a current 
mirror and AHC to monitor the change in frequency and duty 
cycle of the output. DFFs were used to sample these outputs and 
create a usable data stream for a comparator to use to determine 
the temperature or age of the underlying circuit. The simulation 
showed a significant change in output and a linear correlation 
as the ReRAM devices changed resistance based on 
temperature or aging. 

We observed that MgO-ReRAM, experimentally studied in 
this work, showed appropriate sensitivity to temperature 
variations and aging. Typically, ReRAMs are optimized to 
mitigate these effects when used as NVM for high-density data 
storage, however, our studies indicate that it is important to look 
at ReRAM devices beyond just NVM structures. The capability 
of these devices to change resistance over temperature and time 
allows them to be utilized in new designs. Additionally, these 
changes are stored as change in resistive states that provides in-
memory sensing feature. MgO-ReRAM in HRS, however, 
showed a short lifespan of just 1.5 hrs. for complete degradation 
at 328K, which needs to be improved so circuit can operate as 
monitors for entire lifetime (~10 years) for CMOS ICs. One 
method of improving lifetime would be modifying interface 
layers or improving the quality of the oxide, but other methods 
are designed to create pre-existing filament areas to be less 
initially destructive to the oxide during the forming process 
[26]. Approaches to improve this can include decreasing of Ea 
and defect generation rates, increasing the HRS: LRS ratio, and 
integrating sequential arrays to be activated once the lifetime of 
one end which will be explored in our future work. Currently 
ARIA is designed to operate in the MHz range which should be 
acceptable for age monitoring. However, for integrity 
monitoring, the clock frequency of ARIA needs to be 
comparable to a processor clock frequency to detect anomalous 
behavior which may only occur during a single instruction 
cycle. The next steps will also include fabricating the proposed 

Table-III: Comparing ARIA circuit with other monitoring systems metrics 
Metric Dynamic NBTI 

Sensing [5] 
Silicon 

Odometer [4] 
NBTI/HCI 
models [3] 

Built-in BTI 
Monitor [25] 

Proposed 
ARIA Circuit 

Scaled ARIA 
Circuit 

Voltage 2V 1.2V 1.1V 1V 0.2V 0.2V 

Evaluation time 100μs 2μs 400μs 500μs 50μs 1μs 

Transistor Node 45nm 130nm 45nm 45nm 180nm 22nm 

Area  77.3μm^2 34,980μm^2 148μm^2 2,400μm^2 10,000μm^2 ~40μm^2 

Power  10-100nW/Sensor Unreported 20-30μW Unreported 10-150μW 1-10μW 

Lifetime < 2000s* Unreported Unreported 5 years** 1.5hrs* Unknown 

*Lifetime determined by constant biasing and evaluation of a single device 
**Lifetime determined by only biasing and evaluating once a week 
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ARIA circuit on CMOS ICs to validate the additive 
manufacturing process and overall performance of the IC. 
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