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ABSTRACT Compliance with the General Data Protection Regulation (GDPR) or related laws by organi-
zations could require organizational and technological changes. This topic has gained significant attention
from management and scholars alike. Although the literature presents some reviews and research articles
discussing challenges and enablers for GDPR compliance, they are often scattered and fragmented. One
particular challenge is the implementation roadmap gap that arises when using ISO-based standards for
compliance in isolation. On the other hand, as enablers for compliance, it raises the potential use of
information governance (IG) and enterprise architecture management (EAM) disciplines. This research
aims to provide a systematic literature review of the challenges and enablers for GDPR compliance and
address this gap. The findings include a categorized list of challenges and enablers, a strategy for bridging
the roadmap gap using IG and EAM, and the development of five propositions based on some challenges
and enablers around this gap. Moreover, the study proposes a research agenda that includes conceptual
work to build an IG-EAM framework, empirical research to verify those propositions, and developing new
hypotheses stemming from the review’s challenges and enablers. These contributions enhance the body of
knowledge providing practical insights for organizations striving for GDPR compliance.

INDEX TERMS Challenges, enablers, enterprise architecture management, GDPR, general data protection
regulation, information governance, privacy, systematic literature review.

I. INTRODUCTION
The evolution of the debate on the right of individuals to
the legal protection of their private life originates in the late
19th century, motivated by the seminal article by Warren and
Brandeis [1]. The authors suggest that the advent of new tech-
nologies, such as instant photographs and the popularization
of newspapers, can invade family spaces and jeopardize the
privacy of others. This work served as the basis for Article
12 of the Declaration of Human Rights [2], which explained
the right to privacy and became a pillar of all future milestones
until the creation of the GDPR [3].

With the increased technological resources for data collec-
tion and the significantly low price and potentially limitless
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cloud storage, organizations may store massive amounts of
personally Identifiable Information (PII) and use this as a
source of revenue [4], [5]. Companies that were born digital,
such as Google, Netflix, Airbnb, Amazon, and Uber, with the
use of Big Data and Artificial Intelligence (AI), can process a
high volume of data, obtaining trends and insights to expand
their scope with new products, markets and services and scale
the business at a much higher speed than in traditional compa-
nies [4], [5], [6]. However, traditional companies have already
adopted and pursued these characteristics by digitalizing their
services and products, significantly raising PII relevance [6].
Organizations have inherent security challenges and risks in
this context, making them vulnerable to privacy breaches [7].
In environments with Big Data, even anonymized PII can
be re-identified, threatening the privacy of individuals [8].
This scenario, where technology enables and plays a crucial
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role in today’s business transformations, raises the need to
understand the challenges and enabling factors for GDPR
compliance.

Many review articles have been published about the
GDPR. Some articles, such as those by Teixeira, Silva, and
Pereira [9] and [10], focus on the critical success factors
for GDPR compliance implementation, also discussed by
Fernandes et al. [125] for higher education institutions. Oth-
ers, like those by Bernabe et al. [11] and Haque et al. [12],
explore the relationship between GDPR and blockchain tech-
nology. Kounoudes and Kapitsaki [13], on the other hand,
delve into the compliance issues related to data security
that arise from the use of Internet of things (IoT)-based
applications, and there are numerous other reviews on how
GDPR affects various fields like medicine, social science, and
engineering.

In addition to the comprehensive reviews, several articles
indicate the gap in achieving compliance using ISO-based
standards and suggest complementing them [33], [39]. Alter-
natively, some articles discuss the potential use of IG and
EAM disciplines to enable GDPR compliance [41], [42],
[43], [44], [45], [46]. Additionally, specific questions are
addressed in other articles, such as legal matters, data pro-
tection, technology use, challenges related to consent and
transparency in data subject (DS) rights, recording of process-
ing activities, and data sharing. Therefore, this review aims
to compile state-of-the-art literature regarding the challenges
and enablers for implementing and maintaining compliance
addressing the implementation roadmap gap with a fresh
perspective and novel research questions.

After this introduction, the next topic provides the GDPR
background, and the third outlines the applied Systematic
Literature Review (SLR) method, featuring six research ques-
tions. The fourth topic shows the results, addressing five of
the questions above. The fifth topic discusses these results,
presenting five propositions and providing an answer to the
sixth question by suggesting a research agenda. Lastly, the
conclusion covers research limitations and highlights the con-
tributions to management and the overall body of knowledge
about challenges and enablers for GDPR compliance.

Il. BACKGROUND
This topic shows the privacy timeline till the GPDR comes

into effect, describes general aspects of GDPR structure and
concepts used in this review, and illustrates some initial chal-
lenges of GDPR compliance from a review article.

A. PRIVACY TIMELINE

Fig. 1 shows the timeline with the main events around the
privacy concepts and their dissemination. It starts with the
seminal article from Warren and Brandeis [1] going through
events sponsored by entities like the United Nations (UN)
and the Council of Europe (CoE), which act as a guardian of
human rights and the rule of law in Europe; the Organization
for Economic Co-operation and Development (OECD); and
the bicameral legislative branch of the European Union (EU)
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FIGURE 1. Timeline of privacy and data protection events.

formed by the European Parliament (EP), and the council of
EU (EUCO), governed by the Treaty on the Functioning of
the EU (TFEU) that contains the specific provisions about
the Union institutions and policies.

Privacy protection in Europe has traditionally been strong
for historical, cultural, political, and legal reasons, placing
the GDPR in a leading position as the most comprehen-
sive privacy regime [14]. Greenleaf [15] identified that by
March 2023, 162 countries had data protection legislation,
and 20 others had bills in progress, all firmly based on the
GDPR. The author suggests that countries without such laws
will develop them this decade, making these laws ubiquitous
worldwide.

B. GDPR
GDREP is the regulation (EU) 2016/679 of the EP and of the
EUCO of April 27, 2016, and came into effect on May 25,
2018. The GDPR is related to Article 8(1) of the Charter
of Fundamental Rights of the EU and Article 16(1) of the
TFEU, which provides that everyone has the right to the
protection of PII concerning them. The principles and rules on
the protection of natural persons concerning the processing
of their data should, whatever their nationality or residence,
respect their fundamental rights and freedoms, particularly
their right to protect their data. This regulation aims to accom-
plish freedom, security, justice, an economic union, economic
and social progress, strengthening and convergence of the
economies within the internal market, and the well-being of
natural persons. Although GDPR only protects EU citizens,
it has a global impact on any organization targeting the
European market or holding PII on EU residents [116]

To ensure compliance, organizations must adhere to the
11 chapters and 99 articles that make up the GDPR. The 173
recitals offer additional context to complement the articles
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and are relied upon by the European Data Protection Board
for interpretation. The Court of Justice of the EU reviews
the recitals to determine the meaning and application of the
GDPR.

Article 4 of the GDPR’s first chapter, General Provi-
sions, provides key concepts that could be helpful during this
review, such as personal data (PD), processing, restriction of
processing, profiling, pseudonymization, filing system, con-
troller, processor, recipient, third party, consent, PD breach,
genetic data, biometric data, data concerning health, and DS.

The second chapter outlines six principles related to the
processing of PD. Article 6 explains the lawfulness of pro-
cessing, and Article 7 details the conditions for consent.
Atrticles 8 to 11 cover the requirements applicable to partic-
ular categories of PD. The third chapter, The Right of DS,
groups articles 12 to 27 into five sections. The first section,
“Transparency and modalities,” contains Article 12, which
addresses the transparent information, communication, and
modalities for exercising the rights of the DS. Article 13 pro-
vides information on the details that should be provided when
collecting personal data from the DS.

C. INITIAL CHALLENGES TO GDPR COMPLIANCE

As supervisory authorities may impose sanctions whenever
non-compliance is detected, organizations must review their
processes and procedures to ensure they collect, hold, and
process PD following the regulation [17]. Besides technolog-
ical challenges regarding data protection, GDPR brings a lot
of juridical and functional changes, along with the need to
educate staff and change their mindset and culture to this new
paradigm [18].

Teixeira, Silva, and Pereira [9] conclude that the barriers
or challenges to adapting organizations to GDPR start with
the regulation itself, as it is complex, extensive, and involves
subjectivity. The compliance process is extensive, time-
consuming, and requires substantial financial and human
resources. The lack of privacy knowledge and expertise,
the technology necessary, and practical guides or standard
procedures are also barriers to reaching compliance. They
found that the most challenging requirements to comply with
GDPR are the right to erasure, recording processing activities,
implementing data protection by design and default, and
designating a Data Protection Officer (DPO).

Based on the results from the initial review, these authors
identified and prioritized challenges to GDPR compliance
and enablers, seeking consensus of a group opinion by sur-
veying a panel of 21 DPOs from organizations in Portugal
through the Delphi method [10].

Table 1 lists the challenges of GDPR implementation based
on Teixeira, Silva, and Pereira [9]. Each line in Table 1 is iden-
tified with “Cn,” where “n” represents a sequential number
in the table. Additional challenges from this review are listed
accordingly, and the third column of the table features a
classification system developed by the authors. Other reviews
discuss challenges to GDPR compliance and enablers from
different points of view and objectives. Additionally, many
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TABLE 1. Challenges of GDPR implementation.

GDPR implementation challenges  Authors  Classifications
C1. GDPR does not provide specific

guidelines regarding technologies

[17] Lack of technology

that should be used to comply with Lack of guidelines
its requirements.
C2. GDPR does not provide specific GDPR subjectivity

guidelines to implement it and [7]
involves subjectivity.
C3. GDPR compliance may be

Lack of guidelines

expensive and time consuming as it [17], GDPR extension
requires substantial financial and [19] Lack of budget
human resources.

C4. GDPR compliancy increase [20] Increase work

administrative work.
C5. Designating an inside DPO is
also a challenge as it is difficult to  [17],

Lack of human

recruit and retain people with these  [21] resources

skills.

C6. The lack of privacy knowledge

and expertise inside organizations Lack of budget
may also require extra budget to [22] Lack of human
recruit privacy experts and increase resources

business costs.

C7. Requires changes and .
technology to leads with complexity I(jzliDclERo fc t:;ﬂsigty
process to comply with the right to [23] o compl ngtfll
erasure, with the recording of some Py GDPR

processing activities and with data
protection by design and by default.
C8. The GDPR may lead some
organizations to reduce their

requirements

product offering to European [24] lségl:i;e product
citizens to step away from the &
regulation.
C9. .O\'ng to all the regulfitory Reduce
restrictions of GDPR, compliance o,

S [25] organization’s
may also decrease organization’s

performance

performance.

other articles discuss particular aspects of GDPR compliance,
enforcing the purpose of this review.

lll. METHOD
This study employs a Systematic Literature Review (SLR)

methodology. According to Webster and Watson [26], a well-
executed literature review serves as a factual foundation for
knowledge advancement, promotes theoretical development,
enables the analysis and synthesis of high-quality literature,
provides insight into existing research and its interrelation-
ships, supports future research, and determines whether a
research contribution adds value to the subject’s knowledge
base.

Levy and Ellis [27] outline a systematic review process
that follows the input-processing-output model, utilizing the
effective review model proposed by Webster and Watson [26].
Each phase of the process has sequential steps and guide-
lines to ensure traceable, replicable, and reliable outcomes.
Meanwhile, Kitchenham and Charters [28] recommend three
phases for conducting an SLR: planning, execution, and sum-
mary. They also provide detailed procedures for constructing
an SLR protocol during the planning phase.

In Topic A, we present a roadmap for the planning phase to
develop the protocol, as demonstrated in Topic B. To conduct
this SLR, we use the StArt tool, which is a proven and
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TABLE 2. Phase | roadmap.

Roadmap for SLR protocol definition

1) Define the objective and research questions.

2) Choose academic databases and publication sources.
3) Generate search strategy: keywords and search key.
4) Studies identification, selection, and extraction.

5) Guidelines for bibliometric studies.

6) Strategy to perform the content analysis.

7) Compile the SLR protocol.

efficient tool that supports the entire SLR process [29].
This tool streamlines the selection of eligible studies by
assigning scores to articles, taking into account the fre-
quency of search term occurrences in the title, abstract, and
keywords. The StArt tool is open source and available at
http://lapes.dc.ufscar.br/tools/start_tool.

The study’s methodological limitations include potential
bias in the selection of studies that influences the number of
articles in the final sample, gaps in the databases used that
do not cover all relevant publications on the topic, depen-
dence on automated tools, and the researchers; subjective
interpretation.

A. PHASE I - SLR PLANNING

During this phase, a set of activities is carried out to iden-
tify qualified publications and determine methods to prevent
incomplete or inadequate samples [27]. Once the academic
databases have been selected, three search techniques are
recommended, as outlined by Webster and Watson [26]: con-
ducting keyword-based searches for papers in the chosen
databases; conducting backward searches in the previous
literature using the reference lists of found works, and con-
ducting forward searches in the literature for works that cite
the outcomes found. Wohlin [30] referred to this sampling
technique as “‘snowballing” and presented evidence of its
successful application in replicating a published study, under-
scoring the reliability of this approach. A roadmap for this
phase is presented in Table 2.

B. PHASE I - SLR PROTOCOL

This topic follows the route proposed in Table 2 resulting in
the research protocol. This protocol is also available in the
form of an electronic file generated by StArt that provides
other reports about this SLR. The first, second and third steps
were carried out and documented in this section. The results
of the execution of further steps are documented in the results
section.

1) DEFINE THE OBJECTIVE AND RESEARCH QUESTIONS
The objective of this SLR is to compile state-of-the-art
literature regarding the challenges and enablers for imple-
menting and maintaining compliance. This objective was
broken-down in six research questions:

RQ1 - How have GDPR implementation discussion pro-
gressed in the literature? What are the most prominent
journals, articles and authors that debate the theme?

RQ2 - What are the subject areas that are relevant to GDPR
compliance?
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RQ3 - Which references or models have been applied to
reach the GDPR compliance? Is there any gap?

RQ4 - What are the challenges and enablers for GDPR
compliance?

RQS5 - What are the technologies and their characteris-
tics that can generate negative impacts on compliance with
GDRP? And what are the ones that promote positive impacts?

RQ6 - What gaps exist in current research about challenges
and enabler of GDPR compliance that future research can
investigate?

2) CHOOSE ACADEMIC DATABASES AND PUBLICATION
SOURCES

The indexed databases chosen were the Web of Science Core
CollectionTM (WoS), and Scopus@from Elsevier BV. They
have search tools for different publications and provide data
about their references and the works cited. These databases
calculate and offer essential indicators for evaluating pub-
lications, such as JCR (Journal Citation Report) and SJR
(SCImago Journal Rank) [31].

3) GENERATE SEARCH STRATEGY: KEYWORDS AND

SEARCH KEY

This step aims to define the terms to compose the search
key. Selected documents must contain these terms in the title,
abstract, or keywords. After simulations and debates with
some RSL experts, the search key was defined to obtain
only journal articles in English or Portuguese about GDPR
or LGPD (Lei Geral de Prote¢do de Dados) the brazilian
data protection law, regarding implementation, deployment,
adoption, and compliance. Therefore, the following search
key was used in both databases:

« (GDPR OR LGPD) AND (impl* OR deploy* OR ado*
OR complia* OR conform*) Article or Review Arti-
cle restricted to English or Portuguese languages from
2014 till Dec. 31, 2023.

e The symbol “*” in the sentence allows you to obtain
similar terms in English and Portuguese, such as
adoption or “adog¢do’, implementation or “‘implemen-
tacdo’, and conformance or “conformidade.”

The inclusion of the LGPD had the exploratory purpose of
adding other legislation in addition to the GPDR and because
it is the domain of the authors.

4) STUDIES IDENTIFICATION, SELECTION AND EXTRACTION
The purpose of this process is to choose relevant studies for
content analysis. Fig. 2 shows the four-step process. The
symbols on the right column represent the database icons
(WoS and Scopus), automated activity (gear), manual activity
(saw), a filter for the initial stages of selection (larger filter),
filtering through the complete reading (smaller filter), and
analysis for extraction (microscope).

The first step initiates using the native tools of the WoS and
Scopus databases (1.1) to obtain a set of article metadata that
includes title, abstract, keywords, references, and others to be
uploaded to StARt (1.2).
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FIGURE 2. From original sets of papers to extraction.

In the second step, StArt automatically combines the data
and removes some duplicate articles (2.1). However, it is
necessary to manually remove the remaining ones (2.2).
Additionally, StArt offers a semi-automatic *““snowball”” pro-
cess that analyzes articles from previous literature. Whereas
the tool does not automatically find articles from subsequent
literature, it is possible to manually include them in this
process. StArt facilitates a semi-automatic pre-selection of
studies based on inclusion and exclusion criteria using the
SCAS (Score Citation Automatic Selection) strategy (2.3).

Fabbri et al. [29] described the SCAS strategy to automate
the initial selection in SLR based on two characteristics cal-
culated for each study: the score and the number of citations.
When combined, studies are classified into four quadrants.
The first quadrant includes studies with high scores and at
least one citation. The second quadrant comprises studies that
have high scores but no citations. The third quadrant contains
studies that have low scores and at least one citation. Finally,
the fourth quadrant includes studies with low scores and no
citations. The score is calculated based on keywords that are
defined in the protocol. These keywords are found in the title,
abstract, or keywords available in the union of sets. The score
is essential as it provides the ranking of studies according
to their supposed relevance to the context of the SLR. This
pre-selection step with StArt improves the quality and drasti-
cally optimizes the time to perform this entire process.

During the third step, the authors review the results of
the previous one, excluding articles that were pre-selected
by StArt in quadrant 1 (3.1). They also include articles that
were rejected in quadrant 4 (3.2). They may also contain or
exclude articles that were unclassified by StArt in quadrant
3or4(3.3).

In the fourth step, the full text of selected articles should be
obtained for extraction. This step applied the quality criteria
for content analysis. In some cases, the article may not have
enough metadata, or it may not be accessible by the authors

81612

and should be rejected (4.1). During the entire reading, the
article should also be rejected if it is not relevant to the context
of the research (4.2). If the article is appropriate for research
purposes, a new register in the extraction form should be
documented accordingly (4.3).

Fig. 3 illustrates the results execution of these processes.
From the initial sample from WoS and Scopus, 83 works
were extracted to provide the bibliometric studies and content
analysis.

It should be noted that the number of articles in WoS and
Scopus regarding LGPD was about 2% in both situations.
The extracted sample has only two articles about LGPD [77]
and [79], and no one in Portuguese.

5) GUIDELINES FOR BIBLIOMETRIC STUDIES

Bibliometric studies aim to answer the RQ1 by providing
information on the number of publications and citations over
a specific period of time, as well as the ranking of publications
and the most notable authors.

6) STRATEGY TO PERFORM THE CONTENT ANALYSIS

The extraction process uses a form based on an Excel table
generated by StArt, which is then supplemented with other
fields. This form records essential information from the text
content, making it easier to conduct a comparative analysis,
discover patterns, and synthesize data in order to answer
the further RQ. Any blank fields that are not automatically
populated are completed during the full reading. Some of the
form columns are article title, authors, journal, year, StArt
Score, StArt quadrant, reading a priority, research method,
research question, implementation framework, technology
discussed, the impact of the technology, consents, trans-
parency, challenge, enabler, contribution, research gaps, and
future research indication.

7) COMPILE THE SLR PROTOCOL

StArt provided automatic reports that helped build the
research protocol above. This protocol allows this SLR repli-
cation and was used to provide the results in the next section.

IV. RESULTS
This topic aims to answer the research questions from RQ1

to RQ5. Section A describes the answer to RQ1 about bib-
liometric study using the fifth step from the protocol. Further
sections describe the answers to the RQ2 to RQ5, considering
the content analysis strategy described in the sixth step of the
protocol. The RQ6 is answered in the discussion of results
topic.

A. RQT1 - HOW HAVE GDPR IMPLEMENTATION
DISCUSSION PROGRESSED IN THE LITERATURE? WHAT
ARE THE MOST PROMINENT JOURNALS, ARTICLES AND
AUTHORS THAT DEBATE THE THEME?

Fig. 4 exhibits the times cited and publications from the
original 744 documents from WoS executed on Dec. 31, 2023.
The 991 publications from Scopus have a similar profile.
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FIGURE 3. Studies identification, selection, and extraction.

This graph indicates a rise in articles from 2017 to 2020,
with a stabilization afterward. However, the increase in cita-
tions since 2017 suggests sustained academic interest in the
theme, answering how the GDPR implementation discussion
progressed in the literature.

Tables 3 and 4 were constructed based on the sample that
contains the 83 extracted articles listed in the spreadsheet
available in Appendix and information from WoS e Scopus
databases about these articles.

Table 3 provides insights into the leading journals that dis-
cuss the theme, highlighting the Computer Law and Security
Review (CLSR) and IEEE Access. The sample of 83 articles
was published in 59 periodicals, suggesting a broad academic
interest in this theme.

The citation columns for WoS and Scopus show the total
number of citations received by all articles published by each
journal. The rankings are sorted by Scopus citation figure.
To sort by WoS citation, remove positions 4 and 5, and swap
8 and 9.

Table 4 shows the top 10 most cited articles sorted by
descending order by Scopus, highlighting some review arti-
cles and articles published in the period of 2018 till 2021, and
the authors of each paper.

After reviewing the original WoS and Scopus samples,
we observed the authors who published the most on the
topic, with up to six articles, namely Alepis, E., Malgieri, G.,
Patsakis, C., Politou, E. All of them have earned a spot in
the top 10 of the selected sample, indicating a remarkable
correlation between these data sets and a noteworthy work
by them.
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H ‘ 7 [ |83 extracted

B. RQ2 - WHAT ARE THE SUBJECT AREAS THAT ARE
RELEVANT TO GDPR COMPLIANCE?

According to protocol step six, content analysis strategies can
aid in comparative analysis and pattern discovery. This was
executed on 83 articles using an extraction spreadsheet to
group the subjects covered.

A classification of subjects was proposed, divided into five
categories, with each article being associated with multiple
categories. The GOV category covers IG compliance, EAM,
ISO-based standards for GDPR compliance, implementation
roadmaps, and general challenges and enablers in compliance
projects.

The DSR-C and DSR-T categories are related to data
subject rights involving consent and transparency, high-
lighting challenges and enablers in the DS-controller
relationship.

The MISC category includes articles on compliance with
regulations in various countries, the GDPR’s relationship
with innovation, and the Data Protection Impact Assessment
(DPIA), among others.

The technology category was divided into seven subcat-
egories, six of which relate to specific technologies such
as Blockchain (BC), Internet of Things (IoT), and Artificial
Intelligence (AI) as a threat or enabler for compliance. The
seventh subcategory (T_O) is for papers discussing other
technologies. Big data technologies could be part of the
discussion in all subcategories and are also included in the
T_O category. Table 5 displays the categories and the num-
ber of documents (Doc) found in the 83 extracted sets of
articles.
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TABLE 3. Top 10 publishers.
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COMPUTER LAW AND
! SECURITY REVIEW (CLSR) 10 483 647
2 IEEE ACCESS 6 255 392
IEEE TRANSACTIONS ON
3 INFORMATION FORENSICS 1 131 168
AND SECURITY (IEEE TIFS)
JOURNAL OF CYBERSECURITY
4 10 1 0 155
5 ECANCERMEDICALSCIENCE 1 0 114
JOURNAL OF GLOBAL
6 INFORMATION TECHNOLOGY 1 72 88
MANAGEMENT (JGITM)
7 INTERNATIONAL DATA ) 59 64
PRIVACY LAW (IDPL)
g COMPUTER STANDARS & { 4 64
INTERFACES (CSI)
9 APPLIED SCIENCES ] 14 51
SWITZERLAND (ASS)
DIGITAL POLICY,
10  REGULATION AND 2 29 49
GOVERNANCE (DPRG)

C. RQ3 - WHICH REFERENCES OR MODELS HAVE BEEN
APPLIED TO REACH THE GDPR COMPLIANCE? IS THERE
ANY GAP?

The papers that could help answer these questions were clas-
sified in the GOV category.
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Multiple studies have explored how to plan and implement
actions for GDPR compliance using ISO-based standards
as an implementation roadmap. However, all of them have
revealed that these approaches are insufficient to provide a
comprehensive guide to compliance. This gap, referred to as
the implementation roadmap gap, is a significant limitation
of ISO-based standards. Other studies suggest that the IG
discipline can be a useful reference to address this gap, with a
focus on the use of EAM to manage the informational assets
under the IG.

Diamantopoulou et al. [34] recommend actions to comply
with GDPR for organizations already certified according to
ISO 27001:2013 standard for the information security man-
agement system (ISMS). The ISO27701:2019 complements
ISO27001 with specific requirements for a privacy man-
agement system. Anwar and Gill [35] present the common
requirements and gaps for compliance with GDPR and ISO
27701, which cannot meet specific legislation issues such as
DS rights and PD collection. Lachaud [33] demonstrates that
compliance with this standard is insufficient for compliance
with the GPDR. Bartolini et al. [36] studied the correla-
tion between GDPR requirements and ISO/IEC 27018/1014,
a standard for public cloud computing providers about PII.
Gobeo et al. [37] propose an assessment of information assets
based on value and risk level to achieve homogeneous data
management. The authors evaluate the structure of COBIT 5
(Control Objectives for Information and Related Technolo-
gies) with the ISO 27001 standard and conclude that, based
on such references, companies can manage PI in line with
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TABLE 4. Top 10 most cited articles, including authors.

5 = o=
i z § Q&€ 2¢
ID Title Authors § ;: z 8 E 8
£ O O
Privacy-Preserving Solutions for Blockchain: Review and Bernal Bernabe, J. and Canovas, J. L. and IEEE
1 Hernandez-Ramos, J. L. and Torres Moreno, 2019 138 221
Challenges ACCESS
R. and Skarmeta, A.
5 EU Qen;ral Data Protection Regulatlpn: Change§ and Tikkinen-Piri, C. and Rohunen, A. and CLSR 2018 137 190
implications for personal data collecting companies Markkula, J.
3 GDPR-Compliant Personal Data Management: A Truong, N.B. and Sun, K., and Lee, G.M. IEEE 2020 131 168
Blockchain-Based Solution and Guo, Y. TIFS
4 Forgetting personal data and revoking consent under the POLITOU, Eugenia; ALEPIS, Efthimios; C 2018 0 155
GDPR: Challenges and proposed solutions PATSAKIS, Constantinos.
5 The Intemet. of Thlngs ecosystem: The blockchain and Wachter, S. CLSR 2018 94 139
data protection issues
6 The right to data portability in the GDPR: Towards user- De Hert, P. and Papakonstantinou, V. and CLSR 2018 94 126
centric interoperability of digital services Malgieri, G. and Beslay, L. and Sanchez, 1.
ECANC
The impact of the EU general data protection regulation ERMEDI
7 on scientific research Chassang, G. CALSCI 20170 14
ENCE
3 Smart City IoT Platform Respecting GDPR Privacy and Badii, Claudio and Bellini, Pierfrancesco and  IEEE 2020 62 91
Security Aspects Difino, Angelo and Nesi, Paolo. ACCESS
g  Thelmpact of GDPR on Global Technology Li, H. and Yu, L. and He, W. JGITM 2019 72 88
Development
10 Towards a GDPR compliant way to secure European Larrucea, Xabier and Moffie, Micha and CsI 2020 42 64

cross border Healthcare Industry 4.0

Asaf, Sigal and Santamaria, Izaskun.

regulatory requirements by inserting specific requirements.
Dharni et al. [38] combine the COBIT 2019 framework for
IT governance and management with the insertion of a focus
area that adopts cybersecurity benchmarks such as NIST and
ENISA for PD protection and point out that there are still
actions left for compliance with GDPR.

Lachaud [33] emphasizes that works that use standards for
compliance with the GDPR make use of the risk management
discipline since, to meet a certain requirement, it is possi-
ble to adopt organizational or technical measures subject to
non-compliance due to vulnerabilities inherent to the envi-
ronment in which they are adopted. The works indicate a path
to compliance and resolve a portion of the requirements, but
do not present a complete solution. The author emphasizes
that to comply with GDPR, a mix of two approaches must
be used. The risk-based approach, as presented in the works
mentioned above, and the law-based approach. The author
defines the legal approach as establishing a ‘“‘non-negotiable”
right of the DS to have their PD protected, aiming to guar-
antee the legality and transparency of data processing. The
GDPR grants, for example, DS the right to access and rec-
tify their data, but the EU legislator has not proposed a
risk-based approach in this area because it considers that
the level of access and rectification should not vary across
countries regarding the risks incurred. Similarly, Yeung and
Bygrave [39] examine the tension between the compliance
approach based on risk management and the approach to
the primary objective of legislation to safeguard fundamental
rights, pointing to them as distinct sources of the legislation’s
requirements in their nature. They suggest that despite the
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complexity and uncertainty surrounding the requirements,
the scheme is an innovative hybrid with a significant degree
of built-in “future-proofing” that should help make it more
resilient to being overcome by organizational and technolog-
ical measures.

On the other hand, Assis [40] discusses the concept of IG as
an approach to the governance of informational assets in orga-
nizations. It highlights IG as a business-oriented discipline,
compliance with standards, secrecy, external threats, data and
information management, challenges regarding access gover-
nance, and use and storage of data, which are also apply to the
PII context. According to a survey carried out by the (CGOC)
Compliance, Governance, and Oversight Council [41], com-
pliance with the GDPR has become one of the main issues in
IG today.

Burmeister et al. [45] suggest that the implementation
of the GDPR sparked global IG efforts, with companies
required to address the information artifacts more intensively
through their EAM systems. EAM can be described as a
means to plan, coordinate, and guide the continuous digital
transformation in organizations, encouraging the use of a
common language to support decision-making [43]. Lajara
and Macada [44] suggest that EAM can provide a basis for
IG when it captures the representation of information and its
processes through EA (enterprise architecture) artifacts that
could use different techniques and levels of abstraction.

Burmeister et al. [45] argue that EAM can be key to
implementing GDPR as an important domain of IG and
ensuring transparency in information integration across the
organization. The authors identified a multitude of benefits
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TABLE 5. Categories discussed in articles.

Category Description Doc
IG, EAM, ISO-based roadmaps, generic
GOV : 25
challenges, and enablers for compliance
DSR_C DS Rights — Consents 25
DSR T DS Rights — Transparency 14
Miscellaneous — Regulations in Countries,
MISC Innovation, DPIA, othgrs 8
TEC Technologies and related impact for compliance 53
(challenges or enablers)
T BC C Blockchain — challenges 7
T BC E Blockchain — enablers 11
T IoT C IoT — challenges 9
T IoT E IoT — enablers 2
T AI C Al — challenges 5
T AL E Al - enablers 3
TO Others 6

for using EAM for GDPR implementation, or equivalently,
GDPR enablers for using EAM, based on interviews with
29 enterprise architects in German organizations. They listed
these enablers in Table 6 ranked by the frequency that means
the importance of each one for GDPR compliance in the view
of those experts.

The tables below include identifiers for enablers, chal-
lenges, and benefits. Enablers are identified as “En,” chal-
lenges as “Cn” (which have already appeared in Table 1),
and benefits as “Bn,” where “n” is a sequential number.

Based on these enablers the authors derived seven design
principles that must improve IG for compliance.

The first and the most frequent factor from Table 6 shows
congruency with the results of Huth et al. [46]. These authors
emphasize the importance of RoPA and detail a list of
attributes that must be maintained by organizations as a result
of the principle of responsibility in legislation. This prin-
ciple requires, under certain conditions, the demonstration
of records of activities on PD to supervisory authorities,
in accordance with art. 30 GDPR [47], in particular under data
leakage situations.

Becker et al. [48] exemplify EAM as an IG instrument for
GDPR compliance under scientific research in biomedical
areas context, which have a special interest in RoPA because
of sensitive PD and laws in certain countries.

The aforementioned topic indicates that adherence to IG
discipline and EAM practices could facilitate GDRP com-
pliance. Hence, exploring the viability of utilizing these
disciplines to address the implementation roadmap gap for
complete GDPR compliance when using solely an ISO-based
standard would be a valuable endeavor. Such an investigation
could help identify ways to bridge this gap effectively.

Further sections, from D to G, will answer RQ4, which
asks about the challenges and enablers for GDPR compliance.
Section D describes the challenges and enablers for the GOV
category, section E for the DSR-C category, section F for
the DSR-T category, and section G for the MISC category.
The remaining sections will answer RQS5, which pertains
to the challenges and enablers for the technology category.
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D. RQ4 - CHALLENGES AND ENABLER FOR THE GOV
CATEGORY

Table 7 shows specific challenges and enablers regarding
GDPR compliance after the content analysis considering arti-
cles in the GOV category.

To summarize, the main challenges discussed are related
to ensuring the rights of individuals whose data is being
used, especially the right to be forgotten, which involves
removing PD from digital environments. This can be a com-
plex task, as noted by Poritskiy et al. [49], Zaeem and
Barber [50], Georgiopoulou et al. [51], Politou et al. [8],
Tikkinen-Piri et al. [17]. It is important to note that this
challenge is significant and has also been identified in the
DSR-C and DSR-T categories. Challenges C9, C10 and C11
are algo part of DSR-T category discussion, but they still
appear in GOV category.

Regarding GDPR enablers, rather than focusing solely
on issues that the EAM can handle as exposed in Table 7,
it is important to highlight the enablers associated with more
strategic components of the IG, like E11, E12, E13, and E14.

A model of GI components is presented in E12 by
Tallon et al. [54]. It includes relational practices like commu-
nity communication, user involvement, and idea exchanges—
in this case, on data privacy—and structural practices like
supervision mechanisms, policy definition, and role and
responsibility definition. The relational practices also are
discussed under a leadership and communication skills point
of view to turn viable decentralized focal points to improve
to better data protection management, as stated the E11 based
on [53].

The significance of alignment and harmony between busi-
ness areas and governance leaders cannot be underestimated,
as emphasized by Vojvodic and Hitz [55], which we have
labeled as E13. To attain this alignment, they suggest creating
a versatile team that is spearheaded by proactive leaders with
a genuine dedication to improving and promoting privacy
practices. This methodology bears resemblance to E11 [53]
and can also be viewed as a type of relational practice in the
realm of IG [54], in accordance with E12.

A COBIT 2019 adaption for data privacy by Dharni [38]
represents the enabler E14. ISACA [56] created the COBIT
2019 with 40 objectives categorized into the domains of
governance and management. These objectives are asso-
ciated with practices formed by policies and procedures,
information flow, organizational structure, services, infras-
tructure, applications, culture and ethics, and processes.
Dharni [38] combines the use of COBIT 2019 with a
cybersecurity area focus indicating the NIST or ENISA ref-
erences to cover the PD data protection. Therefore, E14 are
related to the view of the strategic aspect of IG for data
privacy.

Poritskiy et al. [49], along with others, have discussed the
advantages of GDPR compliance. Raising awareness among
data protection stakeholders about these benefits can be a sig-
nificant motivation for holding privacy practices accountable
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TABLE 6. GDPR enablers by the of EAM adapted from
Burmeister et al. [45].

GDPR enablers using EAM Freq.
El. Creation of the Record of Process Activity for PD (RoPA)

using existing EA artifacts. 9%
E2. EA artifacts are central sources for obtaining data by data 63%
stewards.

E3. Documentation of business-related privacy aspects in a 54%
more sustainable way.

E4. Support for compliance with DS’s rights. 50%
ES5. Promotes common terminology for the organization. 42%
E6. Simplifies privacy impact surveys and analyses when 29%
evaluating new technologies.

E7. Enables independent reporting by the data controller using 25%

EA tools.
E8. Improved data leakage impact survey/analysis. 17%
E9. Supports the implementation of the “privacy by design” 17%
concept.

and achieving compliance. Table 8 provides a summary of the
discussed benefits.

E. RQ4 - CHALLENGES AND ENABLER FOR DS RIGHT -
CONSENT CATEGORY (DSR-C)

The issues and challenges regarding the DS rights, such as
the right to revoke consent, and the right to be forgotten,
among others, are also debated in a more specific way for
sectors such as means of payments under the environment
under use and technologies such as big data analytics and Al
that promote facilities for the re-identification of PD without
individual consent [8], for scientific research sectors in the
health area that face the processing of sensitive data [57],
[58], [59], biometric data [60], from children [61], for orga-
nizations in the Telecommunications sector that deal with a
high volume of PD from consumers [62] among others.

To ensure compliance with GDPR, the Resource-Based
View (RBV) literature was consulted in addition to EAM and
IG disciplines. Labadie and Lagner [123] apply RBV as a
framework for GDPR, highlighting the importance of allo-
cating specific resources for compliant operations. Through
expert observations of 22 companies and four GDPR compli-
ance projects, the authors establish a capabilities model. They
identify three critical groups of capabilities and resources that
are essential for successful implementation: infrastructure,
data management, and external communication management.

In contrast to these challenges, there are works that discuss
the systemic approach to consent management as a tool to
enable compliance with legislation and circumvent it.

Sim et al. [63] propose a model to explain the techni-
cal requirements for a system to meet the rights of DS in
relation to access to their data. They discuss the essential
importance of consent management with transparent process-
ing allowing traceability of data, including modifications to
consents.

Robol et al. [64] states that modeling frameworks have
been suggested to aid in the examination of requirements in
intricate socio-technical systems. They propose a modeling
language and formal framework for analyzing privacy-
consent requirements, based on the social principle of
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TABLE 7. Challenges and enabler from GOV category.

Challenges (C) and Enablers (E)
C10. Data Portability.

Authors

[49], [115]

[49], [50], [51], [8],
[17]
[491, [501, [51]

C11. Right to be forgotten or to remove PD.

C12. Right of access and rectification of PD by
DS.
C13. Perform compliance audits across

environments, including geographic transfers. [49], [51]
C14. Increased Information Security budget. [49]
C15. Subcontractor management and shared

o [49]
responsibility.
C16. Increased technical complexity. [49]
C17. Limiting the growth of the use of emerging

. [49]

technologies.
C18. Transparency about PD leakage. [50], [51]
C19. Transparency about PD processing. [50],

C20. Transparency about the physical storage
locations of DP and geographic movements [51]
(IaaS)*.

E10. Existence of an Information Security
Management System (ISMS) complied with [52]
ISO 27001.

Ell. Data protection management with
decentralized focal points.

E12. IG practices in place (structural and
relational).

[53]

[54]

E13. Alignment between governance leaders [55]
and business areas through the formation of a
multifunctional unit under the management of
proactive leaders.

El14. COBIT2019 as a framework for data
privacy compliance.

[59]

consent. This research project with the Trentino health-care
provider in the medical domain provides valuable insights
into the analysis of privacy.

Similarly, Robol et al. [65] and Peyrone and Wichadakul
[66] propose formal models for managing subscriptions
updated with technical improvements. The first authors pro-
pose that organizations can improve their data protection
policies with a consent regime that supports both normal or
non-retroactive granting, retroactive granting, and revocation
for these two situations, in line with legislation.

Peyrone and Wichadakul [66] have proposed software
engineering models to represent the basic functionalities of
consent management. These models consist of four state
machines and a class diagram of the object-oriented analysis
technique that formalizes the structure of data and activities.
Each machine represents the possible states regarding Data
Protection (DP) and consents, and the transitions between
these states. The models synthesize the behavior of function-
alities such as basic processing on DPs considering the legal
bases, revocation of consent or deletion of PD as requested,
obtaining DP as requested to comply with the right to
portability [115], confirmation, and recording of acceptance
of consent. These models can be understood as Enterprise
Architecture (EA) artifacts. Several works on consent man-
agement aligned with scientific research in the health area
are based on industry standards, which are more rigorous than
explicit requirements in GDPR.
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Sutter et al. [67] discuss the use of electronic informed
consent (eIC), which enables the interactive transmission
of research information to its participants, influencing the
obtaining of consent in a dynamic way. They emphasize that
in the EU, there is a distinction between elC for participation
in clinical research and eIC for treating participants’ PD.
EU countries are divided into three groups regarding eIC
regulation: those that accept and regulate the use of eIC, those
that accept the use of eIC without explicitly regulating it,
and countries that do not accept the use of eIC. As a result,
the regulation of eIC through laws and guidelines shows a
wide variety among Member States, whereas in the United
States, it is harmonized through a federal code. Despite the
lack of uniformity across the EU, Rau et al. [68] confirm
that at the time of publication of their research, there were no
commercial systems for managing consents to meet specific
requirements for scientific research with patient health data.
They specified a generic consent management system (gICS),
to enable the implementation of specific rules for each type of
research and type of communication desired with patients in
a configurable way. The authors describe the characteristics
of the technical architecture of gICS as an open-source tool,
part of the MOSAIC project.

In empirical research, Wang et al. [69] analyzed the use of a
mobile app with PD and health data of people with diabetes in
Australasia. The application makes use of eIC and allows par-
ticipants to view and modify their consent decisions based on
iterative research, enabling the legal collection of the greatest
amount of data for scientific research. Table 9 summarizes
the challenges and enablers for the SR-C category discussed.

F. RQ4 - CHALLENGES AND ENABLERS FOR THE DS
RIGHT — TRANSPARENCY CATEGORY (DSR-T)

Effective communication and management of DS rights must
adhere to transparency requirements between DS and con-
trollers to ensure legal compliance. Within the SR_T category
review, seven works delve into the topic of consent, building
upon the previous topic, while two works are examined along-
side an article in the GOV category. Additionally, other works
explore specific aspects, providing valuable insights into the
current state-of-the-art literature in this field.

Coleti et al. [70] argue for the need for mechanisms to
improve the presentation of information about PD, providing
greater transparency in communication between controllers
and DS. The authors propose the TR-MODEL with guide-
lines for a metadata profile management application that
aims to standardize the minimum information necessary
for DP transparency and a guide on how to present it.
An application that uses the model was empirically tested
with users evaluating transparency considering dimensions of
the HCI (Human-Computer Interaction) approach, obtaining
satisfactory results.

Brkan [71] discusses automated decision-making from a
legal perspective, aiming to understand the guarantee of trans-
parency in a criminal matter context. Although legislation
imposes limitations on automated decisions that apparently
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TABLE 8. Benefits of GDPR compliance.

Benefits

B1. Better understanding of the law.

B2. Confidence to maintain compliance.

B3. Improvement in the decision-making involving PIIL.

B4. Accuracy about privacy risks.

BS5. Increased security in the marketing of products and services
involving PIIL.

B6. Increase in the quality of documentation involving PIL

B7. Minimizing PII Collection.

B8. Improvements in data management.

B9. Creating competitive advantages.

B10. The motivation to share PD, which facilitates internal and
external communication.

can encourage the protection of individuals, they argue that
they potentially inhibit Al applications that could contribute
in this context. They debate the GDPR requirements for trans-
parency about such decisions by providing the holder with
“meaningful information about the logic involved™ (Art. 13,
Art. 14, and Art. 15), going beyond semantic questions about
the “right to explanation.”.

Pins et al. [72] analyzed results from 422 requests from DS
in 139 organizations. They formulated the first empirically
based body of knowledge on requirements and design for the
right of access, considering transparency.

Veale et al. [73] criticize the application of Data Privacy
by Design principles to the construction of PET-type tools.
They show that some strategies of this principle focused
on confidentiality used by data controllers present risks of
allowing the identification of PD while at the same time
limiting the ability to comply with the rights of access, dele-
tion, and objection. Based on these criticisms, they suggest
ways to implement data-centric principles to ensure more
transparency in the relationship with DS through parallel
systems.

Table 10 summarizes these factors. Note that some trans-
parent challenges are also presented in GOV category. We do
not repeat them in this table again.

G. RQ4 - CHALLENGES AND ENABLERS FOR
MISCELLANEOUS CATEGORY (MISC)

The articles under the MISC discuss the GDPR compli-
ance considering particular characteristics in EU member
countries, the generic impact of GDPR on innovations, ques-
tions regarding the risk management approach to compliance,
and articles that address legal and ethical issues around
legislation.

Doe [74] shows a general discussion on the implementa-
tion of GDPR in the EU. Cordeiro et al. [75] for Portugal,
Mitrou [76] for Greece, Faifr and Januska [77] for the Czech
Republic and Canedo et al. [78] discuss the implementation
of the LGPD in Brazil.

GDPR can introduce barriers to innovations or elements
that drive them [79], [80], [81].

Some studies focus on the risk management approach of
the GDPR, such as the development and use of the DPIA
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(Data Protection Impact Assessment) [82], [83], [84], [85],
[86], [87], [88] and on vulnerabilities and threats in interna-
tional transfers via electronic payment wallets [89].

There are some works that deal with the effects of GDPR
on organizations in general, with a focus on organizational
structure [90]. Other works expand the discussion on legal
concepts [91], and there are also those that focus on ethics
and data privacy considerations during times of crisis, such
as the COVID-19 pandemic [92].

The challenges and enablers in this category are highly
context-dependent and cannot be generalized or synthesized
like other categories.

The next sections, from H to L, provide detailed answers to
RQS5, which is about the technologies and their characteristics
that can have negative impacts on compliance with GDPR,
as well as the ones that promote positive impacts.

H. RQ5 - CHALLENGES AND ENABLERS FOR
TECHNOLOGY (T) CATEGORY

This topic brings generic considerations about the challenges
and enables regarding technology category.

Discussions about technologies are crucial in current sys-
tems, such as health systems, smart cities, and data privacy
tools. These systems are made up of physical and software
components, humans, and the social environment. Hence, it is
essential to consider organizational structures and the social
environment’s iterations in privacy issues [93].

There are some articles that discuss “big data” and ‘‘ana-
lytics.”” However, a separate subcategory for this topic was
not created because it is generally justified by the high volume
of data that these technologies use, along with IoT and Al
technologies. Some specific articles on big data and analytics
have been included in the “others” subcategory.

The next four sections, I,J,K,and L describe the challenges
and enablers discussed in the seven technology subcate-
gories, about blockchain (T-BC-C, T_BC-E), IoT (T-IoT-C,
T-IoT-E), AI (T-AI-C, T-Al E), and others (T-O) respectively.

I. RQ5 - CHALLENGES AND ENABLER FROM
BLOCKCHAIN (T-BC-C AND T-BC-E) SUBCATEGORIES
Blockchain technology is built on a distributed and synchro-
nized database for recording transactions known as ““blocks,”
which are linked together through encryption to form a
“ledger.”” This ledger is duplicated across multiple nodes in a
computer network. New transaction blocks are added to each
ledger only after being validated by cryptographic algorithms
on each of the validator nodes. This process aims to ensure
transparency, trust, and accountability [94].

Haque et al. [12] discuss in an RSL the challenges
for GDPR compliance when personal data is transacted
in an environment with blockchain technology. They pro-
pose workarounds that consider paths using the legislation
itself and characteristics of the technology. There are two
intrinsic challenges to this technology, already described by
the European Parliamentary Research Service department:
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TABLE 9. Challenges and enabler from SR-C category.

Challenges (C) and Enablers (E)

C21. Right to delete PD (the same as C11 from table
8, but from other authors).

C22. Right to revoke consent.

C23. Avoid the identification of anonymized. PII in
big data environments without consent.

Authors

[57], [58], [59],
[60], [61], [62]
(8], [17], [50]

(8]

[63], [64], [65],
[66], [67], [68],
[69]

E13. Tools for managing consents and use of
electronic Informed consent systems (eIC).

i) Responsibility of controllers or processors: GDPR requires
at least one data controller. The controller manages data col-
lection and consents, and must be accessible to data subjects.
With blockchain technology, each node owner of the validator
network must be introduced as an actor, requiring greater
complexity in terms of guaranteeing the principle of respon-
sibility. ii) Non-modifiable and non-deleted data: GDPR
recommends minimizing data, stating the purpose of limited
use, and modifying and deleting data when necessary. The use
of blockchain technology presents challenges to GDPR com-
pliance because data stored in a blockchain is non-modifiable
and non-removable. As new transactions occur, the data
continually grows, and the information contained in ledger
blocks cannot be altered or removed. To address these chal-
lenges, the authors identify six groups of articles of law and
propose measures or workarounds that leverage blockchain
technology as an enabler for compliance. The first two groups
of challenges pertain to issues previously mentioned, while
the other four are as follows: i) Challenges related to con-
sent management can be resolved through the use of smart
contracts, which allow the creation of rules with trackable
executions. ii) Processing principles benefit from the inher-
ent transparency and traceability of blockchain technology.
iii) Territorial scope challenges, which involve the trans-
parency required for data movements between countries, can
be addressed by using a private blockchain network managed
by the operator or controller. iv) Protection and ‘‘privacy
by design” requirements can be met by the zero-knowledge
proof (ZKP) feature of blockchain, which allows validation of
a block or ledger transaction without making the transaction
content available, ensuring anonymity. Other authors also
present challenges for compliance with blockchain technol-
ogy and its enablers in a similar way.

Cornelius [95] shows how blockchain records can meet
the principles of transparency and responsibility, considering
NFTs (non-fungible token) applications, which are unique
cryptographic records linked to a good or object of value
and contribute to the discussion about public and private
blockchain. They highlight the challenges for compliance
with the principle of responsibility in the public network.

From the side of challenges, Hofman et al. [ 119] also points
out compliance obstacles, especially guaranteeing DS rights
regarding deleting records under the Blockchain. Kapsis
[122] discusses these and other challenges for the fintech
(Financial Technology) sector, including the conversational
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TABLE 10. Chall and bler from SR-T category.
Challenges (C) and Enablers (E) SR-T Authors
C24. Ensuring transparency in automated decisions. [71]

C25. Inhibition of Al tools to support transparency when  [71]
making automated decisions, restricted by legislation.

C26. Mitigate risks of using the Data Protection by Design ~ [73]
approach for the development of C4.

C27. PET tools with limit access and deletion capabilities.  [73]
C29. Precarious mechanisms for presenting information [70]
between controller and DS.

E14. Metadata profile management application that aimsto  [70]
standardize the minimum information necessary for DP
transparency (HCI approach).

E15. Requirements and design on the right of access [72]
considering transparency.

stance of the European Commission that imposes barriers to
blockchain characteristics to be fully adopted for the sector,
inhibiting the acquisition of competitive advantages to EU
member countries.

On the other hand, Freund et al. [121] analyze the privacy
principles and data treatment in Blockchain, guided by the
phases of the Data Life Cycle. It presents an approach for
organizations to adapt to the legislation and provides data
treatment options for the phases that present gaps. Moreover,
Erbguth [124] proposes five ways for GDPR compliance
using this technology.

Barnabe et al. [11], in an RSL, present the state of the art
in privacy-preserving technologies with blockchain technol-
ogy. They indicate techniques to get around them that apply
the self-sovereign identity paradigm, SSI (Self-Sovereign
Identity), which can be adopted by IDM (Identity Manage-
ment System) to replace centralized models. This paradigm
aims to empower users with the confidence of decentralized
validation of their identity anonymously, made possible by
techniques such as ZKP in digital transactions. Under this
model, DPs are no longer available in third-party services,
providers, or transactions, with interaction with users also
being anonymized. The authors describe privacy problems
in public networks due to the availability of the ledger and
analyze the public keys of users involved in the transac-
tion, indicating the potential for undue discoveries to be
made by inferring information that should be confidential.
They discuss workaround alternatives using the technol-
ogy itself, synthesizing results from previous literature and
open challenges such as those related to the management
of cryptographic keys in recoveries, problems of resistance
to cryptographic privacy for quantum computing, and other
problems.

Alsayed Kassem et al. [117] also discuss IDM with
blockchain for GDPR compliance, Campanile et al. [118]
discuss DP systems of records.

Truong et al. [114] question the centralized management
model for PD by controllers. They highlight that under this
model, the prerogatives of the law are derived from explaining
the rights of DS, leaving the exercise of such rights as a chal-
lenge for them and dependence on their skills. The authors
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propose a model for managing decentralized mechanisms for
PD processing, enhancing transparency and governance using
blockchain. The model includes a high-level architecture,
design and functionality guidelines, and detailed algorithms
for GDPR compliance.

J. RQ5 - CHALLENGES AND ENABLER FROM IOT (T-10T-C
AND T-IOT-E) SUBCATEGORY

Articles about IoT use the basic concept of IoT as a growing
network of identified, internet-enabled objects or devices that
communicate with each other. However, an IoT environment
can potentially increase the risk of access to PII stored on
network objects.

Wachter [96] highlight that identification and access con-
trol technologies are essential infrastructure for linking data
between a user’s devices with unique identities and providing
integrated, linked services. However, profiling methods based
on linked records can reveal unexpected details about users’
identities and private lives, which can conflict with privacy
rights. This can also lead data controllers to act in their eco-
nomic interests or act in a discriminatory manner. Therefore,
the authors propose that a balance must be struck between
the identification and access control necessary for the IoT to
function and the rights of DS to privacy. In summary, they
discuss four challenges for compliance under IoT: profiling,
inference, and discrimination; context-sensitive identity con-
trol and sharing; consent and uncertainty; and honesty, trust,
and transparency.

Works by Badii et al. [97], Larrucea et al. [98], and
Asghar etal. [99] discuss the challenges of GDPR compliance
in IoT environments in smart cities, healthcare industry, and
supporting electronic surveillance systems, respectively.

On the other hand, some works aim to demonstrate
enablers for compliance under IoT technology (T-IoT-E).
For example, Kounoudes and Kapitsaki [13] presented a
conceptual framework for GDPR compliance under an IoT
environment that encourages DS to have greater power over
their PII.

Fabiano et al. [100], Sunetal. [101], and Rantos et al. [102]
discuss the IoT environment and indicate blockchain as a sug-
gestion for compliance solutions. Rantos et al. [102] propose
a blockchain-based platform for consent management in the
IoT ecosystem. Sanchez et al. [103] propose the management
of privacy preferences in IoT environments using an approach
that exploits Semantic Web (SW) technology. This approach
intends to allow users to negotiate permissions to share data
with third parties via connected devices.

K. RQ5 - CHALLENGES AND ENABLER FROM Al (T-Al-C
AND T-Al-E) SUBCATEGORY

Kramcsak [104] argues that adequate data governance is a
challenge for Al systems that want to obtain benefits from
associated technologies. The accuracy and effectiveness of
Al models depend on the availability of genuine, relevant,
and representative training data, often in large volumes.
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Al systems tested and validated using low-quality data or
inadequate volume can produce inaccurate, erroneous, dis-
torted, or harmful results that can affect individual rights and
freedoms.

Kingston [105] proposes four areas of GDPR compliance
where technologies such as machine learning or rules-based
technologies can be relevant. These areas include following
compliance checklists and codes of conduct, supporting risk
assessments, complying with new regulations related to tech-
nologies that perform automatic profile identification, and
complying with new standards regarding the recognition and
reporting of security breaches. For example, Amaral et al.
[106] describe systems for automating policy-based compli-
ance checking, and Lore et al. [107] explain how to automate
data protection actions for compliance in public records
workflow systems in Italy.

In a more conceptual discussion, Butterworth [108]
debates the role of impartiality and equity in the inter-
pretation of the GDPR when using Al by organizations.
Wulf and Seijof [109] conducted an online survey with
835 DS and 100 organizations to empirically validate the
quality and effectiveness of communications about auto-
matic Al processing required by GDPR. The survey showed
that the communications required by the GDPR do not
meet the expectations and needs of DS. The explanations
prepared by the guidance of the GDPR generic formula-
tions differ widely, are often vague, incomplete, and lack
transparency.

In summary, Al technologies are data-intensive, which
is the biggest challenge for compliance. Al as an enabler
allows for the development of PET-type tools, as classified
in Kingston [105].

L. RQ5 - CHALLENGES AND ENABLER FROM OTHER
TECHNOLOGY (T-0) SUBCATEGORY

Solid is a software project that was initiated in 2016 and
is led by Tim Bernes-Lee, the creator of the World Wide
Web. The aim of Solid is to create a secure and decentral-
ized platform for the exchange of public and private data.
Pandit [32] highlighted the growing interest in Solid’s radical
approach, which gives data owners sovereignty over their data
and moves away from control by controllers, blocks, and
lack of privacy. Solid includes an IDM, access control, and
communication called “Pods”, all of which are controlled
by the data owners. By having management control over
their own data, owners can modify it and decide on sharing
or revoking access requested by other individuals, organi-
zations, or applications. Data stored in Pods uses standard,
open, and interoperable protocols, and formats, enabling
secure communication between owners and requesters or
between owners and websites and systems relevant to the data
stored in Pods.

Emerging technologies such as Big Data, quantum com-
puting, and 5G technology can significantly impact compli-
ance challenges and present opportunities to be used to their
advantage.
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Politou et al. [110] argue that one of the biggest threats to
data privacy is the risk of re-identification of unidentifiable
data using Big Data and Analysis techniques. To miti-
gate these risks, data science employs various methods and
techniques based on principles already adopted by data pro-
tection legislation, such as Data Protection by Design (DPbD)
principle.

Malina et al. [111] discuss the IoT environment under
quantum computing, which poses more complex challenges
to compliance, such as computational ease for breaking data
encryption and reducing potential PET to remedy the increase
in these risks.

Rizou [112] emphasize the risks of IoT enhanced by 5G
technology, which allows a much greater number of devices
on the network and increases connectivity facilities, making
it more complex to meet the rights of holders due to the
increase in the number of actors involved in a network of
greater dispersion about connected objects.

Peukert et al. [120] found that websites reduced interac-
tions with web technology providers after GDPR. Less popu-
lar sites were affected and market concentration increased for
large providers such as Google.

The upper frame of Fig. 5 in the following topic illustrates
the answers to the five research questions described as results
in this topic.

V. DISCUSSION OF RESULTS AND RESEARCH AGENDA
This topic focuses on answering the research question RQ6
“What gaps exist in current research about challenges and
enablers of GDPR compliance that future research can
investigate?”’

Section A provides a research suggestion for the devel-
opment of a model to cover the GDPR implementation gap.
This suggestion is based on the answer to RQ3 in the results
section.

Session B develops five propositions based on challenges
and enablers discussed in RQ4. These propositions could
provide valuable insights to future empirical research.

Session C aims to expand the scope of findings in other
contexts. It suggests constructing hypotheses and possible
variables that may be established in quantitative research
based on the statements from the suggested propositions,
indicated by C1 in Fig.5, and from the remaining challenges
and enablers from the review, indicated by C2.

The bottom frame of Fig. 5 illustrates the research agenda
described in session D and its connection with the discussion
of results from previous sessions.

A. IG FOR PD MODEL TO COMPLEMENT ISO-BASED
ROADMAPS

In response to RQ3, the results indicate that the existence
of IG discipline and EAM practices could facilitate GDPR
compliance, and further investigation into the potential use of
these disciplines is recommended. The use of ISO-based and
other frameworks alone may result in incomplete compliance
due to gaps in requirements such as DS rights, records of
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process activity, data sharing management, and PD collec- On the other hand, Burmeister et al. [45] identify specific
tion, called ‘““compliance implementation gap.” enablers of EAM for compliance, including the creation of a
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TABLE 11. Propositions and links to challenges and enablers.

Proposition
P1) Investment

Challenge / Enabler / Benefits

C3. GDPR compliance may be expensive
and time consuming as it requires
substantial financial and human resources.

P2) DS rights C11 Right to be forgotten or to remove PD.
C21. Right to delete PD (the same as C11
from table 8).

P2) DS rights C12. Right of access and rectification of PD
by DS.

P2) DS rights
P3) Record of Processing
Activities

C22. Right to revoke consent.

El. Creation of the Record of Process
Activity for PD (RoPA) using existing EA
artifacts.

E2. EA artifacts are central sources for

P3) Record of Processing

Activities obtaining data by data stewards.

P3) Record of Processing  E3. Documentation of business-related

Activities privacy aspects in a more sustainable way.

P4) PII sharing B10. The motivation to share PD, which
facilitates internal and external
communication.

P4) PII Sharing C13. Perform compliance audits across
environments,  including  geographic
transfers.

P5) Data collection — C23. Avoid the identification of
Indirect data collection anonymized. PII in big data environments
and anonymized data without consent.

Record of Process Activity for PD (RoPA) using existing EA
artifacts, the centralization of data sourcing through EA arti-
facts, the documentation of business-related privacy aspects
in a sustainable manner, and support for compliance with DS
rights.

Thus, taking into account the match between the frame-
work gap and enablers of EAM usage, it would be valuable
for future research to propose an information governance
(IG) model on PD that outlines the requirements using EAM.
This model can be made up of two types of elements. The
first one would illustrate the processes and information flows
between external entities and functions within the scope.
The second element would represent the structure of infor-
mation and rules based on the GDPR. These conceptual
artifacts would emphasize their relationships and characteris-
tics, enabling organizations to better understand and capture
their privacy practices within the defined scope. This tool
would be useful for both researchers and privacy or data
protection professionals.

According to the results presented in Section C, answering
RQ3, it is recommended that the IG focus on strategic aspects
of the business rather than solely on EAM problem-solving.
To achieve this, the IG for PD model may consider adding
a third element that takes into account a mix of the enablers
discussed. E12 covers recommended structural and relational
practices from the Tallon et al. [54] model, whereas E13
highlights the importance of a multifunctional unit led by a
proactive leader who prioritizes privacy practices, as found
by Vojvodic and Hitz [55]. E14 describes how to use COBIT
2019 for data privacy [56].

With this strategic component, the IG should act as a
lens to capture IG practices at various levels, including
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organizational structure, leadership, roles and responsibili-
ties, communications, and other privacy program facets.

B. FIVE PROPOSITIONS TO BE INVESTIGATED IN FUTURES
EMPIRICAL RESEARCH

The literature offers valuable insights into the obstacles and
opportunities surrounding data protection and privacy prac-
tices. By leveraging this knowledge, researchers can develop
propositions to test these factors in empirical studies. It is
crucial to take into account specific contexts to gain a deeper
understanding of these practices. Through the use of propo-
sitions, researchers can anticipate future scenarios whereas
considering the study’s conditions and limitations [113].

Drawing from the challenges and enablers identified in
this review, it was crafted five propositions that address
issues such as investments in privacy programs, DS rights,
records of processing activity, and data sharing and collec-
tion. Table 11 shows a comprehensive overview of these
factors, complete with links to each proposition. Furthermore,
other factors not discussed as a basis for propositions could
serve as potential sources for future ones, as suggested as
further conceptual research in section C, indicated by C2
in Fig. 5.

Proposition P1 delves into the complex issue of justifying
the feasibility of investing in a project aimed at adapting
to data protection legislation. This is due to the signifi-
cant demand for human, financial, and long-term resources
required for successful implementation.

By examining the perception of organizations towards the
C3 challenge, this proposition can shed light on how it influ-
ences their decisions regarding the allocation of budgets and
resources towards privacy programs, particularly in specific
contexts.

Proposition P2 seeks to shed light on the difficulties organi-
zations encounter when upholding the DS rights, specifically
with regards to the right to be forgotten, the correction of
personal data, and the revoke of consent. These challenges
involve technical obstacles in modifying or erasing digital
information.

How prevalent are these challenges, and to what extent
do they pose a challenge? Additionally, how frequently do
DS such requests, and how have organizations responded to
them?

Proposition P3 states that compliance with data protection
legislation encourages security and control over data sharing
with the external environment. Organizations consider this
situation one of the benefits of conformance with GDPR.

This proposition aims to advance the understanding of the
B10 benefit by indicating that, following the law’s enactment,
there may have been more motivation to share PD due to the
legislation’s favorable treatment of both internal and external
transit. Do organizations have the perception that the law has
brought the benefit of greater security regarding the sharing of
PD? Did the legislation promote facilities for the internal and
external transit of PD? How have organizations been sharing
data, considering the legislation?
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TABLE 12. Research agenda.

1D Research gap or opportunity

Research

Purpose

01 GDPR implementation gap when
using ISO-based standards isolated.

Build an IG model for
PD.

Represent organizational and relational practices of IG for PD and privacy
practices under a process and information structure perspective.

02 The need to validate the suggested
propositions via empirical research.

Empirical research using
five propositions.

Extract insights from empirical research studies to enhance the existing
knowledgebase.

03 Opportunity to expand the context
of empirical findings from the
previous empirical research (02).

Build hypothesis from
empirical findings.

Expand the empirical findings to other contexts considering a set of relevant
variables.

04 Opportunity to create new research
using the challenges and enablers

Build new hypothesis or
propositions from the

Develop new hypothesis or propositions for a more in-depth study of the
challenges and enablers identified in this review.

founded in this review. review.

Proposition P4 states that the lack of EA artifacts poses
a challenge in constructing the RoPA. At the same time, the
absence of a comprehensive RoPA makes it difficult to search
for information about the PD and to locate the PD within an
organization’s environment.

P4 offers an opportunity for further exploration of the C13
challenge and its relationship with enablers for compliance
through EAM, including E1, E2, and E3. Difficulty with C13
may impact the ability to fulfill requests from holders or
returns for audit purposes, particularly in dispersed organi-
zational environments. However, examining the relationship
between the challenge and these enablers can shed new light
on the role of EAM as a factor for IG, as well as Burmeis-
ter et al. [45] emphasis on the primary uses of EAM.

Proposition P5 shows that in organizations already in com-
pliance with the GDPR, practices of identifying PD obtained
indirectly or re-identifying anonymized PD to obtain subse-
quent consent are common and unhindered.

P5 raises questions about the ethical implications of such
practices, and it would be interesting to further explore the
extent to which these practices are being used and their
potential consequences.

These propositions could be used in empirical research
to be validated and estimate the capture of related privacy
practice, as suggested the research agenda item 02 in the
table, e propositions should be used in empirical research
to be validated and stimulate the capture of related privacy
practice, as suggests the research agenda item 02 in the table.

C. TWO TYPES OF HYPOTHESES FOR FUTURE SURVEYS
This session explores two types of hypotheses that can be
developed and tested through quantitative surveys.

The first type involves formulating hypotheses by scruti-
nizing propositions derived from the empirical studies, which
is indicated in Fig. 5 by C1. These hypotheses can help to
generalize statements made in the field to other contexts,
providing a broader scope for these studies. To develop such
hypotheses, it is possible to consider some variables, such as:

a) Organization size.

b) Type of relationship model with the market (B2C, B2B).

c) Type of capital and corporate governance structure.

d) Implementation of data privacy programs.
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e) Use of tools to manage the DS rights.

f) Use of data discovery tools.

g) Use of tools for risk management and privacy impact
analysis.

By analyzing these variables, it’s possible identify specific
profiles for certain types of organizations or practices related
to the use of privacy management tools, or other combinations
of these variables.

The next avenue of research, as denoted by C2 in Figure 5,
entails delving into challenges and enablers that were not
utilized to devise the proposed propositions. These elements,
as highlighted in the review, can be converted into hypothe-
ses by analyzing the same variables previously mentioned,
in order to obtain a more in-depth comprehension of these
factors, including the intricacies of each variable and their
combinations. Furthermore, based on the review’s source,
it is feasible to generate fresh propositions applying the same
rationale as presented in Section A.

D. RESEARCH AGENDA
This section summarizes in Table 12 the research agenda
based on the discussion from section A, B, and C.

VI. CONCLUSION

Ensuring compliance with GDPR or other data protection
laws is of utmost importance for organizations. Therefore,
it is imperative to have a thorough understanding of the
challenges and enablers of compliance, as this is of significant
value to both the corporate world and the academic commu-
nity. To this end, pertinent literature on the subject matter
was scrutinized in order to generate insights and enhance the
existing body of knowledge.

This study provides a valuable addition to the exist-
ing knowledge by exploring six distinct research questions,
developing five conceptual propositions, and outlining a com-
prehensive research agenda.

The answer to the first question explains the progress of
the GDPR discussion, illustrating an increasing number of
publications from 2017 until 2021, stabilized until the end
of 2023, the final date considered in this review. It shows that
the CLSR and IEEE Access are prominent publishers in the
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TABLE 13. 83 selected articles for extraction.

ID Title Reference Category

1 Privacy-Preserving Solutions for Blockchain: Review and Challenges [11] T BC C

2 EU Gengral Data Protection Regulation: Changes and implications for personal data collecting [17] DSR_C,DSR_T
companies

3 GDPR-Compliant Personal Data Management: A Blockchain-Based Solution [114] GOV, T_BC_E

4 Forgetting personal data and revoking consent under the GDPR: Challenges and proposed solutions [8] DSR C

5 Normative challenges of identification in the Internet of Things: Privacy, profiling, discrimination, and [96] T ToT C
the GDPR

6 The right to data portability in the GDPR: Towards user-centric interoperability of digital services [115] DSR_C, T_BD

7 The impact of the EU general data protection regulation on scientific research [59] DSR C,DSR T

8 Smart City IoT Platform Respecting GDPR Privacy and Security Aspects [97] T IoT C, T O

9 The Impact of GDPR on Global Technology Development [116] T BC C,DSR_C

10 Towards a GDPR compliant way to secure European cross border Healthcare Industry 4.0 [98] T_IoT_C,DSR_C

11 The ICO and artificial intelligence: The role of fairness in the GDPR framework [108] T AI C

12 DNS-IdM: A Blockchain Identity Management System to Secure Personal Data Sharing in a Network [117] T BC E

13 Understanding the notion of risk in the General Data Protection Regulation [85] MISC

14 Designing a GDPR compliant blockchain-based IoV distributed information tracking system [118] T BC E

15 The impact of the General Data Protection Regulation on health research [57] DSR C

16 When data protection by design and data subject rights clash [73] DSR_T, T_BD

17 lgoD ;lf{;(;rrilgu&sy 1;1;13 the world? Algorithmic decision-making and data protection in the framework of the (71] DSR_T, T AI C

18 Data handling in industry 4.0: Interoperability based on distributed ledger technology [101] T IoT_C, T BC_E

19 GDPR Compliant Blockchains-A Systematic Literature Review [12] T BC C,T BC E

20 The Effect of the GDPR on Privacy Policies: Recent progress and future promise [50] GOV,DSR_T

21 Visual Surveillance Within the EU General Data Protection Regulation: A Technology Perspective [99] T IoT

22 A mapping of IoT user-centric privacy preserving approaches to the GDPR [13] T IoT C

23 The critical success factors of GDPR implementation: a systematic literature review [10] GOV

24 The margin between the edge of the world and infinite possibility: Blockchain, GDPR and information [119] T BC _C,T BC_E,
governance GOV

25 How Data Protection Regulation Affects Startup Innovation [79] MISC

26 Having yes, using no? About the new legal regime for biometric data [60] DSR C

27 Post-Quantum Era Privacy Protection for Intelligent Infrastructures [111] T IoT_C,T_IoT_E

28 Regulatory Spillovers and Data Governance: Evidence from the GDPR [120] GOV, T_O

29 A Blockchain-Based Platform for Consent Management of Personal Data Processing in the IoT [102] DSR C, T IoT C,

Ecosystem

T BC E

30 Viewing the GDPR through a de-identification lens: a tool for compliance, clarification, and consistency [91]

MISC

Betraying Blockchain: Accountability, Transparency and Document Standards for Non-Fungible Tokens

31 (NFTs) [95] T BC_C,T BC_E
32 Consumer Consent and Firm Targeting After GDPR: The Case of a Large Telecom Provider [62] DSR C
33 Profiling tax and financial behaviour with big data under the GDPR [110] ?S}sf% DSR G,
34 Data protection, scientific research, and the role of information [58] DSR_T,DSR_C
35 Enhancing Compliance under the General Data Protection Regulation: The Risky Upshot of the [36] MISC
Accountability- and Risk-based Approach
Demystifying the modernized European data protection regime: Cross-disciplinary insights from legal
36 . [39] GOV
and regulatory governance scholarship
37 Using artificial intelligence to support compliance with the general data protection regulation [105] T_IA_H
38 The benefits and challenges of general data protection regulation for the information technology sector ~ [49] GOV
39 Data Protection Impact Assessment: A tool for accountability and the unclarified concept of ‘high risk [84] MISC

in the General Data Protection Regulation

theme, considering the original samples of articles from WoS,
Scopus, and the 83 selected articles performed by the review.
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The second question unravels five categories that group
challenges and enablers of GDPR compliance from the
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TABLE 13. (Continued.) 83 selected articles for extraction.

ID Title Reference Category
40 An Analysis of Blockchain and GDPR under the Data Lifecycle Perspective [121] GOV, T_BC_E
41 From ISO/IEC 27001:2013 and ISO/IEC 27002:2013 to GDPR compliance controls [34] GOV
42 GDPR Interference With Next Generation 5G and IoT Networks [112] T IoT C
e Methodology and workflow to perform the Data Protection Impact Assessment in healthcare information [88] GOV
systems
A Literature Review on the GDPR, COVID-19 and the Ethical Considerations of Data Protection During
44 : L [92] MISC
a Time of Crisis
45 Al-Enabled Automation for Completeness Checking of Privacy Policies [106] GOV, T_AL E
46 Please understgnd we cannot provide further information: evaluating content and transparency of GDPR- [109] T AI C.DSR T
mandated Al disclosures - - -
47 DPIA in context: Applying DPIA to assess privacy risks of cyber physical systems [82] GOV
48 A Truly Future-Oriented Legal Framework for Fintech in the EU [122] T BC C
49 Semantic-based privacy settings negotiation and management [103] ?S]ISTT’EDSR*C’
50 GDPR is here and it is time to get serious [90] MISC
Identifying critical success factors for the General Data Protection Regulation implementation in higher
51 S [53] DSR_C
education institutions
52 Digitizing the Informed Consent Process: A Review of the Regulatory Landscape in the European Union [67] DSR C
53 Fundamental rights, the normative keystone of DPIA [87] GOV
54 DAISY: A Data Information System for accountability under the General Data Protection Regulation [48] g(S)li]_C, DSRT,
55 The Internet of Things ecosystem: The blockchain and data protection issues [100] ¥—g’g —]S »T_BCC,
56 The DAta Protection REgulation COmpliance Model [36] GOV, T O
57 Design of a Compliance Index for Privacy Policies: A Study of Mobile Wallet and Remittance Services [89] GOV
58 Differential Data Protection Regimes in Data-Driven Research: Why the GDPR is More Research- 81] GOV
Friendly Than You Think
59 Making Sense of Solid for Data Governance and GDPR [32] T O
60 Finding, getting and understanding: the user journey for the GDPR's right to access [72] DSR T
Guidelines adopted by agile teams in privacy requirements elicitation after the Brazilian general data
61 . : . [78] TO
protection law (LGPD) implementation
62 ISO/IEC 27701 standard: Threats and opportunities for GDPR certification [33] GOV
63 An Al framework to support decisions on GDPR compliance [107] T ALE
64 TR-Model. A Metadata Profile Application for Personal Data Transparency [70] DSR T
65 GDPR compliance: proposed technical and organizational measures for cloud provider [51] GOV
6 g;I;SthgSl{’tlmate interest be an appropriate lawful basis for processing Artificial Intelligence training [104] T ALC
67 Building data management capabilities to address data protection regulations: Learnings from EU- [123] DSR_C
GDPR
68 Five Ways to GDPR-Compliant Use of Blockchains [124] T BC E
69 Consent Verification Monitoring [65] DSR_C
70 Greece: The new data protection framework [76] GOV
71 Portugal: A Brief Overview of the GDPR Implementation [75] MISC
Factors determining the extent of GDPR implementation within organizations: Empirical evidence from
72 . [77] GOV
Czech Republic
73 Formal models for consent-based privacy [66] DSR _C, T BD
74 Technical Requirements and Approaches in Personal Data Control [63] DSR_C
Governance team leadership and business user participation: organizational practices for innovative
75 : . ; [55] GOV
customer engagement in data compliance project
76 Privacy Goals for the Data Lifecycle [83] DSR C,DSR T
77 A GDPR-Compliant Dynamic Consent Mobile Application for the Australasian Type-1 Diabetes Data [69] DSR_C,T AL E
Network
review. Each selected article was usually associated with one GDPR and IG, EAM, ISO-based roadmaps, generic chal-

to three categories. The first category, GOV, is related to
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lenges, and enablers for compliance. The second and third
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TABLE 13. (Continued.) 83 selected articles for extraction.

ID Title Reference Category

78 Consent for processing children’s personal data in the EU: following in US footsteps? [61] DSR C

79 Does personal data protection matter for ISO 9001 certification and firm performance? [52] GOV
The effects on local innovation arising from replicating the GDPR into the Brazilian General Data

80 . [80] T O
Protection Law
The generic Informed Consent Service gICS®: implementation and benefits of a modular consent

81 . . [68] DSR_C
software tool to master the challenge of electronic consent management in research -

82 Practical Privacy: Report from the GDPR World [74] GOV

83 Towards a readiness model derived from critical success factors, for the general data protection [125] GOV, DSR _C,
regulation implementation in higher education institutions DSR T

categories are related to DS rights to consent and trans-
parency, respectively. The fourth category, MISC, concerns
regulations in countries, GDPR and innovation, DPIA, and
others. The fifth one is the technology category, discussed in
the answer to the fifth question.

The answer to the third question regarding references or
models that have been applied to reach GDPR compliance
reveals that the use of ISO-based and other frameworks alone
may result in incomplete compliance due to gaps in require-
ments such as DS rights, records of process activity, data
sharing management, and PD collection. The development of
this question helps to figure out a proposal for future research
to construct an IG model for PD, considering components
to represent the process and information structure using EA
artifacts.

The fourth question was explained by each of the first
four categories of challenges and enablers discovered by
the review. These factors have three critical implications.
Firstly, they highlight particular challenges and enablers that
could be explored in future empirical research to support
five propositions. Secondly, the main challenges and enablers
from the review that were irrelevant to the propositions could
be used to develop new hypotheses and variables for con-
ceptual works, paving the way for further research. Finally,
the third contribution suggests that new hypotheses could be
formulated to generalize the results to other contexts using
suggested variables once empirical research using the propo-
sitions is conducted.

The fifth question on how technology impacts GDPR com-
pliance has been answered by analyzing the fifth category,
decomposed into seven subcategories. Six of them focus
on specific technologies, such as blockchain, IoT, and Al,
either as enablers or challenges for compliance. The seventh
subcategory (T-O) deals with technologies not mentioned
above, such as GDPR, 5G, and quantum computing. One
significant discovery in this category is the Solid project led
by Tim Berners-Lee. The project proposes a revolutionary
approach to privacy by creating a decentralized platform for
data exchange. It aims to give users control over their data,
moving away from the control of controllers.

The research agenda that answers the sixth question
includes a contrivance to build a conceptual IG model,

VOLUME 12, 2024

suggests empirical research to confront the propositions in the
field, recommends the construction of new hypotheses after
the execution of the empirical research to expand the con-
text of the findings, considering other variables and, finally,
proposes the design of new hypotheses or propositions con-
sidering the remaining challenges and enablers identified in
the review.

This study has inherent limitations due to its research
design, particularly the selection of samples from the first
four steps of the phase I proposed to build the research pro-
tocol. The choice of academic databases, timeliness, search
strings, inclusion and exclusion criteria, and a manual pro-
cess may narrow the final sample. Moreover, this research
is exploratory, and the content analysis of the final sam-
ple is subjective, particularly regarding the identification of
challenges and enablers in each article and the proposed
classification. Nonetheless, the authors have decided to focus
their research agenda primarily on the IG model to cover the
gap in the use of ISO-based standards for GDPR compliance
and in the conceptual design of the propositions.

Hence, this SLR reach the objective to deep the knowledge
about GDPR research regarding its challenges and enablers
and to provide a comprehensive research agenda.

APPENDIX
See Table 13.
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