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ABSTRACT This paper presents a Blockchain-based framework for providing Blockchain services for
purposes of stability in terms of consensus protocol infrastructure and governance mechanisms and
accessible auxiliary services suitable for the vast majority of current business needs, including fundamental
factors such as digital identity with autonomous identity, building solutions to ensure transaction privacywith
zero-knowledge proofs, and other services related to digital assets. The proposed framework helps promote
digital transformation for businesses, especially small and medium enterprises with limited resources and
costs, to apply Blockchain technology to their business models, increasing competitive advantages and
assisting the companies in focusing on business logic while still using Blockchain technology in their
functions.

INDEX TERMS Blockchain-as-a-services, enterprise blockchain, digital transformation, self sovereign
identity, zero-knowledge proofs, digital assets.

I. INTRODUCTION
Modern businesses, especially small and medium enterprises
(SMEs), seek solutions to increase their competitiveness in
the global market through the digital transformation and
digitization of business processes [1], [2]. In addition, many
countries apply various policies to encourage businesses to
apply leading technologies to their businesses for economic
and social development [3]. Innovation through technology
allows enterprises to quickly adapt to new challenges
and realities by supporting old business models and new
ways of operating. Businesses can better understand market
preferences by collecting and analyzing large amounts of
customer data. Automating operations will make it easier
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to homogenize a company’s behavior. Therefore, it is
possible to scale, improve productivity, and limit errors and
risks during lower human operation. Through technology,
business operations are easily coordinated, service quality is
enhanced, andmarket reach is globally expanded. This is why
companies choose a digital transformation solution and tailor
it to their unique operational needs. Blockchain is a potential
technology that can be applied to many fields [4].

Blockchain promotes the value chain business model of
enterprise groups. Businesses can leverage Blockchain to
digitize and share data, interact with each other, and prevent
fraud. Moreover, data security mechanisms and digital assets
are strengths of this technology in digital transformation.
Businesses can create new services based on digital trans-
formation data and value chains, thereby expanding their
revenue. Additionally, digital transformation activities based
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on Blockchain technology have been developed in recent
years to find ways to exploit it in different fields, such as
supply chains, healthcare, government and public services,
and agriculture [5], [6], [7], [8], [9], [10], [11], [12],
[13]. Blockchain solutions have helped businesses transform
processes in their operations to be more efficient, increasing
trust in profile data and connecting those services back to
the core digital transformation processes of the business.
Blockchain can also create data consistency within an
ecosystem of organizations and agents beyond the boundaries
of a traditional centralized organization. Despite its potential,
building a software solution that applies Blockchain remains
a massive challenge for businesses, especially small- and
medium-sized enterprises (SMEs). Owing to the complex-
ity of Blockchain technology, it often requires excessive
resources and expenses to build, maintain, and monitor the
operation of a Blockchain system. Therefore, many providers
have been born to provide Blockchain-as-a-Service (BaaS)
tailored to different business needs. Popular Blockchain
services are now operated by centralized corporations, such
as Microsoft, Amazon, Oracle, and IBM.

BaaS is an effective solution that solves the various
business needs of companies that want to adopt Blockchain
technology without paying much attention to its technical
details. BaaS embeds Blockchain into cloud computing
systems and provides cloud infrastructure services. However,
the aforementioned BaaS services still lack ancillary services,
or their services are just a fundamental part of how
other businesses access the Blockchain. Therefore, BaaS
services should provide more details about common ancillary
services for companies that need to use Blockchain in
digital transformation in terms of digital identity and digital
assets, which are the strengths of Blockchain technology.
This paper presents a study focusing on the aspect of
Blockchain services from consensus protocol infrastructure
and governance mechanisms to maintain the stability of the
Blockchain service platform and ancillary services regarding
entity identification in the network and digital assets. Then,
we present the design of a BaaS framework for enterprises to
expand on ancillary services to be applied to different areas
of life and market needs. The proposed framework aims to
provide a stable and accessible platform for developing an
effective enterprise Blockchain ecosystem that strengthens
network governance policies, improves data security and
privacy, and provides services related to identity and digital
assets based on private Blockchain infrastructure. The main
contributions of our study are summarized as follows:

• Investigate the impacts of Blockchain and issues of
concern for small and medium enterprises when using
this technology.

• Propose a Blockchain-as-a-Service (BaaS) framework
that focuses on expanding several ancillary services to
help accelerate the digital transformation process.

The remainder of this article is organized as follows.
Section II summarizes the related works. Section III
describes the proposed framework. Section IV presents the

experimental results for the performance evaluation and
discussion. Finally, conclusions are presented in Section V.

II. RELATED WORKS
A. THE IMPACT OF BLOCKCHAIN ON ECONOMICS
Blockchain has recently attracted growing interest from
governments, businesses, and research communities, with
applications in key industries such as agriculture [14],
finance [15], insurance [16], education [17], logistics [18],
energy [19], transportation [20], and other domains [21].
Blockchain is a promising general infrastructure tech-
nology that provides security, safety, and new services
based on smart contracts that meet strict requirements for
protecting data privacy in the Internet environment [22].
An increasing of companies, including large corpora-
tions such as IBM, Microsoft, Cisco, Intel, JP Mor-
gan, and Toyota, are forming alliances and investing
in the research and development of Blockchain and its
applications,

Blockchain technology can potentially change current
business models and thus has a transformative impact on
industries, governments, and society [23]. Bitcoin was the
first Blockchain-based payment application. Soon after,
as the adoption of Blockchain-based electronic payment
methods increased, the dynamics of international trade,
foreign relations, and diplomacy changed significantly.
However, its impact may not be limited to how monetary
value is transferred on a global scale. For example, the
World Economic Forum (September 2015) expected at
least 10% of global GDP to be stored on Blockchain
platforms by 2025. According to an analysis from PwC
in 2020 [24], Blockchain technologies have the potential
to increase the global economy by US$1.76 trillion by
2030 by enhancing levels of tracking, traceability, and
confidence.

Blockchain is also a technology that paves the way for
the creation of other services that enable peer-to-peer value
transfer and increase levels of security and privacy for
users, making platforms more efficient and independent.
For example, value creators such as artists, composers,
and designers can transfer work directly to customers
or consumers. Blockchain allows tracking of the transfer
of assets and ownership, thus protecting producers and
consumers on digital platforms. Through Blockchain-based
platforms, users not only consume services but also gain
additional benefits from participating in maintaining and
monitoring networks [25].
Privacy and security are central issues in Blockchain

solutions [26]. Many Blockchain applications inevitably
require linking transactions to known identities, thereby
increasing data privacy requirements. As Blockchain applica-
tions deploy new decentralized value creation models, decen-
tralized governance rules must be implemented to manage
risk and create a compliance framework for participating
parties.
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B. STRATEGIC CAPABILITIES AND KEY VALUES OF
ENTERPRISE BLOCKCHAINS
As seen in the maturation of Blockchain technology in
recent years, although the technology is still young, many
agree that Blockchain can impact economic, social, and
political contexts as the Internet has. A survey based on
more than 30 Blockchain application developers from many
different industries, sectors, and types of businesses aims to
determine Blockchain’s true business value and how to build
Blockchain-based business applications at various stages
of development in many real business projects [27]. The
above results show optimistic signs about the current state
of enterprise Blockchains and the benefits of blockchain
technology that help solve many problems.

Blockchain effectively addresses the lack of trust by
providing the ability to trace the origins of transactions
and digital assets and ensure the immutability of records.
In addition, Blockchain has the potential to create a strategic
alliance between two or more organizations to exchange
and share resources or to co-develop products, services,
or technologies, leading to an enhanced competitive position
and operational efficiency [28]. In addition, Blockchain will
help businesses in an alliance improve their value, specificity,
and inimitability. For example, companies can enhance high-
quality services and the value of their products by providing
the ability to verify claims made to their products through
Blockchain platforms, helping consumers understand the
company’s products via verifiable information. Blockchain
also helps to automate the process via smart contracts to
achieve cost efficiency and eliminate intermediaries.

In summary, businesses can approach Blockchain tech-
nology to build alliances that increase their competitive
advantage in several ways.

• First, join Blockchain alliances, build relationships
within alliances, and contribute existing capabilities.

• Second, share and build capabilities into shared
resources, data, and risk management.

• Third, develop the ability to use smart contracts and
build expertise in deploying Blockchain solutions.

The effective implementation of enterprise Blockchain
solutions can facilitate the development of trust, collabo-
ration, and risk sharing between companies or companies
and their customers. As such, Blockchain technology allows
a business to think beyond the barriers of a traditional
centralized information technology system. No party can
control or manipulate an entire network. Neither party can
change its records after they are validated and recorded on a
shared distributed ledger. Neither party can change or control
the agreed-upon process through a smart contract. Therefore,
an enterprise blockchain can help create a reliable network
that overcomes the challenges of cultural, economic, and
institutional differences between businesses. An enterprise
Blockchain [29] can offer incredible value compared to a
traditional centralized system, as follows:

• Replace three intermediaries with complex, secure
encryption, and consensus algorithms that allow parties
to transact directly with each other;

• Maintain a version of the truth without disputes,
transactions in the Blockchain are fully validated before
being added to the ledger;

• Provide an entire public, transparent transaction for all
nodes that helps track and trace all transactions and
instant status updates of the network;

• Allow traceability of existing assets;
• Execute smart contract logic automatically when pre-
programmed conditions are met;

• Provide a fault-tolerant system with high availability.
These capabilities and values differentiate enterprise

Blockchain technology from other technologies or software
systems. However, for a business to achieve high efficiency,
these values depend on the level of expertise, internal
management ability, software features, and ‘‘plug-and-play’’
capabilities of enterprise Blockchain solutions.

C. WHY ENTERPRISE BLOCKCHAIN MUST BE BASE ON
PERMISSIONED BLOCKCHAIN
The following are reasons to clarify why an Enterprise
Blockchain should be built on top of a Private Blockchain
network rather than a Public Blockchain (see Table 1) [30].

• Improve Data Privacy: Businesses do not want their
confidential information to be public because they may
contain secrets that can give competitors an advantage.
They want to limit access to the network to identify
individuals, and data privacy needs to be guaranteed.
A private Blockchain framework accommodates this by
exposing only the content of individual transactions to a
subset of the network [31].

• Provide Better Scalability and Performance: The
main component that maintains the security of a
Blockchain is its consensus protocol. Some public
Blockchains maintain a consensus protocol with a high
number of consensus nodes; expanding more nodes,
in this case, increases security but limits network
throughput, making the time it takes for a transaction
to be completed longer. While private Blockchains
use identity mechanisms, controlling user identities by
accessing the network and through digital signatures
to maintain trust, the risk of illegal transactions is still
present in the network. Therefore, private Blockchains
allow inferior security (fewer nodes) to obtain better
scalability and performance [32].

• Reduce andEliminate the Possibility of Forks: Private
Blockchains can overcome fork limitations using proof-
of-authority (PoA) consensus protocols. By reducing
the probability of forks, transactions are validated
faster [33], [34].

• Easy to Make Updates:General update agreements are
easy to achieve in a private Blockchain installation,
as participants can get to know each other better and
discuss changes together. Permissions are sometimes
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TABLE 1. Comparison of Public Blockchain and Private Blockchain [30].

granted to allow an organization to perform new
software updates.

D. CHALLENGES OF ENTERPRISE BLOCKCHAIN
As clarified in the previous section, enterprise Blockchains
are built on top of private Blockchains, which have overcome
some limitations. However, some challenges still exist when
applied to business problems, especially for SMEs with a
limited resources. This section will cover some of these
technical and non-technical challenges.

1) TECHNICAL PROFICIENCY REQUIRED
To develop Blockchain solutions for businesses, technical
expertise in Blockchain technology is required for exploiting
Blockchain networks. It will be more difficult for small
companies because of the limited knowledge and number
of personnel. Furthermore, using private Blockchain frame-
works requires technical skills in configuring, programming,
using, and operating Blockchain nodes [35].

2) COMPLIANCE WITH REGULATIONS
Blockchain is an emerging technology, and the legal frame-
works surrounding it are still being perfected in many
countries and regions worldwide. For example, a Blockchain
data ledger will encounter several concerns surrounding
regulations such as the General Data Protection Regulation
(GDPR), Health Insurance Portability and Accountability
Act of 1996 (HIPAA), Sarbanes-Oxley Act of 2002 (SOX),
Know Your Customer (KYC), and anti-money laundering
(AML) rules. The lack of regulations, policies, and technical
frameworks that generally apply to the development of this
technology is also a major challenge. Therefore, an enterprise
Blockchain platform and its ecosystem must comply with
local laws and regulations [36].

3) DATA PRIVACY
Data privacy is an essential attribute of enterprise
Blockchains, which means that the content of a transaction
is only visible to a small group of authorized participants.
The level of privacy is flexible and varied per protocol and
according to the use case [37]. Ideally, there should be
governance rules that require Blockchain users to respect
privacy laws when uploading or controlling personal data on

the Blockchain. For private blockchains, it is easy to apply
rules, such as prohibiting users from uploading specific types
of data to the Blockchain or limiting the access of specific
groups of users.

4) SECURITY AND RISKS OF MALICIOUS ACTIONS FROM
INSIDE
Typically, a Blockchain system has deal with a trade-off
between privacy and security. As the number of nodes
that confirm transactions decreases, data tampering becomes
easier. However, the more participants receive, read, and
validate transactions, the more difficult it becomes to mine
the consensus protocol. This leads to a direct trade-off: the
more secure the blockchain, the more nodes that verify
transactions, and the less privacy it leads, which is in
contrast to private blockchains. Some private Blockchain
implementations can only verify transactions by using a
subset of validators. While this ensures that the transaction
content does not have to be verified by the rest of the network,
it is highly private and can lead to centralization [38].

5) PERFORMANCE AND SCALABILITY
As above-mentioned, a private Blockchain works by a single
group or organization, where multiple licensed entities par-
ticipate in establishing a decentralized community, sharing
the same interests in this system. Write’s permissions are
granted only to trusted entities. Read’s permissions may be
public or restricted to other participants. Private Blockchains
can achieve higher performance than public blockchains.
However, this depends on the consensus protocol used.
In fact, adding more verifier nodes to the network can reduce
performance. Currently, scalability remains a [35] challenge
that different private Blockchains try to solve in various ways.

6) APPLY TO EXISTING BUSINESS MODELS
In reality, business processes can be large, rigid, and difficult
to repair. This makes it difficult to adapt or digitally transform
pre-existing business processes to adopt the Blockchain
technology [39]. This is especially true for most larger,
older businesses as individuals become accustomed to their
traditional business processes. Changing an established busi-
ness model to incorporate a new technology fundamentally
requires a paradigm shift and digital transformation courage
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from leaders and managers. Although this challenge applies
to all new and disruptive technologies, it can severely hinder
Blockchain adoption.

7) INTEROPERABILITY WITH OTHER SYSTEMS
Interoperability is an important factor that enables collabora-
tion possible. Interoperability refers to the capacity of several
systems or applications to share and utilize the exchanged
information. Several Blockchain platforms allow the oper-
ation of a prominent enterprise blockchain network, such
as Hyperledger Fabric, Hyperledger Besu, OpenEthereum,
and EOS. These different frameworks, in turn, will perform
different functions across various protocols. For example,
some frameworks can expose Application Programming
Interface (API) functionality on the Hypertext Transfer
Protocol (HTTP). In contrast, others can communicate
using a Remote Procedure Call (RPC) in a format specific
to a certain programming language (e.g., JavaScript, C#,
Python, etc). Another form of challenge in interoperability
is communication and coordination between the various
Blockchain networks and frameworks under study [40].

8) ECOSYSTEM GOVERNANCE
The governance of an enterprise Blockchain ecosystem is
essential because it is a difficult task with many challenges.
However, enterprise Blockchain has many positive impacts
that promote the production and business activities of a
business or an alliance to create more value. If users or
developers are unhappy with how the network is governed,
they can decide to leave the chain, develop themselves based
on a fork, or terminate using the Blockchain platform [41].
In addition, governance affects the scalability of the number
of transactions, the mechanism through the law of consensus,
and the ability to expand the number of participants, which
also poses challenges that a Blockchain platform must solve.

• How to decide the consensus protocol;
• How to decide which new features are added and which
are not;

• How to determine if a new participant is allowed into the
network;

• Who will oversee operations, server costs, and mainte-
nance?

A well-governed Blockchain creates a highly resilient
enterprise Blockchain ecosystem. This element is essential
for the successful deployment of software solutions and
applications and their adaptability and interoperability with
each other. Because of the large scale of Blockchain projects,
governance manages and coordinates the entire community
towards the same goal. Businesses are increasingly interested
in a blockchain that can govern well and achieve regulatory
compliance to safely and efficiently deploy their applications.
As many public blockchains now face many problems related
to privacy and digital currencies, Blockchain governance
requires even more special attention.

The assessment and analysis of challenges for enterprise
blockchain have implications for selecting and implementing

solutions based on this technology. Blockchain solutions
must be relevant to business cases and provide a competitive
advantage over other alternatives. The chosen balance
between the desired elements of Blockchain for enterprise
applications is both possible and necessary, resulting in
different Blockchain solutions and services optimized for the
needs and purposes of different organizations.

III. THE PROPOSED FRAMEWORK
Based on the investigation of related issues, such as the
impact of Blockchain and the special values that Blockchain
brings to the economy in general, and businesses in particular,
we can see the necessity of this technology for life and
the digital transformation revolution in businesses. Since
then, BaaS platforms have been developed to provide
Blockchain services, accelerating the process of building
and converting business logic in the Blockchain network.
However, it can be seen that current BaaS platforms, such as
IBM, Microsoft, and AWS have quite monotonous support
for all types of Blockchain needs. The proposed BaaS
framework supports platforms and consensus protocols that
fit the needs and budgets of businesses, particularly SMEs.
Furthermore, we propose a solution and governance model
for the participating parties and support scalable governance
using smart contracts. In addition to supporting the platform
infrastructure and governance capabilities, we offer ancillary
services, such as services that improve individuals’ data
privacy and identity services that carry self-sovereign identity
and other digital asset services to drive effective digital
transformation for enterprises.

A. SELECTION OF BLOCKCHAIN PLATFORM AND
CONSENSUS PROTOCOL
To date, there have been two most commonly used open-
source Blockchain platforms for enterprise blockchain:
Ethereum and Hyperledger Fabric. Ethereum and Hyper-
ledger Fabric are both very flexible overall but in different
aspects. Ethereum’s powerful smart contract engine makes
it a universal platform for literally all types of applications.
Ethereum focuses on automated digital asset management;
to do so, it supports smart contracts or assets, making it
easy to create asset management programs. Ethereum can
also be applied in distributed business environments. Thanks
to EVM, custom business logic (i.e., smart contracts) can
be used for new applications. However, Ethereum’s public
modus operandi and its complete transparency are at the cost
of performance scalability and limited privacy.

Hyperledger Fabric solves the performance, scalability,
and privacy issues with permissioned operations and fine-
grained access control. Fabric enables privacy controls and
limits access to the transaction ledger to out-of-channel
actors, which is a competitive advantage of an enterprise
Blockchain platform. Fabric also offers smart contracts for
application development called Chaincode. Chaincode can be
developed in many languages, such as NodeJS, Go, Java, and
Typescript.
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Ethereum previously used the PoW consensus and per-
formedworse than Hyperledger Fabric using Raft.With PoW,
transactions are propagated to all nodes in the network and
processed during the creation of new blocks. Meanwhile,
Raft performs transaction processing before committing its
results to a new block and propagating it. Specifically,
Hyperledger Fabric achieves a higher throughput and lower
latency than Ethereum when the transaction volume varies
up to 10,000 transactions [42]. Additionally, the differences
between these two platforms in terms of transaction execution
time and average latency become more significant as the
number of transactions increases. Hyperledger Fabric’s
average throughput also changes much faster than that of
Ethereum. However, Ethereum can simultaneously process
more concurrent transactions using similar computational
resources. Hyperledger Fabric’s success rate decreases faster
as the transaction sending rate increases compared to
Ethereum [43].

Overall, Ethereum has a powerful smart contract engine
that can design logic for any type of decentralized application.
Fabric has mechanisms for controlling permissions, restrict-
ing access, and improving ledger data privacy. Furthermore,
its custom module architecture features are quite nice. Devel-
oped in 2019, Hyperledger Besu is an Ethereum client that
extends the Ethereum protocol, but adds functionality related
to private transactions and privacy, such as Hyperledger
Fabric (see Table 2). Therefore, Hyperledger Besu enables
the deployment of both public and private Blockchain net-
works for businesses or joint ventures. Due to the extension
of the Ethereum protocol, most of the core components
and concepts in Hyperledger Besu’s architecture will follow
Ethereum while emphasizing technical innovations related to
the following features:

• Finality guarantees that transactions cannot be altered,
reversed, or canceled after their completion. The latency
of the Blockchain networkwill affect this chain property.
Finality is a metric used to quantify the duration required
to provide reliable assurance that transactions executed
on a Blockchain will not be reversed or modified.
Hyperledger Besu can offer finality because it adopts
the IBFT 2.0 (Proof of Authority) consensus protocol.
In addition, several other consensus protocols can be
customized, such as Ethash (Proof of Work), Clique
(Proof of Authority), and QBFT (Proof of Authority).

• Permissioning in Hyperledger Besu increases network
security by defining access rights at the Node Per-
missioning or Account Permissioning level. Assigning
permissions can be performed locally on each node or
by smart contracts on the network that license the nodes
and their locations.

• Privacy is ensured because Hyperledger Besu’s nodes
maintain public world states for the Blockchain and
private states for each Privacy Group. However, private
states contain data that is not shared with the world state.

Blockchain networks can operate in different geographical
environments and industry sectors with diverse businesses

participating in the venture. All Blockchain use cases have
a heterogeneous group of network members: entrepreneurs
(business representatives, agencies, organizations), con-
sumers, transaction customers, developers, investors, etc.
This social diversity can lead to conflicts, pushing the
network to be reputable, maintaining data integrity, and
resisting malicious actors and behaviors. Blockchain must
be transparent and provide attestations to clarify the parties’
responsibilities through consensus rules. Besu supports
four different consensus rules, divided into two main
groups: Proof of Work (Ethash) and Proof of Authority
(Clique, QBFT, IBFT 2.0). Where Ethash consensus rules
are used to run an Ethereum node compatible with the
Ethereum mainnet, we suggest focusing on PoA consen-
sus rules that fit the context of private Blockchains for
businesses.

In summary, the Hyperledger Besu platform was designed
for multiple purposes. This is suitable for developing
Blockchain platforms for businesses, including establishing
a private network with private and consistent transactions
via private contracts. Hyperledger Besu also supports robust
smart contracts such as Ethereum to develop diverse business
logic. Besides, Hyperledger Besu and the IBFT 2.0 consensus
protocol are suitable for building more Blockchain services
that target business needs.

B. SELECTION OF THE GOVERNANCE MODEL IN
ENTERPRISE BLOCKCHAIN ECOSYSTEMS
The governance of a Blockchain ecosystem is essential
because the governance factor will be decisive for the sustain-
ability of Blockchain as it allows stakeholders to discuss and
make decisions and policies that the Blockchain will develop.
Effective governance will increase the likelihood of success
and adaptation of Blockchain to specific sectors and markets.
As Blockchain is a vast network, governance depends on
the relevant community’s management and coordination
with common goals. Driven by concerns about the success
of the enterprise Blockchain ecosystem, we designed a
conceptual framework for Blockchain governance to estab-
lish a shared understanding of the topic of governance
and to guide businesses, regulators, and users of the
system.

Blockchain governance is different from governance by
Blockchain [44], which refers to the use of Blockchain
technology to manage and coordinate existing actions and
behaviors more effectively. In this concept, technology
itself plays a supporting role in improving the existing
governance process. Meanwhile, Blockchain governance
aims to develop, adapt, and maintain technology itself.
In other words, Blockchain governance is how the Blockchain
community and stakeholders come together, demonstrating
a degree of centralization in decision-making power, pro-
viding incentive mechanisms, defining access, exercising
accountability, and resolving conflicts that can be technical
or non-technical. Blockchain governance creates processes,
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TABLE 2. Comparison of Ethereum, Hyperledger Besu and Hyperledger Fabric [18].

rules, and procedures to direct, control, and collaborate
among other stakeholders in the network to ensure the
sustainability and sustainable development of the Blockchain
ecosystem.

In the context of our enterprise blockchain ecosystem,
we define Blockchain governance as consisting of two
main governance activities: internal and external. External
governance pertains to the impact exerted by external
stakeholders, such as the community, media, and public,
on companies within the Blockchain network. Meanwhile,
internal governance defines the technical and non-technical
governance rules of self-governance.

In practice, internal governance strategies can be imple-
mented by adopting voting decisions based on the smart
contracts of the board participants. As for external gover-
nance, we encourage all parties to participate in building a
sustainable ecosystem that reflects the value of Blockchain
for life. Blockchain governance is also an efficient method
of limiting risks and ensuring specific local compliance and
policies.

Initially, we retained the right to initiate and control
the evolution of the ecosystem as an enterprise Blockchain
service provider. We then delegate the rights and support
the participation of investors and potential partners involved
in harnessing the value of the shared Blockchain network.
This decision-making process by the internal board is
called on-chain governance and will become a central part
of the protocol. Promote various equal decisions, such
as architecture upgrades, smart contract upgrades, service
upgrades, integration of other protocols, funding, and fund

management. This governance process is carried out through
two layers: (1) discussion, collecting suggestions from the
off-chain community, and (2) conducting on-chain smart
contract voting for proposals from selected voters. Tokens
in the smart contract represent voting rights based on these
votes.

• How voting rights are determined;
• How many votes are needed for quorum;
• What choices and votes people have when voting;
• What kind of tokens should be used for voting;
• Time for voting and governance decisions;
• Roles of stakeholders (such as proponents, executors
responsible for implementing decisions, and administra-
tors of voting system’s activities).

These aspects are modularized by other smart contracts
that are interactively integrated with the governor. One
or more of these proposals will be implemented by the
governor’s contract after a discussion and consultation
with the off-chain community. Data on the proposal are
encrypted and go through the governor’s voting process
afterward. This process consists of the following: (1) creating
a proposal in the form of tokens, (2) when a proposal
takes effect, the selected delegates vote, and (3) after the
voting process is complete, a proposal will be passed
if the number of votes in favor of qualified delegates
is over 50%. The proposal was deemed successful and
continued to be implemented soon thereafter. This is a
way to pass internal management decisions that affect the
development of the enterprise Blockchain ecosystem in the
future.
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C. SELF-SOVEREIGN IDENTITY SERVICE AND DATA
PRIVACY IMPROVEMENT
1) HOW TO MANAGE IDENTITY BY BLOCKCHAIN
Identity management is an administrative process that creates
and maintains user accounts for authentication and identity
in online services. It is necessary to simplify the process
of providing the required rights to users and ensure that
legitimate users can access services. The life cycle of an
identity management system (IDM), or Identity and Access
Management (IAM), consists of four stages: registration,
authentication, issuance, and verification. Enrollment and
agents involved in this lifecycle are authentication, attribute,
service, and identity providers. We have designed solutions
around digital identity and its services to provide a better
solution that ensures privacy, security, and anti-repudiation,
as well as increases interoperability between entities in the
enterprise Blockchain ecosystem.

Cryptography is an essential factor in ensuring a private
and secure identity. In Blockchain, we know the transaction
owner through the widely publicized key, and the ownership
of the private key is known only by the owner. Private and
public keys are also cryptography and are used to identify
a natural person in the Blockchain environment as a whole.
However, the validator’s result only results in information
about ownership through the identity key, without additional
attribute information. The logic behind this is that the stored
data are anonymous, not personal information. Therefore,
a practical approach to building a digital identity on the
Blockchain for natural persons who participate in the network
and still maintain privacy, allowing accountability while
preserving anonymity in the transaction, is to deploy smart
contracts for identity and cryptographic techniques on its
properties. These contracts are determined by the ownership
and control of the subject’s private key.

Identities are created and maintained through the logic
of an identity contract, which interacts with mechanisms
that authenticate the attribute information associated with the
identity.

• First, the identity must be authenticated by an identity
issuer (a trusted entity). Each identity comprises a
decentralized digital identifier (DID) and its associated
attributes. An entity declares an identity with verifiable
credentials (VC) that are attested after verifying specific
user identification attributes (e.g., phone number, email,
government identification (ID), and biometrics). A DID
is a unique anonymous identifier of a person, company,
or object. Each DID is secured using a private key.
Only the private key owner can prove that they own
or control their identity [45]. Identity owners manage
their DIDs and VCs stored in user-controlled off-chain
storage. They can be presented to any trusted party as
needed [46].

• After creating its DID and VC, the identity must be
associated with one or several separate pseudonyms
(Blockchain identity keys) for different service

providers. This process is known as concatenation.
Upon successful pairing, the identity/identity owner
can present a verified valid identifier (in the form
of a QR code) to prove their valid identity and use
certain services. The service provider verifies identity by
verifying the proof of control and ownership attestation
associated with a DID, proof of identity (attributes), and
owner’s private key (pseudonym). Thus, identity owners
can associate identities with authorized pseudonyms
with third-party applications and service providers.

Decentralized storage is one of the core components of
secure identity data management. In a Blockchain-based
identity management framework, determining the form of
storage and limiting the data required for decentralized
storage are primary concerns. Because the stored data will be
copied and transparent to all participating nodes, instead of
storing copies of relevant data directly onto the Blockchain,
the subject should maintain the pointer to the data origin. This
reliable repository will always provide the latest information
updates, which is also a premise for Blockchain to meet
compliance with secure storage of personal data, such
as GDPR [47], as the data stored on the Blockchain is
technically immutable.

2) SELF-SOVEREIGN IDENTITY (SSI) MODEL
In the enterprise Blockchain ecosystem relying on SSI
to manage the identities of entities (e.g., individuals,
organizations, and applications), users who are subjects of
identities [48], [49] have control and are assured of security
and information privacy, as well as mitigating the risks of data
leakage or identity theft [50].

SSI is a decentralized identity management model
approach that allows entities to fully control their identities
and information flows in their digital interactions without
depending on any authority, eliminating a single point of
failure. This creates interoperability of user identities across
multiple locations, with user control and oversight over that
digital identity, creating user autonomy. As such, SSI is
a model that changes power from a centralized identity
provider to the owner of that identity. Users then manage
unique DID codes and grant access to third-party applications
to use certain services. Furthermore, DID, VC, and related
personal data need to be presented onlywhen proof of identity
is required. This starkly contrasts with the current identity
management, which relies on several well-known centralized
identity service providers, such as Facebook Connect and
Google Sign-In, or users having to create their own digital
identities at different service providers [51].
SSI allows users to make a request (registration) that

may include personally identifiable information and the
corroborating data given to them by other persons or entities.
Through efficient smart contracts, Blockchain-based SSI can
enhance rights control, access control, and on-chain proof-
of-ownership authentication. Blockchain is an immutable
identity registry allowing users to present their identities
and claims others can verify with cryptographic certainty
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when needed. However, an identity standing alone on the
Blockchain will not make sense, nor will self-made claims
by the subject without the endorsement of trusted authorities.
Identities need to be strengthened with appropriate attestation
claims or extensive attributes, which can be achieved through
different services and applications by different service
providers, whether on- or off-chain. SSI guarantees that users
are independent of the service provider. However, for each
service provider, users should register their public key to
prove ownership of their identity to that service provider.

A typical SSI on the Blockchain consists of keys,
a decentralized identifier (DID), a verifiable credential (VC),
and information authentication methods (e.g., encryption,
hashing, digital signature recovery, and zero-knowledge
proof).

• Initially, each user must own a pair of identification keys
on the Blockchain (private and public keys). When a
DID is generated, it maps to Blockchain’s public key to
ensure ownership and control over the DID token and
SSI identity.

• Each DID is a code that exists only on the Blockchain
in Identity contracts. In addition, each DID is associated
with a DDO (DID’s Document) that specifies the public
key, protocol for authentication, authentication creden-
tials, and service endpoint information (authentication
certificate issuer) [45]. Later, the relevant details in the
DDO of a DID can be updated, and the evidence of
this information change will be stored in the Blockchain
for the authentication process. A DID will persist until
the owner no longer wants to use this identity and
revokes it.

• After receiving a user request or statement of attestation,
the issuer creates and digitally signs an authentication
certificate. The authentication certificate bears the
issuer’s mark and validity period, so the issuer can
issue a revocation statement or mark it as expired later.
Authentication is an essential part of verifying identity
information. Verifiers can rely on the identity owner’s
evidence and the issuer’s signature when performing
identity verification.

• Authentication methods are used to determine the
association of an identifier with an identity controlled
by a private key or other data regarding the identity. The
verifier then reuses the original authentication method to
check the identity, its attributes or statements provided
by the identity owner, and the validity of authentication
attestations.

In many cases, users do not want to disclose data about
themselves, which means data privacy protection (including
transaction data); for this purpose, in addition to the fact that
the user’s data will mainly be stored off-chain and secured
by one or more basic layers of security, such as symmetric
encryption, asymmetric encryption in a storage situation, and
sharing of decryption keys when sharing. Information about
certain attributes, integrity, and authentication mechanisms
will be implemented using data hashes and digital signatures.

The essential signature confirms that the owner (private key)
has signed a statement to generate authentic certificates.
Privacy requirements in more complex cases, including
privacy for on-chain transactions, for example, proving a
statement made, ‘‘Alice is +18 years old!’’ (see Figure 1)
using Zero-Knowledge Proof (ZKP) tool to ensure data
privacy and provide the ability to validate the correctness of
that statement on the Blockchain without initially disclosing
the complete information.

We recommend that identity-tied transactions be made
private by default. However, our design also allows service
users to flexibly choose when making transactions. Affiliates
in a transaction can choose to trade public identities, meaning
that each party knows the attributes of the shared identity
when executing the other party’s transaction. This allows
each person to control and track their disclosure and the
information disclosed in return. Properties and identities will
be publicly disclosed in a fully public transaction. In a semi-
public transaction, the attributes are encrypted, the identities
are public, or the attributes are public, but the identifying
information is anonymous. The attributes are encrypted
in a private transaction, and all identifying information is
anonymized.

In summary, ZKP can effectively protect data privacy and
transactions, which is the basis for SSI services to satisfy
the GDPR compliance requirements outlined in the previous
section. This technique is also crucial for the future scalability
of the platform. Therefore, we covered the SSI model, its core
components, and the role of the ZKP technique in the system.
In the next section, we propose designing an identity-as-a-
service system called the SSID Service.

3) THE PROPOSED SSID SERVICE
The proposed SSID serves participants in the platform’s
enterprise Blockchain ecosystem. In the service template,
we package and wrap the corresponding child services as
APIs to make the design pattern easy to integrate and
distribute the development across participants. The SSID
service design pattern architecture is divided into Service,
Off-chain Data, and On-chain Data layers in a technical stack.

• Service Layer is divided into subservices: Registry
Services, Certificate Management, Verification Ser-
vices, Authorization Services, Recovery Services, and
Extension Services. These services are wrapped in APIs
and delivered to facilitate system development. Each
participating partner in the system can integrate and
authenticate another user’s identity. It is also possible
for each user to create a private key management wallet,
register the SSID identity, and use it with integrated
service providers in the ecosystem.

• Off-chain Data Layer is where people and businesses
can store their own personal data and authentication
certificates (on private storage or devices). They use
encryption and hashing protocols and generate crypto-
graphic signatures and ZKP proofs for attribute data,
depending on the purpose of use in each specific
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FIGURE 1. Zero-Knowledge Proof.

case. Each set of data attributes is created in a DDO
document to be registered and associated with its
own DID. They are stored in an off-chain distributed
data repository integrated with each issuer or service
provider.

• On-chain Data Layer is to store the owner’s proof of
the authenticity data. A user SSI is a smart contract on
the Blockchain that registers a unique DID number and
links it to the owner’s key. The identity contract will
also maintain the DID’s mappings to DDOs stored off-
chains.

When a service provider integrates the SSID platform,
it can be the owner of their own identity for their organization;
the issuer, who authenticates the identity of their users;
or the verifier of the identity information provided by
another owner (another third party may issue the iden-
tity). The role varies according to the context of each
system’s application, but there are three entities in a general
system [52].

• Issuers provide verifiable claims (attestations) to people
and other organizations.

• Owners possess digital identities and authentication
certificates for their identities issued by issuers, storing
them in vaults they trust or on their own devices.
Besides, owners can exercise ownership and control,

grant access permissions, and track access to other
verifiers who interact with them.

• Verifiers require identity and authentication certificates
from other owners and organizations to check the
validity of the information provided, grant access to their
protected resources and services, or accept transactions
with them.

When creating an SSI system, each identity is independent
of any one application, which creates a paradigm change and
enhances the mobility and flexibility of the user identification
process between applications and parties (e.g., education,
logistics, health, and public services) interacting with each
other in a common ecosystem. Figure 2 describes an overview
of the proposed SSIDmodel, which helps to realize the above
description.

• Registry Services. Each user registers a DID using
a Blockchain account via this service. An identity
contract with a DID identifier is then generated in the
Blockchain. It should be noted that the user’s primary
key is automatically registered to control ownership and
access. The user can then register additional subkeys to
use across different applications and recover the identity
management key if the primary key is stolen. Each
DID identifier can be associated with multiple subkeys
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FIGURE 2. The proposed SSID Framework.

(aliases) for use across various apps, depending on the
owner’s intended use.

• CertificateManagement. This service helps publishers
allocate, manage, verify, and store their authentication
certificates for publishers who issue and generate
cryptographic signatures on each user authentication
certificate. Users must register and query authentication
certificates generated by issuers they trust through this
service.

• Verification Services. They maintain the mapping of
credentials and on-chain identity information to authen-
ticate attestations stored off-chain. Through various
authentication methods, they can check the integrity and
correctness of the information provided and answer the
verifier of the result based on the authentic question they
want to know.

• Authorization Services. Owners must grant or revoke
access to certain service providers while using their
identities. They then use this service to perform
transactions with the identity contract to adjust access
restrictions.

• Recovery Services. Key recovery and data recovery are
the primary concerns in our system design. An SSI sys-
tem may encounter risks or problems during operation.
The recovery service will help users, organizations, and
businesses limit risks, such as key theft and issues with
stored data.

• Extension Services. They include a group of support
services during use related to cryptographic techniques,
key sharing, information sharing, and transaction lookup
and can extend other APIs to suit new needs.

The proposed SSID itself does not act as an issuer
or an identity validator. It provides a GDPR-compliant
infrastructure and services to meet the needs of participating
businesses and improve the privacy and security of personal
data, especially their identification data, in the digital
environment.

D. BLOCKCHAIN-BASED DIGITAL ASSET SERVICE
The proposed platform will provide full-service support for
tokens representing any asset; they can be digital or physical.
A digital asset management system on Blockchain has
outstanding features such as distributed storage (preventing
loss of marks), high security, data privacy protection,
strengthening trust, protecting real property rights, com-
bining data fingerprinting, anti-tampering, and providing
data traceability. With the rapid development of information
technology and the continuous development of digital
transformation processes for enterprises, content, data, and
digital information of certain values accumulate during
enterprises’ production and management, forming many
digital assets [53].

Effective management and use of digital assets by enter-
prises is an important measure for improving the efficiency
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of digital transformation and automating production and
business processes to bring economic benefits to enterprises.
However, the traditional digital asset management model has
a high level of data concentration, data security risks, high
centralized data storage costs, inadequate efficiency of use
and exploitation of digital asset value, copyright disputes,
leakage of private information, data tampering, and single-
point failure. Therefore, a strategy to build an enterprise
digital asset management system based on Blockchain
technology is an urgent solution that can overcome the above
disadvantages.

Blockchain technology can ensure reliability, safety, and
security, along with the ability to verify on-chain data through
cryptographic algorithms and consensus mechanisms, thus
minimizing the risks brought by the centralized management
model. Digital asset management solutions using blockchain
technology are applicable to various needs in various fields.
Digital assets on Blockchain mean tokenizing related assets,
such as physical (physical) assets, or digital assets, such as
data, images, and sound, using Blockchain technology and
issuing these types of assets as tokens. This tokenization
uses smart contracts to promote processes that take place
automatically and transparently, improve security, protect
ownership, and exchange processes (buying, selling, and
owning assets) that take place securely. These processes can
use Fungible Tokens (FT), Non-Fungible Tokens (NFT), and
Fractional Non-Fungible Tokens (F-NFT) [54], depending on
the characteristics of the assets and the business model of the
enterprise.

NFTs are a popular way of digitizing assets, helping to
solve difficulties, and creating innovative business models.
One of these everyday use cases is that many creators
worldwide mint their artworks as NFTs (digital art). An artist
creates a work of art and then establishes an NFT that
represents that work and sells it to another individual [55].
Another idea is to register NFTs as trademarks, the benefit
of which is the disclosure of trademark ownership in the
decentralized database of the Blockchain, with the definite
nature of NFT ownership. Afterward, it will be used to record
legal trademark ownership with a government organization
to protect ownership from infringements because the NFT
specification only allows the actual owner to use his
property. Thus, NFTs can become independent brand assets.
Brands can leverage the flexible structure of NFTs to create
ownership and engagement with the brand [56]. These
business models have grown enormously over the past
few years, especially as the world faces the COVID-19
pandemic, making purchasing and selling digital assets more
popular and helping art creators find income in challenging
circumstances.

Blockchain is an effective support technology for building
and strengthening a brand’s consumer trust. Trust between
consumers and emotions is an essential factor that positively
affects brand loyalty [57]. Loyalty programs are an important
tool to improve brand loyalty by creating stronger economic
relationships and habits [58], [59]. These programs are

used in a wide range of industries, particularly in retail,
airlines, travel, e-commerce, and finance, as the most
critical and widespread marketing tool for brands looking
to build customer loyalty and manage relationships [59],
[60], [61], [62]. A Blockchain-based loyalty program system
that tokenizes assets in tokens offers more benefits to both
brands and consumers. Such a system would help consumers
manage brands’ reward points in a single wallet, and they
could use or exchange tokens in multiple ways and across
various platforms, crossing geographical boundaries. These
are prominent cases in many other applications that utilize
Blockchain to create and trade digital assets in many fields.

In our framework, we propose a digital asset service (DAS)
to provide an asset-as-a-service that generates assets in the
form of FT tokens, NFTs, and F-NFTs. Based on the fully
decentralized infrastructure available, businesses can use
DAS to operate their digital assets and control their identity
and data. The proposed DAS allows enterprises to create and
manage Blockchain assets without building and maintaining
infrastructure related to token operations. It is a powerful
and flexible suite of services for tokenizing assets, verifying
ownership data, and tracing origin data.

In the design pattern of the proposed DAS, we package
and wrap the corresponding sub-services as APIs to make the
design pattern easy to integrate and distribute across different
systems in the DAS ecosystem. As shown in Figure 3, the
DAS design pattern architecture is divided into three layers
on a technical stack.

• Blockchain Service layer includes distributed functions
around interacting systems, including the FT/NFT/F-
NFT Factory, ownership certificate management, asset
management wallets, traceability inspections, and the
digital asset marketplace. Companies of all sizes and
industries can use the proposed DAS tools and services
to create Blockchain products or use digital assets as part
of their strategy.With the proposedDAS, enterprises and
developers can quickly integrate some or all services
with flexible APIs, such as token activation, event
logging, enabling in-app asset transactions, linking asset
management wallets, verifying on-chain certificate data,
and peer-to-peer exchanges in decentralized markets.

• Security and Privacy layer allows using cryptographic
techniques to protect data and ensure data privacy.
Property and event data on assets often require privacy
and security to protect against data copying, breach,
or tampering. Similar to digital identity, the ZKP is
implemented as a core component in this layer to protect
data privacy and on-chain verification capabilities.
In addition, other data hashing and encryption tech-
niques have been used for various enterprise security
goals.

• Storage layer provides various options for storing the
described content of a given asset, including on-chain,
centralized, decentralized, and physical storage. In most
cases, the cost of storage directly on the Blockchain
is high, coupled with the limited capacity and data
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format in a transaction. Hence, tokens represent an asset
stored in the Blockchain. This token contains a pointer
(URI/URL) to the digital asset, descriptive data, and
sometimes the data hash value itself.

Together with SSID, the service layer of DAS includes
FT/NFT/F-NFT Factory, Ownership Certificate, Wallet,
Traceability Inspections, and Marketplace services in a
mutually integrated enterprise Blockchain ecosystem provide
the tools and solutions for developers and enterprises to
tokenize assets and incorporate them into software.

• FT/NFT/F-NFT Factory allows the creation of
Blockchain tokens and token contracts based on
appropriate smart contract standards supported by
well-known standards such as ERC20, ERC721, and
ERC1155 [54].

• Ownership Certificate creates and manages digital
certificates that record the ownership of assets created
through the platform. The development of this digital
certificate system aims to complement and maintain the
linkage between a token and a given asset. In addition,
it seeks to limit partner enterprises’ counterfeiting
of registered assets. The digital ownership certificate
system also provides authentication capability for
auditability and accountability to ensure the reliability
of assets on the Blockchain.

• Wallet primarily manages, stores, trades, and transfers
token assets as an easy-to-use and secure e-wallet.
This e-wallet also adds convenient features like tracing
origin data and verifying relevant digital certificates to
extend user experience and interoperability with other
applications.

• Traceability Inspections are components of recording
and retrieving origin data, such as reports and checks
related to digital assets (e.g., NFTs) during their
lifecycle. Reality shows that the traceability of products,
goods in the supply chain, or other areas that require
digitization of assets and historical records is essential.
For each NFT asset, recording historical information
from the moment it was created to the stories the NFT
went through would help with the buying and selling
processes and make the NFT more believable.

• Marketplace is a peer-to-peer marketplace for pur-
chases, auctions, and reservations of digital assets.
The marketplace helps attract investors and customers
to own digital assets and encourages businesses and
developers to build Blockchain assets. In addition, the
marketplace allows buyers and sellers to trade and
exchange Blockchain assets safely and quickly. Users
can choose to conduct public or private transactions for
their assets in the market.

The variety of research and solutions around token assets
on Blockchain (especially for NFTs) is enormous. They
have been developed extensively across sectors and overlap
in terms of creative endeavors. To provide a deep and
clear insight into the technology and components created in
our systems, each of the following sections describes the

orientation and creates a standard framework for the proposed
DAS’s asset digitization service solution.

1) DATA RETENTION
There are many asset data storage layouts that are allowed to
choose such as:

• On-chain Storage.Descriptive metadata about the asset
is stored directly in a smart contract on the Blockchain,
implying that the data remains immutable. However,
it must be noted that storing a large amount of data is
expensive.

• Centralized Storage. Metadata is stored in addition to
the smart contract, which is stored on the enterprise
server, and the data pointer is maintained to make the
connection.

• Decentralized Storage. Metadata is stored in a decen-
tralized system, similar to on-chain storage but less
expensive. The decentralized system distributes data
across many nodes and is accessible via content-
identification addresses. One of the typical systems for
this is the InterPlanetary File System (IPFS), a globally
distributed file system built on a peer-to-peer network.
Files stored in IPFS are broken down into smaller,
cryptographically hashed parts, each with a content
identifier based on the contents of the stored file [63],
[64], [65].

• Physical Storage.Metadata is the key’s hash value that
owns the physical asset (e.g., the radio frequency data
hash value is used to unlock the car) and can be stored
on a smart contract.

2) TOKEN STANDARDS
The token standards for FT, NFTS, and any other asset are
ERC-20, ERC-721, and ERC-1155.

• ERC-20 is a popular token standard used on the
Ethereum platform to create fungible tokens. It includes
a token rule describing buying, selling, or trading to
which tokens are subject [54].

• ERC-721 is the most commonly used standard for
NFTs. This standard allows for the production of
separate tokens with different values and represents
different assets

• ERC-1155 is a scalable token standard that represents
fungible and non-fungible tokens. A single ERC1155
contract can generate an unlimited number of tokens.
This standard’s outstanding advantage is its ability to
transfer multiple tokens in a single transaction, resulting
in lower costs and shorter waiting times.

3) ASSET TYPE
NFTs can represent many different classes of assets. In our
design, NFTs represent several asset classes defined by the
following groups.

• Marketplace includes featured assets minted into
NFTs, auctioned, and traded on the marketplace from
multiple sources.

VOLUME 12, 2024 74973



H.-N. Nguyen et al.: Leveraging Blockchain to Enhance Digital Transformation in SMEs

FIGURE 3. The architecture of the proposed framework.

• Event includes assets that represent the brand are of
high value and limited quantity. These assets created on
special occasions can be minted into NFTs and made
available for reservation to promote the brand.

• Magic bag includes randomly appearing digital or
physical assets minted into NFTs that match randomly
occurring artistic creations or reward business models.

• Limited includes premium and exclusive assets that are
created in limited quantities and distributed by listing
them as NFTs on the Blockchain.

• Fractionalized includes high-value assets that can be
minted into F-NFTs, and smaller segments that share
ownership among multiple users.

4) SIZE PER NFT VERSION
Each NFT is unique through its smart contract ID and address
when verified on a Blockchain. However, multiple versions
of NFTs with the same content (metadata) can coexist if their
mint is decided. Three instance sizes can be determined as
follows:

• Uniquemeans that an NFT represents a single item with
only one existing copy of that item.

• Collection means that an NFT is part of an NFT
collection in which multiple copies of the same nature
and characteristics are created. This is similar to a set of
identical tickets created with limited copies.
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TABLE 3. Performance comparison between Blockchain platforms.

• Open Versionmeans that these NFTs have no limit or a
fixed number of reservations and have become popular
recently, meaning that NFT copies can be created over
time depending on market demand.

In summary, the proposed DAS provides services and tools
for businesses and developers to digitize any asset (pictures,
music, collectibles, real estate, jewelry, etc.) into tokens on
the Blockchain and manage and exploit their potential and
value. Owners of these assets gain new experiences of actual
ownership and tap into the value chain from each asset’s
ownership and data.

IV. IMPLEMENTATION AND EVALUATION
A. IMPLEMENTATION
The proposed BaaS framework was implemented and
deployed under the VBchain of Vietnam Blockchain Corpo-
ration (VBC), which has supported several digital transforma-
tion solutions in Vietnam. To date, more than eight million
transactions have been processed in VBchain.1 Depending
on the usage needs, the above applications integrate services
such as installing a private blockchain node or participating
in VBchain’s blockchain network, digital asset services, and
self-sovereign identification services.

For example, Agridential2 was the first solution to apply
Blockchain technology for traceability and supply chain
management in the agricultural sector in Vietnam. Currently,
Agridential has helped many farmers and Vietnamese farms
meet standards for the safety and origin of products to
enhance the trust of domestic and foreign consumers and
promote brand image in the eyes of consumers. More
than eight million traceability stamps are available for over
800 activated products. Agridential has been developed in
VBchain to utilize SSID, DAS, and traceability services.

B. EVALUATION
1) PERFORMANCE
When comparing the performance of the Blockchain net-
work, we usually pay attention to the number of transactions
that the network can process per second (TPS), calculated by
the number of transactions in a block divided by the time it
takes to process a block.

Figure 4 depicts the evaluation results performed using
the Blockchain network performance measurement tool to
simultaneously send a series of transactions to the network to

1https://vbchain.vn/en/home
2https://agridential.vn/

FIGURE 4. Evaluation results in term of transaction per second (TPS).

test its processing performance. The horizontal column rep-
resents the number of transactions performed simultaneously
in each turn, and the vertical column represents the number
of transactions per second the node processes and creates
blocks. It can be seen that our VBchain can reach the highest
performance at 94 TPS and an average of 68.3 TPS.

In addition, Table 3 summarizes the performance cal-
culation results for the currently popular EVM-compatible
Blockchain networks. The results show that VBchain’s
Blockchain network currently performs well compared to
other platforms.

2) SECURITY ANALYSIS
While developing the proposed BaaS framework, security
and privacy are always considered the solution’s foundation.
Regarding security in Blockchain network infrastructure
design, the Hyperledger Besu protocol itself provides many
important security mechanisms of a Blockchain network,
such as a decentralized network, PoA consensus rule, and
an anti-DDoS attack on a Blockchain node. In addition, the
security design of the underlying component layers in the
overall architecture of the proposed framework is divided into
the following types:

• Cryptographic security includes authentication,
encryption/decryption, and digital signatures.

• Data storage security uses data encryption techniques,
access control, and decentralized data storage.
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• Zero-knowledge proof security is guaranteed byDDoS
attack protection, access control, and decentralized off-
chain data storage.

• Smart contracts’ security is developed based on
widely recognized standards, such asOpenZeppelin, and
they undergo auditing and bug fixing before being used.

V. CONCLUSION
Blockchain-as-a-Service framework for digital transforma-
tion solutions makes Blockchain and its underlying technol-
ogy more accessible to businesses, especially SMEs with
limited resources. The proposed framework was developed
based on the Hyperledger Besu platform; therefore, installing
and maintaining Blockchain nodes requires a cheaper system
cost than public platforms such as Ethereum. Moreover, the
enterprise Blockchain environment is high-performance and
supports convenient tools for developers. The highlight of
this development framework lies in its focus on the need
to digitize the essential digital identities and assets of life
sectors packaged as easy-to-use and customizable services
based on needs. Besides, the proposed framework allows
users to customize public or private transactions based on
network infrastructure protocols and ZK-Proofs technology
to improve personal data privacy.

In addition to the growing interest in Blockchain and its
widespread adoption in various fields, many problems have
been faced and solved to meet evolving needs. This study also
contributes to the development trend of current BaaS systems
and makes Blockchain a helpful technology in the digital
transformation process of current and future businesses. The
effective implementation of enterprise Blockchain solutions
also facilitates the development of trust, cooperation, and
risk-sharing between alliance members, creating a value
chain.
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