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ABSTRACT By the drone capturing attacks, the adversaries can extract the long-term secret keys stored in
the drones. Therefore, it is necessary to consider forward secrecy and forward unlinkability to minimize the
damage by the drone capturing attacks. Forward secrecy protects the secrecy of the past sessions between
users and drones, and forward unlinkability guarantees the strong anonymity of users and drones participated
in the past sessions, even when the long-term secret keys are revealed to the attackers via the drone
capturing attacks. In 2022 Jeong et el. suggested a three-party key agreement scheme for internet of drones
which provides forward secrecy and forward unlikability. However, their scheme has some shortcomings.
Especially, in their scheme a drone (or a user) cannot run concurrently multiple key exchange sessions with
multiple users (or drones). And their scheme provides only weak forward secrecy, not standard forward
secrecy. In this paper, we propose a key exchange protocol resolving all the shortcomings of the Jeong et al.’s
scheme. That is, our key exchange protocol provides the standard forward secrecy and forward unlinkability.
And a drone can run concurrently multiple sessions with users without communication with the server.
We also suggest a formal model for the forward unlinkability, and prove the forward unlinkability of our
scheme in the formal model.

INDEX TERMS Internet of drones, key agreement, anonymity, forward unlinkability, forward secrecy.

I. INTRODUCTION
Advancements in aviation, software, information and com-
munication technology, and sensor technologies have cat-
alyzed a surge in drone-based applications.

Innovative solutions based on the Internet of Drones
(IoD) include aerial photography, smart agriculture, land
management, infrastructure inspection, emergency response,
smart city applications, and so on [1], [2].

Within the IoD context, securing communication through
authenticated key exchange protocols is crucial for maintain-
ing message integrity and confidentiality. Recent researches
are increasingly focused on the light-weight key exchange
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protocols to provide user-drone authentication crucial for
ensuring secure IoD communications [3], [4], [5], [6], [11].

The other pressing issue in an IoD environment is to protect
the privacy of both users and drones. To provide anonymity,
many authenticated key exchange schemes have used
pseudonyms for users and drones. However, pseudonymity
alone does not provide strong anonymity. For instance,
should an adversary observe a repeated (and unchanging)
pseudonym associated with a user or drone, it might know
frequencies of activity or even trace the movements of the
entities. Such surveillance could lead to the deanonymization
of the parties involved. Specifically, within the context of
military operations, the lack of strong anonymity, called
unlinkability, could lead to catastrophic operation failures.

One of the most powerful attacks in IoD is a drone
capturing attack [12]. By this capturing attack an adversary
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could get a drone and analyze the drone. In the context
of key exchange protocols, such drone capturing attacks
make adversaries to uncover the drone’s long-term secret key.
The revealed long-term secret key is critical information in
breaking the secrecy of session keys and unlinkability of the
past sessions. Therefore, against the drone capturing attacks,
it is important for key exchange protocols to provide forward
secrecy and forward unlinkability.

Forward secrecy protects the secrecy of the past sessions
between users and drones, and forward unlinkability guaran-
tees the strong anonymity of users and drones participated in
the past sessions, even when the long-term secret keys are
revealed to the attackers via the drone capturing attacks.

A. RELATED WORKS
In 2018 Wazid et al. [4] proposed a novel and lightweight
remote user authentication and key agreement scheme
specifically tailored for IoD environments. This work was
followed by an even more efficient scheme by Srinivas et al.
[5], although these schemes in [4] and [5] were not secure
against other authenticated users, who could potentially
calculate session keys established by other parties. In 2020,
Zhang et al. [6] offered a lightweight authenticated key
agreement protocol using only a hash function and bitwise
XOR operations. However, these schemes [4], [5], [6] only
provided pseudonymity without unlinkability, because the
same pseudonym of a party is used in different sessions.

Further advancements in drone-specific protocols have
also been notable. For instance, Yazdinejad et al. [7], in 2020,
proposed a drone authentication scheme using blockchain
technology, allowing drones to be certified across multiple
zones without re-certification. Sharma et al. [8] suggested
a similar scheme that year, enabling drones to deploy
sensor nodes for data collection. Also in 2020, Gope and
Sikdar [9] were the first to consider the physical security of
Unmanned Aerial Vehicles (UAVs), providing a system that
outperformed existing methods in computational complexity
while preserving privacy. In 2021, Jan et al. [10] attempted to
design a key agreement scheme for civilian drone deployment
in the IoD.

In 2022 Jeong et al. [11] introduced the first key agreement
protocols that provides both forward secrecy and forward
unlinkability. However, their scheme has some shortcomings.
First, the forward secrecy provided by their scheme is a
weak forward secrecy, not standard forward secrecy. Second,
a drone (or a user) can not run concurrently multiple key
exchange sessions with multiple users (or drones). Third,
each session key establishment between a drone and a user
involves communication with the server. That is, their scheme
is a three-party key exchange protocol, not a two-party key
exchange protocol. Fourth, the unlinkability analysis was
done without the formal security model.

B. CONTRIBUTIONS
To overcome the shortcomings of the Jeong et al.’s scheme,
we use an ID-based key exchange protocol and a MAC-based

key exchange protocol. To make an authenticated key
exchange scheme, we use the long-term key derivation proto-
col of the ID-based key exchange protocol suggested in [13]
and modify the MAC-based key exchange protocol in [14] to
make a session key. To provide anonymity and unlinkability,
our scheme makes an ephemeral Diffie-Hellman key which
is used to encrypt the messages necessary for authentication.

Our key exchange protocol provides the standard forward
secrecy and forward unlinkability. And a drone can run
concurrently multiple sessions with users without communi-
cation with the server. We also suggest a formal model for
the forward unlinkbility, and prove the forward unlinkability
of our scheme in the formal model.

We compare security and anonymity properties among
related key exchange protocols in Table 1.

TABLE 1. Pseudonymity and unlinkability of related schemes.

II. CRYPTOGRAPHIC PRIMITIVES
Definition 1: (RoR-CPA Security of Encryption

Scheme [15]): We consider a symmetric encryption scheme
SE = (Key, E, D). We suppose that an adversary A can
access encryption oracle Esk (RR(·, b)). For a requested
message m, RR(m, 0) returns m, and RR(m, 1) returns a
random string r.
The real-or-random chosen-plaintext attack (RoR-CPA)

security for SE is defined by the following experiment:

EXPRoR−bSE,A (θ )

sk ← Key(1θ )

b′← AEsk (RR(·,b))(θ )

The advantage of A is defined as AdvRoRA = Pr[EXPRoR−0SE,A
(θ ) = 1] − Pr[EXPRoR−1SE,A (θ ) = 1], where θ is a security
parameter.

SE is RoR-CPA secure if the advantage of any probabilistic
polynomial-time adversary A is 1/2 + ϵ(θ ), where ϵ(θ ) is a
negligible function.
Definition 2 (SUF security of MAC [16]): We consider

a message authentication scheme (MAC) Mac =

(KeyGen, Mac, Vrfy). To define SUF security for Mac,
we suppose an adversary F that can access MAC generation
oracle Macmk (·) and MAC verification oracle Vrfymk (·, ·).
Then, SUF security is defined by the following experiment:

EXPSUFMac,F (θ )

mk ← KeyGen(1θ )

(m, τ )← FMacmk (·),Vrfymk (·,·)(θ )
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F can access oracles Macmk (·) and Vrfymk (·), and we define
an advantage of F as follows:

AdvSUFF = Pr[Vrfymk (m, τ ) = 1 and

(m, τ ) is not in the set of query-response pairs].

A Mac is SUF secure if the advantage of any probabilistic
polynomial-time adversary F is negligible in terms of the
security parameter θ .
In the following assumption, G is a cyclic multiplicative

group of order q, where q is a θ-bit long prime. We assume
that there are efficient algorithms to perform multiplication
and membership tests in G. Finally, we denote with g a
generator of G.
Assumption 1 (Decisional Diffie-Hellman [17]): For our

study, we say that the Decisional Diffie-Hellman (DDH)
Assumption (for G and g) holds, if for any probabilistic
polynomial time adversary A, |Pr[A(G, g,U1,U2,W ) = 1|
u1, u2 ← [1, q],U1 = gu1 ,U2 = gu2 ,W = gu1u2 ] −
Pr[A(G, g,U1,U2,W ) = 1|u1, u2,w ← [1, q],U1 =

gu1 ,U2 = gu2 ,W = gw]| is negligible in θ .

III. SECURITY MODEL
In this section, we provide the formal security models
for forward secrecy and forward unlinkability. Our formal
security models are modeling various attacks including drone
capturing attacks and compromised user device attacks.

Forward Secrecy [11]. The forward secrecy of a key
exchange protocol is defined by an experiment. In the
experiment, an adversary A asks Initiate, Execute, Send,
Reveal, Corrupt, and Test queries, and it receives the
messages according to the protocol description. We assume
that Ui denotes users and Dj as drones, where i ∈ [1, n] and
j ∈ [1,m]. Each entity Pi, where Pi ∈ {Ui,Dj}, may have
multiple instances.
• An Initiate(Pi, k) query is used to instigate a key
agreement protocol, where Pi ∈ {Ui,Dj}. Pi returns the
first message as its response according to the protocol
description.

• A Execute(Pi,Pj) query is used to execute a key
exchange protocol between party Pi and Pj, where
Pi,Pj ∈ {Ui,Dj}. As the result of this query, the
adversary receives the protocol messages between Pi
and Pj. This query could be used to model the passive
eavesdropping attacks.

• A Send(Pi, k,m) query is used to send message m
to party Pi’s k-th instance, where Pi ∈ {Ui,Dj}.
After receiving m, Pi returns a message as its response
according to the protocol description.

• A Reveal(Pi, k) query is used to get a session key made
in party Pi’s k-th instance, where Pi ∈ {Ui,Dj}.

• A Corrupt(Pi) query is used to get the long-term secret
key of party Pi, where Pi ∈ {Ui,Dj}. Pi returns its
long-term secret key as its response.

• A Corrupt(KGC) query is used to get the master secret
key ofKGC(KeyGeneration Center) in the ID-based key

exchange scheme. KGC returns its master secret key as
its response.

• A Test(Pi, k) query is used to define the advantage
of an adversary, where Pi ∈ {Ui,Dj}. Pi flips a coin
σ ∈ {0, 1}. If σ = 1, Pi returns a real session key
of the k-th instance. Otherwise, Pi returns a random
value. We note that this query is valid only when the
k-th instance of Pi is fresh (defined below).

The k-th session of party Pi, Pi ∈ {Ui,Dj}, is fresh if the
following conditions hold:

1) Corrupt(Pi) and Corrupt(Pj) have not been asked if
the k-th session of party Pi is communicating with Pj,
where Pj ∈ {Ui,Dj}.

2) Reveal(Pi, k) has not been asked.
3) Reveal(Pj, k) has not been asked ifPi andPj calculated

the same session key, where Pj ∈ {Ui,Dj}.
To terminate the experiment, the adversary A outputs

σ ′ to guess σ and stops. The advantage of A is defined
by AdvFSKE,A = Pr[σ = σ ′]. A key agreement protocol
is ‘‘forward secure’’ if the advantage of any probabilistic
polynomial-time adversary A is 1/2 + ϵ(θ ) in the security
parameter θ , where ϵ(θ ) is a negligible function.

Forward Unlinkability. The forward unlinkability of
a key exchange protocol is defined by the following
experiment. In the experiment an adversary A can query a
corrupt query to any party to get a long-term secret key.

EXPFUKE,A(θ )

((Pi,Pj), (Pk ,Pℓ))← ACorrupt(·)(θ )

t ← Execute(Pi,Pj)
t0← Execute(Pi,Pj)
t1← Execute(Pk ,Pℓ)

σ ← {0, 1}

σ ′← ACorrupt(·)(t, tb)

The advantage of A is defined as AdvFUKE,A = Pr[σ = σ ′].
KE provides ‘‘forward unlinkability’’, if the advantage of

any probabilistic polynomial-time adversaryA is 1/2+ ϵ(θ ),
where ϵ(θ ) is a negligible function.

IV. OUR ID-BASED KEY EXCHANGE PROTOCOL
In this section, we outline our key exchange protocol, which
requires a registration protocol.

All protocols throughout this paper are explained using the
following common notations.
• Ui: a user
• Di: a drone
• IDi: IDi denotes the identity of the i-th user Ui or
drone Di.

• PIDi: PIDi denotes a pseudonym for Ui or Di.
• rIDi : This is the additional value necessary to prove the
validity of IDi.

• sIDi : This is the private key of Ui or Di.
• eki,j: This is the ephemeral encryption key between Ui
and Dj.
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• mki,j: This is the ephemeral MAC key between Ui
and Dj.

• ski,j: This is the session key between Ui and Dj.

A. PROTOCOL SETUP [13]
The Key Generation Center (KGC) chooses a group G of
prime order q (where q is θ -bits long), a random generator
g ∈ G and two hash functions H1 : {0, 1}∗ → Zq and
H2 : {0, 1}∗ → {0, 1}θ . Then it picks a random x ← Zq and
sets y = gx . Finally the KGC outputs the public parameters
MPK = (G, g, y,H1,H2) and keeps the master secret key
MSK = x for itself.

B. KEY DERIVATION PROTOCOL [13]
In the key derivation protocols, the key generation center
KGC creates rIDi and sIDi for Ui (or Di). This protocol
assumes that there is a secure channel betweenUi (orDi) and
KGC .
Ui (or Di) and KGC proceed as follows (see Fig. 1):
1) Ui (or Di) selects an identity IDi. Ui (or Di) sends IDi

to KGC .
2) After receiving IDi, KGC picks a random k ← Zq and

sets rIDi = gk . Then KGC uses the master secret key x
to compute sIDi = k + H1(ID, rIDi )x. (rIDi , sIDi ) is the
secret key returned to Ui (or Di).

3) Ui (orDi) can verify the correctness of its secret key by
using the public key y = gx and checking the equation
gsIDi = rIDiy

H1(IDi,rIDi ).

C. OUR KEY EXCHANGE PROTOCOL
Our key exchange protocol makes a session key between Ui
and Dj as shown in Fig. 2.
1) To being a protocol, Ui select a random ri ← Zq and

first sends PIDi = gri to Dj.
2) After receiving PIDi, Dj select a random rj ←

Zq and calculates PIDj = grj . Then Dj calculates
encryption key eki,j = H2(PIDi||PIDj||grirj ||0) and
MAC key mki,j = H2(PIDi||PIDj||grirj ||1). Dj
makes ciphertext cj = Eeki,j (IDj||rIDj ||yj) and MAC
value τj = Macmki,j (PIDj||PIDi||cj). Then Dj sends
PIDj||PIDi||cj||τj to Dj.

3) After receiving PIDj||PIDi||cj||τj, Ui calculates
encryption key eki,j = H2(PIDi||PIDj||grirj ||0) and
MAC key mki,j = H2(PIDi||PIDj||grirj ||1). Ui
makes ciphertext ci = Eeki,j (IDi||rIDi ||yi) and MAC
value τi = Macmki,j (PIDi||PIDj||ci). Then Ui sends
PUi||PUj||ci||τi to Dj. And Ui decrypts cj and obtains
IDj||rIDj ||yj. If Vrfymki,j (PIDj||PIDi||cj, τj) = 1 and

yj = rIDjy
H1(IDj,rIDj ), Ui calculates the session key

ski,j = H2(PIDi||PIDj||g
sIDi sIDj ||grirj ).

4) After receiving PUi||PUj||ci||τi, Dj decrypts ci and
obtains IDi||rIDi ||yi. If Vrfymki,j (PIDi||PIDj||ci, τi) =
1 and yi = rIDiy

H1(IDi,rIDi ), Dj calculates the session
key ski,j = H2(PIDi||PIDj||g

sIDi sIDj ||grirj ).

V. SECURITY AND EFFICIENCY ANALYSES
A. FORWARD SECRECY
Theorem 1. Our key exchange protocol is forward-secure in
the random oracle model, if Mac is SUF-secure.

Proof: LetA be a polynomial-time adversary against the
forward secrecy of the key exchange protocol. Then, we show
that A’s the advantage is bounded as follows:

AdvFSKE,A(θ, qs) ≤
1
2
+ 2qs · AdvDDH + qs · AdvSUF ,

where qs is the number of sessions, and θ is a security
parameter.
A’s advantage is from the following two cases:
Case 1. There are forged MACs with respect to τ made

by A.
Case 2. There is no forged MAC with respect to τ .
To make the upper bound of the advantage from the above

cases, we define the following games:
• game0: game0 is the original game defined in the
experiment for the key exchange protocol.

• game1: game1 is the same as game0 except that in the
first session grirj in eki,j, mki,j, and ski,j is replaced by
random gw1 .
...

• gamek : gamek is the same as gamek−1 except that in
the k-th session grirj in eki,j, mki,j, and ski,j is replaced
by random gwk .
...

• gameqs : gameqs is the same as gameqs−1 except in the
qs-th session grirj in eki,j, mki,j, and ski,j is replaced by
random gwqs .

We bound the advantage from each case in the following
lemmas.
Lemma 1. The difference of advantage between the two
adjacent games is bounded asAdvFSA,gamek−1

−AdvFSA,gamek
≤

AdvDDH .
Lemma 2. The advantage from Case 1 in gameqs is bounded
as AdvFS,Case 1

A,gameqs
≤ qs · AdvSUF .

Lemma 3. The advantage from Case 2 in gameqs is bounded
as AdvFS,Case 2

A,gameqs
≤

1
2 .

Therefore, by the hybrid argument the advantage of A is
bounded as follows:

AdvFSA,game0
= qs · AdvDDH + AdvFSA,gameqs

= qs · AdvDDH + AdvFS,Case 1
A,gameqs

+ AdvFS,Case 2
A,gameqs

≤ qs · (AdvSUF + AdvDDH )+
1
2
.

Next, we prove the above three lemmas.
Proof of Lemma 1: Let gamek−1 and gamek be two

adjacent games. We can construct distinguisher H which
breaks the DDH assumption with the advantage difference of
A between gamek−1 and gamek .
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FIGURE 1. User(Drone) key derivation protocol for Ui (Di ).

FIGURE 2. Key exchange protocol between user Ui and drone Dj .

H is given an input (G, q, g,U1,U2,W ) in the experiment
of the DDH problem, and inserts them as the protocol
messages in simulating the key exchange protocol to A.
The more concrete description ofH(G, q, g,U1,U2,W ) is as
follows:

1) H is given (G, q, g,U1,U2,W ). In the k-th session H
uses U1 and U2 as the PIDi and PIDj, respectively. H
chooses ri and rj for all other sessions normally.

2) In the k-th session H makes eki,j = H2(PIDi||PIDj||
W ||0), mki,j = H2(PIDi||PIDj||W ||1), and ski,j =
H2(PIDi||PIDj||g

sIDi sIDj ||W ).

3) When A stops outputting σ ,H stops outputting σ .
H simulates gamek−1 and gamek depending on whether

W = grirj or not, where U1 = PIDi and U2 = PIDj. So the
following inequality holds:

AdvDDHH ≥ Pr[H(U1,U2,W ) = 1|

U1 = gri ,U2 = grj ,W = grirj ]

− Pr[H(U1,U2,W ) = 1|

U1 = gri ,U2 = grj ,W = gw]

≥ Pr[A() = 1 in gamek−1]
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− Pr[A() = 1 in gamek ]

≥ AdvFSA,gamek−1
− AdvFSA,gamek

.

Proof of Lemma 2: If a forged MAC appears in gameqs ,
we can construct an algorithmF that breaks the SUF security
of the underlying MAC scheme Mac.
F is given oracles Macsk (·) and Vrfy(·, ·) in the MAC

scheme experiment, and uses the oracles to make and
verify MACs that are supposed to be generated and verified
with mki,j, which is randomly selected. A more concrete
description of F is as follows:

1) F is given oracles Macsk (·) and Vrfy(·, ·). F randomly
selects k∗ ← [1, qs]. In the k∗-th session F uses the
oracles instead of MAC key mki,j.

2) If a forged MAC appears with respect to the target
instance, F outputs the forged MAC and message pair
and then quits. Otherwise, F stops when A stops.

If F correctly selects k∗, F does not fail. So the following
inequality holds:

AdvSUFF ≥
1
qs

Pr[∃ a forged MAC in gameqs ]

≥
1
qs

AdvFS,Case 1
A,gameqs

.

So Lemma 2 follows.
Proof of Lemma 3:Lemma 3 is obvious from the fact thatA

cannot get any information about W used to make a session
key ski,j for the Test session, since W is randomly selected
not calculated with PIDi = gri and PIDj = grj . Therefore,
AdvFS,Case 2

A,gameqs
=

1
2 . □

B. ANONYMITY AND FORWARD UNLINKABILITY
Theorem 2. Our key exchange protocol provides forward
unlinkability in the random oracle model if a symmetric
encryption scheme SE is RoR-secure.

Proof: Let A be a polynomial-time adversary against
the forward unlinkability of the key exchange protocol. Then,
we show that A’s the advantage is bounded as follows:

AdvFUKE,A(θ, qs) ≤
1
2
+ 2AdvDDH + 2AdvRoR,

where θ is a security parameter.
We first define the following games:
• game0: game0 is the original game defined in the
experiment for the key exchange protocol.

• game1: game1 is the same as game0 except that in
the transcript t0, grirj in eki,j and mki,j is replaced by
random gw1 .

• game2: game2 is the same as game1 except that in
the transcript t1, grirj in eki,j and mki,j is replaced by
random gw2 .

• game3: game3 is the same as game2 except that in the
transcript t0, plaintexts IDi||rIDi ||yi of ci and IDj||rIDj ||yj
of cj are replaced by randomW3,i andW3,j, respectively.

• game4: game4 is the same as game3 except that in the
transcript t1, plaintexts IDi||rIDi ||yi of ci and IDj||rIDj ||yj
of cj are replaced by randomW4,i andW4,j, respectively.

Lemma 4. The advantage difference between gamek−1
and gamek , for 1 ≤ k ≤ 2, is bounded as
AdvFUA,gamek−1

− AdvFUA,gamek
≤ AdvDDH .

Lemma 5. The advantage difference between gamek−1
and gamek , for 3 ≤ k ≤ 4, is bounded as
AdvFUA,gamek−1

− AdvFUA,gamek
≤ AdvRoR.

Lemma 6. The advantage in game4 is bounded as
AdvFSA,game4

≤
1
2 .

Therefore, by the hybrid argument the advantage of A is
bounded as follows:

AdvFUA,game0
= 2AdvDDH + 2AdvRoR

+ AdvA, gameFU4

= 2AdvDDH + 2AdvRoR +
1
2
.

Next, we prove the above three lemmas.
Proof of Lemma 4:We omit the proof of this lemma, since

the proof of Lemma 4 is the same as that of Lemma 1.
Proof of Lemma 5:We can construct distinguisherDwhich

breaks the RoR security of the underlying encryption scheme
SE with the advantage difference of A between game2 and
game3.
D is given an encryption oracle Esk (RR(·, b)) in the

experiment of the RoR experiment, and uses it to make the
ciphertexts ci and cj of the transcripts t0 in simulating the key
exchange protocol to A. The more concrete description of D
is as follows:

1) D is given an encryption oracle Esk (RR(·, b)).
2) D makes ci = Esk (RR(IDi||rIDi ||yi), b) and cj =

Esk (RR(IDj||rIDj ||yj), b) using the encryption oracle.
3) When A stops outputting σ , D stops outputting σ .
D simulates game2 or game3 depending on whether

b = 0 or b = 1. So the following inequality holds:

AdvRoRD ≥ Pr[DEsk (RR(·,0))() = 1]

− Pr[DEsk (RR(·,1))() = 1]

≥ Pr[A() = 1 in game2]

− Pr[A() = 1 in game3]

≥ AdvFUA,game2
− AdvFUA,game3

.

Similarly, we can construct distinguisher D′ which breaks
the RoR security of the underlying encryption scheme
SE with the advantage difference of A between game3
and game4 by making the ciphertexts ci and cj of the
transcripts t1.
Proof of Lemma 6: In game6 A cannot get any infor-

mation about the identity information of the communicating
parties, since all the identity information of the commu-
nicating parties is replaced by random strings. Therefore,
AdvFUA,game4

=
1
2 . □

C. EFFICIENCY
In Table 2, we analyzed the number of rounds, the total size
of messages, and the total computations with respect to a user
and a drone among the related key exchange protocols.
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TABLE 2. Efficiency comparison among relevant protocols.

VI. CONCLUSION
In this paper, we proposed an authenticated key exchange
protocol between drones and users in the IoD environment.
Our key exchange protocol can be initiated by either a user
or a drone and establishes a session key between the user and
the drone without involvement of the server.

Our key exchange protocol provides both forward secrecy
and forward unlinkability for users and drones in the formal
security model. Moreover, in our protocol a party can run
several sessions concurrently.

The security of our key exchange protocol is based on
the decisional Diffie-Hellman assumption. As a future work,
it would be interesting to make a key exchange protocol
providing forward secrecy and forward unlinkability based
on the weaker assumptions.
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