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ABSTRACT Once the shared secret key is established, three parties can use it for secure communication
using symmetric-key encryptionAES (128, 192, 256) algorithms or other cryptographic primitives. Although
there are few third-party post-quantum authentication and key agreement protocols exist, but the recent
studies in this article show that they are not anonymous or cannot provide forward secrecy. Most of the
existing protocols enable adversaries to trace the source of messages. Many of third-party AKA schemes
based on conventional public-key cryptosystems are vulnerable to quantum computers. Therefore, this paper
contains a forward secure three-party post-quantum authenticated key establishment protocol for mobile
devices. The proposed three-party key exchange protocol establishes an authenticated shared key that can be
periodically refreshed to maintain forward secrecy. This protocol enables two parties to establish a shared
session key even in the presence of quantum adversaries and enables them to communicate confidentially and
securely over insecure networks. The protocol is anonymous as both the parties communicate using masked
dynamic identities. A contrast study consisting of performance and security assessment is presented, which
illustrates the suggested design is more applicable.

INDEX TERMS Key establishment, authentication, ring learning with errors, cryptography.

I. INTRODUCTION
Three-party post-quantum key exchange protocols enable
three parties to establish a shared secret key securely, even in
the presence of quantum adversaries. These protocols are cru-
cial for scenarios where three entities need to communicate
securely over an insecure network. Converting a two-party
key exchange protocol into a three-party key exchange
protocol involves extending the protocol to accommodate an
additional party while maintaining the security properties of

The associate editor coordinating the review of this manuscript and
approving it for publication was Jiafeng Xie.

the original scheme. Start with a well-established two-party
key exchange protocol, such as Diffie-Hellman key exchange,
or a post-quantum secure protocol like NTRUEncrypt or
SIDH. In the original protocol, two parties (A and B)
exchange messages to establish a shared secret key. To extend
the protocol to support three parties (A, B, and C), introduce
a mechanism for party A to communicate securely with
both parties B and C simultaneously. One approach is to
modify the original protocol to allow party A to generate
separate shared secret keys with parties B and C, which are
then combined to form a single shared secret key among
all three parties. Alternatively, employ a distributed key
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generation scheme where parties A, B, and C collaboratively
generate a shared secret key without requiring party A to
communicate separately with parties B and C. Ensure that
the extended protocol maintains the security properties of the
original two-party protocol, such as confidentiality, integrity,
and resistance to attacks. Many of researchers [1], [17],
[23], [25] have tried to design three-party post-quantum key
exchange protocols that enable three parties to establish a
shared secret key securely, but they are not able to achieve
all security attributes (mainly anonymity, forward secrecy,
nontraceability). Therefore, it’s highly challenging to design
a three-party authenticated post-quantum key agreement
protocol that enables three parties to establish anonymous and
forward secure communication.

II. RELATED WORK
Ding et al. [9] is the first to use the assumption learning with
error for designing key exchange. Their key exchange pro-
tocol were found more efficient in terms of communication
and computation costs compared with key exchange based
on encryption schemes. Furthermore, they extended their
idea to the ring learning with errors (RLWE) assumption,
which results in a small key size and better efficiency. But,
their protocol is Diffie-Hellman-like protocol and does not
provide authenticity. In the year 2014, Peikert [24] proposed
a straightforward, low-bandwidth reconciliation method that
enables two parties to ‘‘approximately agree’’ on a secret
value to come to a precise agreement constitutes one of our
primary technological advancements. However, their method
is based on encryption technologies based on the LWE
problem, and it takes more cost. This method is actually key
encapsulation and cannot provide authenticity to users. The
difference between [9] and [24] is that the first one uses a
biased, and the second one uses an unbiased reconciliation
mechanism. In the next year 2015, Zhang et al. [31]
proposed an advanced authentication and key establishment
protocol. However, their protocol constantly utilizes the
long-term server key while establishing communication.
It culminates in the widely recognized signal leaking attack.
Kirkwood et al. [18] were the first who observed that using
secret key more than once is dangerous in designing Ding
like key exchange based on ring learning with errors. This
idea was a new open track for the researchers, but it lacks
in a complete description. In 2016, Fluhrer [12] presented
a novel and inventive concept of key mismatch for ring
learning with error-based protocols that update public and
private keys. The genuine party’sparty’s private key can be
retrieved using this concept. In order for two parties to
retrieve a particular key, the match or mismatch attributes
are crucial. However, this attack will not work when the
two parties agree on the key using the least significant
bits of the same binary length keys. Again in the year
2016, Stebila and Mosca [26] discussed efficiency and safety
features individually as well as in relation to the Transport
Layer Security (TLS) protocol. They presented the Open
Quantum Safe project, an open-source software project for

quantum-resistant cryptography prototyping. It consists of
our combinations of liboqs, a C library of quantum-resistant
techniques, into widely used open-source protocols that are
and programs, such as the OpenSSL library. Taking idea [12],
in 2017, Ding et al. [7] introduced the idea of signal leakage
attack for ring learningwith error-based key exchange reusing
public/private keys. This paper [7] provides an insight into
how a long-term publicly accessible keys reuse in RLWE key
exchange protocols might be assaulted, and it is prompted
by an attack described in [7]. By starting numerous sessions
with the truthful party and examining the signal function’s
results, this work focuses on the attack on the authenticated
key exchange protocols. Ding et al. [8] discussed that an
intruder using a faulty key initiates a series of key exchange
sessions, and the attack known as ‘‘signaling leakage’’
depends on changes in the signal supplied by the respondent
using his key. In their work, they offered a new assault on
Ding’s one pass case that simply used the data of whether
both sides agreed on the final key instead of depending
on the signal function output. They have also discussed
that the existing signal leakage attack can be performed
with less number of steps and how it can be extended to
Peikert’s key exchange. In 2018, Feng et al. [11] suggested
an anonymous authenticated key exchange mechanism for
mobile phones and tablets. For smartphones and tablets, the
protocol is intuitive, straightforward, and effective, although
it is susceptible to spoofing, manipulation-based, signal
leakage, and it cannot provide anonymous communication
for the users. In 2020, Dabra et al. [2] analyzed the
security of Feng et al. [11], and they discussed signal
leakage attack on the protocol [11]. Dabra et al. cites
dabra2020lba proposed an ideal lattice-based anonymous
password-authenticated key exchange protocol has been
proposed for mobile devices to address the aforementioned
issues [11]. Additionally, their protocol supports the features
of anonymous communication and complete forward secrecy.
In 2020, Dharminder and Chandran [4] proposed learning
with errors-based anonymous authentication protocol using
ideal in some lattice. But, Dabra et al. [2] supports weak
login and authentication phase that results to denial of
service. Islam [15] proposed quantum-safe two-party authen-
tic key agreement, but their protocol [15] was susceptible
to signal leakage [3]. Wang et al. [28] also introduced
an efficient post quantum two factor authentication key
agreement fot mobile devices. Their protocol contains three
messages of exchange that create communication overheads.
In 2022, Dharminder et al. [5] proposed a post quantum
reconciliation enabling key exchange for the Internet of
Things environment. In 2023, Kumar et al. [19] proposed
a quantum-safe key agreement based on a variant of ideal
lattice assumption, the ring learning errors. This protocol
just requires two messages in exchange for an authenticated
key agreement. But, all the above protocols are two-party
authenticated key agreements. A two-party authentication
protocol involves two entities (often referred to as Alice
and Bob) exchanging messages to authenticate each other.
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However, when a third party, traditionally referred to
as Charlie, is introduced into the authentication process,
it becomes a three-party authentication protocol. In a three-
party authentication protocol, Charlie plays a crucial role as
a trusted intermediary, facilitating the authentication process
between Alice and Bob. The involvement of a third party
adds an additional layer of security and trust, especially in
scenarios where direct communication between Alice and
Bob is not feasible or secure. To fill this gap, Xu et al. [30]
and Liu et al. [22] proposed a provably secure three-party
password-authenticated key exchange protocol based on ring
learning with error. But, their password-based protocol is
not secure because password guessing is very easy. In the
next year, Islam and Basu [17] first put forward a new
three-party password-authenticated key exchange protocol
based on ring learning with error. They have also shown
that the proposed protocol is safe in the post-quantum world
based on the hardness assumption of the ring-learning-with-
errors. In 2023, Chaudhary et al. [1] proposed a three-party
keu agreement using ECC cryptography. Their protocol
ensures authentication, anonymity, and forward secrecy. They
also analyzed that the approach proposed by Islam and
Basu [17] does not guarantee anonymous communication.
It is susceptible to impersonation, password guessing, and
smart card theft attacks. In the year 2023, Rewal et al. [25]
proposed a lattice-based authenticated key establishment
protocol to resist attacks like password guessing and increase
efficiency. They have done a comparison analysis, evaluation
of performance, and security assessment to prove the suit-
ability of the suggested design. But, their scheme [25] does
not provide anonymous communication, and secret value is
directly xored with a biometric value, which means it can’t
provide three-factor security. Therefore, designing a three-
party post-quantum key agreement protocol that satisfies
existing security attributes and requirements is challenging.

III. MOTIVATION AND CONTRIBUTION
Designing a three-party post-quantum key agreement pro-
tocol addresses specific scenarios and requirements where
communication involves three distinct entities (see model
in Fig. (1)). In many real-world scenarios, communication
involves more than two parties. For example, in group
messaging applications, collaborative environments, or dis-
tributed systems, three or more parties need to establish
a shared secret key to communicate securely. As quantum
computing capabilities advance, it is essential to develop
post-quantum secure key agreement protocols that can
withstand quantum attacks. Designing three-party protocols
with post-quantum cryptographic primitives ensures long-
term security against quantum adversaries. Designing three-
party post-quantum key agreement protocols contributes to
ongoing research and innovation in the field of cryptog-
raphy. It allows researchers to explore new cryptographic
techniques, protocols, and security models tailored to multi-
party communication scenarios. But, the researchers need
help with developing efficient three-party post-quantum key

FIGURE 1. Steps involved in three-party post-quantum key agreement
protocol.

agreement protocols that meet the specific requirements
for mobile devices. Secondly, there exist few post-quantum
authenticated key establishment protocols namely [1], [17],
[23], [25], but either they are not anonymous [17], [23], [25]
or their computation cost is very high [1]. Furthers these
protocols [17], [23], [25] cannot provide forward secrecy.
Therefore, this paper contains a three-party post-quantum key
agreement protocol to fill the gaps.

• Anonymous communication refers to the ability to
send messages or interact with others without revealing
one’s identity or other identifying information. This
concept is important in various contexts, including
privacy protection, freedom of speech, whistleblowing,
and political activism. The proposed three-party post-
quantum key agreement protocol provides anonymous
communication.

• The proposed post-quantum key agreement protocol
offers several advantages over traditional cryptographic
algorithms, particularly in light of the potential future
development of quantum computers capable of breaking
many currently used cryptographic schemes. Overall,
the adoption of post-quantum key exchange protocols
offers a proactive and strategic approach to addressing
the security challenges posed by quantum computing
advancements, ensuring the continued confidentiality,
integrity, and availability of sensitive information in the
digital age.

• Forward secrecy, also known as perfect forward secrecy
(PFS), is a property of cryptographic protocols that
ensures that past communication sessions remain secure
even if long-term secret keys are compromised in
the future. In other words, forward secrecy provides
protection against retroactive decryption of encrypted
communication. The proposed post-quantum key agree-
ment protocol offers forward secrecy, and the session
key for each session is independent of previous sessions.

• There are many post-quantum key agreement protocols
with varying numbers of message exchanges. In prac-
tice, the efficiency and security of a key exchange
protocol depend on factors such as the desired security
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properties, computational complexity, and network con-
straints. The proposed post-quantum key agreement
protocol needs four messages of exchange, which is
minimal message exchanges as compared to state-of-art.

IV. ROADMAP OF THE PAPER
In this paper, section (I) is about the introduction to the
Internet of Drones and the need for security against quantum
computers. The section (II) contains related work to analyze
the work in this area, and the section (III) is all about
motivation and contribution. Section (V) contains basic
notations and definitions, and section (VI) is all about the
proposed work. Section (VII) and Section (VIII) contain
security analysis of the work in the random oracle, section
(IX) analyzes the performance of the protocol with the cost
of used operations, and Section (X) concludes the paperwork.

V. PRELIMINARIES
Before delving into the specifics of designing three-party
post-quantum key agreement protocols, it’s essential to estab-
lish some preliminaries. This section provides the necessary
definitions of technical terms used in the context of this
study. Post-quantum cryptography refers to cryptographic
algorithms and protocols designed to resist attacks from
quantum computers. Unlike classical cryptography, post-
quantum cryptography relies on mathematical problems that
are believed to be hard even for quantum computers to
solve efficiently, such as lattice-based cryptography. Certain
computational problems underlying the chosen post-quantum
cryptographic primitives are hard to solve efficiently, even
for classical or quantum computers. The security of the
protocol relies on the computational hardness of specific
mathematical problems, such as lattice problems, short
integer solution, laerning with error, or ring learning with
error. These assumptions provide a framework for analyzing
the security and functionality of three-party post-quantum
key agreement protocols and guide the design choices to
ensure their effectiveness in practical deployment.

A. LEARNING WITH ERROR
The Learning with Errors (LWE) assumption is a central
concept in modern cryptography, particularly in the realm of
lattice-based cryptography. LWE is a computational problem
that forms the basis for many cryptographic constructions.
Definition 1: In the LWE problem, you’re given pairs of

the form (α, α.s+e), where ‘‘α’’ is a randomly chosen vector,
‘‘s’’ is a secret vector, and ‘‘e’’ is a small random noise vector.
The challenge is to recover the secret vector ‘‘s’’ from these
pairs.

The security of many cryptographic schemes based on
LWE relies on the assumption that it’s computationally hard
to distinguish these pairs from randomnoise. This assumption
forms the foundation for various cryptographic primitives
like encryption, key exchange, and digital signatures. LWE
is often used in constructing post-quantum secure crypto-
graphic systems, as it’s believed to be resistant to attacks from

quantum computers. However, as with any cryptographic
assumption, its security depends on the specific parameters
chosen and the efficiency of known algorithms for solving it.

B. RING LEARNING WITH ERRORS
Ring Learning with Errors (RLWE) is an extension of
the Learning with Errors (LWE) problem, but it involves
polynomial rings rather than vector spaces. In RLWE, instead
of working with vectors, you work with polynomials modulo
some polynomial a prime number.
Definition 2: The Ring Learning with Errors problem

involves given samples (α, α.s+e), where ‘‘α’’ is a randomly
chosen polynomial, ‘‘s’’ is a secret polynomial, and ‘‘e’’ is a
small random noise polynomial. The task is to recover the
secret polynomial ‘‘s’’ from these pairs.

RLWE is particularly significant in lattice-based cryptog-
raphy because it provides a hard problem believed to be
resistant to attacks by both classical and quantum computers.
This makes it a prime candidate for constructing post-
quantum secure cryptographic schemes. In the context of
ideal lattices, RLWE is often defined over the ring of
integers modulo some ideal in a number field. This allows
for more efficient implementations and provides additional
mathematical structure that can be exploited in cryptographic
constructions.

C. BASIC TERMINOLOGY
The protocol uses lattice based assumption ‘‘Ring Learning
with Error (RLWE)’’ that is assumed to be secure against
quantum attacks. Thereore, the reader need to understand
some basic mathematics, and notations involved in the design
of the protocol. Let us consider q > 2 to be the random
prime number, R to be the set of real numbers and Z to be
the set of integers, respectively. Ring of polynomial are Z [x]
and Zq[x] having integers coefficients, and integer modulo (q)
coefficients respectively. Let security parameter n is chosen
such that n = 2ℓ, where ℓ ∈ Z . Let us consider an irreducible
polynomial xn+1 ∈ Z [x], and polynomial ringsK = Z [x]

<xn+1>

and another polynomial ring Kq =
Zq[x]

<xn+1> with integer
coefficients reduced modulo (q), and finite degree. As a result
the element of ring Q is defined as a =

∑n−1
i=0 aix

i
∈ K.

We define two types of norms; (1) norm L2 and (2) L∞,
defined as ||a||2 = {

∑n−1
i=0 a

2
i }

1
2 and ||a||∞ = max|ai| for 0 ≤

i ≤ n− 1. To define learning with error assumption, we need
a system of equations peturbed with error whose coefficients
are small integers. The discrete Gaussian distribution Yβ is
also defined over Kq and β > 0 represents some random
fixed real number called standard deviation of the Gaussian
distribution.
Lemma 1: For any x, y ∈ K there exist following

inequalities is defined as ||x.y||a ≤ nb||x||a.||y||a where
(a, b) ∈ {(2, 1

2 ), (∞, 1)} satisfies [6].
Lemma 2: For some numbers β = ω(

√
log2 n) and α =

β
√
n, the inequality prd←Xβ [||d ||2 > α] ≤ 2

2n holds true.
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Let T = {−⌊ q4⌋, . . . , ⌊
q
4⌋} be the half middle subset of

Zq = {−
(q−1)
2 , . . . ,

(q−1)
2 }. We have characteristic function

ψ(.) defined on compliment of T = {−⌊ q4⌋, . . . , ⌊
q
4⌋}, that

is defined as ψ(z) = 0 if z ∈ T , and ψ(z) = 1 otherwise.
The auxiliary modular function 82 : Zq × {0, 1} → {0, 1} is
defined as 82(u, d) = (u + d . (q−1)2 )mod (q) mod (2), such
that u ∈ Zq and d = 9(u), respectively.
Lemma 3: For some given number q and the elements

u, e ∈ Qq such that there exist |e| < q/8 and we have
82(u, 9(u)) = 82(w, 9(u)) where w is defined as w =
u+ 2.e.

Following the above concept, one can do the generalization
of the functions ψ and 82 over Kq. Let us assume an
element d = d0 + d1x + . . . + dn−1xn−1 ∈ K,
which can be used to represent the vector d . This vector
d will be defined as follows d = (d0, d1, . . . , dn−1).
Similarly for another vector u is defined as u =

(u0, u1, . . . , un−1) ∈ {0, 1}n The auxiliary and characteris-
tic functions can be written in the generalized format as fol-
lows8(d) = (8(d0), 8(d1), . . . , 8(dn−1)) and82(d, u) =
(82(d0, u0), 82(d1, u1), . . . , 82(dn−1, un−1)). As stated
by the RLWE problem, for a polynomial times known pairs
(α, b = α.s + e) ∈ Kq × Kq in the rings, it is practically
infeasible to search for the unknown s, e ∈ Kq inside the ring
which were selected from the Gaussian Distribution over Kq,
and naturally induced over Zn.
Definition 3: Let us consider As, Yδ = (ui, vi) to be some

sample from Kq × Kq where ui is taken uniformly from Ki
and vi = ui.s+ e, such that s, e→ Yδ . The RLWE problem
refers to the way that differs elements As, Yβ from the uniform
random distribution on the finite ring Kq, where there are
many polynomial samples.
Definition 4: Pairing with error Problems or PWE prob-

lems: There is a function named γ : Kq × Kq → {0, 1} is
such that it is defined by γ (u, s) = 82(u.s, 8(u.s)). The goal
of the PWE for the given parameters u, v, c← Kq is to find
the γ (u, s) for the unknown s, e′ ∈ Yδ where v = c.s+ 2.e′

are defined.
Definition 5: Decision pairing with error problem or

DPWE problem. For some given parameters d, y, z, c ∈ Kq
the DPWE problem aims to check if (d, z) where d = y.s+
2.g and z = c.s+2.e are defined uniformly random inKq×Kq
where some unknowns are also there like s, g, e ∈ Yδ .

VI. PROPOSED ANONYMOUS AND FORWARD SECURE
QUANTUM-SAFE THREE PARTY AUTHENTICATED KEY
ESTABLISHMENT PROTOCOL
Three-party post-quantum key exchange protocols enable
three parties to establish a shared secret key securely, even
in the presence of quantum adversaries. These protocols
are crucial for scenarios where three entities need to
communicate securely over an insecure network. This section
is consisting of four phases; (1) initialization, (2) user (A)
registration, (3) user (B) registration, and (4) login and
authentication phases.

TABLE 1. Notations table.

A. INITIALIZATION PHASE
The initialization phase of a control server (CS) involves
setting up and preparing the server for operation. This phase
is crucial for ensuring that the server is properly configured,
secure, and ready to manage the intended tasks. Here’s a
general outline of the initialization phase for a control server:

1) The process involves choosing an element at random
from the ring Kp =

Z[x]
⟨xn+1⟩ , a discrete Gaussian

distribution Yδ , an odd prime number p > (4y( n
√
3))2,

and an integer n ∈ Zp such that p mod (2n) = 1.
2) Choose a collision resistant hash function H :

{0, 1}∗ → {0, 1}ℓ, in which ℓ represents the output of
fixed length. The CS chooses α, s ∈ Kp, and e ∈ Yδ ,
and it cpmputes public key ϱ = α · s + 2 · e. Fianlly,
the parameters {n, p, α, ϱ, Yδ, SHA2 − 256(.)} are
published in a public domain while keeping the secret
key s safe.

B. USER REGISTRATION
To register on a server, you typically need to follow specific
instructions provided by the server administrator or outlined
in the server’s documentation. This might involve creating
an account with a username and password, providing an
email address, or completing other registration steps. The
user Ui for i ∈ {A, B} establishes a secure channel to
complete registration with control server S. The user follows
the following steps to complete the registration phase.

C. USER REGISTRATION PHASE
User Ui for i ∈ {A, B} register with the server S by providing
theirmasked password and identifying information during the
following registration steps:

1) RG1: User Ui for i ∈ {A, B} selects a unique identity
idi for i ∈ {A, B}, a (preferably strong) password pwi
for i ∈ {A, B}, and chooses secrets ni ∈ Z for i ∈
{A, B} randomly. After that, Ui computes zi = Sha −
256(idi||pwi||ni) and sends the information {idi, zi} to
the sever S securely.

2) RG2: After receiving the registration request from Ui,
the server S first checks its database against Sha −
256(idi). If it is already in the database, it rejects
the registration request; otherwise, it computes
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FIGURE 2. Summary of the user registration phase.

idsi = Sha − 256(idi ||s) with the help of its own
master secret key s. After computing yi = idsi ⊕ zi,
S stores Sha − 256(idi) in its database and sends {yi,
Sha− 256(·)} to Ui via secure channel.

3) RG3: After getting the message from S, Ui computes
idsi = zi⊕yi and imprints his/her biometricωi at sensor
of the mobile device and generates a biometric secret
σi and its associated public reproduction parameter τi
using fuzzy extractor probabilistic generation function
Gen(·) as ωi = {σi, τi}. Next, Ui computes xi = Sha−
256(σi ||pwi ||idi)⊕ ni, x∗i = xi ⊕ Sha− 256(pwi ||σi)
and a verification value vi = Sha − 256(idi ||pwi ||xi
||ni ||idsi) for the user. Finally,Ui stores the registration
credentials (yi, vi, x∗i , Sha−256(.) into his/her mobile
application. Figure 2 presents the summary of the user
registration phase.

D. LOGIN AND AUTHENTICATION PHASE
This section contains a description of the procedures involved
in the authentication phase (Figure (3)). The login and
authentication phases are critical components of the user
authentication process in computer systems. These phases
ensure that only authorized users can access the system or
application. Here’s an overview of the login and authentica-
tion phases:

1) The userUA gives inputs idA, pwA and imprintsωA. The
device computes nA = xA⊕Sha−256(σ ′A ||pwA ||idA),
and the value xA = x∗A⊕ Sha− 256(pwA||σ ′A). Furthers
it computes nA = xA ⊕ Sha − 256(σA||pwA||idA), and
masked ids′A = yA ⊕ Sha − 256(idA||pwA||nA) for the
user. Furthers it computes the value v′A = Sha−256(idA
||pwA ||xA ||nA ||ids′A), and verifies vA = v′A to get
logged into the device.

2) After getting successful login, UA chooses rA, νA ←
Yδ , computes zA = αrA + 2νA, kA = rAϱ, cA = 9(kA),
mA = 82(kA, cA), and a dynamic masked identity
aidA = (idA||idB) ⊕ Sha − 256(mA||zA) along with
verification factor vA = Sha− 256(aidA ||zA ||mA ||idA
||idB) to check the values zA, vA, aidA, cA, sent to UB
are correct.

3) The user UB receives zA, vA, aidA, cA,, then he gives
input idB, pwB and imprints ωB. The device computes

nB = xB⊕Sha−256(σ ′B ||pwB ||idB), xB = x
∗
B⊕Sha−

256(pwB ||σ ′B), nB = xB⊕Sha−256(σB||pwB||idB), and
masked identity ids′B = yB ⊕ Sha− 256(idB||pwB||nB)
for the user. Furthers it computes the value v′B = Sha−
256(idB ||pwB ||xB ||nB ||ids′B), and verifies vB = v′B to
get logged into the device.

4) The user UB samples random rB, νB ← Yδ ,
and it computes zB = αrB + 2νB, kB = rBϱ,
cB = 9(kB), mB = 82(kB, cB), κB = Sha −
256(mB||zB), and derives masked identity aidB =
eκB (aidA, idB), and a verification factor vB =

Sha − 256(aidA||zA||mA||zB||mB||idA||idB) to validate
the values zA, vB, aidB, cA,, zB, cB, sent over public
channel to the server S.

5) The server receives information zA, vB, aidB, cA,, zB,
cB, it computes k ′A = zA.s, m′A = 82(k ′A, cA),
k ′B = zB.s, m′B = 82(k ′B, cB), κB = Sha −
256(mB||zB), and computes masked identity for user
UA, and real identity of user UB by decryption as
(aidA, idB) = dκB (aidB), then it computes real identity
of user UA (idA||idB) = aidA ⊕ Sha − 256(mA||zA),
and estimates this request is sent for idB. Furthermore,
it verifies the received values by equating vB = Sha−
256(aidA||zA||mA||zB||mB||idA||idB), and computes a
dynamic session key sκ = sκA = sκB = Sha −
256(idA||idB||zA||mA||zB||mB||s), and masked session
keys sκ∗B = (sκ, idA) ⊕ Sha − 256(mB||zB||idB),
and sκ∗A = sκ ⊕ Sha − 256(mA||zA||idA||idB)
along with verification factor v∗B = Sha −
256(zB||mB||idA||idB||sκ||sκ∗A), sκ∗A, sκ∗B, v∗B, and
sends it to UB.

6) The user UB computes session key as sκ∗B ⊕ Sha −
256(mB||zB||idB) = (sκ, idA), and estimates this
session key is to establish a session with user UA,
and he also verifies the validity of session key by
equating v∗B = Sha − 256(zB||mB||idA||idB||sκ||sκ∗A),
and computes a verification factor for UA as v∗A =
Sha− 256(idA||idB||zA||sκ||sκ∗A), and sends v

∗
A, sκ

∗
A to

UA.
7) The userUA receives the values v∗A, sκ

∗
A, and computes

session key as sκ∗A ⊕ Sha − 256(mA||zA||idA||idB) =
sκ , and verifies the validity by equating v∗A = Sha −
256(idA||idB||zA||sκ||sκ∗A).

E. PROOF OF CORRECTNESS
The proof of correctness of a cryptographic scheme demon-
strates that the scheme achieves its intended security goals
and functionality according to its design specifications. The
proof typically involves formal mathematical reasoning and
analysis to establish that the scheme operates as intended and
provides the desired security properties.
Theorem 1: If UA and UB agreed on sκ in accordance

with our method, then UA and UB can execute the scheme
effectively with an identical session key sκ with high
probability.
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FIGURE 3. A stepwise discription of the proposed login and authentication protocol.

Proof: It sufficient to demonstrate that for user UA,
we have |kA−K ′A| <

q
8 , and for userUB, we have |kB−K

′
B| <q

8 , then correctness of the protocol is obvious. To show the
correctness, one have to compute error difference |kA−K ′A| =
|rAϱ − zAs| = |2rA.e − 2νA.s|, and ||2rA.e − 2νA.s||2 ≤
||rA.e||2||νA.s||2 ≤

√
m||rA||2||e||2 +

√
m||νA||2||s||2 <

2
√
mγ.
√
mγ.
√
m = 2m

3
2 γ 2 <

q
8 , hence the equality by

lemma (VII.3).

VII. INFORMAL SECURITY ANALYSIS
1) IMPERSONATION ATTACK
The proposed scheme involves three parties, each play-
ing a distinct role. Adversaries possess the capability to
impersonate any of these parties, thereby orchestrating an
impersonation attack. However, it’s noteworthy that our
scheme boasts robust security measures specifically designed
to withstand such impersonation attacks. Through stringent

authentication mechanisms and cryptographic protocols, our
scheme ensures resilience against malicious attempts to
deceive or manipulate the identities of involved parties. In the
proposed protocol, the user UA chooses rA, νA ← Yδ , and
computes zA = αrA + 2νA, kA = rAϱ, cA = 9(kA),
mA = 82(kA, cA), aidA = (idA||idB) ⊕ Sha − 256(mA||zA),
ηA = Sha−256(aidA ||zA ||mA ||idA ||idB), and sends zA, ηA,
aidA, cA, to UB which is random for each session. Similarly,
UB computes randomised zA, ηB, aidB, cA,, zB, cB, and sends
to the server S. Therefore, the impersonation is not possible
in the protocol.

2) MAN IN THE MIDDLE ATTACK
In a man-in-the-middle attack, an adversary seeks to
impersonate a legitimate participant, positioning themselves
between two parties. This allows the attacker to inter-
cept, modify, or inject new information into the ongoing
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conversation or data transmission, all while remaining
undetected by the intended recipient who assumes the
communication is proceeding as usual. In the proposed
protocol, the user UA chooses rA, νA ← Yδ , and computes
zA = αrA + 2νA, kA = rAϱ, cA = 9(kA), mA =
82(kA, cA), aidA = (idA||idB) ⊕ Sha − 256(mA||zA), ηA =
Sha − 256(aidA ||zA ||mA ||idA ||idB), and sends zA, ηA,
aidA, cA, to UB which is random for each session. Similarly,
UB computes randomised zA, ηB, aidB, cA,, zB, cB, and
sends to the server S. Therefore, our approach employs an
authentication mechanism at every stage of communication
or data transmission to mitigate such threats.

3) REPLAY ATTACK
A replay attack, orchestrated by an adversary, occurs when
intercepted data transmitted between two parties over a
network is maliciously retransmitted to the receiver. This
nefarious tactic is often employed to gain unauthorized
access to a system or facilitate illicit activities. However,
it’s essential to highlight that our scheme is fortified against
replay attacks. In the proposed protocol, the user UA chooses
rA, νA ← Yδ , and computes zA = αrA + 2νA, kA = rAϱ,
cA = 9(kA), mA = 82(kA, cA), aidA = (idA||idB) ⊕ Sha −
256(mA||zA), ηA = Sha − 256(aidA ||zA ||mA ||idA ||idB),
and sends zA, ηA, aidA, cA, to UB which is random for each
session. The user UB samples random rB, νB ← Yδ , and
it computes zB = αrB + 2νB, kB = rBϱ, cB = 9(kB),
mB = 82(kB, cB), κB = Sha − 256(mB||zB), and derives
masked identity aidB = eκB (aidA, idB), and vB = Sha −
256(aidA||zA||mA||zB||mB||idA||idB) to validate the values zA,
vB, aidB, cA,, zB, cB, sent over public channel to the server
S. By choosing random samples, our scheme effectively
mitigates the risk of data interception and malicious replay,
ensuring the integrity and authenticity of the communication
process.

4) PERFECT FORWARD SECURITY
To thwart potential eavesdropping on past communications,
many key exchange schemes utilize perfect forward secrecy.
Typically, the server employs a long-term secret key for
encryption. However, this static (long-term) secret key is
vulnerable to theft, enabling adversaries to masquerade
as either the server or the client. Subsequently, they can
orchestrate a Perfect Forward Security (PFS) attack by
reconstructing the session key. In the proposed protocol, the
userUA chooses rA, νA← Yδ , and computes zA = αrA+2νA,
kA = rAϱ, cA = 9(kA), mA = 82(kA, cA), aidA =
(idA||idB) ⊕ Sha − 256(mA||zA), ηA = Sha − 256(aidA ||zA
||mA ||idA ||idB), and sends zA, ηA, aidA, cA, to UB which
is random for each session. The user UB samples random
rB, νB ← Yδ , and it computes zB = αrB + 2νB, kB = rBϱ,
cB = 9(kB), mB = 82(kB, cB), κB = Sha − 256(mB||zB),
and derives masked identity aidB = eκB (aidA, idB), and
vB = Sha − 256(aidA||zA||mA||zB||mB||idA||idB) to validate
the values zA, vB, aidB, cA,, zB, cB, sent over public channel
to the server S. The session key is derived using these random

numbers which are different for each session. Therefore, the
proposed protocol preserve forward secrecy.

5) PASSWORD GUESSING ATTACK
A password-guessing attack represents a type of cyber assault
wherein an adversary systematically tries various character
combinations in an effort to decipher a user’s password. The
user Ui for i ∈ {A, B} selects a unique identity idi for
i ∈ {A, B}, a (preferably strong) password pwi for i ∈ {A, B},
and chooses secrets ni ∈ Z for i ∈ {A, B} randomly.
After that, Ui computes zi = Sha − 256(idi||pwi||ni) and
sends the information {idi, zi} to the sever S securely. After
receiving the registration request from Ui, the server S first
checks its database against Sha − 256(idi). If it is already
in the database, it rejects the registration request; otherwise,
it computes idsi = Sha− 256(idi ||s) with the help of its own
master secret key s. After computing yi = idsi ⊕ zi, S stores
Sha − 256(idi) in its database and sends {yi, Sha − 256(·)}
to Ui via secure channel. After getting the message from S,
Ui computes idsi = zi ⊕ yi and imprints his/her biometric
ωi at sensor of the mobile device and generates a biometric
secret σi and its associated public reproduction parameter τi
using fuzzy extractor probabilistic generation functionGen(·)
as ωi = {σi, τi}. Next, Ui computes xi = Sha − 256(σi
||pwi ||idi) ⊕ ni, x∗i = xi ⊕ Sha − 256(pwi ||σi) and a
verification value vi = Sha − 256(idi ||pwi ||xi ||ni ||idsi)
for the user. Finally, Ui stores the registration credentials
(yi, vi, x∗i , Sha − 256(.) into his/her mobile application.
Therefore, the password guessing is not possible for the
proposed protocol.

6) NO CLOCK SYNCHRONIZATION
In our proposed scheme, we opt for a random nonce instead
of employing a time stamp, thereby eliminating the need
for clock synchronization. This strategic choice enhances
the scheme’s flexibility and resilience, as it mitigates
potential challenges associated with coordinating time across
different devices or networks. By leveraging a random nonce,
our scheme maintains robustness and efficiency, ensuring
seamless operation in diverse environments without the
reliance on synchronized clocks. The proposed scheme uses
random numbers in the place of time stamp, so it avoids
problem of synchronization.

7) USER ANONYMITY AND UNTRACEABLE
The proposed scheme prioritizes user anonymity by safe-
guarding their identities during interactions across public
channels. Through stringent privacy measures, the scheme
ensures that users’ identities remain concealed, bolstering
confidentiality and trust in the communication process.
By maintaining anonymity in every interaction, our scheme
offers users enhanced security, fostering a safer and more
secure communication environment. The user UA chooses
rA, νA ← Yδ , and computes zA = αrA + 2νA, kA = rAϱ,
cA = 9(kA), mA = 82(kA, cA), and masked identity aidA =
(idA||idB) ⊕ Sha − 256(mA||zA), and ηA = Sha − 256(aidA
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||zA ||mA ||idA ||idB), and sends zA, ηA, aidA, cA, toUB which
is random for each session. The user UB samples random
rB, νB ← Yδ , and it computes zB = αrB + 2νB, kB = rBϱ,
cB =9(kB),mB =82(kB, cB), κB = Sha−256(mB||zB), and
derives masked identity aidB = eκB (aidA, idB), and vB =
Sha − 256(aidA||zA||mA||zB||mB||idA||idB) to validate the
values zA, vB, aidB, cA,, zB, cB, sent over public channel to the
server S. Since the masked identities are sent over the public
channel, so anonymity is preserved in the protocol. Moreover,
the random number helps to randomise the messages over
public channel, so the protocol provides untraceability.

VIII. FORMAL SECURITY ANALYSIS
Formal security analysis of authentication protocols involves
using mathematical modeling and formal methods to rig-
orously analyze the security properties and vulnerabilities
of authentication mechanisms. Unlike informal security
analysis, which relies on qualitative assessments and general
principles, formal security analysis provides a systematic and
precise evaluation of the protocol’s security guarantees, often
using formal verification techniques. Define the threat model,
which describes the capabilities and objectives of potential
attackers, as well as the assumptions made about the security
of underlying cryptographic primitives and communication
channels. This helps determine the scope and context of the
security analysis.

A. SECURITY MODEL
Security models serve as foundational tools for designing,
analyzing, and evaluating the security of information sys-
tems, protocols, and cryptographic algorithms. By providing
a structured framework for understanding security require-
ments, threats, and mitigation strategies, security models help
guide the development of secure and resilient systems that can
withstand a wide range of security challenges and adversarial
threats.

B. ADVERSARY CAPABILITIES IN CK01
Similar to the BR models, the adversary in the CK01
model operates in a fundamentally similar way. In particular,
it regulates all parties’ communications. There is no distinct
notation for instances in the CK01, which is a departure
from the BR models’ nomenclature. Instead, sessions are
named using unique session IDs at any party and may be
recognised as instances. More precisely, given a principal Pi
wanting to establish a connection with a principal Pj via a
session identifier s, a session can be identified by a tuple
(Pi, Pj, s). Keep in mind that in the BR notation, the role
of the instance number s and the session identifier s are
entirely different. In addition to arrangingmessage exchanges
with parties (sessions) and monitoring their responses, the
adversary might pose certain targeted inquiries that surpass
the scope of the BR models.

1) Party Corruption: Similar to the BPR00 and BR95
models, the corrupt query enables the adversary to

access a party’s long-term key. The long-term key of
the party is returned by the query, together with all of
the memory, which could contain session or ephemeral
keys.

2) Session Key Reveal: Similar to the BR models, the
attacker can use a reveal query to get the session key
of any finished session.

3) Session state reveal: TheBRmodel prevents the adver-
sary from obtaining information that could be stored
during (or after) the session key computation, exceptÂ
forÂmalformed queries. An unfinished session may be
queried using the CK01 session stateÂ query, which
returns the internal state. The protocol can define
what constitutes the session state thanks to the model;
an ephemeral Diffie-Hellman exponent is a common
example.

4) Session expire: After making the necessary modifica-
tions to the new queries, the definition of security in
the CK01 model roughly resembles the BR definitions
we have seen in earlier parts. The concept revolves
around the lack of an effective adversary capable
of differentiating between a random string in the
session key space and the session key in a newly
created session. Rather than adopting the nomenclature
from the CK01 article, we will stick with the BR
model’s terminology to emphasise the similarities
when describing the security game.

Provable security of authentication protocols involves
demonstrating mathematically that the protocol achieves its
security objectives under specific assumptions and threat
models. Unlike empirical security, which relies on testing and
observation, provable security provides formal guarantees of
security based on rigorous mathematical analysis and proof
techniques. To simulate the proof, we have taken the protocol
E along with three components (1) Ua, (2) Ub and (3) Sj with
a random arbitrary ith instance for a participant Pi.

C. FORMAL SECURITY PROOF
Theorem 2: Let us consider an active/passive adversaryA

is allowed to execute at most sq sends queries, eq executes
queries and hq hashings, and AdvtA(t) be advantage gain
by it. Let us consider another notation AdvtRLWEA (t) for the
advantage to solve Ring Learning with Error assumption with
polynomial time t , then

AdvtA(t) ≤
2h2q
q
+

2sq
q
+

(eq + sq)2

q

+ (2hq)AdvtRLWEA (t)+
2hq
q
+ 2(cz · sszq ). (1)

where cz and sz denote Zipf’s parameter [27].
Proof:An active adversaryA employs a variety of attack

techniques to compromise the security of systems, networks,
or organizations. These attacks are often sophisticated,
targeted, and designed to achieve specific objectives, such
as unauthorized access, data theft, or service disruption.
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To show the idea of attack the challenger C sends a challenge
and an adversary A sends response back. These queries are
submitted by A to C, and C is responsible to give response
back to A.

Now, the adversary A analyses responses erecived, and
breaches the semantic security of established session key. One
can prove this fact by playing games from GM1 to GM6. Let
us consider ϱi denotes the event corresponding to game GMi
and the advantage of ϱi to be denoted by probability Pr(ϱi).
One thing should be noted that ϱi stands for corresponding
GMi, and it does not care forA succeeds or failed in breaking
the semantic security of the proposed protocol π in GMi. Let
us explain that if A run, then E being independent to ϱi may
be executed, E can be used by C. One can Observe that until
E is executed, GMi and GMi+1 are identical. Therefore we
have

|Pr[ϱi+1]− pr[ϱi]| ≤ Pr[E]

Defining the Games:
1) GM1: The game GM1 similated in random Oracle

is identical to simulation of a actual attack on the
protocol. Therefore, one can claim

AdvtA(t) = |Pr(ϱ0)−
1
2
| (2)

Now, suppose Di = |Pr(ϱi−1) − Pr(ϱi)|, then one can
have transformation from equation (2) as

AdvtA(t) = |Pr(ϱ0)−
1
2
|

= |Pr(ϱ0)− Pr(ϱ4)+ Pr(ϱ4)−
1
2
|

= |

5∑
i=1

Di + Pr(ϱ4)−
1
2
|

2) GM2: In GM2, the adversary A executes hashing
queries which is asked in different manner then GM1,
and apart from this fact, it is not distinguishable from
GM1. In the game GM2, we have hashing table Lh that
includes pair (a, b) following b = h(a). Whenever the
adversary A asks hashing queries h(.) for input a, then
the challenger C looks into the Lh for existence of pair
(a, b), if found, then C returns with b, otherwise b′,
where b′ is random, and it includes (a, b′) into Lh, then
returns with b′ to A. Therefore,

Pr[ϱ1] = Pr[ϱ0] (3)

3) GM3: This game cannot be distinguished from GM2,
it has only exception that it can abort if collision found
for massages {zA, vA, aidA, cA}, {zB, vB, aidB, cB},
{sκ∗A, sκ

∗
B, v∗B}, {sκ

∗
A, v
∗
A}. According the Birthday

Paradox, the optimized chances that hashing oracle will

give identical output is at most
h2q
2q , and for two arbitrary

samples at most (eq+Sq)2

2q . Therefore,

D2 = |Pr(ϱ1)− Pr(ϱ2)| ≤ (
h2a
2q
+

(eq + Sq)2

2q
). (4)

4) GM4: This game cannot be distinguished from GM3,
it has only exception that a random chosen instance
by user πUis or server π

Sj
s disregards a conforming to

the rules for authentication values. The game GM3 can
be terminated if A correctly guesses bit b without
taking help of Oracle h(.), and the phase Tests query.
Therefore,

D3 = |Pr[ϱ2]− Pr[ϱ3]| =
hq
2q

(5)

5) GM5: This game cannot be distinguished from GM4,
it has only exception that session key sκ uses the
concept of ring learning with error, it means the
key does dependent on hashing h(.) and simulation
Oracle h(.). In the given protocol, sκ = Sha −
256(idA||idB||zA||mA||zB||mB||s), where zA = αrA +
2νA, kA = rAϱ, cA = 9(kA), mA = 82(kA, cA), and
zB = αrB + 2νB, kB = rBϱ, cB = 9(kB), mB =
82(kB, cB), respectively. Therefore, it can be observed
that simulation is done using self-reducible instance of
Ring Learning with Error assumption, and it concludes
that if A correctly guesses sκ , then A solves Ring
Learning with Error assumption efficiently. Therefore,

D4 = |Pr(ϱ3)− Pr(ϱ4)| ≤ hq.AdvtRLWEA (t)+
hq
q
.

(6)

6) GM6: This game cannot be distinguished from GM5,
it has only exception that hashing Oracle queried
with input sκ . The chances of guessing actual bit

b correctly in tests query is at most
h2q
2p . Moreover,

the adversary A is not able to distinguish the real
session key from random string unless hashing Oracle
is similated correct inputs. Therefore, Pr(ϱ5) = 1

2 ,
and guessing password with low entropy [27] could
be used. According to this rule, if one considers sq =
107 or 108, then A’s probability to win is greater than
1
2 . On the contrary, if sq ≤ 106, then A’s probability
to win more than 1

2 , and off-line password-guessing
probability is ≤ cz · s

sz
q [27]. So we have

D5 = |Pr(ϱ4)− Pr(ϱ5)| ≤
h2q
2q
+ cz · sszq . (7)

Therefore, one can get equation (1), if one combines
equations (2) to (7), and uses mathematical inequalities
correctly. This confirms the security of the proposed protocol
under Ring Learning with Error assumption.

IX. SECURITY COMPARISON AND PERFORMANCE
ANALYSIS
In this section, the computation cost of the proposed protocol
is calculated. The protocol is implemented in C/C++, where
a type of processing can be either multi-threading or
parallel. Certain libraries like latticeCrypto and MIRACLE
are used for the implementation purpose. An HP laptop
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TABLE 2. Average run time of various cryptographic primitives in
nanoseconds (ns).

with Linux(ubuntu) operating system (Intel(R) Core(TM)
i5-1035G1 CPU @ 1.00GHz and 8GB RAM) will be a
server. A Samsung mobile device, GT-I9300, having Android
4.3 OS (1.4GHz Quad-Core and 1 GB RAM) is the end
user (see Table (5) for server, and see Table (6) for device
configurations).

This section assess the efficiency of our approach con-
cerning communication costs, computation time, and security
features when compared to both existing post-quantum and
non-post-quantum protocols. Specifically, we set n to be
1024 bits, log δ = 17.01 for the Gaussian distribution, where
q is an odd large prime, and δ denotes the standard deviation.
We use Charm-crypto, Lattice-crypto, Miracle, NumPy, and
hash lib libraries. The specified operations are executed on
an x64-based PC featuring an Intel(R) Core(TM) 1.00 GHz
i5-1035I CPU with 8 GB RAM and NVIDIA GeForce
RTX 2060 operating system Linux(ubuntu). The mean cost
associated with sampling from the Gaussian distribution χδ
is denoted as TGe, while the average cost of a single scalar
multiplication is represented by Tsmul . Tpmul is employed to
express the average cost of a single multiplication in Qq. For
both multiplication and addition in Qq, we use Tpma, Tcha
signifies the cost of the characteristic function, and Tsym is
utilized for symmetric encryption/decryption. Moreover, Th
symbolizes the cost associated with hashing, texp signifies
exponentiation, Tecpm represents the cost of elliptic curve
point multiplication, and Tc is designated for chaotic map
operations. Furthermore, we make the assumption that
Tsym ≈ 0.0139Tcha as proposed in [14]. Additionally, we take
into account that the time needed for elliptic curve point
multiplication is threefold the cost of a chaotic map operation,
and according to [20], the fuzzy extractor function is nearly
equivalent to elliptic curve point multiplication. The expense
of each operation is then documented in Table 2.
We conduct a comparison between the communication and

computation costs of the proposed protocol and classical
authentication schemes. The computational cost comparison,
specifically focusing on each protocol’s authentication and
key agreement components, is presented in Table 3 and
Fig. 4. The outcomes presented in Table 3 reveal that the
proposed approach results in lower computational costs when
contrasted with other classical authentication schemes under
consideration.

FIGURE 4. Comparative analysis on computation costs.

FIGURE 5. Comparative analysis on communication costs.

FIGURE 6. Server Computation cost in nanoseconds.

FIGURE 7. User Computation cost in nanoseconds.

We have conducted a comparison of the computational
costs of the proposed scheme with post-quantum authentica-
tion schemes, including those proposed by Mishra et al. [23],
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TABLE 3. Computation costs comparison with non post-quantum authentication schemes.

TABLE 4. Computation costs comparison with post-quantum authentication schemes.

TABLE 5. Server configuration.

TABLE 6. Device configuration.

TABLE 7. Comparison of communication costs with non-post-quantum
authentication schemes.

Chaudhary et al. [1], Rewal et al. [25], and Islam and
Basu [17]. The results are summarized in Table 4. It is
apparent that our protocol incurs lower computational costs
for both the user and server sides compared to those of Chaud-
hary et al. [1] and Islam and Basu scheme [17]. Meanwhile,
it demonstrates comparable computational cost requirements
with Mishra et al. [23] and Rewal et al. scheme [25].
To depict the communication costs linked with relevant
existing authentication protocols, each binary string is

TABLE 8. Comparison of communication costs with post-quantum
authentication schemes.

TABLE 9. Security attribute comparative analysis with non-post-quantum
authentication schemes.

considered to be 256 bits, encompassing passwords, nonces,
timestamps, and identities. In the hashing process, we employ
a 512-bit hash output using the Secure Hash Algorithm
(SHA-512). For symmetric encryption/decryption, a 256-bit
key is used, and AES-256 algorithm is employed for
symmetric encryption/decryption. The chaotic map utilizes
a 256-bit size, an elliptic curve point is of 320 bits, and each
element from Qq utilizes a 4094-bit size. Table 7 and Fig. 5
outline the communication costs of the proposed scheme,
juxtaposed with classical authentication schemes [10], [13],
[14], [16], [21], [29], [32].

It is observed that the proposed scheme incurs higher
communication costs compared to classical authentication
schemes [10], [13], [14], [16], [21], [29], [32]. This increase is
attributed to the polynomial size involved in the lattice-based
cryptographic scheme. In comparing security characteristics,
our primary considerations encompass security such as
replay attacks, man-in-the-middle attacks, password guess-
ing, impersonation, privileged-insider threats, known-key
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TABLE 10. Security attribute comparative analysis with post-quantum
authentication schemes.

security, mutual authentication, and perfect forward secrecy
of the session key. Table 9 presents a comparison of security
attributes between the proposed protocol and other relevant
existing classical authentication protocols. On the flip side,
Table 10 offers a contrast of diverse security attributes
between the proposed protocol and other contemporary
post-quantum authentication schemes. In this context, the
symbol ‘‘✓’’ denotes the fulfilment of a condition, whereas
‘‘×’’ signifies that a property is not met. It is critical to
emphasise that the suggested protocol excels in meeting all
of the mentioned security criteria. In contrast, some existing
authentication techniques fall short of fully implementing
these criteria. This demonstrates the proposed protocol’s
resilience and efficacy in resolving a variety of security
challenges.

X. CONCLUSION
The suggested protocol makes use of the robustness of
quantum-resistant cryptographic primitives, especially those
based on lattice structures, to guarantee the forward secrecy
and integrity of key agreement procedures for three party
protocol. We have shown that user (A) can safely establish
session keys with user user (B), and session key is fresh
for each of sessions. Therefore, the proposed protocol is
forward secure. A forward-secure protocol is a cryptographic
protocol that provides forward secrecy, also known as
perfect forward secrecy (PFS). Forward secrecy ensures that
if long-term secret keys are compromised in the future,
past communication sessions remain secure and cannot
be retroactively decrypted. For example, Transport Layer
Security (TLS), used for securing web browsing sessions,
can benefit from forward-secure protocols to provide perfect
forward secrecy. Forward secrecy in TLS ensures that past
HTTPS sessions remain secure even if the server’s private
key is compromised in the future. This protocol provides
anonymous communication which is used to anonymous
email services like ProtonMail and Tutanota offer end-
to-end encrypted email communication while anonymizing
user metadata. Additionally, a comparison with current
protools is shown in the perforamnce section. The evaluation
demonstrates that the proposed approach has reasonable
less computation costs and offers sufficient security against
known quantum attacks. In the near future, it might be

possible to improve computational effectiveness by cutting
down on the number of operations whilemaintaining security.
This protocol may have application to provide security in
Internet of Drones, Internet of Vehicles, and Internet of
Things etc.
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