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ABSTRACT The DevOps paradigm is increasingly being adopted in the software industry. To achieve
sustainable DevOps adoption, organizations need to transform their culture, embrace automation, imple-
ment measurement practices, and foster sharing of knowledge and information (referred to as CAMS).
Implementing DevOps principles can be complex for software organizations. However, sustainable DevOps
implementation can lead to the development of high-quality projects with a favorable return on investment.
This evidence-based study aims to explore the guidelines for sustainable DevOps implementation as reported
in both the literature and industry practices. By conducting a systematic literature review and questionnaire
survey, we identified 48 guidelines for sustainable DevOps implementation. Furthermore, we developed a
decision-making framework to assist practitioners in prioritizing these guidelines. The results indicate that
culture, among the CAMS aspects, is the most crucial principle for sustainable DevOps implementation.
The highest priority guidelines for sustainable DevOps implementation include: (i) fostering a collaborative
culture with shared goals, (ii) assessing the organization’s readiness for a microservices architecture, and
(iii) educating executives about the benefits of DevOps to gain resource and budget support. We believe
that this comprehensive study will aid practitioners in understanding the core principles and guidelines for
sustainable DevOps implementation.

INDEX TERMS CAMS, DevOps, guidelines, systematic literature review, prioritization.

I. INTRODUCTION
The software industry constantly seeks effective and flexible

automates the infrastructure and software development cycle
of an organization, ensuring the reliability of the software

approaches to develop high-quality software within lim-
ited time and cost constraints. In recent years, the DevOps
paradigm has gained popularity in the software develop-
ment process [1], [2]. DevOps provides a platform for
development and operations teams to collaborate in the
development of software products. It fosters cross-functional
shared responsibilities and trust between these teams [3].
DevOps significantly expands on the continuous develop-
ment goals of the agile movement by supporting the automa-
tion of continuous integration and release processes [4],
[5]. Leite et al. [6] define DevOps as a cultural effort that
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product. DevOps offers several benefits to software orga-
nizations, such as increased focus on implementation and
frequent releases. Furthermore, it automates build, testing,
and deployment processes [7]. Forsgren [7] asserts that auto-
mated development processes help reduce human effort and
enable scheduled automated deployments.

Moreover, it has been emphasized that an automated
development environment contributes significantly to the
development and quality of software applications [8]. The
implementation of sustainable DevOps practices enables
software organizations to deliver frequent small releases,
enhancing the visualization of modules for end-users [9].
The small and frequent deployments allow development
teams to receive valuable feedback from clients, improving
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the overall quality of the product [10]. Despite the numer-
ous benefits associated with sustainable DevOps, software
practitioners face several challenges in its implementation,
including ““fear of change,” ‘“‘conceptual deficit,” ‘“‘blame
game,” and ‘“‘complex and dynamic environments” [11].
Similarly, Jabbari et al. [12] identify communication gaps
and heterogeneous environments as critical challenges for
sustainable DevOps implementation in the software industry.

Despite the challenges, several well-established orga-
nizations, such as Etsy, IBM, Netflix, and Flickr, have
successfully adopted DevOps [12]. For instance, effective
communication and collaboration among both development
and operations practitioners at Flickr have helped decrease
release time. Implementing DevOps practices in differ-
ent organizations has revealed that sustainable DevOps
enhances system quality and the delivery process [12], [13].
Erich et al. [14] note that practices for sustainable DevOps
are being rapidly adopted by software organizations to reap
their benefits. The significance of sustainable DevOps in
real-world practices motivated comprehensive systematic
research to investigate and analyse the guidelines reported
in the state-of-the-art literature and industry practices. The
objectives of this study are: (1) to conduct a systematic liter-
ature review and questionnaire survey to explore and validate
guidelines for sustainable DevOps implementation; (2) to
prioritize the investigated guidelines using the fuzzy-AHP
approach; and (3) to develop a decision-making framework
based on the prioritized rankings of guidelines. To address
these objectives, the following research questions were for-
mulated:

[RQ1] What guidelines for sustainable DevOps implemen-
tation in software development organizations are reported in
the literature and industry practices?

[RQ2] How were the explored guidelines prioritized using
the fuzzy-AHP approach?

[RQ3] What is the prioritization-based framework for sus-
tainable DevOps guidelines?

The paper is organized as follows: Section II presents the
study background. The research methodologies employed
are discussed in Section III. The results and analysis are
presented in Section IV. Section V provides a summary
of the study findings. Threats to the validity of the study
findings are addressed in Section VI. Finally, Section VII
concludes the paper and outlines future directions of the
study.

Il. BACKGROUND

Software organizations have shown a keen interest in
adopting software development approaches that can expe-
dite the development and delivery cycles. The motivation
behind these new approaches stems from the need to
effectively address rapidly changing customer requirements.
Agile development approaches have been widely adopted
in the software industry to tackle the challenges posed by
such changes in the software development life cycle [15].
The concept of continuous delivery, which introduced a
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new software development strategy known as DevOps, has
gained significant traction. DevOps emphasizes collabora-
tion between development and operations teams, fostering
an environment where they can share common goals, pro-
cesses, and tools [4], [9], [16], [17], [18]. In the software
industry, experts perceive DevOps as a cultural movement
that facilitates effective communication, control, and shared
responsibilities within the development environment [15],
[19]. Various studies have emphasized that collaboration,
automation, and service orientation are key aspects of
DevOps [9], [20].

Dyck et al. [21] note that the introduction of DevOps
has significantly contributed to enhancing the level of trust
among practitioners, leading to transformative changes in the
development environment of software organizations. Addi-
tionally, Smeds et al. [18] highlight that DevOps not only
brings about a cultural shift but also improves the develop-
ment process. The literature also discusses the limitations
and significance of the DevOps paradigm [22], [23], [24].
According to Banica et al. [25], the main advantages of
DevOps include. improved product quality, services, and con-
tinuous collaboration. Similarly, Gupta et al. [26] suggest
that DevOps promotes trust-building among development
and operations practitioners. They also explore and rank
critical DevOps attributes that are essential for evaluating
an organization’s readiness to adopt DevOps. Furthermore,
Gill et al. [27] state that DevOps helps bridge the com-
munication and coordination gap between development and
operations teams. Wiedemann et al. [28] argue that DevOps
provides a roadmap for project management teams to enhance
performance, comprehensibility, integration, and relation-
ships among teams. However, successful adoption of DevOps
practices requires strong collaboration, training, skills, and
effective automation. Organizations that embrace DevOps
also face critical challenges [27], including process and
procedure-related issues, cultural conflicts, and problems
with operational models.

Existing literature presents evidence-based research on
exploring guidelines for achieving DevOps sustainability in
software organizations. However, to date, no research has
been conducted to analyze sustainable DevOps guidelines
using the fuzzy-AHP approach. Through detailed empirical
investigations and analysis, this study aims to assist teams in
understanding and developing methodologies for the sustain-
able implementation of DevOps in the software development
industry.

IIl. RESEARCH DESIGN

The research design comprises three distinct steps: system-
atic literature review (SLR), questionnaire survey study, and
fuzzy AHP. The initial phase involved conducting an SLR
to identify the guidelines for sustainable DevOps. Subse-
quently, a questionnaire survey was administered to gather
input from industry practitioners regarding the identified
guidelines. In the third stage, fuzzy AHP was utilized to
rank the guidelines based on their significance for sustainable
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FIGURE 1. Study research design.

DevOps. For a visual representation and detailed depiction of
the research design, please refer to Fig. 1.

A. SYSTEMATIC LITERATURE REVIEW (SLR)

The SLR (Systematic Literature Review) approach, as men-
tioned, is a recognized and rigorous method for collecting
and evaluating relevant literature related to specific research
questions. It follows a structured and procedural approach
to ensure valid and comprehensive results. The procedures
outlined by Kitchenham and Charters [29] are commonly
followed in conducting an SLR. The SLR process typically
consists of three main phases: planning the review, con-
ducting the review, and reporting the review. These phases
are further detailed in Fig. 1 and will be described in the
subsequent sections.

1) PLANNING THE REVIEW

When it comes to planning the protocols for collecting and
analysing data in a research study, it is essential to ensure a
systematic and rigorous approach. Based on your statement,
it seems that you have adopted review protocols to extract and
analyse literature to answer your proposed research question.
Review protocols are commonly used in literature reviews
and systematic reviews to ensure a structured and comprehen-
sive analysis of existing studies. While I don’t have specific
information about the protocols you adopted, I can provide
you with a general overview of the steps typically involved in
developing review protocols for literature analysis:

a: SEARCH SOURCES DATA COLLECTION SOURCE

To collect relevant literature that aligns with the research
objectives, the selection of appropriate data sources plays a
crucial role. To ensure comprehensive coverage, the recom-
mendations of Chen et al. [30] and Zhang et al. [31] were
taken into consideration. Eight digital databases were utilized
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FIGURE 2. Data selection process from digital repositories.

to explore the relevant literature. The selected libraries and
the corresponding number of literatures obtained after execut-
ing the search string are presented in Fig. 2. These databases
were chosen to gather a wide range of scholarly articles and
research papers related to the topic of interest.

b: SEARCH STRING
Developing an effective search string is crucial for collecting
literature relevant to the study objective. In order to create
the search string, key terms and their alternatives were gath-
ered from existing studies [1], [25], [27], [32] following the
guidelines provided by [31] and [33]. The search string was
formulated using the OR and AND operators to ensure com-
prehensive results. The complete search string is as follows:
(Key term 1 OR Alternative term 1 OR Alternative
term 2 OR ...) AND (Key term 2 OR Alternative term 1 OR
Alternative term 2 OR ...) AND ...
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By combining the key terms and their alternatives with the
appropriate operators, the search string allows for a broad and
targeted search across the selected databases.

(“guidelines” OR “practices” OR ‘“‘motivators” OR
““activities” OR “Concerns” OR “techniques” OR “‘tools”
OR “methods” OR “process” OR ‘‘evaluation”) AND
(“DevOps” OR “‘Development and Operation” OR “Con-
tinues development and operation™.

c: INITIAL INCLUSION CRITERIA

To determine the inclusion of literature obtained dur-
ing the literature extraction process, specific protocols
were established based on relevant studies conducted by
Inayat et al. [34] and Niazi et al. [35]. The following protocols
were used for inclusion:

1. The article should be submitted to a reputable journal,
conference, or book chapter for publication, ensuring
the credibility and quality of the source.

2. The essay should specifically discuss the obstacles that
hinder the implementation of DevOps, aligning with the
focus of the research.

3. The findings presented in the study should be based on
empirical data sets, providing a robust and evidence-
based perspective.

4. The report should clearly state the importance of adopt-
ing DevOps, elucidating its significance and benefits in
the context of software development.

5. The selected literature must be written in English to
ensure accessibility and comprehension for the intended
audience.

By adhering to these inclusion protocols, we aimed to
select high-quality, relevant literature that contributes to
addressing the research questions and provides valuable
insights into DevOps implementation.

d: INITIAL EXCLUSION CRITERIA

To ensure a focused and relevant selection of literature,
we implemented refined protocols that involved excluding
certain studies obtained from databases at the initial stage.
These exclusion criteria were established based on previous
research conducted by Inayat et al. [34], Niazi et al [35],
and Akbar et al. [36]. The following criteria were used for
exclusion:

1. Only the most comprehensive study from a sim-
ilar research endeavour was considered, avoiding
duplication.

2. The article had to provide specific details on DevOps
implementation, ensuring relevance to the research’s
goal.

3. Studies that were unrelated to the research’s objective
were excluded.

4. Only full or regular papers were included, excluding
abstracts or partial content.

5. Studies identified during the literature review phase
were not considered for further analysis.
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TABLE 1. QA criteria.

SR#  Criteria
QA1  Does the used research method in the selected literature aligned
with RQs?

QA2 Does the collected reported the DevOps guidelines?

QA3 Does study elaborate the details of DevOps adoption?

QA4  Are the reported guidelines related to DevOps project
management?

QA5  Are the study findings justifying the research questions?

By applying these exclusion criteria, we aimed to refine
the literature selection process and ensure that the included
studies were highly relevant and aligned with the research’s
objectives.

e: STUDY QUALITY ASSESSMENT (QA)

The purpose of the QA was to determine the adequacy of the
chosen study for the study objective. The QA is carried out
in accordance with Kitchemhm and Charctros’s guidelines
[36]. The five-questions QA method were developed and
evaluated using the Likert scale, if the study fully answers
the criteria, then the assigned score is 1, for partial=0.5 and
0-score if the study does not give any information about the
developed criteria. Several previous studies [34], [35], [37]
have used similar criteria. Appendix-A contains the outcomes
of the QA.

2) CONDUCTING THE REVIEW

a: FINAL STUDY SELECTION

In the initial search conducted on the selected database,
a total of 860 studies were retrieved based on the search
string. To refine the collected literature and select relevant
studies for data extraction, the tollgate approach developed
by Afzal et al. [38] was employed. This approach consists of
five phases, each carefully executed to ensure the selection of
appropriate studies.

As depicted in Fig. 2, a total of 61 studies were ultimately
selected for the data extraction process. These selected stud-
ies were assessed based on their relevance and significance
in addressing the research questions of the survey. The stud-
ies that received excellent reviews were labelled as ‘SP’ to
indicate their inclusion in the paper. The comprehensive list
of the selected studies, along with their corresponding QA
scores, can be found in Appendix-A.

2. Final selected studies.

b: DATA EXTRACTION AND SYNTHESIS

A thorough review of 61 studies (as shown in Fig. 2) was con-
ducted to extract relevant data that aligned with the research
goal. The data extraction process involved continuous par-
ticipation from author no. 1 and 2, with validation of the
extracted data by the third and fourth authors. The selected
studies provided various information such as claims, pri-
mary themes, concepts, practices, and actions, which were

VOLUME 12, 2024



M. Zohaib et al.: Prioritizing DevOps Implementation Guidelines for Sustainable Software Projects

IEEE Access

synthesized into concise statements resulting in the final set
of 48 DevOps implementation recommendations.

To address any potential bias in the study outcomes,
an “inter-rater reliability test” was performed to assess the
agreement among the mapping team [37]. Three external
specialists were invited to participate in the mapping pro-
cess, where they randomly selected 12 research items and
conducted their own data extraction. The non-parametric
“Kendall’s coefficient of concordance (W) was calculated
based on the results obtained by the study authors and the
external experts [38]. A W value of 1 indicates perfect
agreement, while a W value of 0 indicates complete dis-
agreement. The obtained result of W=0.84 and p=0.003 indi-
cates significant agreement between the study authors
and external experts, indicating consistent findings in the
study.

Overall, these measures were taken to minimize bias and
enhance the reliability of the study’s findings, ensuring a
robust and consistent analysis of the selected literature. The
used code is given in this link: https://tinyurl.com/y5fctdql.

3) REPORTING THE REVIEW

a: QUALITY OF SELECTED STUDIES

The quality assessment (QA) of the selected studies was
conducted to evaluate how effectively the literature addressed
the research questions of the study. Based on the cumulative
results of the QA, it was observed that more than 70% of the
studies achieved a score of 70% or higher. This indicates that
the majority of the selected studies demonstrated a good level
of quality and relevance in relation to the research questions
of the study. To establish a cutoff point for study inclusion,
a threshold of 50 percent was chosen in this study. This
means that studies scoring below 50 percent in the QA were
not included in the final selection. By applying this cutoff
point, the study ensured that only studies meeting a certain
level of quality and relevance were included in the analy-
sis. For detailed information on the QA results, please refer
to Appendix-A, which provides a comprehensive overview
of the individual scores and assessments for each selected
study.

b: LIST OF BEST PRACTICES

During the data extraction process, relevant concepts, themes,
and ideas were identified and extracted from the selected
literature. Through careful analysis and paraphrasing, a com-
prehensive list of 48 guidelines was developed. These
guidelines represent key factors and recommendations for
the successful implementation of sustainable DevOps prac-
tices in software development organizations. Each guideline
captures an important aspect or consideration that can con-
tribute to the overall effectiveness and efficiency of DevOps
adoption. These guidelines serve as a valuable resource for
organizations seeking to improve their DevOps implemen-
tation and ensure long-term sustainability in their software
development processes.
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B. EMPIRICAL STUDY

To collect the perceptions of industry experts, a questionnaire
survey approach was employed. The following steps were
undertaken in this process and the used stages are discoursed
in the sub-sequent sections:

1) QUESTIONNAIRE DEVELOPMENT (DEVELOPMENT OF
SURVEY INSTRUMENT)

To verify the findings of the Systematic Literature Review
(SLR), an online survey questionnaire was created using
the Google Forms platform (docs.google.com/forms). The
questionnaire was designed to gather feedback and opinions
from survey participants regarding the identified DevOps
guidelines.

The questionnaire survey was divided into three sections.

The first section focused on collecting bibliographic infor-
mation from the survey participants, including their back-
ground, experience, and affiliation. This information would
help analyse and understand the characteristics of the partic-
ipants in relation to the survey results.

The second section of the questionnaire gathered organiza-
tional information from the participants. This section aimed
to capture details about the size and type of organizations
they belonged to, providing insights into the diversity of the
respondents’ organizational backgrounds.

The third section of the questionnaire consisted of
closed-ended questions based on the SLR-identified list of
DevOps guidelines. Participants were asked to rate each
guideline on a five-point Likert scale, ranging from ““Strongly
agree” to ““Strongly disagree.” The inclusion of a neutral
option in the Likert scale allowed participants to provide
unbiased feedback without being forced to lean towards
agreement or disagreement [39].

Lastly, the fourth section of the questionnaire was open-
ended, allowing participants to add any additional guidelines
that were not included in the closed-ended section. This
provided an opportunity for participants to contribute their
own insights and perspectives, adding value to the survey
findings. The participants’ feedback was collected through
the Google Forms platform, and the Likert-scale responses
provided quantitative data that could be analysed for further
insights. The inclusion of both closed-ended and open-ended
questions in the questionnaire aimed to gather comprehensive
and meaningful feedback from the survey participants.

2) PILOT TESTING

To ensure the understandability and effectiveness of the
questionnaire, a pilot assessment was conducted prior to
the actual data collection process [40], [41], [42], [43].
The purpose of this pilot assessment was to gather feed-
back from experts and make necessary improvements to
the questionnaire. For the pilot assessment, the developed
questionnaire was shared with three experts. One expert
was from the academic field, specifically from Chongqing
University in China, while the other two experts were from
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industry practices, representing “Virtual force” in Pakistan
and “QSoft” in Vietnam. These experts were chosen based
on their expertise and experience in the field of DevOps.
Upon reviewing the questionnaire, the experts provided valu-
able feedback and recommendations for improvement. They
suggested changes to the layout of the questionnaire and
provided insights on collecting bibliographic data from sur-
vey respondents. In response to their recommendations, the
questionnaire was updated accordingly, incorporating the
suggested changes and improvements. One notable recom-
mendation from the experts was to arrange the questions in a
table format, which was implemented in the revised version of
the questionnaire. This formatting change aimed to enhance
the clarity and organization of the questionnaire, making it
easier for survey respondents to understand and respond to
the questions. the sample of the revised questionnaire used
for the data collection process can be found in Appendix B,
providing an overview of the questionnaire structure and the
types of questions included.

3) DATA SOURCES

To ensure the collection of accurate and reliable data, care-
ful consideration was given to the selection of data sources
and the target population for this survey study. The primary
objective was to gather expert opinions on the challenging
factors related to DevOps, which were identified through
a systematic literature review (SLR).To target the appropri-
ate population, various data sources were utilized, including
professional email addresses, ResearchGate, and LinkedIn.
These sources were chosen to reach out to professionals
and experts in the field of DevOps. The snowballing tech-
nique, as suggested in previous studies [40], [41], [42], [43],
was employed to distribute the survey questionnaire among
the intended geographically dispersed group. This technique
involves asking participants to recommend and forward the
survey to others who may meet the criteria.

The data collection process took place from December
2020 to May 2021. During this period, a total of
102 responses were received. However, upon manual ver-
ification, it was found that nine of the responses were
incomplete. After consulting with the study team, the deci-
sion was made to exclude these incomplete responses from
the data analysis process. As a result, the final dataset con-
sisted of 93 complete responses, which were utilized for
the subsequent data analysis procedures. The bibliographic
information pertaining to the survey participants is presented
in section IV-B, providing additional details about their
backgrounds, experiences, and affiliations. This information
further contributes to the understanding and context of the
data collected for the study.

4) SURVEY DATA ANALYSIS

The frequency data analysis approach was employed to anal-
yse the collected responses in order to effectively compare
the opinions of the respondents across different variables
and within the group of variables. This approach is widely
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FIGURE 3. Triangular fuzzy number.

regarded as an effective method for examining the distribution
and patterns of responses. The adoption of the frequency
data analysis approach in this study is consistent with sim-
ilar studies conducted in the past. Studies conducted by
researchers [44], [45], [46] have also utilized this approach
to analyse and interpret the collected data. By employing the
frequency data analysis approach, the researchers can gain
valuable insights into the distribution of responses, identify
common trends or patterns, and draw meaningful conclusions
from the data. This approach provides a systematic and quan-
titative means of examining the relationships and variations
within the collected data, enhancing the overall rigor and
reliability of the analysis.
Phase 3: Fuzzy Set Theory and AHP

5) FUZZY SET THEORY

The Fuzzy set theory, originally proposed by Zadeh, is an
extension of classical set theory aimed at addressing the
vagueness and uncertainties present in real-world prac-
tices, particularly in multi criteria decision-making problems.
In Fuzzy set theory, the fundamental concept is to represent
and model vague or imprecise data. This is achieved through
the use of membership functions, which map objects to values
between 0 and 1, indicating the degree of membership of an
object in a fuzzy set [47].

A key element in Fuzzy set theory is the triangular fuzzy
number (TFN), which is denoted as (vl, vim, vu), as illustrated
in Fig. 4. The membership function pF(x) of the TFN F
represents the degree of membership of an element x in the
fuzzy set F.

By utilizing the principles and definitions of Fuzzy set
theory, decision-makers can effectively handle and analyse
uncertain or vague data, allowing for a more comprehen-
sive representation of real-world problems and facilitating
the application of multicriteria decision-making techniques.
Where vl, vm and vu denotes the crisp lowest, highest prior-
ity, and highest possible values. The ‘“‘algebraic operational
laws using two TFNs, namely (V1, V2) are given in Table 2

I —vV
l,vlgtgv’”
ym —y
_ u __
uUr (x) = % t <<y [ (nH
vu_vm’ - -
0, Otherwise
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TABLE 2. Triangular fuzzy numbers.

Operation Law

Expression

Addition (V: @V2)
Subtraction (V; @V>)
Multiplication (V: @V2)
Division (V: @V2)
Inverse (Vi @V2)

For any real number k (kV1)

VLV V) @ (V2 v, vi) = (Vi Vi, v+ v, VY V)
(Vll,le,Vul) ® (Vlz, v, vth) = (Vll- vh, v - V™, VY- V')

VIV V) @ (Vi V2, Vi) = (VI vh, v v, v E V)
VL VL VYY) @ (Vi v, i) = (VI v, v/ V™, vi V)

(CAR GRS It § VA SIS VAT VAN
k (Vll,\/ml‘Vu]) =kvi kv kv

t(Vaz V)

vl vV d

Wa v )

FIGURE 5. Triangular Fuzzy number.

6) FUZZY ANALYTICAL HIERARCHY PROCESS (FAHP)
The FAHP (Fuzzy Analytic Hierarchy Process) is a highly
effective and powerful approach used to address multicri-
teria decision-making problems. One of the key benefits of
FAHP is its ability to handle multiple criteria in a relatively
straightforward manner. It provides a systematic frame-
work for decision-making that is easier to understand and
implement.

The primary steps involved in the FAHP approach are as
follows:

Stepl: “Develop a hierarchy structure of the decision-
making problem™ (as given Fig. 5)

Step2: “Use pairwise comparison and calculate the
weights.”

Step3: “Apply the consistency check.

Step4: “Determine the priority order of each guideline.

Conventional AHP (Analytic Hierarchy Process) has sev-
eral advantages [48], [49], [50], but it also has some
limitations. These limitations include being based on a “Crisp
environment,” having an unbalanced judgmental scale, and
the absence of uncertainty, which can make the selection
of judgments subjective. To overcome these limitations and
achieve more effective and accurate results, the FAHP (Fuzzy
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Analytic Hierarchy Process) was developed [51]. The FAHP
is designed to handle uncertainties and imprecise judgments
by incorporating linguistic variables. The FAHP approach
has been applied in various contexts [51], [52], [53], [54].
In our study, we utilized the FAHP methodology proposed by
Chang [55], which is known for providing more appropriate
and consistent In the prioritization problem, let X = {vl,
v2, ..., vn} represent the elements of the main categories
as an object set, and U = {tl, t2, ..., tn} represent the
values of a particular category as a goal set. Following the
approach suggested by Chang [55], each object is measured,
and extent-analysis for the objective (gi) is performed. The
following Equations (2) and (3) are used to generate (m)
extent analysis values for each object:

1 {2
VL V2LV 6)
i=1,2,...,n 3)
where, Fj;gi G=1,2,..., m) are fuzzy triangular numbers

(TENs). The Chang’s extent analysis [55] is performed in the
following steps:

Step 1: The element of fuzzy synthetic extent (S;) for the
ith object using Eq. (4):

m
S=> Ve
j=1

-1

22 Ve @

i=1 j=1
m .
To achieve the expression Vé

Jj=1
tion operation of m extent analysis using Eq. (5):

m . m m m
2 Ve = Ve 2 Vi 2 5)
j=1 j=1 j=1 j=1

;» execute the fuzzy addi-
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Argantina 1
indonesia 3
Thailand 3
USA 3
Canada
Vietnam
Italy
China
Japan 5
Natherlan 5
Germany : 5
Spain
Sweden
Saudi Arabia

Malaysia GHR—

N NN

UAE —— 8
Australia G 10
India S 14

Pakistan S —— 21

FIGURE 6. Respondent's affiliation countries.

n m .q—1
. j o,
and to make the expression [Z‘i Z‘i Vgi] , the fuzzy addition
i=1j=

operation is performed on V;,i(j =1,2,.....m) value, as fol-
low using Eq. (6): Figure. 6 indicates the highest intersection
point in D, iy, and wyp (Fig. 6). The values of T1(V, > WVy,)
and T»(V, > V) are compulsory for calculating the value of
Py and P,.

n m . n n n
SIV=EAT Y ©
i=1 j=1 i=1 i=1 i=1

To end, the inverse of each vector is determined using Eq. (7):
-1
L 1 1 1
DOV =(—5— ) O
i=1 j=1 PICEDINAND WY

i=1 i=1 i=1

Step 2: As F, and Fy, are two fuzzy triangular numbers, then
these fuzzy numbers need to be compared that is knows as
Degree of possibility i.e. V, = (vgyvg}vg) >V, = (VLme’VE)
and is compared as follows using Eq. (8) and Eq. (9).

V(Va = Vo) = sup[min(iya(x), (1 (x))] (®)
V (Va = Vp)= hgt(Va N V) = py,(d)
1 if vil > v}
Vi — vt

= ~ Otherwise ®
v = va) + 0 =)

! u
Vg SV

Step 3: To calculate the probability that a convex fuzzy
number is greater than k convex fuzzy numbers Vi (i = 1,

2, ..., k), we can use Equation (10) and Equation (11) as
follows:
TV =V,Vo,V3... V) =minT(V > V;) (10)
Assuming that,
d' (Vi) =min T (V; > Vi) (1D

fork=1,2..., n; k# i.
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With the help of Eq. 12, calculate the weight vector.

W = (d'(Vy), d'(Va), d'(V3),....d"(Vy)  (12)
where, V; (i = 1,2..., n) are n distinct elements.

Step 4: “The normalized weight vectors are determined
by applying Equation 13, which results in a non-fuzzy num-
ber (also known as defuzzification). This non-fuzzy number
represents the priority weight for the criteria.:”

W= @), d(V2). d(V3).....d(Vy))  (13)
where W is a non-fuzzy number.

Step 5: Checking consistency ratio:

In fuzzy AHP, it is essential to ensure the consistency
of pairwise matrices [56]. To achieve this, the consistency
ratio of each pairwise comparison matrix needs to be eval-
uated [57], [58]. The graded mean integration technique is
employed to defuzzify the matrix, converting a triangular
fuzzy number P = (I, m, u) into a crisp number using the
following approach:

(dm+1+u)
Pcrisp = T

(14)

After defuzzifying each value in the matrix, the consistency
ratio (CR) can be calculated and examined to determine if
it is less than 0.10. This calculation involves two important
parameters: the consistency index (CI) and the consistency
ratio (CR), which are defined using Equations 14 and 15,
respectively.

Inax — 1

Cl = (15)
n—1
CI
CR=— (16)
RI

IV. RESULTS AND ANALYSIS
This section consists of the results of literature review study
(section A) and empirical investigations in Section B.
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TABLE 3. Rl against each matrix size.

“Size of the matrix” 1 2 3 4 5 6

7 8 9 10 11 12 13 14 15

“Random consistency 0 0 0.58 0.9 1.12 1.24
index” (RI)

1.32 1.41 1.45 1.49 1.51 1.48 1.56 1.57 1.59

A. RESULTS OF EMPIRICAL INVESTIGATIONS

In the process of identifying and categorizing the guidelines
for sustainable DevOps implementation, a total of 48 guide-
lines were extracted from the literature. These guidelines
align with the core principles of DevOps, which are culture,
automation, measurement, and sharing (CAMS). The CAMS
framework, originally introduced by Kim, emphasizes the
importance of these pillars in achieving successful DevOps
implementation.

Culture plays a vital role in DevOps adoption, as orga-
nizations need to prioritize providing high-quality service
and develop a DevOps mindset. This involves continu-
ous learning, experimentation, a product-oriented attitude,
an engineering culture, and a focus on quality.

Automation is another crucial principle, where routine
tasks are automated, allowing team members to focus on
engineering tasks that add value to the software delivery
process. Automation leads to predictable and standardized
results, improving the efficiency and reliability of software
delivery.

Measurement is essential for continuous improvement,
as organizations need to track key parameters and provide
feedback. Integrating measurement and monitoring into daily
procedures allows for data-driven decision-making and facil-
itates feedback loops between development and operations
teams.

Sharing is fundamental to DevOps, as it promotes collab-
oration and knowledge exchange between development and
operations teams. Sharing lessons learned from failures and
successes within an organization supports successful DevOps
deployment.

To map the investigated guidelines to the CAMS prin-
ciples, a coding scheme was used, and the mapping was
performed by the research team, consisting of three authors
of the study and two external experts from the industry.
The mapping results, presented in Table 4, show how the
guidelines align with the CAMS principles.

To ensure the reliability and consistency of the map-
ping process, an inter-rater reliability test was conducted
between the research team and the external experts. Using
the non-parametric Kendall’s coefficient of concordance (W),
the agreement between the researchers and the indepen-
dent experts was measured. The results (W=0.89, p=0.005)
indicate a high level of agreement, demonstrating that the
mapping process was unbiased and consistent. Overall, the
identified guidelines are categorized based on their alignment
with the CAMS principles, and the mapping process has
been validated for reliability and consistency through the
inter-rater reliability test.
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B. RESULTS OF EMPIRICAL INVESTIGATIONS

1) RESPONDENTS’ BIBLIOGRAPHIC INFORMATION

The analysis of the bibliographic data of the survey par-
ticipants plays a crucial role in assessing the authenticity
and generalizability of the collected data. By examining the
detailed information provided in Appendix-C, researchers
can gain valuable insights into the participants’ backgrounds,
ensuring a comprehensive and representative sample.

The bibliographic data includes important aspects such
as participant demographics, professional roles, years of
experience, organization sizes, and country affiliations. This
comprehensive information allows researchers to evaluate
the diversity and relevance of the sample, ensuring a more
accurate representation of the target population.

By analyzing the distribution of participants across dif-
ferent professional roles, researchers can assess the extent
to which the sample represents the various stakeholders
involved in sustainable DevOps implementation. Further-
more, the inclusion of participants with different levels of
experience and organization sizes provides a broader perspec-
tive on the challenges and opportunities faced in the software
industry.

The geographical distribution of participants from 20 dif-
ferent countries is particularly noteworthy, as it indicates
a global perspective on the subject matter. This diversity
enhances the generalizability of the study’s findings, suggest-
ing that the results can be applicable and relevant to software
organizations worldwide.

Overall, the thorough analysis of the bibliographic data
strengthens the authenticity and validity of the collected data,
increasing confidence in the research findings. It demon-
strates the efforts made to ensure a diverse and representative
sample, contributing to the overall reliability and generaliz-
ability of the study.

2) RESPONDENT'S COUNTRY AFFILIATION

The geographical distribution of survey participants was anal-
ysed based on their country affiliations. The results, as shown
in Fig. 7, indicate that the participants in the survey represent
20 different countries. It is observed that a significant portion
of the respondents is from Asian countries. Additionally, the
survey also attracted participants from various other regions
around the globe.

The diverse representation of survey participants from
different countries is a positive aspect of this study. It sug-
gests that the findings and conclusions of this research can
be applicable and relevant to the software industry in any
country. The inclusion of participants from a wide range
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TABLE 4. List of identified guidelines and their mapping in CAMS.

Categories Sr# Guidelines
Measurement Gl Organizations start DevOps practices with small projects
G2 Include modelling for legacy infrastructure and applications in your DevOps plans
G3 Consider application architecture changes based on on-premises, cloud, and containers early on in the
process
G4 Avoid fragmented toolset adoption,
which can add to your costs

G5 Effective and comprehensive measurement and monitoring

Go6 Decide which processes and tests to automate first

G7 Monitor the Application’s Performance

G8 Integrated Configuration Management

G9 Emphasize Quality Assurance Early

G10 Active Stakeholder Participation

Gl11 Use tools to capture every request

Automation G12 Decide which processes and tests to automate first

G13 Continuous integration and testing

Gl4 Implement tracking and version control tools

G15 Have a centralized unit for DevOps

Gle6 Reduce handoffs

G17 Implement Automation in Dashboards

G18 Use the right and advanced tools

G19 Use tools to capture every request

G20 Use tools to log metrics on both manual and automated processes

G21 Provisioning and change management

G22 Build Up the Rest of Your CI/CD Pipeline

G23 Take a ‘security first approach’

G24 Use on-demand testing environments

G25 Develop automated continues deployment environment

G26 Standardize and automate complex DevOps environments with cloud sandboxes and other tools

Sharing G27 Ensure continuous feedback between the teams to spot gaps, issues, and inefficiencies

G28 Communications and collaboration planning

G29 Continuous practice and planning to avoid resistance

G30 Create real-time project visibility

G31 Increase flow of communication by reducing batch size

G32 Building trust and share values and goals for effective channel

G33 Enterprises should standardized processes and establish common operational procedures
G34 Create a clear plan that includes milestones, project owners, and well-defined deliverables
G35 Teams need training on DevOps

G36 Shared code of conduct, a formal roles assignment, and clear and simple processes may help in

understanding responsibilities
Culture G37 Exercise Patience
G38 Educate executives at your company about the benefits of DevOps, in order to gain resource and
budget support

G39 Cohesive team work to fill gap during Isolation changes

G40 Keep All Teams on the Same Page
G41 Enterprises should focus on building a collaborative culture with shared goals
G42 Consider DevOps to be a Cultural Change
G43 Select DevOps “Champions”
G44 Assess your organization’s readiness to utilize a

microservices architecture

G45 Become a Psychologist
G46 Commit daily, reduce branching
G47 Understand and address your unique needs
G48 Start toward Your Business Goals

of geographical locations enhances the generalizability and
broader applicability of the study’s results.

The perspectives and insights provided by professionals
from different countries contribute to a more comprehensive
understanding of the challenges and opportunities associated
with sustainable DevOps implementation in the software
industry. Therefore, the results of this study can be considered
and utilized by software organizations worldwide to inform
their practices and decision-making processes.

3) RESPONDENT’'S ORGANIZATION SIZE
The organization size of the survey participants was analysed
by examining their bibliographic data. Fig. 8 provides an
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overview of the distribution of participants across different
organization sizes. The results indicate that 26 respondents
(22%) belong to small organizations, 49 respondents (42%)
belong to medium-sized organizations, and 41 respondents
(35%) are from large-scale organizations.

These findings demonstrate that there is a significant rep-
resentation of survey participants from each size category
of organizations. This indicates that the results and find-
ings of this study are relevant and applicable to organizations
of varying sizes. The inclusion of participants from small,
medium, and large organizations ensures that the insights and
perspectives gathered through the survey reflect the diverse
nature of the software industry.
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FIGURE 7. Respondents’ organization size.
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FIGURE 8. Experience of survey respondents.

The study’s conclusions and recommendations can there-
fore be valuable and useful for organizations of any size,
as the findings have been informed by a balanced representa-
tion of professionals from different organizational contexts.

4) RESPONDENTS WORKING EXPERIENCE
The experiences of the survey respondents were also exam-
ined by analysing their bibliographic data. Fig. 9 provides an
overview of the years of experience reported by the partic-
ipants, ranging from two to twenty years. The average and
median experience levels were found to be 6 and 5.5 years,
respectively. These statistics indicate that the survey par-
ticipants represent a relatively young and diverse group of
individuals.

The researcher notes that the sample of participants
includes a good mix of individuals with varied levels of
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experience in software development operations. This diver-
sity in experience levels is beneficial as it allows for a
comprehensive understanding of the perspectives and insights
of professionals at different stages of their careers. The inclu-
sion of both experienced practitioners and those with fewer
years of experience contributes to the richness and breadth of
the survey data, enhancing the credibility and applicability of
the study findings.

5) RESPONDENT'S DESIGNATIONS

According to Afzal et al. [38], the responses collected from
participants may vary depending on their roles and desig-
nations. Niazi et al. [31] also emphasize that the opinions
of participants can be more valuable if they have relevant
experience and deal with the subject matter frequently. In the
current study, the survey participants consisted mainly of
project managers and software developers, as depicted in
Fig. 10.

6) RESPONDENTS FEEDBACK

The purpose of the questionnaire survey was to gather expert
opinions and perceptions regarding the selected guidelines
and their associated principles. A total of 116 complete
responses were collected and analysed for further examina-
tion. The responses from the participants were categorized
as Positive (strongly agree, agree), Neutral (neither agree
nor disagree), and Negative (disagree, strongly disagree)
(Table 5).

The findings presented in Table 5 indicate that most of
the survey participants agreed that the identified guidelines
have a positive impact on the sustainable implementation of
DevOps in software organizations. Notably, G41 (enterprises
should focus on building a collaborative culture with shared
goals) received the highest agreement rate of 91% among the
survey participants, indicating its significance. Additionally,
G9 (Emphasize Quality Assurance Early) and G40 (Keep
All Teams on the Same Page) were identified as the second
most important guidelines, both receiving an agreement rate
of 88%.

Furthermore, the survey participants ranked C4 (Culture)
as the most important category among the investigated guide-
lines, with a 93% agreement rate. C3 (Sharing) and C1
(Measurement) were recognized as the second and third most
crucial principles, with agreement rates of 88% and 84%
respectively, according to the survey participants.

Based on the survey results, it can be concluded that the
participants generally agreed on the importance and relevance
of the identified guidelines for achieving sustainable DevOps
implementation in software organizations. These findings
provide valuable insights into the prioritization of guidelines
and the significance of different principles in the context of
DevOps adoption.

C. APPLICATION OF FUZZY-AHP
The fuzzy-AHP method was employed to rank the identi-
fied guidelines based on their significance in ensuring the
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FIGURE 9. Designation of survey participants.
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FIGURE 10. Proposed hierarchy structure.

sustainability of DevOps adoption in the software industry.
The following sections outline the in the study below phases
of the fuzzy-AHP technique that were utilized.

Step-1 (Develop a hierarchy structure of reported guide-
lines and their categories)

To facilitate the application of fuzzy-AHP, the decision-
making problem was structured hierarchically, as illustrated

71120

c3 c4
(Sharing) (Culture)
— G27 — G37
— G28 — G38
— G29 - G39
— G30 = G40
- G31 —  G41
Elies G- ez
— G33 —  G43
— G34 — G44
L. G35 - G45
| G36 L Gas
— G47
L G48

in Fig. 5. The proposed hierarchy structure (Fig. 11) was
designed based on the investigated guidelines and their core
principles. At the topmost level, the main objective of the
study, which is the prioritization of sustainable DevOps
guidelines, is defined. The categories and their corresponding
guidelines are then organized on levels 2 and 3, respectively.
This hierarchical structure provides a systematic framework
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TABLE 5. Results of a questionnaire survey study.

Number of responses =116

Positive Negative Neutral

S. No. S.A A % D S.D Y% F %

Cl 40 57 84 2 6 7 11 9

Gl 40 56 83 4 1 4 15 13

G2 51 42 80 5 5 9 13 11

G3 46 39 73 9 3 10 19 16

G4 40 57 84 2 6 7 11 9

G5 37 51 76 6 4 9 18 16

G6 49 34 72 7 6 11 20 17

G7 37 48 73 6 7 11 18 16

G8 31 61 79 3 6 8 15 13

G9 58 44 88 0 3 3 11 9
Gl10 41 47 76 7 6 11 15 13
G11 30 64 81 2 6 7 14 12

C2 41 54 82 3 6 8 12 10
G12 39 46 73 8 7 13 16 14
G13 39 48 75 6 8 12 15 13
Gl4 30 51 70 10 5 13 20 17
GI15 39 44 72 14 7 18 12 10
Gl16 33 40 63 16 5 18 22 19
G17 42 53 82 6 2 7 13 11
GI18 39 56 82 8 3 9 10 9
GI19 51 47 84 2 3 4 13 11
G20 45 48 80 4 4 7 15 13
G21 33 56 77 8 4 10 15 13
G22 39 53 79 9 5 12 10 9
G23 41 55 83 7 6 11 7 6
G24 35 50 73 7 9 14 15 13
G25 43 44 75 9 4 11 16 14
G26 31 61 79 3 6 8 15 13

C3 58 44 88 0 3 3 11 9
G27 41 47 76 6 7 11 15 13
G28 30 64 81 2 6 7 14 12
G29 41 47 76 6 7 11 15 13
G30 39 46 73 8 7 13 16 14
G31 39 48 75 7 7 12 15 13
G32 37 55 79 7 4 9 13 11
G33 39 49 76 5 7 10 16 14
G34 40 47 75 6 4 9 19 16
G35 46 39 73 8 4 10 19 16
G36 40 57 84 2 6 7 11 9

C4 47 61 93 0 0 - 8 7
G37 49 34 72 7 6 11 20 17
G38 37 48 73 6 7 11 18 16
G39 31 61 79 3 6 8 15 13
G40 58 44 88 0 3 3 11 9
G41 47 59 91 0 4 3 6 5
G42 39 48 75 6 8 12 15 13
G43 39 44 72 6 14 17 13 11
G44 39 50 77 9 7 14 11 9
G45 36 52 76 6 4 9 18 16
G46 46 39 73 8 4 10 19 16
G47 40 57 84 2 6 7 11 9
G48 37 51 76 6 4 9 18 16

C1 =Measurement, C2= Automation, C3=Sharing, C4=Culture

for evaluating and ranking the guidelines based on their
significance in achieving sustainable DevOps implemen-
tation. The proposed hierarchy structure, as depicted in
Fig. 11, guides the fuzzy-AHP analysis and supports the
decision-making process in this study.

Step-2 (Conducting the pairwise comparison)

The objective of this study is to rank the identified guide-
lines based on their importance for long-term DevOps imple-
mentation in software development organizations. To achieve
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this, a questionnaire was created and respondents from the
initial survey were contacted to participate in pairwise com-
parison for fuzzy-AHP analysis. A total of 29 replies were
received, and each response was manually examined to
ensure no missing data. All 29 replies were deemed complete,
as stated in Appendix-C, which includes the instrument used
for the pairwise comparison in the second survey.

While a small sample size can be a concern in fuzzy-
AHP analysis, previous studies [40], [41], [42], [43] have also
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FIGURE 11. Prioritization based framework of the investigated guidelines.

used datasets of similar sizes for AHP analysis. For instance,
Shameem et al. [56] prioritized agile software development
influencing factors based on the opinions of five experts.
Cheng and Li [43] prioritized construction collaboration suc-
cess criteria using data from nine experts. Wong and Li [59]
collected feedback from eight experts to prioritize teaching
quality factors. Wong and Li [59] conducted an AHP analysis
with the responses of nine experts to select an intelligent
buildings system. Thus, with 29 experts participating in our
fuzzy AHP analysis, we have a sufficient sample size for
generalizing the findings of this study. to analyse the pairwise
comparison of the DevOps standards and their respective
categories, the data obtained from the fuzzy AHP survey was
transformed into the geometric mean. The geometric mean
is an effective method for converting expert opinions into
Triangular Fuzzy Number (TFN) values. The formula for
calculating the geometric mean is as follows:

GM =nvmlxm2xm3.......... mn (17)

Where, m= response, n= responses
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Table 6 presents the linguistic variables along with their
corresponding triangular fuzzy Likert scales. These scales,
based on the triangular fuzzy conversion scale proposed by
Bozbura et al. [61], were utilized to construct the pairwise
comparison matrices for the identified guidelines and their
respective concepts. The fuzzy Likert scales allow for cap-
turing the subjective opinions of the experts and facilitate the
calculation of priority weights for the guidelines in the fuzzy
AHP analysis.

Step-3 ““(Calculating the local priority weight of each
guideline and their respective principle: A numerical exam-
ple)”

To calculate the priority vector, the pairwise comparison
matrix is used. The pairwise comparisons of the principles
of the guidelines are presented in Table 6, and the priority
vector of the principles of the guidelines is presented in
Table 9.

The Local Priority Weight (LPW) of all the principles
of the guidelines is calculated using Equation 3. First, the
synthetic extent values of the four principles (measurement,
automation, sharing, and culture) are calculated. Then, using
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TABLE 6. Pairwise comparing between the principles.

Sharing

Measurement Automation Culture
Measurement (1,1,1) (0.3,0.4,0.5) (1,1.5,2) (0.5,0.6,0.1)
Automation (2,2.5,3) (1,1,1) (0.4,0.5,0.6) (0.5,0.6,0.1)
Sharing (0.5,0.6,0.1) (1.5,2,2.5) (1,1,1) (0.5,0.6,0.1)
Culture (1,1.5,2) (1,15,2) (1,1.5,2) (1,1,1)

Equation 4, the priority is determined. The steps used in this
process are as follows:

1. Calculate the synthetic extent values for each principle
based on the pairwise comparison matrix.

2. Normalize the synthetic extent values.

3. Calculate the priority vector using Equation 4.

For the TFN conversion scale, the guidelines of
Bozbura [61] were used. Please note that the specific calcu-
lations and steps for determining the priority vector are not
provided in the given information.

S = (4,5.1,6.5) ® (0.04386, 0.054945, 0.070922)
= (0.175439, 0.280220, 0.460993)

M = (2.2,2.5,3.2) ® (0.04386, 0.054945, 0.070922)
— (0.096491, 0.137363, 0.226950)

C = (29,3.6,4.6) ® (0.04386, 0.054945, 0.070922)
= (0.127193, 0.197802, 0.326241)

n m .
> D Fy
i
= (IL1.1) +(15.2.25) + (1,15.2)...

1(0.5,0.6,1) + (1,1,1) = (14.1, 18.2, 22.8)

-1
n

m .
DD Fy
i
R

22.87 18.27 14.1
= (0.04386, 0.054945, 0.070922)

1,1,1) + (1.5,25,3) + (1,1.5,2)

m .
2 Fa
j=1
+(1.5,2.0,2.5) = (5,7, 8.5)
m
ZFé,z = (0.3,0.4,0.6) +(1,1,1) + (0.4,0.5,0.6)
j=1
+ (0.5,0.6,1) = (2.2,2.5,3.2)
m
ZF;3 = (0.5,0.6,1) + (1.5,2,2.5) + (1, 1, 1)
j=1
+(1,1.5,2) = (4,5.1,6.5)
m
> Fl = (04,05,06) + (1,15,2)
j=1

+(0.5,06,1) +(1,1,1) = (2.9,3.6,4.6)
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The “Measurement” (M), “Automation” (A), “Sharing™
(S) and “Culture” (C) represent the synthesis values of
DevOps principles which were calculated using Equation 4
as follow:

m . n m .
A:ZF';] ®|> Py
J J

i

-1

= (5,7,8.5) ® (0.04386, 0.054945, 0.070922)
= (0.219298, 0.384615, 0.602837)

The level of possibility for each pairwise comparison
matrix was calculated using equation 6. Additionally, equa-
tions 7 and 8 were utilized to calculate the priority weights of
the pairwise comparison matrices.

The weight vector W’ is calculated as (1, 0.030019,
0.69836, 0.36405) according to Table 7. By normalizing
the weight vector, the priority weights are determined as
W = (0.4789, 0.01435, 0.3337). Based on these calculated
weights, it can be concluded that the “‘culture” principle
holds the highest priority among the selected DevOps project
management guidelines.

Step-4 (Test the consistency of the pairwise matrix)

The consistency of all pairwise comparison matrices was
evaluated, and a step-by-step calculation technique was used
to determine their consistency. In this process, we referred to
the Table of Principles (Table 8). Equation 14 was employed
to defuzzify the triangular fuzzy numbers from the pairwise
comparison matrix of the DevOps principles into crisp num-
bers, resulting in the Fuzzy Crisp Matrix (FCM). The FCM
is presented in Table 8.

To calculate the value of A max for the FCM matrix,
we sum the values of each column in Table 8. Then, we divide
each value in the column by its corresponding column sum.
Finally, we calculate the average of these values to obtain the
priority weights for each criterion, as shown in Table 9.

Amax = Z([Z Cj] x {W) (18)

where, ¥ Cj= sum of the columns of Matrix [C] (Table 6),

W= weight-vector (Table 9), therefore

Amax = 2.7%0.11591 + 7.0*0.29500 + 3.7*0.17028 +
5.2%0.41882 = 4.1067

Based on the calculations, the FCM (Fuzzy Comparison
Matrix) maximum FEigenvalue (max) is determined to be
4.1067. Since the FCM has 4 elements, we have n = 4.
According to Table 3, the Random Consistency Index (RI) for
n = 41s 0.9.To assess the consistency of the FCM, we calcu-
late the Consistency Index (CI) and Consistency Ratio (CR)
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TABLE 7. Results of V values for criteria.

M A S C d (Priority Weight)
V(M=>...) - 1 1 1 1
V(A>...) 0.030018 - 0.26503 0.62273 0.030018
V(S=...) 0.69837 1 - 1 0.69837
V(C=>..) 0.36406 1 0.64662 - 0.36406
TABLE 8. FCM for DEVOPS principle. company about the benefits of DevOps, to gain resource and
budget support) with a GW of 0.038798 are declared as the
Measureme  Automatio  Sharin  Cultur second and third most significant guidelines for the DevOps
nt n g € . . . . .
Moasuroms o 75 G 70 paradlgm. The final ranking of all the other guidelines can be
nt found in Table 14.
Automation 0.5 1.0 0.5 0.7
Sharing 0.7 2.0 1.0 1.5
Culture 0.5 L5 0.7 1.0 V. RESULT AND DISCUSSION
Column 2.7 7.0 3.7 52

Sum

using equations 15 and 16, respectively.
Amax —n _ 4.1067 — 4

Cl = = 0.035553
n—1 4—-1
CI  0.035553
CR= — = —— =0.039503
RI 0.9

The determined CR is 0.039513<0.10; therefore, the
developed pairwise matrixes are constant. Using the same
process, the consistency of other matrixes is determined and
given at the end of Table 10, 11,12 and 13.

Step 5: Calculating the global weights.

The local weight (LW) of a guideline represents its impact
on the overall study objective, which is the prioritization of
sustainable DevOps implementation guidelines. On the other
hand, the global weight (GW) of a guideline represents its
impact on the overall study objective in comparison to all the
48 evaluated guidelines. The GW is calculated by multiplying
a guideline’s LW by the weight of its corresponding principle.
For example, let’s consider G1 (Organizations start DevOps
practices with small projects) with an LW of 0.099531 and
its corresponding principle C1 (Measurement) with a weight
of 0.11591. The GW of G1 is calculated as follows: GW of
G1 = LW of G1 x Weight of C1 = 0.099531 x 0.11591 =
0.011537 (Table 14). By comparing the local rank of Gl
within its mapped principle, it is ranked as the second-highest
priority guideline. This indicates that within the principle of
measurement, G1 holds significant importance for sustain-
able DevOps implementation. Upon comparing the global
weights (GW) of the guidelines with all the other 48 guide-
lines, G1 (Organizations start DevOps practices with small
projects) stands out as the 39th most important guideline
for sustainable DevOps implementation in software organiza-
tions. However, the highest priority guideline for sustainable
DevOps implementation is G41 (Enterprises should focus on
building a collaborative culture with shared goals) with a
GW of 0.041591. Following that, G44 (Assess your orga-
nization’s readiness to utilize a microservices architecture)
with a GW of 0.039183 and G38 (Educate executives at your
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This study focuses on investigating the guidelines for sustain-
able DevOps implementation in software organizations and
prioritizing them based on their significance. To achieve this
objective, three research questions were formulated, and the
key findings for each question are summarized below:

RQ1 (What guidelines for sustainable DevOps implemen-
tation in software development organizations are reported in
the literature and industry practices?)

To gather relevant literature for the study, a comprehensive
literature review was conducted. A total of 71 studies were
identified through the systematic literature review (SLR) pro-
cess. These studies were carefully examined, and 48 best
practices that have the potential to influence the DevOps
paradigm in the software industry were investigated.

To organize and classify these guidelines, they were
mapped into the CAMS model, which stands for Cul-
ture, Automation, Measurement, and Sharing. This mapping
helped establish a hierarchical structure for the investigated
guidelines, which was subsequently used in the fuzzy-AHP
analysis.

To further validate and scale the investigated guidelines
and their categorization within the CAMS model, a ques-
tionnaire survey study was conducted with experts. The data
gathering process resulted in 116 complete responses from
the experts. The summary results of the survey indicated that
all the researched guidelines from the literature review are
relevant to industry practices. Additionally, the respondents
agreed with the categorization of the guidelines into the
CAMS model.

The combination of the literature review, mapping into
the CAMS model, and the insights gathered from the ques-
tionnaire survey study contributes to a robust understanding
of the guidelines for DevOps implementation in the soft-
ware industry, aligning with real-world practices and expert
opinions.

RQ2 (How the explored guidelines were prioritized using
fuzzy-AHP?)

The prioritization of the investigated best practices for
the DevOps paradigm was conducted using the fuzzy-AHP
approach, following step-by-step protocols. Pairwise matri-
ces were generated for each category of guidelines based on
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TABLE 9. Normalized matrix of DEVOPS guidelines.

Measurement Automation Sharing Culture Priority
Measurement (1,1,1) (0.3,0.4,0.5) (1,1.5,2) (0.5,0.6,0.1) 0.11591
Automation (2,2.5,3) (1L,1,1) 0.4, 0.5,0.6) (0.5,0.6,0.1) 0.29500
Sharing (0.5, 0.6, 0.1) (1.5,2,2.5) (1,1,1) (0.5,0.6,0.1) 0.17028
Culture 1,15,2) (1,15,2) 1,15,2) (1,1,1) 0.41882
TABLE 10. Pairwise comparison of guidelines of measurement principle.
Gl G2 G3 G4 GS G6 G7 G8 G9 G10 Gll Priority
Gl (LL,) 1,15,2) 04,05, (1,15 (05, (152, (1,15 (0506, (152, 1,152) (0506 _ 0.099531
0.6) 2) 0.6, 1) 2.5) 2) 1 2.5) 1
G2 (0.5, (L,L,1) (1.5, 0.5, (04, (1,15, (15,2, (0., (1,15, (0.4, (15,2,  0.095757
0.6, 1) 2,25)  06,1) 0.5,0.6) 2) 2.5) 0.6, 1) 2) 0.5,0.6)  2.5)
G3 (15,2, (04, (LL,1) (04, 0.5, (152, (05 (152 (05 (1,15, (0.5,  0.089031
2.5)  0.5,0.6) 0.5,0.6) 0.6, 1) 2.5) 0.6, 1) 2.5) 0.6, 1) 2) 0.6, 1)
G4 (05 (1,15 (05  (LLD) (1,15 (05, 05 (1,15 (05 (2,25 (1,1.5, 0094217
0.6, 1) 2) 0.6, 1) 2) 0.6,1) 0.6, 1) 2) 0.6, 1) 3) 2)
G5 (1,15, (15,2, a, (05 (LLL) (04, (152, (152, (05, 0.5, (15,2, 0.106180
2) 2.5) 1.5,2) 06,1) 0.5, 0.6) 2.5) 2.5) 0.6, 1) 0.6, 1) 2.5)
G6 0.4, 0.5, 04, (1,15 (1,15  (L,LI) 04, (1,15, 0.4, (1,15, (0.5, 0.073984
0.5,06) 06,1) 1506)  2) 2) 0.5, 0.6) 2) 0.5, 0.6) 2) 0.6, 1)
G7 (0.5, 0.4, a, (1,15, (05 (152  (L,L1) (04, 0.5, (15,2, (0.5,  0.085232
0.6,1) 0.5,06) 15,2) 2) 0.6, 1) 2.5) 0.5,0.6) 0.6,1) 2.5) 0.6, 1)
G8 (1,15 (1,15 (04, (0.5, (0.4, 0.5, (152, (LLD (152 (1,15 (1,15  0.098665
2) 2) 15,06) 0.6,1) 0.5,06) 06,1 2.5) 2.5) 2) 2)
G9 0.4, 0.4, a, (1,15, (1,15 (152 (L,L5, (04, (LLL) (04, 0.5, 0.085852
0.5,0.6) 0.5,0.6) 1.5,2) 2) 2) 2.5) 2) 0.5, 0.6) 0.5,0.6) 0.6,1)
G10 (05, (15,2, (0.5, 03, (1,15, (0.5, 0.4, 0.5, (152, (L) (152, 0088277
0.6, 1) 25)  06,1) 04,0.5) 2) 0.6,1) 05,06) 06, 1) 2.5) 2.5)
Gll (1,15, (04, a, (0.5, 04, (1,15 (1,15 (05 (1,15 (04,  (LL1)  0.083275
2) 0.5,06) 1.5,2) 06,1) 0.5,0.6) 2) 2) 0.6, 1) 2) 0.5, 0.6)

A=12.249, CI = 0.12485, CR = 0.082685

expert opinions, and the fuzzy-AHP analysis was performed
meticulously. The priority weights of each best practice
were calculated, providing a global weight that indicates
their significance. The results of the fuzzy-AHP analysis
revealed the highest priority best practice for DevOps adop-
tion and progression in software organizations to be G41,
which emphasizes the importance of building a collabora-
tive culture with shared goals (GW=0.041591). This finding
aligns with the work of Leite et al. [6], who highlighted
the necessity of cultural change in software development
organizations to successfully implement DevOps and foster
continuous collaboration between developers and operators.
Gupta et al. [26] and Marijan et al. [62] also underscored
the significance of a collaborative culture for the successful
adoption of the DevOps paradigm. Additionally, G44 (Assess
your organization’s readiness to utilize a microservices archi-
tecture, GW=0.039183) and G38 (Educate executives at your
company about the benefits of DevOps to gain resource and
budget support, GW=0.038798) were ranked as the second
and third most priority best practices, respectively, for the
DevOps paradigm.

These findings highlight the crucial nature of building a
collaborative culture, assessing organizational readiness for
microservices architecture, and educating executives about
the benefits of DevOps in software organizations’ successful
implementation of DevOps practices.

VOLUME 12, 2024

RQ3 (What would be the prioritization-based framework
of DevOps sustainable guidelines?)

The taxonomy of the investigated guidelines was devel-
oped based on the CAMS model and the rankings obtained
from fuzzy-AHP analysis. Both global and local ranks were
considered, as shown in Table 14. The aim of creating this
taxonomy was to demonstrate the influence of each guideline
within its respective principle and on the overall DevOps
paradigm. For instance, G1 (Organizations start DevOps
practices with small projects) holds the second highest local
rank in terms of importance for sustainable DevOps execu-
tion in the software industry. However, it is interesting to
note that G1 is globally ranked as the 39th. Similarly, G2
(Include modelling for legacy infrastructure and applications
in your DevOps plans) is ranked as the fourth most important
guideline in the ‘Management’ category, but it holds the 42nd
global rank.

Fig. 12 presents the local and global ranks of each
guideline, providing insights into their impact within their
respective principle and compared to all the identified
48 guidelines. Moreover, the analysis reveals that C1 (Mea-
surement, CW=0.41882) is ranked as the most significant
principle among the investigated guidelines. Furthermore, C2
(Automation, CW=0.295) and C3 (Sharing, CW=0.17028)
hold the second and third highest rankings, respectively,
in terms of their significance for sustainable DevOps
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TABLE 11. Pairwise comparison of guidelines of automation principle.

Gl2 GI3 Gl4 GI5 Gl6 GI7 GI8 Gl9 G20 G21 B22 G23 G24 G25 G26  Priorit
y
Gl (I, (05, (04, (15, (0.4, (04, (15 (15 (04, (15, (25 (1, (15 (04 (1, 00782
2 ) 06 05 2, 05 05 2 2, 05 2, 3, 15 2, 05 LS, 32
) 06 25 06 06 25 25 06 25 35 2 25 06 2
Gl (1, (1, (15 (05 (04, (15 (05 (15 (05 (25 (1.5 (04, (1, (04, (1, 00771
315 1) 2, 06, 05 2, 06, 2 06 3 2, 05 15 05 L5, 56
2) 25 1) 06 25 1) 25 1) 35 25 06 2 06 2
Gl (1, (04, (1,1, (04, (1, (04, (1, (02, (04, (1, (15 (05 (15 (04, (1, 00611
4 15 05 1) 05 15 05 15 03, 05 15 2 06 2 05 L5 35
2)  06) 06) 2) 06 2) 04 06 2) 25 1) 25 06 2
Gl (04, (1, (15 (L1, (1, (04, (15 (05 (15 (I, (05 (15 (1, (05 (05 0.0721
5 05 15 2, ) 15 05 2, 06 2 1.5, 06, 2, 1.5, 06, 06, 16
0.6) 2 25 2) 06 25 1) 25 2 H 25 2 1) 1)
Gl (15 (15 (04, (05, (1,1, (15 (05 (04, (I, (15 (05 (1, (05 (15 (15  0.0757
6 2, 2, 05 06 I 2, 06, 05 15 2 06 15 06 2 2, 51
25) 25 06 1) 25) 1) 06 2 25 1 2) ) 25 25
Gl (15 (04, (15 (15 (04, (1,1, (1, (04, (1, (5 (1, (1, (05 (15 (1, 0.0749
7 2, 05 2 2, 05 1) 15 05 15 06 15 15 06 2 1.5, 93
25)  06) 25) 25 06) 2) 06 2 1) 2) 2) 25 2
Gl (04, (1, (04, (04, (1, (05 (1,1, (1, (04, (15 (05 (15 (1, (05 (15  0.0655
8 05 15 05 05 15 06 1) 15 05 2 06 2 1.5, 06, 2, 16
06) 2) 06 06 2) 1 2) 06 25 1) 25 2 ) 23)
Gl (04, (04, (25 (1, (5 (15 (05 (1,1, (15 (05 (04, (1, (15 (05 (1, 00771
9 05 05 3, 15, 2, 2, 06, 1 2, 06, 05 15 2 06 15 56
06) 06) 35 2) 25 25 1 25 1) 06 2 25 1 2)
G2 (15 (1, (15 (04, (05 (05 (15 (04, (1,1, (1, (04, (1, (05 (1, (1, 0.0697
0 2, 15, 2, 05 06 06, 2 05 1) 15 05 15 06 15 L5, 26
25)  2) 25 06 1 ) 25 06) 2) 06 2 1) 2) 2)
G2 (04, (02, (04, (05, (04, (I, (04, (1, (05 (1,1, (1, (04, (15 (05 (1.5 00526
1 05 03, 05 06 05 15 05 15 06 1) 15 05 2 06 2 84
06) 04) 06 1) 06 2) 06 2) 1) 2) 06) 25 1) 25)
G2 (02, (04, (04, (1, (1, (05 (1, (15 (15 (05, (Ll (1, (04, (1, (0.5 0.0626
203, 05 05 15 15 06 15 2 2, 06, 1) 15 05 15 06 4
04) 06) 06 2 2) 1 2) 25 25 1) 2) 06 2 1)
G2 (05 (15, (I, (04, (04, (05 (04, (0.5 (05, (15 (05 (L1, (1.5 (04, (04, 0.0525

3 0.6, 2 1.5, 0.5, 0.5, 0.6, 0.5, 0.6, 0.6, 2 0.6, 1) 2, 0.5, 0.5, 83

) 25 2) 06 06 1) 06 1) 25 D 25)  06) 0.
G2 (04, (05, (04, (05, (1, (1, (05 (04, (I, (04, (15 (04, (1,1, (15 (0.5 0.0545
4 05 06, 05 06 15 15 06 05 15 05 2 05 1 2, 0.6, 97
06) 1) 06 1 2) 2) ) 06 2 06 25 0.6 25 1)
G2 (15, (15 (15 (1, (04, (04, (1, (1, (05 (1, (05 (15 (04, (1,1, (04, 00711
5 2, 2, 2, 15, 05 05 15 15 06 15 06 2 05 1) 05, 15
25) 25 25 2 06 06 2 2) 1) 2) 1) 25 06 0.6)
G2 (05 (05, (04, (1, (04, (05 (04, (04, (05 (04, (1, (15 (1, (15 (LI, 0.0545
6 06, 06 05 15 05 06 05 05 06 05 15 2 15, 2, 1 97
1) ) 06 2 06 1) 06 06 1) 06 2 25 2 25

Amax = 17.140, Cl = 0.15286, CR = 0.09613

implementation. Thus, focusing on these areas can greatly
assist organizations in adopting and sustaining DevOps
practices. The taxonomy, along with the rankings, offers
software organizations a valuable resource to prioritize their
efforts based on the impact of each guideline within its
principle and for the overall success of DevOps imple-
mentation. This enables organizations to make informed
decisions and effectively implement sustainable DevOps
practices.

VI. THREATS TO VALIDITY

One of the limitations of the study is potential researcher’s
biasness in the investigated guidelines using a literature
review study. To address this comment, the ‘“‘inter-rater reli-
ability test” was performed, and the results shows no signif-
icant biasness in the literature study findings. Moreover, the
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literature was collected from the limited selected repositories
that might causes the chance of omitting the related literature.
Though, considering the existing studies, this threat is no
systematic

Similarly, the small size of the data set poses an exter-
nal threat to the generalization of the questionnaire survey.
We received n=116 responses for this study, which may
be insufficient to generalize the findings. However, based
on previous research in the software engineering sector this
sample size is adequate for generalizing the findings.

Furthermore, the fuzzy-AHP was used to rank the investi-
gated guidelines and their corresponding categories based on
the opinions of experts. To mitigate this concern, the consis-
tency ratio of pairwise comparison matrices was calculated,
and the results show that fuzzy AHP analysis results have
appropriate internal validity.
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TABLE 12. Pairwise comparison of guidelines of sharing principle.

G27 G28 G29 G30 G31 G32 G33 G34 G35 G36 Priority
G27 (LD (1,1.5,2) (04,05, 1,1.52) (0506, 1,15,2) 1,15,2) (0506, (152, (1,1.52) 0.110115
0.6) 1) 1) 2.5)
G28 (0.5,0.6,1) (LL1) (15,2, (05,06, (04,05, 1,1.572) (152, (05,06, (1,15,2) (0.50.6, 0.098379
2.5) 1) 0.6) 2.5) 1) 1)
G29 (1.5,2,2.5) (04,05, (1,1,1) (04,05, (05,06, (1,15,2) (04,05, (15,2, (0.50.6, (1,1.52) 0.095144
0.6) 0.6) 1) 0.6) 2.5) 1)
G30 (0.506,1) (1,1.52) (05,006, (L,1,1) (1.5,2, (05,06, (04,05, (15,2, (0.50.6, (0.5,0.6, 0.089664
1) 2.5) 1) 0.6) 2.5) 1) 1)
G31  (1,1.5,2) [15,2,25) 1,1.52) (04,05, (1,1,L1) (04,05, (15,2, (15,2, (0.5,0.6, (0.5,0.6, 0.109770
0.6) 0.6) 2.5) 2.5) 1) 1)
G32 (0.5,06,1) 05,06,1) (05006, 1,1.52) 1,1.52) (1,1,1) (04,05, 1,152) (04,05, (1,1.5,2) 0.087082
1) 0.6) 0.6)
G33 (0.5,06,1) (0.4,0.5, (1.5,2, (15,2, (1.5,2, (1.5,2, (1,L,L1) (05,06, (05,06, (1.5,2, 0.119216
0.6) 2.5) 2.5) 2.5) 2.5) 1) 1) 2.5)
G34 (1,15,2) (1,15,2) (04,05, (04,05, (04,05 (05,06, 1,1572) (1,1,1) (15,2, (1,1.5,2) 0.099249
0.6) 0.6) 0.6) 1) 2.5)
G35 04,05,06) (04,05 1,1572) 1,1.52) 1,152) (152, 1,152) (04,05  (1,1,1) (0.4,0.5, 0.097639
0.6) 2.5) 0.6) 0.6)
G36 (0.5,06,1) (1,1.52) (05,06, 1,1.52) 1,1.52) (0.50.6, (04,05 (05006, (15,2, (1,1,1)  0.093742
1) 1) 0.6) 1) 2.5)
A=11.278, CI=0.14197, CR = 0.095285
TABLE 13. Pairwise comparison of guidelines of culture principle.
G37 G38 G39 G40 G41 G42 G43 G44 G45 G46 G47 G438 Priority
G37 (1,1,1) 1,1.5,2) 0.4,0.5, (1.5, (0.5, (1.5, (1, 05,06, 15,2, 1,1.5,2) 05,06, 0.5,0.6, .089771
.6) 2,25) 06,1) 2,25) 152) .5) )
G38 0.5, (1,1, (1.5, 0.5, (0.4, (1, (1.5, (0.5, (1, 0.5, (1.5, (1.5, 0.092637
0.6, 1) 2,2.5) 06,1) 05,06) 1.5,2) 2,25 06,1) 152) 06,1) 2,25 2,25
G39 (1.5, (0.4, (LL1) (0.4, (0.5, (1.5, (0.4, (1.5, (0.5, (1, (0.5, (1, 0.082375
2,2.5) 0.5,0.6) 0.5,0.6) 0.6,1) 2,25) 05,06) 2,25 06,1) 1572) 06,1) 1.5,2)
G40 0.4, (1, (0.5, (1,L,1) (1.5, 0.5, (0.5, (1.5, 0.5, 0.4, (1, (0.5, 0.074275
0.5,0.6) 1.5,2) 0.6,1) 2,25 06,1) 06,1) 2,250 06,1) 0506) 152) 0.6,1)
G41 1, (1.5, (1, (0.4, (1,1,1) 0.4, (1.5, (1.5, 0.5, (0.4, (1.5, (1.5, 0.099306
1.5,2) 2,2.5) 15,2) 0.5,0.06) 0.5,0.6) 2,25) 2,25) 06,1) 0.5,0.6) 2,25 2,2.5)
G42 0.4, 0.5, 0.4, (1, (1, (L1,1) 0.5, (1, 0.4, (1, (0.5, (1, 0.072511
0.5,0.6) 0.6,1) 0.5,0.6) 15,2) 15,2) 06,1) 1.52) 0506) 152) 06,1) 15,2)
G43 (0.5, (0.4, (1.5, (1, (1.5, (1, (1L,LD) (0.4, (0.5, (1.5, (0.5, (0.5, 0.083396
0.6,1) 05,06) 2,25 152) 2,25 15,2 0.5,0.6) 0.6,1) 2,2.5) 0.6,1) 0.6,1)
G44 (1, (1, 0.4, 0.4, 0.4, 0.5, (1.5, (L,L,1) (1.5, (1, (1.5, (1, 0.093556
1.5,2) 1.5,2) 25,0.6) 0.5,0.6) 0.5,06) 0.6,1) 2,2.5) 2,2.5) 1.5,2) 2,25 152
G45 0.4, (0.4, (1, (1, (1, (1.5, (1, (0.4, (LL1) 0.4, (0.5, (0.5, 0.074588
0.5,0.6) 0.5,0.6) 15,2) 15,2) 152) 2,25 152) 0.5,0.6) 0.5,0.6) 0.6,1) 0.6,1)
G46 0.5, (1, (0.5, (1.5, (1.5, 0.5, 0.4, 0.5, (1.5, (1,1,1) (1.5, (1, 0.092637
06,1) 152) 06,1) 2,25 2,25 0.6,1) 050.6) 06,1) 2,2.5) 2,25) 15,2
G47 (1, (0.4, (1, 0.5, (0.4, (1, (1, (0.4, (1, 0.4, (L,1,1) 0.5, 0.071128
1.5,2) 05,06) 15,2) 06,1) 0506) 15,2) 15,2) 0506 152) 0.5,0.6) 0.6, 1)
G48 (1, (0.4, (0.5, (1, (0.4, 0.5, (1, (0.5, (1, (0.5, (1, (1,1,1)  0.073821
1.5,2) 0.5,0.6) 0.6,1) 15,2) 050.6) 06,1) 1572) 06,1) 1572) 06,1) 152)

A=13.542, CI=0.14017, CR = 0.094709

One potential limitation of the study is the possibil-
ity of researcher bias in the investigated guidelines during
the literature review. To address this concern, an ‘‘inter-
rater reliability test” was conducted, and the results indi-
cated no significant bias in the findings of the literature
study. Additionally, it should be noted that the literature
was gathered from a selected set of repositories, which
may have led to the omission of relevant literature. How-
ever, based on the existing studies and references [35],
[40], and [63]. this limitation does not appear to be
systematic.

VOLUME 12, 2024

Similarly, the small size of the data set used in the question-
naire survey poses a potential external threat to generalizing
the findings. With n=116 responses received for this study,
there is a possibility that the sample size may not be suffi-
cient for generalization. Nonetheless, considering previous
research in the software engineering sector [17], [50], [51]
this sample size is deemed adequate for drawing meaningful
conclusions.

Moreover, the fuzzy-AHP approach was utilized to rank
the investigated guidelines and their respective categories
based on expert opinions. To address concerns regarding
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TABLE 14. Determining global weights.

Category Principle Weight Guidelines Local Local Global Global
Weight Rank Weight Rank

Gl 0.099531 2 0.011537 39

G2 0.095757 4 0.011099 41

G3 0.089031 6 0.01032 43
G4 0.094217 5 0.010921 42
C1 (Measurement) G5 0.106180 1 0.012307 38
0.11591 G6 0.073984 11 0.008575 48
G7 0.085232 9 0.009879 46
G8 0.098665 3 0.011436 40
G9 0.085852 8 0.009951 45
Gl10 0.088277 7 0.010232 44
G11 0.083275 10 0.009652 47

G12 0.078232 1 0.023078 13
C2 (Automation) 0.29500 G13 0.077156 0.022761 14
Gl4 0.061135 11 0.018035 26
GI15 0.072116 6 0.021274 18
Gl16 0.075751 4 0.022347 16
G17 0.074993 5 0.022123 17
Gl18 0.065516 9 0.019327 22
G19 0.077156 3 0.022761 15
G20 0.069726 8 0.020569 20
G21 0.052684 14 0.015542 34
G22 0.06264 10 0.018479 25
G23 0.052583 15 0.015512 35

G24 0.054597 12 0.016106 31
G25 0.071115 7 0.020979 19
G26 0.054597 13 0.016106 32

G27 0.110115 2 0.01875 23

C3 (Sharing) G28 0.098379 5 0.016752 28
0.17028 G29 0.095144 7 0.016201 30
G30 0.089664 9 0.015268 36
G31 0.10977 3 0.018692 24
G32 0.087082 10 0.014828 37

G33 0.119216 1 0.0203 21
G34 0.099249 4 0.0169 27
G35 0.097639 6 0.016626 29

G36 0.093742 8 0.015962 33

G37 0.089771 5 0.037598 5

C4 (Culture) 0.41882 G38 0.092637 3 0.038798 3
G39 0.082375 7 0.0345 7

G40 0.074275 9 0.031108 9

G41 0.099306 1 0.041591 1

G42 0.072511 11 0.030369 11

G43 0.083396 6 0.034928 6

G44 0.093556 2 0.039183 2

G45 0.074588 8 0.031239 8

G46 0.092637 4 0.038798 4
G47 0.071128 12 0.02979 12
G48 0.073821 10 0.030918 10

this method, the consistency ratio of pairwise compari-
son matrices was calculated, and the results indicated that
the fuzzy-AHP analysis results possess appropriate internal
validity.

VIl. CONCLUSION AND FUTURE DIRECTIONS

DevOps is an approach that integrates development and
operations to enhance agility in the software development
process. The implementation of DevOps practices can be
complex, necessitating a thorough exploration of guide-
lines for achieving sustainable DevOps implementation in
software development organizations. Through a systematic
literature review, a total of 48 guidelines were identified.
These guidelines were then aligned with the CAMS model,
which represents the key principles of DevOps. Additionally,

71128

a questionnaire survey study was conducted to gather insights
from experts, confirming that the identified guidelines align
with real-world practices.

To prioritize the guidelines further for sustainable DevOps
implementation, a fuzzy-AHP analysis was employed. The
results emphasized the significance of certain guidelines,
such as fostering a collaborative culture with shared goals,
evaluating organizational readiness for adopting a microser-
vices architecture, and educating company executives about
the benefits of DevOps. By categorizing and ranking the
investigated guidelines, a taxonomy was established, serving
as a valuable resource for academic researchers and industry
practitioners seeking to refine existing strategies and develop
effective approaches for implementing DevOps in software
organizations.
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Moving forward, future work includes conducting multivo-
cal literature reviews and case studies to uncover additional
guidelines associated with the DevOps paradigm. Further-
more, critical challenges and success factors that impact
sustainable DevOps practices in software organizations will
be identified. Ultimately, a readiness model will be devel-
oped to assist practitioners in assessing and improving their
DevOps implementation strategies.

APPENDIXES
APPENDIX A

“Selected studies along with quality assessment score
(https://tinyurl.com/y9 x 3fg3z)”

APPENDIX B
“Sample of questionnaire

y832q5jy)”

APPENDIX C
“Sample of pairwise comparison questionnaire (https://

tinyurl.com/y97k7jp9)”’

survey (https://tinyurl.com/

CONFLICT OF INTEREST
Authors declare no conflicts of interest.

ACKNOWLEDGMENT
This work was supported by the Deanship of Scientific

Research, King Saud University through the Vice Deanship
of Scientific Research Chairs.

REFERENCES

[1] D. Céspedes, P. Angeleri, K. Melendez, and A. Davila, “Software product
quality in DevOps contexts: A systematic literature review,” in Advances
in Intelligent Systems and Computing. Cham, Switzerland: Springer, 2020,
pp. 51-64.

[2] M. Sacks, “DevOps principles for successful web sites,” in Pro Web-
site Development and Operations. Cham, Switzerland: Springer, 2012,
pp. 1-14.

[3] A.B. Farid, Y. M. Helmy, and M. M. Bahloul, “Enhancing lean software
development by using DevOps practices,” Int. J. Adv. Comput. Sci. Appl.,
vol. 8, no. 7, pp. 1-12, 2017.

[4] R. Jabbari, N. B. Ali, K. Petersen, and B. Tanveer, ‘“What is DevOps?
A systematic mapping study on definitions and practices,” in Proc. Sci.
Workshop, 2016, pp. 1-11.

[5] L.E.Lwakatare, P. Kuvaja, and M. Oivo, “Relationship of devops to agile,
lean and continuous deployment: A multivocal literature review study,” in
Proc. 7th Int. Conf., 2016, pp. 399—415.

[6] L. Leite, C. Rocha, F. Kon, D. Milojicic, and P. Meirelles, “A survey of
DevOps concepts and challenges,” ACM Comput. Surveys, vol. 52, no. 6,
pp. 1-35, Nov. 2020.

[7]1 N.Forsgren, “DevOps delivers,” Commun. ACM, vol. 61, no. 4, pp. 32-33,
Mar. 2018.

[8] M. Virmani, “Understanding DevOps & bridging the gap from continuous
integration to continuous delivery,” in Proc. Int. Conf. Innov. Comput.
Tech., 2015, pp. 78-82.

[9]1 M. Senapathi, J. Buchan, and H. Osman, “DevOps capabilities, practices,
and challenges: Insights from a case study,” in Proc. 22nd Int. Conf. Eval.
Assessment Softw. Eng., 2018, pp. 57-67.

[10] M. Olszewska and M. Waldén, “DevOps meets formal modelling in high-
criticality complex systems,” in Proc. Ist Int. Workshop Qual.-Aware
DevOps, 2015, pp. 7-12.

[11] G. Gruver and T. Mouser, Leading the Transformation: Applying Agile and
Devops Principles At Scale. Berkeley, CA, USA: Apress, 2015.

[12] R. Jabbari, N. B. Ali, K. Petersen, and B. Tanveer, “Towards a benefits
dependency network for DevOps based on a systematic literature review,”
J. Softw., Evol. Process, vol. 30, no. 11, p. e1957, Nov. 2018.

VOLUME 12, 2024

(13]

[14]

[15]

(16]

[17]

(18]

[19]

[20]

(21]

(22]

(23]

(24]

(25]

(26]

(27]

(28]

[29]

(30]

(31]

(32]

(33]

(34]

(35]

(36]

A. Ravichandran, K. Taylor, and P. Waterhouse, “DevOps in the ascen-
dency,” in DevOps for Digital Leaders: Reignite Bus. With a Modern
DevOps-Enabled Software Factory. Berkeley, CA, USA: Apress, 2016,
pp. 3-14.

F. M. A. Erich, C. Amrit, and M. Daneva, “A qualitative study of DevOps
usage in practice,” J. Softw. Evol. Process, vol. 29, no. 6, p. ¢1885,
Jun. 2017.

L. Riungu-Kalliosaari, S. Mikinen, L. E. Lwakatare, J. Tiihonen, and
T. Minnistd, “DevOps adoption benefits and challenges in practice: A
case study,” in Product-Focused Software Process Improvement. Cham,
Switzerland: Springer, 2016, pp. 590-597.

J. Roche, “Adopting DevOps practices in quality assurance,” Commun.
ACM, vol. 56, no. 11, pp. 38-43, 2013.

M. Callanan and A. Spillane, “DevOps: Making it easy to do the right
thing,” IEEE Softw., vol. 33, no. 3, pp. 53-59, May 2016.

J. Smeds, K. Nybom, and I. Porres, “DevOps: A definition and perceived
adoption impediments,” in Lecture Notes in Bus. Information Processing.
Cham, Switzerland: Springer, 2015, pp. 166-177.

M. Shahin, M. A. Babar, M. Zahedi, and L. Zhu, “Beyond continuous
delivery: An empirical investigation of continuous deployment chal-
lenges,” in Proc. ACM/IEEE Int. Symposium Empirical Softw. Eng. Meas.,
2017, pp. 111-120.

F. Erich, C. Amrit, and M. Daneva, Report: Devops Literature Review.
Enschede, The Netherlands: University of Twente, 2014.

A. Dyck, R. Penners, and H. Lichter, “Towards definitions for release
engineering and DevOps,” in Proc. IEEE/ACM 3rd Int. Workshop Release
Eng., 2015, p. 3.

L. Chen, “Continuous delivery: Huge benefits, but challenges too,” IEEE
Softw., vol. 32, no. 2, pp. 50-54, Mar. 2015.

H. M. Chen, R. Kazman, S. Haziyev, V. Kropov, and D. Chtchourov,
“Architectural support for DevOps in a neo-metropolis BDaaS platform,”
in Proc. IEEE 34th Symp. Reliable Distrib. Syst. Workshop, Jul. 2015,
pp. 25-30.

M. Leppédnen, S. Mikinen, M. Pagels, V.-P. Eloranta, J. Itkonen,
M. V. Mintyld, and T. Minnistd, “The highways and country roads to
continuous deployment,” IEEE Softw., vol. 32, no. 2, pp. 64-72, Mar. 2015.
L. Banica, M. Radulescu, D. Rosca, and A. Hagiu, “Is DevOps another
project management methodology?” Inf. Economica, vol. 21, no. 3,
pp. 39-51, Sep. 2017.

V. Gupta, P. K. Kapur, and D. Kumar, ‘““Modeling and measuring attributes
influencing DevOps implementation in an enterprise using structural
equation modeling,” Inf. Softw. Technol., vol. 92, pp. 75-91, Dec. 2017.
A. Qumer Gill, A. Loumish, I. Riyat, and S. Han, “DevOps for information
management systems,” VINE J. Inf. Knowl. Manage. Syst., vol. 48, no. 1,
pp. 122-139, Feb. 2018.

A. Wiedemann, N. Forsgren, M. Wiesche, H. Gewald, and H. Krcmar,
“Research for practice: The DevOps phenomenon,” Commun. ACM,
vol. 62, no. 8, pp. 44-49, Jul. 2019.

S. Keele, Guidelines for Performing Systematic Literature Reviews in
Software Engineering. Keele, U.K.: Keele Univ., 2007.

L. Chen, M. A. Babar, and H. Zhang, “Towards an evidence-based
understanding of electronic data sources,” in Proc. 14th Int. Conf. Eval.
Assessment Softw. Eng., 2010, pp. 1-4.

H. Zhang, M. A. Babar, and P. Tell, “Identifying relevant studies in
software engineering,” Inf. Softw. Technol., vol. 53, no. 6, pp. 625-637,
Jun. 2011.

C. A. Cois, J. Yankel, and A. Connell, “Modern DevOps: Optimizing
software development through effective system interactions,” in Proc.
IEEE Int. Prof. Commun. Conf., 2014, pp. 1-7.

V. J. White, J. M. Glanville, C. Lefebvre, and T. A. Sheldon, ““A statistical
approach to designing search filters to find systematic reviews: Objectivity
enhances accuracy,” J. Inf. Sci., vol. 27, no. 6, pp. 357-370, Dec. 2001.

I. Inayat, S. S. Salim, S. Marczak, M. Daneva, and S. Shamshirband, “A
systematic literature review on agile requirements engineering practices
and challenges,” Comput. Hum. Behav., vol. 51, pp. 915-929, Oct. 2015.
M. Niazi, S. Mahmood, M. Alshayeb, A. M. Qureshi, K. Faisal, and
N. Cerpa, “Toward successful project management in global software
development,” Int. J. Project Manag., vol. 34, no. 8, pp. 1553-1567,
Nov. 2016.

B. Kitchenham and S. Charters, “Guidelines for performing systematic
literature reviews in software engineering,” Keele Univ., Durham Univ.,
Joint Rep., Tech. Rep. EBSE 2007-001, 2007, pp. 10-44.

71129



IEEE Access

M. Zohaib et al.: Prioritizing DevOps Implementation Guidelines for Sustainable Software Projects

[37]

[38]

[39]

[40]

[41]

[42]
[43]

[44]

[45]

[46]

[47]

[48]

[49]

[50]

[51]

[52]

[53]

[54]

[55]

[56]

[57]

[58]

[59]

M. A. Akbar, J. Sang, A. A. Khan, and S. Hussain, “Investigation of the
requirements change management challenges in the domain of global soft-
ware development,” J. Software Evol. Process, vol. 31, no. 10, p. 2207,
Oct. 2019.

W. Afzal, R. Torkar, and R. Feldt, “A systematic review of search-based
testing for non-functional system properties,” Inf. Softw. Technol., vol. 51,
no. 6, pp. 957-976, Jun. 2009.

J. D. Brown, “What issues affect likert-scale questionnaire formats,” JALT
Test. Eval., vol. 4, no. 1, pp. 27-30, Apr. 2000.

A. A. Khan, J. Keung, M. Niazi, S. Hussain, and A. Ahmad, “System-
atic literature review and empirical investigation of barriers to process
improvement in global software development: Client—vendor perspective,”
Inf. Softw. Technol., vol. 87, pp. 180-205, Jul. 2017.

S. Easterbrook, J. Singer, M. A. Storey, and D. Damian, “Selecting empir-
ical methods for software engineering research,” in Guide to Advanced
Empirical Software Engineering, F. Shull, J. Singer, and D. I. K. Sjgberg,
Eds. London, U.K.: Springer, 2008, doi: 10.1007/978-1-84800-044-5_11.
K. Finstad, “Response interpolation and scale sensitivity: Evidence against
5-point scales,” J. Usability Studies, vol. 5, no. 3, pp. 104-110, 2010.

M. Bland, An Introduction to Medical Statistic. London, U.K.: Oxford
Univ. Press, 2015.

M. A. Akbar, J. Sang, A. A. Khan, F-E. Amin, Nasrullah, S. Hussain,
M. K. Sohail, H. Xiang, and B. Cai, “Statistical analysis of the effects
of heavyweight and lightweight methodologies on the six-pointed star
model,” IEEE Access, vol. 6, pp. 8066-8079, 2018.

I. Keshta, M. Niazi, and M. Alshayeb, “Towards implementation of
requirements management specific practices (SP1.3 and SP1.4) for Saudi
Arabian small and medium sized software development organizations,”
IEEE Access, vol. 5, pp. 24162-24183, 2017.

S. Mahmood, S. Anwer, M. Niazi, M. Alshayeb, and I. Richardson, “Key
factors that influence task allocation in global software development,” Inf.
Softw. Technol., vol. 91, pp. 102-122, Nov. 2017.

L. A. Zadeh, G. J. Klir, and B. Yuan, Fuzzy Sets, Fuzzy Logic, and Fuzzy
Systems: Selected Papers. Singapore: World Scientific, 1996.

A. Ishizaka and A. Labib, “Analytic hierarchy process and expert choice:
Benefits and limitations,” OR Insight, vol. 22, no. 4, pp. 201-220,
Dec. 2009.

D. L. Olson, “Opportunities and limitations of AHP in multiobjective
programming,” Math. Comput. Model., vol. 11, pp. 206-209, Jun. 1988.
A. Ishizaka, C. Pearman, and P. Nemery, “AHPSort: An AHP-based
method for sorting problems,” Int. J. Prod. Res., vol. 50, no. 17,
pp. 4767-4784, Sep. 2012.

T. Yaghoobi, “Prioritizing key success factors of software projects using
fuzzy AHP,” J. Softw. Evol. Process, vol. 30, no. 1, p. 1891, Jan. 2018.
E. Sloane, M. Liberatore, R. Nydick, W. Luo, and Q. Chung, Clinical Engi-
neering Technology Assessment Decision Support: A Case Study Using the
Analytic Hierarchy Process (AHP). Houston, TX, USA: IEEE Press, 2002,
pp. 1950-1951.

W.-Y. Li, “Application of AHP analysis in risk management of engineering
projects,” J. Beijing Univ. Chem. Technol., Social Sci. Ed., vol. 66, no. 1,
pp. 4648, 2009.

G. Kabra, A. Ramesh, and K. Arshinder, “Identification and prioritization
of coordination barriers in humanitarian supply chain management,” Int.
J. Disaster Risk Reduction, vol. 13, pp. 128-138, Sep. 2015.

D.-Y. Chang, “Applications of the extent analysis method on fuzzy AHP,”
Eur. J. Oper. Res., vol. 95, no. 3, pp. 649-655, Dec. 1996.

M. Shameem, R. R. Kumar, C. Kumar, B. Chandra, and A. A. Khan, “Pri-
oritizing challenges of agile process in distributed software development
environment using analytic hierarchy process,” J. Softw., Evol. Process,
vol. 30, no. 11, p. 1979, 2018.

J. Xiao, X. Wang, and H. Zhang, “Managing classification-based con-
sensus in social network group decision making: An optimization-based
approach with minimum information loss,” Inf. Fusion, vol. 63, pp. 74-87,
Nov. 2020.

J. Xiao, X. Wang, and H. Zhang, “Managing personalized individual
semantics and consensus in linguistic distribution large-scale group deci-
sion making,” Inf. Fusion, vol. 53, pp. 20-34, Jan. 2020.

J. K. W. Wong and H. Li, “Application of the analytic hierarchy process
(AHP) in multi-criteria analysis of the selection of intelligent building
systems,” Building Environ., vol. 43, no. 1, pp. 108125, Jan. 2008.

71130

[60] E. W. L. Cheng and H. Li, “Construction partnering process and associ-
ated critical success factors: Quantitative investigation,” J. Manage. Eng.,
vol. 18, no. 4, pp. 194-202, Oct. 2002.

[61] F. Bozbura, A.Beskese, and C. Kahraman, ““Prioritization of human capital
measurement indicators using fuzzy AHP,” Expert Syst. Appl., vol. 32,
no. 4, pp. 1100-1112, May 2007.

[62] D. Marijan, M. Liaaen, and S. Sen, DevOps Improvements for Reduced
Cycle Times With Integrated Test Optimizations for Continuous Integra-
tion. Piscataway, NJ, USA: IEEE Press, 2018, pp. 22-27.

[63] A. A. Khan, J. Keung, S. Hussain, M. Niazi, and S. Kieffer, “Sys-
tematic literature study for dimensional classification of success fac-
tors affecting process improvement in global software development:
Client—vendor perspective,” [ET Softw., vol. 12, no. 4, pp. 333-344,
Aug. 2018.

MUHAMMAD ZOHAIB received the B.S. degree in software engineering
from Government College University, Faisalabad (GCUF), and the M.S.
degree in computer science from the University of Agriculture Faisalabad
(UAF), Faisalabad, Pakistan. He was a Visiting Lecturer with GCUF and
UAE. He is currently pursuing the Ph.D. degree with the Software Engineer-
ing Department, LUT University, Finland. He is a Junior Researcher with
the Software Engineering Department, LUT University. He has published
four research articles in well-reputed journals and conferences. He has an
outstanding academic career. His research interests include global software
development, requirements engineering, empirical studies, global software
requirements change management, DevOps implementation, software defect
prediction, the Internet of Things, code recommender systems, and software
risk management.

AHMED ALSANAD received the Ph.D. degree in computer science from
De Montfort University, U.K., in 2013. He is currently an Associate Pro-
fessor with the Information System Department and the Chair Member of
pervasive and mobile computing with CCIS, King Saud University, Riyadh,
Saudi Arabia. He has authored or coauthored more than 12 publications,
including refereed IEEE/ACM/Springer journals, conference papers, and
book chapters. His research interests include cloud computing, health infor-
matics, ERP, and CRM.

AREEJ ABDULLAH ALHOGAIL received the B.Sc. degree in computing
and multimedia systems from Leeds Beckett University, U.K., the M.Sc.
degree in information systems management from De Montfort University,
and the Ph.D. degree in information systems from King Saud University
(KSA), Saudi Arabia, with a focus on information security. She is currently
an Assistant Professor with the Department of Information Systems and the
Vice-Dean for electronic transactions and communication with KSA. She has
published many research papers in international journals and conferences in
the fields of information security management, human factor in information
security, information security change management, the IoT security, and
blockchain. She has also participated in workshops, competitions arbitration,
and presented many seminars and events towards the public awareness of
information security.

VOLUME 12, 2024


http://dx.doi.org/10.1007/978-1-84800-044-5_11

