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ABSTRACT The increasing adoption of intelligent Electric Vehicles (EVs) in the realm of transportation has
raised significant concerns pertaining to security aspects within the Vehicle-to-Grid (V2G) communication
system. This includes issues related to authentication, integrity, confidentiality, privacy, and the effective
tracking of EVs. While numerous researchers have proposed solutions to address these security challenges,
the existing schemes often exhibit a considerable demand for computational and communication resources.
This renders them impractical for resource-limited V2G setups operating within the Internet-of-Things
(IoT) framework. To address these limitations, this paper introduces an energy-efficient mutual and batch
authentication scheme tailored specifically for V2G communication systems within the loT paradigm.
Through a meticulous security and performance analysis, our proposed scheme demonstrates its proficiency
in providing essential security features, including robust authentication and privacy safeguards, while
significantly minimizing both computational and communication complexity. The outcomes of our analysis
affirm that the proposed approach is well-suited for the unique constraints of /oT-based V2G communication
systems, offering a balanced and resource-efficient solution to enhance overall security and performance.

INDEX TERMS Authentication, confidentiality, electric vehicle, integrity, privacy, vehicle-to-grid commu-
nication.

I. INTRODUCTION

In recent years, the rapid advancements in wireless tech-
nologies and the proliferation of the Industrial Internet of
Things (IIoT') have ushered in transformative changes across
various industries. The widespread implementation of IloT
across various sectors, including healthcare, transportation,
and Smart Grid (SG), highlight its increasing significance [1].
Within this context, SG emerge as a pivotal driver of /0T,
leveraging interconnected devices such as smart meters, sen-
sors, and aggregators over the Internet [1].

The associate editor coordinating the review of this manuscript and

approving it for publication was Mansoor Ahmed

According to a report from Kyrio, the IoT sector’s uti-
lization in the utility industry is projected to reach $15
billion by 2024 [2]. The primary objective of SG is to opti-
mize energy utilization while minimizing electricity losses.
To achieve this, surplus electricity generated during periods
of high-power generation is stored in energy storage devices
like fuel cells, flywheels, and EVs. Subsequently, this stored
energy can be reintegrated into the SG during periods of
high demand. With their growing popularity, EVs emerge
as promising storage devices, providing reliable units with
minimal energy loss.

Moreover, the rapid charging and discharging capabilities
of EV batteries make them superior to adjusting the gen-
eration levels of traditional power sources to match current
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electricity demand. Coined as V2G link, this bidirectional
communication between EVs and the power grid facilitates
the efficient exchange of electricity [2], [3], [4]. This bidirec-
tional interaction not only optimizes energy usage but also
generates valuable data for predicting pricing, load forecast-
ing, and optimizing energy consumption scheduling [4].

Additionally, communication within the V2G system
extends beyond the power grid to encompass interactions
between EVs and Charging Stations (CS), all conducted
through a wireless medium. The high mobility of EVs short-
ens the communication time between them, necessitating
efficient authentication and privacy preservation mecha-
nisms. Many existing authentication schemes [5], [6], [7], [8]
involve time-consuming processes such as certificate revo-
cation list verification and signature verification by vehicles
to authenticate received information, aiming to prevent mali-
cious entry. Upon examining the challenges posed by current
authentication schemes, it becomes clear that there is a press-
ing need for streamlined and resource-efficient approaches to
enhance the effectiveness of V2G communication systems.

Incorporating V2G communication is essential within the
framework of SG and the broader context of the [loT.
To begin with, V2G communication plays a pivotal role
in efficiently managing surplus electricity generated during
peak periods by storing it in EV batteries. This stored energy
can then be seamlessly reintegrated into the grid during times
of heightened demand, thereby bolstering grid stability and
minimizing energy wastage.

Furthermore, V2G communication facilitates the seamless
integration of renewable energy sources into the grid by pro-
viding a mechanism to store excess energy from intermittent
sources like solar and wind power. This capability ensures a
consistent and dependable energy supply, contributing to grid
reliability and stability.

Moreover, V2G communication enables EVs to provide
essential grid services such as frequency regulation and
voltage support, thereby enhancing the overall stability and
reliability of the grid as it transitions towards a more decen-
tralized and renewable-based system.

Additionally, V2G communication yields valuable insights
into electricity consumption patterns, charging behaviors, and
grid conditions. This data can be leveraged for accurate load
forecasting, optimization of pricing strategies, and informed
infrastructure planning, ultimately enhancing the efficiency
and effectiveness of the grid.

A. OUR CONTRIBUTIONS
The following is the key objective of the proposed scheme.

« Introduce an energy-efficient authentication method for
EVs, ensuring anonymous authentication in V2G com-
munication.

« Implement anonymous signature verification for robust
data integrity within the V2G system.

« Establish conditional privacy to reveal real identities of
mischievous V2G users, promoting accountability.
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« Propose an energy-efficient batch authentication scheme
for multiple EVs, reducing authentication time and com-
putational burden.

The remaining sections of our work are organized as
follows: Section II offers an extensive review of related lit-
erature. Section III outlines the system model, delves into
the core concepts of our proposed approach, and establishes
the attack model. Section IV provides an in-depth descrip-
tion of our proposed authentication and privacy-preserving
system. Section V focuses on the assessment of the secu-
rity resilience of our approach, while Section VI evaluates
its performance efficiency. Lastly, Section VII presents the
conclusions derived from our research.

Il. RELATED WORKS

The evolving field of V2G communication, situated at the
intersection of EV technology and SG systems, has witnessed
substantial research efforts in recent years. In the context of
smart cities, Firoz Khan et al.’s work [8] lays a foundational
perspective on cyber-physical systems, providing a broad
understanding of the smart city paradigm and its relevance to
the V2G framework. This contextualizes V2G as an integral
component of the broader vision for intelligent urban infras-
tructure.

Security and privacy are paramount considerations in
V2G communication implementation. Nicanfar and Leung’s
Multilayer Consensus ECC-Based Password Authenticated
Key-Exchange (MCEPAK) protocol [9] stands out as a
notable contribution, introducing a secure and multi-layered
approach to key exchange in SG systems. This protocol
addresses potential vulnerabilities associated with crypto-
graphic key management, thereby enhancing the security of
V2G communication.

Wu and Zhou’s study [10] focuses on exploring
fault-tolerant and scalable key management for SG, which is
a crucial aspect in ensuring the integrity and confidentiality
of communication in V2G systems. Additionally, Xia and
Wang [11] delve into secure key distribution mechanisms,
laying the groundwork for cryptographic approaches within
V2G networks.

Building upon these foundational studies, Park et al. [12]
identify security weaknesses in key distribution proposed by
Xia and Wang, prompting further investigations. In response,
Tsai and Lo [13] propose a secure anonymous key distri-
bution scheme tailored for SG, adding an additional layer
of privacy to V2G communication. Odelu et al.’s work [14]
introduces a provably secure authenticated key agreement
scheme, contributing to the robustness of cryptographic
mechanisms in V2G networks.

Privacy preservation is emerging as a critical focus
in V2G communication. Liu et al. [15] advocate for
role-dependent privacy strategies, while Yang et al.’s [16]
proposed privacy-preserving communication architecture for
V2G networks add another layer of privacy consideration.
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FIGURE 1. System model.

This architecture ensures precise reward distribution while
maintaining user confidentiality.

Beyond cryptographic considerations, several studies
contribute insights into broader aspects of V2G com-
munication. Kong et al. [17] conduct a thorough anal-
ysis of handover latency, shedding light on critical
aspects of network-based localized mobility manage-
ment protocols. Jegadeesan et al.’s [18] work on trajectory
privacy-preserving schemes adds a layer of confidentiality to
the mobility patterns associated with V2G communication.

In the realm of tooling, Lynn’s PBC library [19] and the
Cygwin platform [20] are fundamental resources for cryp-
tographic implementations in various studies. These tools
provide a robust foundation for researchers and practitioners
working on cryptographic aspects of V2G communication.
Authentication schemes for renewable energy-based SG envi-
ronments are explored by Wazid et al. [21], Jo et al. [22], and
Kaur et al. [23]. Each study contributes unique perspectives
on efficient and secure approaches to user authentication,
catering to the specific requirements of V2G systems.

Extending the discussion to V2G connections in SG,
Jegadeesan et al’s [23] work on a secure, lightweight,
and privacy-preserving authentication scheme adds valu-
able insights into the challenges and potential solutions in
the authentication domain. The landscape of V2G com-
munication is not confined solely to the SG context.
Subramani et al.’s [24] efficient anonymous authentication
scheme for automatic dependent surveillance-broadcast sys-
tems and Jegadeesan et al.’s [25] privacy-preserving anony-
mous authentication scheme for human predictive online edu-
cation systems highlight the adaptability of privacy-centric
approaches across diverse domains.

In conclusion, this comprehensive literature survey high-
lights the multidimensional nature of research in V2G
communication. From cryptographic protocols and privacy
preservation strategies to authentication mechanisms and
broader implications, the studies presented provide a compre-
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TABLE 1. Notations and description.

Notation Description

EVy,., Private key of EV;

EVp, Public key of EV;

TPD Tamper-proof device

BAK; Batch authentication key for EV;
BTK; Batch tracking key for EV;
FIDgy, Fake identities of EV;
FIDcg, Fake identities of CS;

CSpr, Private key of CS;

CSpy, Public key of CS;

CBK; Batch authentication key for CS;
CTK; Batch tracking key for CS;

oTC One-time challenger

hensive overview of the current state of V2G communication.
These foundational works set the stage for continued explo-
ration and innovation in this dynamic and rapidly evolving
field.

Ill. SYSTEM MODEL, PRELIMINARIES, AND ATTACK
MODEL

A. SYSTEM MODEL

The proposed scheme’s comprehensive system model is
illustrated in Figure 1, comprising a Control Center (CC),
Charging Stations (CS), and Electric Vehicles (EVs) equipped
with Onboard Units (OBUs). CSs establish a connection with
CC through the Internet using a backbone network [15].
An explanation of the symbols used in the proposed approach
is provided in Table 1.

1) CONTROL CENTER (CC)

CC serves as the trusted administrative hub of the V2G com-
munication system, responsible for procuring electricity from
various vendors and distributing it to strategically located
CSs across the country. Both CSs and EVs must register with
CC before participating in the V2G communication system.
This work assumes a distinct CC for each state, facilitating
efficient EV identification validation when traveling across
states. The CCs are interconnected through an IoT architec-
ture [17].

2) CHARGING STATION (CS)

Strategically positioned in parking areas or along roadsides,
CSs are maintained by government or private agencies. The
spacing between CSs is determined by vehicle density. EV
users can charge or discharge their EV batteries at any CS,
with the electricity rate subject to change based on the CS’s
location. Although the CSs are considered partially trusted in
this work, potential compromises could lead to the exposure
of sensitive information. To mitigate hardware attacks on CSs,
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continuous monitoring is implemented through surveillance
cameras.

3) ELECTRIC VEHICLE (EV)

All EVs are equipped with OBUs to facilitate communica-
tion with CSs and other EVs, ensuring seamless travel. Each
OBU incorporates a tamper-proof device (TPD) for secure
storage of secret keys, event data recorder, and a global
positioning system to securely report event and location-
based information. EVs can simultaneously access CSs for
charging or discharging services. Additionally, OBUs trans-
mit traffic-related information to other vehicles, enhancing
traffic management.

B. BILEAR PAIRING

Let G, G, and Gt be the multiplicative cyclic groups of
order p, where p stands for larger prime number. Let the
generator of G is g1 and the generator of G is g». Assume
that G1, G2, and Gt are equipped with pairing. e : G1 xGy —
Gr is a bilinear map, and it should satisfy the following
properties.

1) BILINEAR

e(gl. &) = e(gi.g)” forallg; € G, g € Grand x,y €
Zr, Where Z¥ =[1,2,..., (p — D].

2) NON-DEGENERACY
e(g1, 82)# 1Gt.

3) COMPUTABILITY
There is an efficient approach for quickly computing the
bilinear map e : G| x G, — Gr.

The isomorphism is denoted by ¥, and the ¥ : G» — G
is required basically.

C. ATTACK MODEL

In the proposed scheme, any network element deviating from
its intended functions or exhibiting misbehavior is considered
an adversary. Given the inherent openness of wireless com-
munications, the attack model encompasses both internal and
external adversaries.

1) EXTERNAL ADVERSARIES

External attackers, as network outsiders, have the capabil-
ity to intercept communications and scrutinize information
exchanged between system entities. This enables them to
ascertain identities, monitor locations, and potentially dis-
close the contents of transmitted information if in possession
of the requisite decryption keys. Consequently, external
adversaries can execute various attacks such as ‘“‘man-
in-the-middle,” “‘replay,” ‘‘message manipulation,” and
“impersonation.”

2) INTERNAL ADVERSARIES
Internal attackers include network components or malfunc-
tioning EVs engaging in illicit activities within the system.
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A misbehaving EV, for instance, may initiate a repudiation
attack to evade its obligations and exploit services for unau-
thorized purposes. These internal adversaries pose a threat to
the system’s integrity and proper functioning, necessitating
robust security measures to counteract potential attacks.

IV. PROPOSED SCHEME

The proposed scheme comprises six sections, including sys-
tem initialization, user registration, key distribution, mutual
authentication, conditional privacy preservation, and batch
authentication.

A. SYSTEM INITIALIZATION

Initially, the CC chooses random numbers u, vEZI’; as its
main secret key, and it is used to calculate the registered
user’s public key by using their private keys. Next, the CC

selects CC p,GZ;‘ as its private key and calculates CCp, =

gfc” "V as its public key. After that, the CC chooses H :

{0,1}* — Z; as a secure cryptographic hash function.
Finally, the CC announces the proposed system parameters
param = (p,g1,82, G1, G2, e, CCyy, H) to the public.

B. REGISTRATION

Step 1: Initially, the EV; submits all the necessary documents
to the CC. Next, the CC picks a random number EV pr; € Z;‘
as an EV; private key and calculates the corresponding EV;
public-key as

EVprl.+v

EVpui =8 (1)

After that, the EV; needs to register his/her tamper-proof
device (TPD) with the CC. During the TPD registration, the
CC assigns the credential as cr; = g}, and it calculates the
TPD activation key as

ak; = g115Vi+u+v+CC,,,. @)
Using this credential and the activation key, the EV/; activates
TPD and derives its own EV ,,, and EV ,,.. To find the cr; and
ak; during the key distribution phase, the CC calculates the
DE; = cri * EVp,, as a dual encryption key.

Step 2: The CC assigns

VIE\/[. = EV[‘ju’_ * gL][ (3)
as a V2G communication system user identity (VI gy,) to each
EV;.

Step 3: To authenticate a batch of requests/messages from
EV,; in a single time, the CC needs to calculate the batch
authentication key as
CCpr+v+EV pr,

BAK; = g, @)
Also, the CC generates the batch tracking key as
BTKl — gl—CCpr_V (5)

to trace the misbehaving EV; in V2G communication system.
Step 4: The CC assigns a unique identity to every EV; user
as UIDgy, during the registration. Next, the CC calculates
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fake identities (FIDgy,) to all EV; users. To calculate fake
identities, the CC first selects the random number f; € Z;‘
and calculates the fake identity as

FIDgy, = ¢! <" modp 6)

Likewise, the CC calculates the fake identities for CSs as

FIDcs, = g, "< ©)

The mapping of UIDgy, to FIDgy, was done only in the
CC. The fake identities are generated for every EV; user to
validate the message source. If an adversary obtains these
identities, there is no way to know about the real identity
of EV; user or CSs. Therefore, the adversary cannot reveal
the privacy of the EV; user or CSs. The CC maintains the
details of FIDgy,, UIDgy,, EV;‘,;V in the tracing table. In case
of dispute, the CC can revoke the EV; from the V2G com-
munication system.

Step 5: The CC pre-store the values of EV ), and EV
in every EV;’s TPD. The CC gives the values of FIDgy,, cr;,
Vigy,, DE;, and TI; to corresponding EV; users during the
offline-mode registration process. Where 71; = gl_f "modp.

Step 6: In CS; registration process, the CC picks the
random number CS,, € Z;‘ as CS; private key and computes
the CS; public-key as

CSpr,+
CSpy =8, """ ®)

The CS,,, and CSjp, are used for mutual information
exchange between the CS; and CC.

Step 7: To authenticate the batch of requests/messages
from the CSs, the CC computes the CS batch authentication
key for every CS; as

CBK; =g "™ )
Also, the CC generates the batch tracking key as
CTK; = gl—CSpr—v (10)

to trace the misbehaving CS; in the V2G communication
system.

Step 8: The CC assigns V2G communication system iden-
tity (VI cs;) for all the registered CS; as

Vics, = CS;m,- * g‘f 11

After that, the CC gives the VI cs, and #i; values to the vehicle
. —F
users, Where ti; = g, ' modp.
Step 9: The CC maintains the values of FIDcs;,

1+CSpry) . . .
UlDcs;,, gT( T in the tracing table. UIDcs; is the CS;
unique identity and it is assigned by CC during the registra-
tion process. In case of dispute, CC can revoke the CS; from

the V2G communication system.
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C. SECURE TPD ACTIVATION

In this work, if EV; wants to communicate with the other V2G
communication system entities, it is essential to derive the
values of EVpy, and EV . from the TPD. TPD need to be
activated to derive the values of EV . and EV p,,. To find the
activation key, EV; need to send its encrypted identification to
CC with the help of CCp,, as Ecc,, (VI ev;)- The CC decrypts
the received Ecc,,, (VIEy;) using it’s CCp, and calculates the
secret information (S7) as

SI = crixak;* EVp,, (12)

Next, the CC sends the encrypted version of SI, E,(SI) to the
EV; with the help of cr;. The EV; derive the TPD activation
key (AK) by decrypting the value of E,(SI) as follows.
SI cri*xak;* EVp,
ak; = — = ———_PU _ g, (13)
DEi Crj * EVpu[

If both cr; and ak; are correct, the TPD will issue the EV p,,
and EV,, values to the EV; user. Activation of TPD is not
possible if cr; # ak;.

D. ANONYMOUS MUTUAL AUTHENTICATION

Mutual authentication among the EVs or EV to CS is done to
communicate the (dis) charge request/response message and
avoid communication with malicious EVs or CSs.

Step 1: The EV; picks the random nonce r; as its short-life
private key from the set of R random nonce ry, r2, ..., 7g €
Zy and calculates 5; = g:i+EV” i
key. Wherei =1,2,...,R.

Step 2: The EV; user calculates the short-life anonymous
authentication certificate (OAC) for every s; as follows.

The EV; user picks the random nonce a; € Z;,“ and

as its corresponding public

pri

. . EV
generates the one-time session keys m; = g, and my =

EVp+ .
g prit 1l Then, the EV; user calculates the one-time dummy
session keys M| = g~ “' and M, = 1/g]. After that, the

EV ; user generates the one-time challenger (OTC) as
OTC = H(CCpy || FIDgy, |l si |l my [ m2) — (14)

After calculating the one-time dummy session keys and OTC,
the EV; user generates the OAC as

OAC = {M || My || FIDgy, || OTC | TI;  (15)

Step 3: To preserve the anonymous request/response message
(rrmgy;) integrity, the EV; user generates the anonymous
signature (Sgy,) as
1/1i+EV pr;+h
Sev, =y (16)

After that, EV; user sends the rrmgy, || Sgy; || s; || OAC ||
Vigy, || TS; to the CS or other EVs. Where TS; denotes the
current timestamp.

Step 4: After receiving rrmgy; || Sgv, || si || OAC ||
VIgy, || TS the CS or other EV:s first verifies the integrity of
the message by calculating,

e (si x gl Sev,) = e(e1.82) a7
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Ifitholds, the CS or other EVs accepts the rrmgy,. Otherwise,
rrmgy,; will be rejected immediately.

Step 5: After the integrity verification, the CS or other EVs
verifies the 7S; to overcome the replay attack. The received
TS, is verified such that |TS; — TS;| < AT, where AT is the
agreed time delay between the communication entities in the
V2G communication systems. If it holds, the received rrmgy,
is accepted. Otherwise, it will be rejected immediately.

Step 6: The CS or other EVs calculates X; = T1; x FIDgy,,
M| = s; x My, and M, = si//\/ll. Also, they calculate their
one-time challenger (OTC’) as

OTC’ = H(X; || FIDgy, || si | My || M2) (18)

After that, to authenticate the source of information, it checks
the condition OTC’ = OTC. If it holds, the received informa-
tion is accepted. Otherwise, the received information will be
rejected immediately.

E. CONDITIONAL PRIVACY PRESERVATION
If the received information rrmgy, from the EV;, which
has the identity of VIgy, has been disputed, then the CC
can track the actual identity UIDgy, efficiently by using its
tracing table. Next, the CC can disclose the privacy of the
EV;, remove the EV; from the V2G communication system
immediately and inform the same to other entities of the
V2G communication system. Similarly, the CC can track the
misbehaving CS;.

(Vigy,Y  (EVp, *xgD"  EV¥ g™

uxy uxy uxy

81 81 81

= EVY (19)

F. ANONYMOUS BATCH AUTHENTICATION

A batch authentication scheme is introduced to expedite the
authentication process by verifying multiple EVs simultane-
ously. The function of an anonymous batch authentication
scheme is described as follows.

Step 1: The EV; user first picks the random nonce k; € Z;‘
as a short-life private key from the set of R random nonce
ki, ko, ..., kg, and calculates the public key /; = gllc", where
i =1,2,3,..., k. There are 'W’'EVs (EV{,EV,,...,EV,)
under the specific CS, and the private keys for the 'n’ EVs are
given as EVpris EVprys oo, EVpy .

Step 2: To receive a request/response message from the
CS, every EV; needs to generate the

—EV . +ki
Ai=g " (20)
and
B,’ = BAKi X Ai (21)

Step 3: To maintain the integrity of /; and B;, the EV; needs
to calculate the hash value as C; = H(l; || B;). After that, the
EV; calculates the tuple as < [;, B, C; >.

Step 4: The tuple value for a batch of 'n’EVs are given
as < [1,B1,C1,BAK|{ >,< [),By,C2,BAK) >,..., <
Iy, By, Cy, BAK,, >.
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Step 5: To verify the batch of tuples, first, the CS; verify
the integrity of /; and B; from every tuple by calculating C; =
H(l; || B;). After that CS; collects [ = H?:l l, and B =
[T B

Step 6: To anonymously authenticate the batch of EVs, the
CS; needs to verify the condition of

(CBK))" =B/l (22)

If it holds, CS; authenticates the batch of EVs and sends
the request/response message to EVs. Otherwise, it promptly
terminates the connection.

V. SECURITY ANALYSIS
In this section, the proposed approach’s security robustness
is assessed considering various security threats.

A. IMPERSONATION ATTACK

In the suggested work, if an adversary (A) needs to per-
form an impersonation attack, then he/she needs to find
the one-time session key of EV; and the EV; private key
issued by the CC during EV registration. However, .4 cannot
compromise the user registration protocol since the V2G
communication system registration is done in offline mode
at CC. The CC is considered a fully trusted one. Therefore,
it is not possible for A to re-generate the session key. Also,
the EVp,, is computed by CC depending on the rigidity of
DLP [18], [26]. Hence, A cannot derive the random number
u from the EV ;.

B. MESSAGE MODIFICATION ATTACK

In the suggested work, the EV; or CS; user appends their
signature to each piece of information to prevent the mes-
sage modification attack. The EV; or CS; generates Sgy, by
using r; and EVp,, or CSp,.. The specific EV; or CS; user
only knows the values of private keys. Therefore, A cannot
generate the EV; or CS; user signature without knowing
the r; and EV ;. or CSp,. Even though A found the value
of a rj, it is unfeasible to generate the anonymous signa-
ture Sgy,. Because the value of r; is not a constant one,
it will get changed periodically. Moreover, after receiving the
request/response message from the EV; or CS;, the receiver
will ensure the integrity of the received message by verifying
the condition e (si X g}l’, SE\/,-) = e(g1, g2). If this condition
is met, the receiver proceeds to verify the authentication
certificate of EV; or CS;.

C. ANONYMOUS AUTHENTICATION

In this proposed work, every request/response message is
attached with an anonymous authentication certificate before
transmission to identify the source of information. The EV/;
or CS; user generates OAC by using the r; and the EV ,, or
CSpr,. The specific EV; or CS; user only knows the values
of those private keys. Therefore, an .4 cannot generate the
EV; or CS; user self-generated anonymous authentication
certificate without finding r; and EV ., or CS,r,. Even though
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an A found the value of r;, it is unfeasible to generate the
anonymous signature Sgy,. Because the value of r; is not
a constant one, it will get changed periodically. Moreover,
to authenticate the source of information, it checks the condi-
tion OTC’ = OTC. If it is true, the received data is accepted.
Otherwise, the received information will be declined imme-
diately.

D. REPLAY ATTACK

In this proposed work, the 7S; is added to each piece of
information to prevent a replay attack. After receiving the
information, the CS or other EVs verifies the TS;. The
received TS; is verified such that |TS i—TS ,~| < AT, where
AT is the agreed time delay between the communication
entities. If it holds, the received rrmgy, or rrmcs; is accepted.

E. FAKE INFORMATION ATTACK

In the suggested work, if A needs to transfer the false infor-
mation to V2G communication system users, then he/she
wants to compute f| and FIDgy, or FIDcs,. The values of f
and FIDgy, or FIDcs, are calculated only by CC. To create
fake identities, CC chooses a random number f; € Z;‘
and calculates the corresponding fake identity FIDgy,. The
mapping of UIDgy, to FIDgy, or UIDcs, to FIDcs, is done
only at CC. Hence, it is difficult for A to derive f; or F
and v from FIDgy,. The computational delay for finding v
is o[q%”(l) logf]. Here, f stands for the number of users
registered in CC. Also, fi or Fy is chosen at random for
each user, and FIDgy, or FIDcg, are also random in nature.
Therefore, it adds the complexity of finding the value of f;
as o[2f — 1]. As a result, it is very tough to transmit false
information to V2G communication system users.

F. CONDITIONAL PRIVACY PRESERVATION

In this work, the EV; or CS; user hides their actual identity
from other system entities using their Sgy, and OAC. How-
ever, CC can find the actual identity of EV; or CS; users
by using their OAC. For example, if the EV; or CS; user
is communicating any fake message to the other entities by
adding OAC, the CC can verify the content of information
with the help of OAC. If communicated information is found
as fake, then the CC collects the OAC of the information and
identifies the actual identity of EV ; or CS; users by using their
FIDgy, or FIDcs, and tracing table. Next, the CC can expose
the privacy of a specific EV; or CS; user and it removes the
EV;or CS; user from the V2G communication system.

G. REPUDIATION ATTACK

In this proposed work, once the EV; or CS; user commu-
nicates the information to the other entities, they cannot
repudiate it because the receiver can check the validity of the
EV;or CS; user by using the OAC. Similarly, the integrity of
information is verified by using the Sgy, or Scg,. In case of
any dispute, the receiver will verify the information with the
help of CC. The CC can identify the actual identity of EV; or
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CS; users with the help of VIgy, or Vics,, which is derived
from the received information. After that, CC can reveal the
privacy of EV; or CS; users and it removes the EV; or CS;
user from the V2G communication system.

H. UNLINKABILITY DURING DATA COMMUNICATION

In this proposed work, the one-time anonymous signature

1/r4EV pr.4h . .
Sev; = &, "7 P77 and the one-time anonymous authenti-

cation certificate OAC = {M | My || FIDgy, || OTC || TI;
are self-generated by the EV; or CS; user, based on one-time
private keys. These one-time private keys will get changed
periodically. Therefore, the EV; or CS; user will generate
a new anonymous signature and certificate for each data
communication. Hence, it is not easy for a receiver to identify
whether the same user directed the data except for the CC.

I. FORMAL SECURITY VERIFICATION

To validate the security of our proposed approach,
we employed the Automated Validation of Internet Secu-
rity Protocols and Applications (AVISPA) tool, aiming to
ensure the robustness of the V2G communication sys-
tem [27]. In the implementation of our suggested scheme,
there are three pivotal roles and two composition roles.
The basic roles encompass key system entities: the Con-
trol Center (CC), Charging Station (CS), and Electric
Vehicle (EV). Additionally, the composition roles, namely
session and goal & environment roles, serve as indispens-
able components, capturing various scenarios involving the
basic roles.

The proposed algorithm undergoes formal security ver-
ification through the utilization of the “SPAN (Security
Protocol ANimator for AVISPA)” tool. Subsequently, simu-
lation results are obtained by leveraging the OFMC backend,
as illustrated in Fig 2. This rigorous security analysis ensures
the effectiveness and reliability of our approach in fortifying
the V2G communication system against potential threats and
vulnerabilities.

VI. PERFORMANCE ANALYSIS

In this section, the performance of the proposed approach is
evaluated and compared to other existing schemes in terms of
computation, communication, and security features.

A. COMPUTATIONAL COMPLEXITY

In this study, the computational complexity is determined
by the time required to verify the user’s self-generated sig-
nature and certificate for authentication. Specifically, the
primary cryptographic operations, including pairing opera-
tion (7)), hash operation (7},), point multiplication (7},), and
exponential operation (7,), serve as focal points for assess-
ing computational complexity. To comprehensively analyze
computational overhead, cryptographic operations were sim-
ulated on a machine equipped with an Intel Core i5-8265U
processor and 8-GB RAM capacity. The simulations were
conducted using Cygwin 2.9.0 and gcc version 4.9.2 [19],
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FIGURE 2. The analysis results for security verification using OFMC.
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FIGURE 3. Computational complexity of various schemes.

[20]. After simulating cryptographic operations, the time
required to execute cryptographic parameters such as T}, Ty,
Tm, T,, and T, were calculated as 1.6 ms (milliseconds),
2.7 ms, 3.4 ms, 2.6 ms, and 0.6 ms, respectively. The pro-
posed scheme demonstrates significantly faster cryptographic
operations compared to existing schemes, as illustrated in
Table 2. Consequently, the proposed scheme completes single
cryptographic functions in just 7.10 ms. In contrast, previous
schemes [13], [14], [21], [22], [23] require 27.7 ms, 27.0 ms,
9.4 ms, 21.4 ms, and 17.6 ms, respectively, to perform cryp-
tographic operations. The performance analysis depicted in
Fig. 3 highlights the minimal time required by the proposed
scheme for cryptographic operations, even as the number (n)
of users increases.

B. COMMUNICATION COMPLEXITY

The communication complexity of the proposed method is
evaluated by considering the size of messages exchanged
between EVs and CSs. In this study, the information rrmgy; ||
Sev, || si || OAC || VIgy, || TS; is securely communicated
from EV; to CS; or other EVs. The bit size of TS;, rrmgy,,
Sev,, si, OAC and VIgy, is considered as 32bits, 160bits,
160bits, 320bits, 160bits, and 160bits, respectively [24].
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TABLE 2. Comparison of computational complexity of various schemes.

To verify ‘1’ signature and ~ To verify ‘n’ signature

Schemes certificate and certificate
[13] f;;%;sn 4nT,, + nT, + 5nT,
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[21] 2T, +T, = 9.4ms 2nT,, +nT,

[22] 4T, + 3T, = 21.4 ms 4nT,, + 3nT,
[23] AT, + 2T, = 17.60 ms 4nTy, + 2nTy,

2T, + 2T, + Tp,

Ours ~ 7.10 ms
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TABLE 3. Communication complexity of various schemes.

For ‘n’ messages

Schemes For single message (bits) (bits)
[13] 6880 6880n
[14] 2912 2912n
[21] 1152 1152n
[22] 480 480n
[23] 1120 1120n
Ours 992 992n

The proposed scheme requires a total of 992bits(32 +
160 + 160 + 320 + 160 + 160) to communicate a
single piece of information. In contrast, other existing
schemes such as [13], [14], [21], [22], and [23] neces-
sitate 6880bits, 2912bits, 1152bits, 480bits, and 1120bits,
respectively. The communication complexity of various
schemes is summarized in Table 3. As illustrated in Fig. 4,
it is evident that the proposed work exhibits lower com-
munication complexity even as the number of messages
increases.
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TABLE 4. Comparison of security features of various schemes.

Security features  [13] [14] [21] [22] [23] Ours

Mutual v v v v v v
authentication
Replay attack X 4 v x v v
Data integrity v v v v v v
Conditional
X X X X X X v
privacy
User privacy 4 4 v v v v
Non-repudiation x x x x x v
Unlinkability x x x x x v

C. SECURITY FEATURES COMPARISON

The proposed work incorporates a wide range of security
features, including mutual authentication, protection against
replay attacks, data integrity, conditional privacy, user pri-
vacy, and non-repudiation. Table 4 presents a comparative
analysis of these security features between the proposed work
and other existing schemes. In the table, the symbol ’v”’
denotes that the system meets the specified security features,
while X’ indicates that the scheme lacks provision for the
corresponding security features.

Upon examination, it becomes evident that existing
schemes [14], [21], and [23] fall short in supporting con-
ditional privacy, non-repudiation, and unlinkability. Further-
more, schemes [13] and [22] neglect to address replay
attacks, conditional privacy, non-repudiation, and unlinkabil-
ity. In contrast, the proposed work stands out by offering
comprehensive support for all necessary security features,
ensuring robust protection against potential threats and vul-
nerabilities.

VII. CONCLUSION
This paper presents an efficient mutual and batch authentica-
tion system with conditional privacy preservation to ensure
secure communication within /oT based V2G communica-
tion system. The proposed scheme enables EVs and CSs to
authenticate each other with minimal computation and com-
munication overhead, addressing a fundamental requirement
of loT-based V2G systems. By incorporating conditional
privacy and implementing a tracing mechanism to identify
malicious users, the proposed scheme enhances the effi-
ciency and security of the V2G communication system.
Furthermore, the introduction of an efficient batch authen-
tication method allows for the validation of multiple EVs
with reduced computational complexity compared to existing
schemes. Through rigorous security and performance anal-
yses, it has been demonstrated that the proposed approach
fulfills all essential security requirements while maintaining
lower computational and communication overheads. Thus,
itis well-suited for resource constrained V2G communication
systems.

Future Research Direction: Exploring the integration of
radio fingerprinting techniques, such as semi-supervised
RF fingerprinting with consistency-based regularization
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and geometric-based channel modelling and analysis for
double-RIS aided vehicle-to-vehicle communication sys-
tems, with our proposed method presents an exciting avenue
for future inquiry. This integration has the potential to
enhance the security and reliability of V2G communication
systems, addressing concerns related to unauthorized access
and spoofing attacks. Investigating this fusion could inspire
further innovations in the field, leading to the development of
more efficient and secure V2G communication protocols.
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